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1.2 Anyconnect VPN on ASA1v/ASA11v

You have been asked to configure a remote VPN solution in the interface Edge 1 layer of the

network to support traffic from the Sales and Finance organization The requirements are as

follows:

® Clients must be able to establish remote VPN sessions with an idle timeout of 1 days.

® Active Directory must be used for the authentication.

® Only traffic that is destined for the Sales server,Finance server and NTP server must be
encrypted.
Traffic between Sales PC and Finance PC should be allowed.
For the Sales organization,the address must be assigned from the block of
172.16.1.1-172.16.1.10/24

® For the Finance organization,the addresses must be assigned from the block of
172.16.1.11-172.16.20/24

® DACLmust permit trafiic destined to Sales server,Finance server,NTP'server and DNS server.
DACL must per.nit ICMP traffic between Sales PC and Finance PC.

Notes:

e For the deployment you must use the addresses provided under the "Addressing Tables"tab for
Task 1.2

Solution:

Management PC

Open TFTP server Application
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Ecst match

TOM TFTP Server e OPBH *TETP Server”

B peskiop app

Documents
TFTPServer-guilog

TFTPServer-guilog.1

User Account
Do you nze allow this app from an

unkn ublisher to make changes to your
e

TFTPServer.exe

Publisher: Unknovin
File origin: Hard drive on this computer

Show more details

lYes ‘
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fincis TFTP Server (] b

Teols Help solarwinds

Clear Log..

&

Geneal  Server Bndngs  Securty  Language

Status

TFTP Server service status: Rerted

seconds

5 timas wihen 2 remete chert doasn! respond

TFTP Server Root Dirsctery: ]
CATFTP oo B 2 A Check the file path.

[] Rename exsting fles on conflict

ASA3:

ASA3/ASA3/slaver#dir
leaderDirectory of disk0:/
(--Omitted here--)

110 -rwx 19473166  06:28:30 Nov 252020 anyconnect-win-4.2.04018-k9.pkg
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(--Omitted here--)

4118085632 bytes total(711901184 bytes free)

ASA3/ASA3/master#

ASA3/SA3/master#copy disk0:/anyconnect-win-4.2.04018-k9.pkg tftp:
Source filename [anyconnect-win-4.2.04018-k9.pkg]?<Press "Enter">
Address or name of remote host []?7150.1.7.201

Destination filename [anyconnect-win-4.2.04018-k9.pkg]?<Press

secs(811381 bytes/sec)ASA3/ASA3/slaver#

ASA1v:

ASA1v/prilacti#dir

Directory of disk0:/

(--There is no anyconnect-win-4.2.04018-k9:pkg here--)

8571076608 bytes total (8559845376 bytes free)

ASA1v/prilact#

ASA1v/prilact#copy tftp:anyconnect-win-4.2.04018-k9.pkg diskO0:
Address or name of{remote host []?150.1.7.201

Source filename [anyconnect-win-4.2.04018-k9.pkg]?<Press"Enter">
Destination filename [anyconnect-win-4.2.04018-k9.pkg]? <Press"Enter">

Accessing tftp://150.1.7.201/anyconnect-win-4.2.04018-k9.pkg..

(--Omitted here--)

Writing file disk0:/anyconnect-win-4.2.04018-k9.pkg..
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R9:

R9(config)#ip route 172.16.1.0255.255.255.05.2.3.1
R9(config)#router eigrp 1
R9(config-router)#redistribute static
R9(config-router)#exit

R9(config)#router eigrp 2
R9(config-router)#redistribute static
R9(config-router)#exit

R9(config)#

ASA1-c1:

ASA1/c1/seclacti(config)#route dmz 19.16.2.1 2551255.255.2555.2.5.8
ASA1/c1/sec/act(config)#router eigrp 2
ASA1/c1/seclact(config-router)#redistribute static
ASA1/c1/sec/act(config-router)#exit

ASA1/c1/seclact(config)#

o\
Verify on @ -c1:

ASA1/c1/sec/act#show route

Routing Table:c1

Codes:L-local,C-connected,S-static,R-RIP,M-mobile,B-BGP
D-EIGRP,EX-EIGRP external,0-OSPF,IA-OSPF inter area
N1-OSPF NSSA external type 1,N2-OSPF NSSA external type 2
E1-OSPF external type 1,E2-OSPF external type 2
i- I1S-IS,su-1S-IS summary,L1-IS-IS level-1,L2-1S-IS level-2
ia-IS-IS inter area,*-candidate default,U-per-user static route

0-ODR,P-periodic downloaded static route,+-replicated route
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Gateway of last resort is not set

C 5.2.3.0255.255.255.0 is directly connected,inside

L 5.2.3.1255.255.255.255 is directly connected,inside

C 5.2.5.0255.255.255.0 is directly connected,dmz

L 5.2.5.1255.255.255.255 is directly connected,dmz

C 5.2.7.0255.255.255.0 is directly connected,outside

L 5.2.7.1255.255.255.255 is directly connected,outside

S 19.16.2.1255.255.255.255[1/0]via 5.2.5.8.dmz

DEX 161.1.7.0255.255.255.0 [170/3072]via 5.2.7.9,00:00:37,outside
DEX 172.16.0.0255.255.0.0[170/3072]via 5.2.7.9,00:00:37,outside
DEX 172.16.1.0255.255.255.0 [170/3072]via 5.2.7.9.00:0137,0outside
D 192.168.2.0255.255.255.0 [90/130816]via 5.2.5.8.00-01:41,dmz

ASA1/c1/seclact#

ASA2-c2;

ASA1/c2/pri/act(config)#route dmz 19.16.11255:255.255.2555.2.4.7
ASA1/c2/prilact(config)router eigrp 1

ASA1/c2/pri/act(config-router)#redisfribute staticASA1/c2/pri/act(config-router)#exit

ASA1/c2/prilact(config)#

Verify on ASA2-¢2:

ASA1/c2/prilacti#show route

Routing Tabie:c2
Codes.L-local,C-connected,S-static,R-RIP,M-mobile,B-BGP

D -EIGRP,EX-EIGRP external,0-OSPF,IA-OSPF inter area

N1 -OSPF NSSA external type 1,N2-OSPF NSSA external type 2
E1 -OSPF external type 1,E2-OSPF external type 2

| -IS-1S,su-IS-IS summary,L1-1S-IS level-1,L2-IS-IS level-2

la -IS-IS inter area*-candidate default,U-per-user static routeo-

O -DR,P-periodic downloaded static route,+-replicated route
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Gateway of last resort is not set

C 5.2.2.0255.255.255.0 is directly connected,inside

L 5.2.2.1255.255.255.255 is directly connected,inside

C 5.2.4.0255.255.255.0 is directly connected,dmz

L 5.2.4.1255.255.255.255 is directly connected,dmz

C 5.2.6.0255.255.255.0 is directly connected,outside

L 5.2.6.1255.255.255.255 is directly connected,outside

S  19.16.1.1255.255.255.255[1/0]via 5.2.4.7,dmz

DEX 161.1.7.0255.255.255.0 [170/3072]via 5.2.6.9,01:52:00,0utside

D EX 172.16.0.0255.255.0.0[170/3072]via 5.2.6.9,01:52:00,0utside

D EX 172.16.1.0255.255.255.0[170/3072]via 5.2.6.9,00:11:11,0outside
D 192.168.1.0255.255.255.0 [90/130816]via 5.24.7,01:53:40.dmz
ASA1/c2/prilact#

R9:

R9#show ip route eigrp
Codes:L-local,C-connected,S-static,R-RIP,M-mobile,B-BGP
D-EIGRP,EX-EIGRP external,0-OSPF,|A-OSPF inte,area
N1-OSPF NSSA extermal type,1,N2-OSPF NSSA exernal type 2
E1-OSPF external type 1,E2-OSPF external type 2
i-1IS-1S,su-IS-IS stimmary,L1-IS-IS level-1,12-IS-IS level-2

ia -IS-IS inter area,*-candidate default,U-per-user static route
0-ODR,P-periodic downloaded static route,H-NHRP,I-LISP
a-application route

+-replicated route,-next hop override,p-overrides from PIR

Gateway of last resort is not set
5.0.0.0/8 is variably subnetted,10 subnets,2 masks
D 5.2.2.0/24 [90/3072]via 5.2.6.1,02:03:28,GigabitEthernet2.1

D 5.2.3.C/24 [90/3072]via 5.2.7.1,00:04:54,GlgabitEthernet2.2
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D  5.240/24 [90/3072]via 5.2.6.1,02:03:28.GigabitEthernet2.1

D 5.2.5.0/24 [90/3072]via 5.2.7.1,00:04:54,GigabitEthernet2.2

DEX 19.16.1.1 [170/3072]via 5.2.6.1,00:12:01,GlgabitEthernet2.1
DEX 19.16.2.1 [170/3072]via 5.2.7.1,00:04:54,GigabitEthernet2.2
D 192.168.1.0/24 [90/131072]via 5.2.6.1,02:03:28,GigabitEthernet2.1
D 192.168.2.0/24 [90/131072]via 5.2.7.1,00:04:52,GigabitEthernet2.2

R9#

ASA11v:

ASA1v/pri/act(config)#route inside 19.16.1.1255.255.255.2555.2.8.9
ASA1v/pri/act(config)#route inside 19.16.2.1255.255.255.2555.2.8.9
ASA1v/prilact(config)#route inside 150.1.7.200255.255.255.2555.2.8.9
ASA1v/pri/act(config)#route inside 150.1.7.231 255.255.255.2565!2:8.9
ASA1v/pri/act(config)# dns domain-lookup inside
ASA1v/pri/act(config)# dns domain-server 150.1.7.200
ASA1v/pri/act(config)#domain-name cisco.com
ASA1v/pri/act(config)#http server enable

ASA1v/prilact(config)#http 150.1.7.0255:255.255.0 mgmt
ASA1v/pri/act(config)#crypto key generate rsa label cciekey modulus 1024
INFO:The name for the keys, will be:cciekey

Keypair generation process begin.Please wait..
ASA1v/prilact(config)#

ASA1v/pri/act(config)#crypto ca trustpoint ccietrust
ASA1v/prilact(config-ca-trustpoint)#enrollment self
ASA1v/pri/act(config-ca-trustpoint)#fqdn asal.cisco.com
ASA1v/prilact(config-ca-trustpoint)#subject-name CN=asa1.cisco.com
ASA1v/pri/act(config-ca-trustpoint)#keypair cciekey
ASA1v/prilact(config-ca-trustpoint)#exit

ASA1v/pri/act(config)crypto ca enroll ccietrust

WARNING:The certificate enrollment is configured with an fqdn
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that differs from the system fqdn.If this certificate will be
used for VPN authentication this may cause connection problems.
Would you like to continue with this enroliment?[yes/no]:yes
%The fully-qualified domain name in the certiticate will be:asal.cisco.com
%Include the device serial number in the subject name?[yes/no]:no
Generate Self-Signed Certificate?[yes/no]:yes
ASA1v/pri/act(config)#
Verify on ASA11v:
ASA1v/pri/act#show crypto ca certificate
Certificate
Status:Available
Status Available
Cerificate Serial Number:d24f4962
Certificate Usage:General
PurposePublic Key Type:RSA(1024 bits)
Signature Algorithm:SHA1 with RSA Encryption
Issuer Name:

hostname=asa1l.cisco.com

cn=asal.cisco.com
Subject Name:

hostname=asat.cisco.com

cn=asal.cisco.com
Validity Date:
start date:08:40:30 GMT Apr 32022
end date:08:40:30 GMT Mar 312032
Associated Trustpoints:ccietrust
CA Certificate

Status:Available
Certificate Serial Number:18dad19e267de8bb4a2158cdcc6b3b4da

Certificate Usage:General Purpose
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Public Key Type:RSA(2048 bits)
Signature Algorithm:SHA1 with RSA Encryption
Issuer Name:
cn=VeriSign Class 3 Public Primary Certification Authority-G5
ou=(c)2006 Verisign\,Inc.-For authorzed use only
ou=VeriSign Trust Network
o=VeriSign\,Inc.
c=Us
Subject Name:
cn=VeriSign Class 3 Public Primary Certification Authority-G5
ou=(c)2006 VeriSignl,Inc.-For authonzed use only
ou=VeriSign Trust Networko=VeriSign\,Inc.
c=US
Validity Date:
start date:00:00:00 GMT Nov 82CC6
end date.:23:59:59 GMT Jul 162036
Associated Trustpoints:SmartCallHome ServerCA

ASA1v/prilact#

Verify on ASA1v.

ASA1v/sec/stby#snow crypto ca certificate
Certificate

Status:Available

Ceruificate Serial Number:d24f4962

Certificate Usage:General Purpose

Public Key Type:RSA(1024 bits)

Signature Algorithm:SHA1 with RSA Encryption
Issuer Name;

hostname=asa1.cisco.com

cn=asal.cisco.comSubject Name:
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hostname=asa1.cisco.com
cn=asal.cisco.com

Validity Date:

start date:08:40:30 GMT Apr 32022

end date:08:40:30 GMT Mar 312032

Associated Trustpoints:ccietrust

CA Certificate

Associated Trustpoints:ccietrust
CA Certificate
Status:Available
Certificate Serial Number:18dad19e267de8bb4a2158cdcc6b3b4a
Certificate Usage:General Purpose
Public Key Type:RSA(2048 bits)
Signature Algorithm:SHA1 with RSA Encryption
Issuer Name:
cn=VeriSign Class 3 Public Primary Certification Authority-G5
ou=(c)2006 Verisign\,Inc.-For authorized use only
ou=VeriSign Trust Network
o=VeriSign\,Inc.
c=US
Subject Name:
cn=VeriSign Class 3Public Primary Certification Authority -G5
ou=(c)2006 VeriSign\,Inc.-For authorized use on,
ou=VeriSign Trust Network
o=VeriSign\,Inc.
c=US
Validity Date:
start date:00:00:00 GMT Nov82CC#6
end date:23:59:59 GMT Jul 162036
Associated Trustpoints:SmartCallHome_ServerCA

ASA1v/sec/stby#

ASA1v/sec/stby#

ASA11v;
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ASA1v/pri/act(contig)#webvpn

ASA1v/priact(config-webvpn)#enable outside

INFO:WebVPN and DTLS are enabled on'outside’'.
ASA1v/pri/act(config-webvpn)#anyconnect image disk0:/anyconnect-win-4.2.04018-k9.pkg
ASA1v/pri/act(config-webvpn)4 anyconnect enable
ASA1v/prilact(config-webvpn)#tunnel-group-list enable
ASA1v/pri/act(config-webvpn)#exit

ASA1v/prilact(config)#access-list sales standard permit host 19.16.1.1
ASA1v/pri/act(config)#access-list sales standard permit host 150.1.7.231
ASA1v/prilact(config)#access-list sales standard permit 172.16.1.0255.255.255.0
ASA1v/pri/act(config)#access-list finance standard permit host 19.16.2.1
ASA1v/prilact(config)#access-list finance standard permit host 150.1.7:231
ASA1v/pri/act(config)#access-list finance standard permit 172:16.1.0255.255.255.0
ASA1v/pri/act(config)#ip local pool salespool 172.16.14-172.16.1.10 mask 255.255.255.0
ASA1v/pri/act(config)#ip local pool financepool 172.16.1.11-172.16.1.20 mask 255.255.255.0
ASA1v/prilact(config)#group-policy sales intérnal
ASA1v/pri/act(config-group-policy)#dns-server value 150.1.7.200
ASA1v/prilact(config-group-policy)#vpn-idle-timeout
1440ASA1v/pri/act(config-group-policy)#vpn-tunnel-protocol ikev2 ssi-client ssl-clientless
ASA1v/prilact(config-group-policy)#split-tunnel-policy tunnelspecified
ASA1v/pri/act(config-group-policy)#split-tunnel-network-list value sales
ASA1v/prilact(config-group-policy)#split-dns value cisco.com
ASA1v/pri/act(config-group-policy)#default-domain value cisco.com
ASA1v/prilact(config-group-policy)#address-pools value salespool
ASA1v/pri/act(config-group-policy)#webvpn
ASA1v/pri/act(config-group-webvpn)#anyconnect keep-installer installed
ASA1v/pri/act(config-group-webvpn)#always-on-vpn profile-setting
ASA1v/prilact(config-group-webvpn)#exit

ASA1v/pri/act(config-group-policy)#exit

ASA1v/pri/act(config)#group-policy finance internal
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ASA1v/pri/act(config)#group-policy finance attributes
ASA1v/pri/act(config-group-policy#dns-server value 156.1.7.200
ASA1v/pri/act(config-group-policy)#vpn-idle-timeout 1440
ASA1v/prilact(config-group-policy)#vpn-tunnel-protocol ikev2 ssl-client ssl-clientless
ASA1v/pri/act(config-group-policy)#split-tunnel-policy tunnelspecified
ASA1v/prilact(config-group-policy)#split-tuinnel-network-list value finance
ASA1v/pri/act(config-group-policy)#split-dns value cisco.com
ASA1v/pri/act(config-group-policy)#default-domain value cisco.com
ASA1v/pri/act(config-group-policy)#address-pools value financepool
ASA1v/prilact(config-group-oolicy)#webvpn
ASA1v/pri/act(config-group-webvpn)#anyconnect keep-installer installed
ASA1v/prilact(config-goup-webvpn)#always-on-vpn profile-setting
ASA1v/pri/act(confio-group-webvpn)#exit
ASA1v/prilact(ccnfig-group-policy)#exit

ASA1v/priect(config)#aaa-server ISE protocol radius
ASA1v/prilact(config-aaa-server-group)#dynamic-authorization
ASA1v/pri/act(config-group-policy)# vpn-tunnel-protocol ikev2 ssi-client ssl-clientless
ASA1v/prilact(config-group-policy)#split-tunel-policy tunnelspecified
ASA1v/pri/act(config-group=policy)#split-tuinnel-network-list value finance
ASA1v/prilact(config.group-policy)#split-dns value cisco.com
ASA1v/pri/act(config-group-policy)#default-domain value cisco.com
ASA1v/prilact(config-group-policy)#address-pools value financepool
ASA1v/pri/act(config-group-policy)i webvpn
ASA1v/pri/act(config-group-webvpn)#anyconnect keep-installer installed
ASA1v/pri/act(config-group-webvpn)#always-on-vpn profile-setting
ASA1v/prilact(ccnfig-group-webvpn)#exit
ASA1v/pri/act(contig-group-policy)#exit

ASA1v/priact(config)#aaa-server ISE protocol radius
ASA1v/pri/act(config-aaa-server-group)#dynamic-authorization

ASA1v/pri/act(config-aaa-server-group)#interim-accounting-update
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ASA1v/pri/act(config-aaa-server-group)#exit
ASA1v/prilact(config)#aaa-server ISE(mgmt)host 150.1.7.117
ASA1v/pri/act(config-aaa-server-host)#key cisco
ASA1v/prilact(config-aaa-server-host)#exit
ASA1v/pri/act(config)#tunnel-group sales type remote-access
ASA1v/pri/act(config)#tunnel-group sales general-attributes
ASA1v/pri/act(config-tunnel-general)#authentication-server-group ISE
ASA1v/prilact(config-tunnel-general)#accounting-server-group ISE
ASA1v/pri/act(config-tunnel-general)#default-group-policy sales
ASA1v/prilact(config-tunnel-general)#exit
ASA1v/pri/act(config)#tunnel-group sales webvpn-attributes
ASA1v/prilact(config-tunnel-webvpn)#group-alias sales enable
ASA1v/pri/act(config-tunnel-webvpn)#exit
ASA1v/pri/act(config)#tunnel-group finance type remote-access
ASA1v/pri/act(config)#tunnel-group finance general-attributes
ASA1v/prilact(config-tunnel-general)#authentication-server-group ISE
ASA1v/pri/act(config-tunnel-general)#accounting-server-group ISE
ASA1v/pri/act(config-tunnel-general)#default-group-policy finance
ASA1v/pri/act(config-tunnel-general)#exit
ASA1v/pri/act(config)#tunnel-group finance webvpn-attributes
ASA1v/pri/act(config-tunnel-webvpn)#group-alias finance enable
ASA1v/pri/act(config-tunnel-webvpn)#exit
ASA1v/pri/act(config)#group-policy sales attributes
ASA1v/prilact(config-group-policy#group-lock value sales
ASA1v/pri/act(config-group-policy#exitASA1v/pri/act(config)#group-policy finance attributes
ASA1v/prilact(config-group-policy)#group-lock value finance
ASA1v/pri/act(config-group-policy)#exit

ASA1v/prilact(config)#i crypto ikev2 policy 10
ASA1v/pri/act(config-ikev2-policy)#encryption aes-255

ASA1v/prilact(config-ikev2-policy)#integrity sha256
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ASA1v/pri/act(config-ikev2-policy)#group 2ASA1v/pri/act(config-ikev2-policy)#exit
ASA1v/prilact(config)crypto ipsecikev2 ipsec-proposal VPN
ASA1v/pri/act(config-ipsec-proposal)#protocol esp encryption aes-256
ASA1v/prilact(config-ipsec-proposal)#protocol esp integrity sha-256
ASA1v/pri/act(config-ipsec-proposal)#exit

ASA1v/prilact(config)#crypto dynamic-map DMAP 10 set ikev2 ipsec-proposal VPN
ASA1v/pri/act(config)i crypto dynamic-map DMAP 10 set reverse-route
ASA1v/prilact(ccnfic crypto map CMAP65535 ipsec-isakmp dynamic DMAP
ASA1v/pri/act(contig)#crypto map CMAP interface outside
ASA1v/priact(config)#crypto ikev2 enable outside client-services port 443
ASA1v/pri/act(config)#crypto ikev2 remote-access trustpoint ccietrust
ASA1v/prilact(config)#ssl trust-point ccietrust outside

ASA1v/pri/act(config)#
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Management PC;
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Osco AGDH 7.5(2) pravides an nbeitve graphical user incertace B1at makes it a5y 1o sek up,
comigure and @aonape youwr D3¢0 secunty 2pphsnces.

Oren ASDH Gan nan eis & local apolicdtion or ae & Lavs Web Start sppliatsan,

jivs G0 From a desicop shartnal. He brawoar = reqarest
= One Feskdnn SROMAR B DVS yOU [ CHANMIE 1D MLITHE SeCunty 3261 anons,

este® ASBM Lawnches I

Ipcel appheatien, & conneds 1 wary Secaritr 20 anos fiorh vaar

OoRaaD S 00 SEL Aadlisg CH0 ASDY 85 1 200502600 has U1ese 30vinearesi

ara Web Tart is reguired to nn ASCH, bat % o

Inistall lava Weib Start

stelied on this cormpaies.

Coperight & 2006-2015 Ciseo Sywems, [ne. &l rights seserved.
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[ -
| - csccasoMTRl x |+
<« X O & nhitps://150.1.7.53/scmin/public/indexitml

D 1501753

This site s asking you to sign in.

Useroame

N Q Searcn

Cisco ASDIA7.52) x |+

)

] O B or npey)150.1.7.53/adr i | blicAndey.htm)

2 & Sign in

[

When o rur
desizop using

* You o

Y, cisco AsDM7.5(2) *

Cisco ASDM 7.5(2) provides an intutive graphical er in
configure and manage your Cigco cecurity Sp@iant

rom: https//150.1.7.53

Run Cisy d you ke to save this file?

alafie
cisco

ce that makes it eacy to set up,

a Web Start application.

Package (757 KB)

ofmm

[ Tmstall Java Web Start |

Copynight © 2006-2015 Cisco Systems, Inc. Al rights reserved.

o x
® =
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O & O nttps//150.1.7.53/zcmin/public/indechtrl Y2 Q search

(41}

Show al downloads

Cisco ASDM 7.5(2) provides an intutive graphical user interface that makes it easy to set up,
configure and manage your Cisco security zppliances.

Cisco ASDM can run as 3 local application or as a Java Web Start application.

RUN Gisco ASDM as a focal application

Whan yoa run Ciszo ASDM as a local application, it cornects to your secunty anpiancs from your
deskzop using S5L. Running Cisco AZON as an spplication hes these advantages:

« Yeu can invake ASDM from a deskiop shortcut. No browses is required.

« One deskeap shortcut 2llows yas to connact to multiple s=curity appliances.

Instell ASDM Launcher

Run Cisco ASDM as a Java Web Start application’

Java vieb Start is required to run ASCM, but It is not instalied on this computer.

Install Java Web Start

Conyright  2036:2015 Ciccn Systems, Inc. All rights reserved.

# - CITEERY o
B4, cisco ASDM 7.5(2) als

Application Tools  Downloads

Home Share View Manage

2 & > ThisPC > LocalDisk(C:) > Users > acmin 5 Downloads

~ &  Search Downloads P
Name Date modified Type
# Quick access

B Desktop . 8 dm-launcher

6/30/2024 10:16 AM  Windows Insta

Application Tosls  Downloads

Home Share View Manage

2 & > ThisPC » Local Disk(C:) > Users » acmin » Q

a5

v B Search Downloads
Name

jate modified Type Size
7 Quick access

= T 5
dm-launcher 6/30/2024 10:16 AM  Windows Installer ...
I Desktop ’ I ﬂﬂ' ' =

757 KB |

< Downloads

blc ciick to open the installation package
= Documerts \
[&] Pictures

@ OncDrive
3 Thiz PC
‘e Local Disk (Cz)

= Network

4 YHom. =g oup

Titem 1 item selected 757 KB

www.passccielab.com All rights reserved
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"} E] L = Application Taoly  Downloads —_ O X
Home Share View Manage v @
1 ‘ > ThicPC » Local Dick (C:) » Urerr > Uzer > Downloadc v 0 | Search Dovmloads ]
~
Name | Date modified Type Size
s Quick sccect 7 . 2 :
dr Open File - Securty Wamin, X 75TKB
I Deskiop » 54 Ope i 9 [ k)
‘ Downloads ~ & .
The publisher could not be verificd. Arc you surc you want to run this
@ Decumente E 4 software?
E] Pictures » ﬁ Name: CA\Uesre\Uean\Downloade\dm-launcher.mel
- ,1 o Publizher: Unl Publish
Type: Windowrs Installer Package
@& OneDrive :
From: CA\Users\UseA\Downloads\dm-lhuncher.msi
! ThsPC
Run | | Cancel I
DVD Drive (D:) 20220 .
% Local Dizk (C) 7] Abways ask before opening this file o
ﬂv Natwark
. This file does not have a valid digital signature that verifies its
publizher. You thould only run coftware from publich . you
< HEmEOY w can | deaide wh frwrar nt
Q ¢
Titem  1item selected 757 KB e\ eI E

The InslaliShield(R) Ywizard wil instal Cisco ASDM-IDM
Launcher v 1.7(0) on vour computer,

To continuz, dick Next.

WARNING: This program is protected by copyright law and
nternational treaties.

www.passccielab.com All rights reserved Created by robbis -21-
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@ Cizco ASDM-1DM Launcher - InstallShield Wizard

Destination Folder “-\_

Click Next ta imstall to this folder, or dick Charge to install to a different folder.

- Install Cisco ASDM-IDM Launcher to:
// C:\Pragram Files (x86)\Cisco SystemsasoMY | Change...

n=talshield

_j!:}l Cisco ASDM-IDM Launcher - Enstal[Shie@zard

Ready to Install the Program g :'o

The wizard is ready to baginins

N
Click Install to begin the s&m.

If you want to revi nge any of your in: *zllz don settings, dlick Back. Click Cancel to
exit the wizard.

3

Instalishicd o
< ac Carcel

www.passccielab.com All rights reserved Created by robbis -22 -
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User Account Control

Do you want to allow this app from an
unknown publisher to make changes to your
device?

C:\Users\User\Downloads\dm-launcher.msi

Publisher: Unknown
File origin: Downloaded from the Internet

Show more details

Yes o

#& Cisco ASDM-IDM Launcher - lhstalfShield Wizard

Installshield Wizard Completed

The Installshield \Wizard has successfiilly installed Cisco
ASDM-IDM Launcher. Click Finich to exit the wizard.

www.passccielab.com All rights reserved Created by robbis -23-
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Cisco ASCM-IDM Launcher v1.7(0)

Cisco ASDM-ION: Launcher 212l

CciIsco

Device [P Address /Nwe:@d. 17.33 I " -]

Username:
Passord: m N _ J

[[] remember the username of the spedfied device on this computer

[JRun =.Deino Mode

== ==

Ciscn ASDL- DML auncies

Secunty Waming

Do you want to Continue?
The connection to this website is

|
& w&sQ +//180.1.7.53:493
o - ‘

and cannot be used to verify the identity of this website,
More Iy

www.passccielab.com All rights reserved Created by robbis
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BB Cisco ASDM T.5(2)61 for ASA - 150.1.7.55 - o x

file View Took Wiards Window Help [Troc topic o 3corch | co

Homa| O Confgratin (5] Weritorng | [ sxve QU meioch QD asck @) porwmd | D ey ~ cisco

Y, Dovico Coshbord | B, Frowall Dasiboscd

Generd License Fleae woit ...
Hest Name: |
ASA Verson: Device Uptime:
ASOM Varson: Ocrice Type: |
'
L . |
‘I B ASAv licenze ptate: Uniicensod X =
e ChnTEss SSL VPN There is no active ASAv plstform beense instaled. The ASAw is running in degraded hast
mode. Theough hesbax frenal trathe wil be rate Imited i 100 Ebps ard
Imitof 09 laposed. |
CFU Usage (percent) - ==
[JBonstsnow this message agan
|

| T T T y T
12:00 1400 1900 18X0 2000 2200 |

0
00:09 02:00 €405 2030 00:00 13
Nemory Uisage (M8) T

| outcide Interface Traf: Usage (Kbps!

B39 X0 2000 2230

Ditats J
[LatestASDM Syslogtessages D& x|
Irvtahzng cossswurscation medules. .. 4f3/22 5:48:04 PM
E Cisco ASDM 7.5(2)61 for ASA - 150.1.7.53 = o X

File

Tools Igards Window Help VRS eR ‘ e il I i I I

Command Line Interface...

Show Commancls Ignored by ASDM on Device
Packet Tracer.

Ping...

Traceroute...

File Management... ‘ Interface 1P Address/Mask Line Link Kbps
Check for ASA/ASDM Updat 5. (=== S:-Sv 1/?4/ : w : w 2 |
mgmt 150.1.7.53/24
Upgrade Software from Lo- sl Coanputer * ;w& g . ”': ° ‘: 2
.2.10. =

Downgrade Software..
Backup Configurs'o: - |

Restore Cc ~fig 1rauuns Select an mterface to view mput and output Kbps

Sysiera Re’nad...

A !in, teator's lientless SSL VPN Users...

tails This Host: PRIMARY (Active) Other Host: SECONDARY (Standby Ready) Details

@ s

N rgr e N roup Members...

Ireferences...

Tot Connections Per Second Usage S — B —- et
ASDM Java Console... J |
12mar e
e
I ‘
] 0 T T T T e |
1500 09:45 00:4 00:a7 00:48 o4 |
M UDP: 0 M TCP: 0 M Totel: 0 |
1600 | ~‘outside’ Interface Traffic Usage (Kbps) |
725MB q 1 |
L |
500 |
P
o T T T T u
09:45 08:48 00:57 08:48 09:40
[ T T T T T W InputKbps: 0 M OutputKbps: 0
09:4321 00-25 0048 00:47 00:48 00:48
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File

= to search Go

Wizards

Window H

View Tools

% Device Dashboard | € Frevial

General License Virtual Resources

ASAlv
9.4(3)
7.5(2)61
Routed
129024 MB

Host Name:
ASA Version:
ASDM Version:
Firewall Mode:
Total Flash:

A Z99

| Total Memory Usage  Total CPL Usage €

@ Preferences l|||'|||'
Cisco

Indicate your preferences and cick OK to activate them. To restore the default settings,
clid Default, then dick OK to save them.

General Rule Tables Syslog

E Warn that configuration in ASDM ks aut of sync with the configuration on the ASA Link Kbps

[ Show configuration restriction message to read-only user Ow 0 I
O w 4

E Show configuration restriction message on a slave unit in an ASA duster Ow 0 1

[ Confirm before exiting ASOM

[[] Enable screen reader support (requires ASDM restart)

LL‘

4] wam of nsufficent ASA memory when ASDM loads

4] warn when ASAv doesn't have a vaid license or is overprovisioned

[4 Wam of upcoming license expiration when ASDM loads

Display viarning EOJ days before expiration

@ Hom1 @2 Configuration I@

[;][ Remote Accessven @0 5

lonitoring ‘

a8 |

T

by

L Bookam,

9 Introduction
| CJ-8b: Network (Cient) Access |

@B} AnyConnect Connection Pro: ﬁis

“ Dvr\!mm Access Peicier

F Group Poldes

1Psecll v ) Carnecuon Profil

1Psec(Ike.'2) Connection Profi|

13 seawe Mobk(v Soluton
Adareds £ -zignment
Acvanced

[ Chentless SSL VPN Access

AAA focal Users

s
l Y Cerbficate Mansgement
B3 Language Localization
. 88 | 0ad Balancing
{is! DHCP Server

e DNS
&

Advanced

Site-to-Site VPN

E) Device Management

www.passccielab.com All rights reserved

Memory Usage (MB) Commurications
] o | [] Freview commands before sendng them to the device: ‘ ‘
Anmmomaoompon:
. [ Enable curmiztve (batch) CLI dalvery T s [
Minimum Configuration Sending Timeout: 60 T seconds (defauit 60) [L: ’
725mp | 10007 Loggng — — | )
R [ Enable logang to the ASDM Java console:
500 |
Logging Level: ‘Z —\
oy ] Packet Capture Wizard —
52
—_— Speafy the path to your network sniffer applcation (such as Ethereal Wirssh. rk, . Yich will be
—— - = used by the Packet Capture Wizard to display the captured packets. -€ 10 pa™ s spedfied. the
\ Latest ASDM Syslog Messages default application for .pcap files wil be used.
Netwark Sniffer Application: N L Browss...
[ —— R
File View Tools Wizards Window Help | Go
g

cisco

B Save ° Refresh ‘ o Back 0 Forward ‘ @ Heb

erform group assignment for AnyConnect version 2.5 or later.You can select a profile to edt,

an
add a new profile. Pressng the Import ar Export button is for upload and download of clent profiles

Thus panel is used to manage AnyConnect Clent Pr
change group or to delete. You can select
between local machine snd device,

The profile Usage field is introduced wi

% Add|[4 Edit #%% Cha

lobility Solution. This field contains different profile usage in AnyConnect version 3.0 and later.

| Detete| B import| ) Export 47 Validate |

Group Policy

Profile Name Profile Usage Profile Location

2

Aoolv
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[ Cisco ASDM 7.5(2)671 for ASA - 5

File View Tools Wizards Window Help Type topic to Go o I i l Ve
0

@ Home: 0& Configuration [3 Monitoring ‘ QSM @Reﬁesh ‘ esark o Forward | @ Help ‘

Il 1

| Remote Access VPN a8
P Introduction

Network (Client) Access 3 . N . )
. This panel is used to manage AnyConnect Cliant Profiles and perform group assignment for AnyConnect version 2.5 or later.You can select a profile to edit, change

)} AnyC + C tion Pre
F VEonecs -omacn e group or to delete. You can select the 'Add’ button to add a new profile. Pregsing the Import or Export button is for upload and doanload of client profles be tween
[+ &3 AnyConnect Customization/L| Iocalmadtine and device.

AnyConnect Cient Profile The profile Usage field is introduced with the Secure Mobiity Solution. This field contains different profile usage in AnyConnect version 3.0 and later.
AnyConnect Cient Software
B Dynamic Access Polices
#8% Group Polides

avice List

Add AnyC ct Client Profil X
PoecHEvt) Comectonpro| | B3 D)2 e
IPsec(IKEV2) Connection Pro| —— : -
T Seare Mobiity Solution Profie Name I‘Q’“J" ofie 7' n sa Iesvp rofile
[ Byp Address Assignment Profile Usage {AnyCorvnect VPN Profile o
() &3 Advanced ——
il Clientiess SSL VPN Access
[:: AAA/Local Users Enter a device file path for an xml file, ie, disk0:/ac_profile. The file il be
Host Scan Image automatically created if it does not exist.
11 £} Secure Desktop Manager Profie Location  ciek0:/sales_profie.xml | ‘ Browse Flach. ..
(-3 Certificate Management h k
{2 Language Localization | Upload....
28 | 0ad Balancing

{8 DHCP server
i DNS GroupPoicy | sales v | e
&) Advancad

© Cocel || Help
: ZTI=] [
é’)ge\n:e&!up

Frenal

\&S Remota Access VPN

[E Cisco ASDM 7.5(2)61 for ASA - 150.1.7.53 =5 O X

| File View Tools Wizards -Window Help | J Go W I e I (i
@Hum& [‘3 Monitoring Bsave QRefresh ‘ cisco
1] | Remote Access ven g 4 s > AnyConnect Client Profile Ell

— @ Introduction

2 Network (Clent) Access . . i .
E AnyCornect Connection Profil .spnel is used to manage AnyConnect and perform group assignment for AnyConnect version 2.5 or later.You can select a profile to edit,
= 5 chz. e group or to delete. You can select tton to add & new profile. Pressing the Tmport or Export button is for upload and dowinload of client profies
a & [ AnyCornect Customizaticn) between local machine and device.
= AnyC t Client Profi The profle Usage field is introduced| cure Mobikty Soluton. This feld contains different profile usage in AnyConnect version 3.0 and later.

AnyConnect Client Se w2
10 Dynomic Access P lice:
Group Polices
D [Psec(lt zv 1, "o necuon Profil
i Psec(IK. ) Con ection Profi
m Sear = %bn  Solution
£ Adare s 4 signment
v @y
13 8 Ceentler ; SSL VPN Access
® % AAZ _ocal Users

Polcy| [ Delete| W tmport ) Export| &7 Validate
Profle Usage Group Poley Profile Lacatan

AryComnect N Profle

+ st Scan Image
|" #p Secure Desktop Manager
(@ |3 Certificate Management
k @ Language Localzation
22 Load Balandng
18" DHCP Server

DNS
] Advanced

<

& Device Setup
% Frewal

@ Remote Access VPN

@ Site-to-Site VPN . ]
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File

View Tools Wizards Window Help

& =~ art

Remote Access VPN

|:D hi_'i] Device List

Introduction
ED] Network (Client) Access
£} AnyConnect Connection Prof
(-3 AnyConnect Customization L
'8
i AnyConnect Client Software
i Diynamic Access Policies.
Group Poldies

D) IPsec(IKEV 1) Connection Pro|

i} IPsec(IKEv2) Connection Pro
- B sccure Mobility Solution
(3} Bp Address Assignment
B % Advanced
2] Clientless SSL VPN Access
- ARA/Local Users
@] Host Scan Image
& Secure Desktop Monoger
(-3 Certificate Management

- ‘Ea Language Localization

22 Load Balandng
| ' DHCP Server

Cv

& Advanced

< el
&i’ Device Setup
% Erenal

€317, Remote Access VPN

g% Site-to-Site VPN

% Device Management

wonitring | () save Q Refresn | O ©Q Furwa;l D e |
& % Confiquration > Remot Access VPH > ictvork (Clicnt) Access > AmyConnest ClicntProfile O

“E Bookmarks [

% Introduction
Network (Client) Access

& AnyConnect Connection Profie
-} AnyConnect Customization Lo
[AnyCannect Client Profiie
«{Ig) AnyConnect Client Softare

Dynamic Access Flicies
Group Polcies
| IPs2e( (Ev 1) Cennection Profi
B} IPsec(lEV2) Corinection Profil

T3 Securc Mobity Solution
@y Aadrass \ssignment
@ @A fdvanced
[ Lnentss SSL VPN Access
“ g AbAtocallicers

st Scan Imege

& Fh
%3

o

Secure Desktop Manager

Certificate Management
Language Localzation
2.2 |oad Balancing

- DHCP Server

4 DNS
- 3 Advanced

< >
& Device Setup
% Frenal
P pomp—
@ Site-to-Site VPN
@Device Management
I 2
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[Tvee tomic 1o seardh I

0I|Ivl|i|
cisco

This panel is used to manage AnyConnect dient Profiles and perform group sssignment for AnyConnect version 2.5 or later. You can select a profile to edit, change
group or to delete. You can select the ‘Add’ button to add a new profile, Pressing the Import or Export button is for upload and download of dient profies between
local machine and device.

The profile Usage field is introduced with the Secure Mobility Solution. This field contains different profle usage n AnyConnect version 3.0 and |ater.

Add AnyConnect Client Profile

tion

Profile Name Iﬁnam:e :_profle a
=_profile. scml

| AnyConnect VPN Profile

1 X finance profile

Profile Usage

Enter a device file path for an xml file, ie. disk0:/ac_profile. The fie wil be
automatically created if it does not exist.

Profile Lacation  diskO: finance_profile.xm! \ L Browise Flash...

‘. Upload...

Group Policy

fiance finance

° g

Help

cenel | |

2

Tiie panel is uszd to manage AnvConnect Client Profies and
change group or to delete, You can select the ‘Add’ button
betwieen local machine and device.

The profile Usage field is intraduced with the Secure

p assignment for AnyComnect version 2.5 or later.You can zelect 3 profie to edit,
rofile, Pressng the Import or Export button is for upload and download of dient profiles

. This field contains different profile usage in AnyConnect version 3.0 and later.

= W) tmport| B Export| &) vaiidate |

Profile Location
|disk0:/sales_prole. xml
disko:/fnance_profie .

Group Policy

AnyCannect VPN Profile
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T o U
4
_ e [ e =
2| Res & B preferences oty | Preferences (Part 1)
i -y Preferences (Part 2)
= Bl Backup Servers e jig o i ‘
g d Certificate Matching [[] show Pre-Connect Message | =
a |l 3 = Certificate Enrollment
| b Cer tificate Store
= 2] & 2
i i [] Certificate Store Override
i [[] Auto Conrect On Start [A User Controllable
i [/] Minimize On Comnect [ User Controllable | el
[ [(JLocal Lan Access [A user contraliable
®
o [[] Disable Captive Portal Detection User Controllable
*®
[oR - [] Auto Reconnect [[] user Contralable
Auto Reconnect Behavior [ user Controllable
ReconnectAfterResume v
® ] Aute upcate [ user Controliable
RSA Secure ID Integration [[] User Controliable
Automabc ~ 1
Windowrs Logon Enforcement
& Windows VPN Establishment
= el . AllowRemoteUsers

—d [ Cear smartCard PIN [ user Controllabi:

‘ 1P Protocol Supported

| @ [1Pv4,Ipvs ~|

| L tiaioe 8
Iz}

oK el | Help
BB CiscoACDLLT SAELL L AL 2ca 4222 I X
AnyCornest Cliert Profile Editar - salesgprofile L) X

File Viey
| (1} I L}
@ rome Profile: sales_profile About 5¢0
= el VPN ) E e i

& - §8} Preferences (Part 1) Seivi ruist

5+ Preferences (Part 2)

[} ot 2 —

2 L % (G Backup Servers

;gz ! gz::g:: ::::'Tm Hostname ‘ Host Address 5 P Backup Server List  Automatic SCEP ... CAURL Mobie Settings jories
& ] (2 Mobile Policy L

s Server List [ — — = | =

| ‘f) | Note: it is lyresm

ed that at least one server be defined in a profie. a - Delete ‘ -

Details |
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nome  Profile: sales_profile About Ec
4 Servar | it _

Y o ccocom 2

4 VPN
% [ ServerList Ertry

B Te

(53 % Host Display Name (required) !asa 1.clsco.com ‘ [] Additional mobile -only settings Edit...
E FQDN or IP Address User Group
I‘asa 1.disco.com
. Group URL asal.cisco.com
; i) ‘esal.dsco.com —1
Backup Server List Load Balancing Server List a'
& “Always On' is disabled. Load Balancing Fields have been disabled.
& Host Address [ Add Host Address [ ] a7
& Move Up De'nie
@
3 Move Dowin
# Oefet=
] @
(2 |Psec
Primary Frotocol Automatic SCEP Host B |
[] ASA gateway CAURL ‘
<m Auth M=thod During TKE Negotiation EAPARYCom e [ Prompt For Chralerge Password
IKE Identty (10§ gateway only) CA Thumbprint | ‘

20%

|

D&
|

|

L

Profile: sales_profile

PN b i
- {8} Preferences Port 1) : Server List
|7 Preferences (Part 2)

Backup Servers
' Certificate Matching = =

i 5 " ofiles
R el Host Address Backup Server List  Automatic SCEP... CAURL Mobie Settings
lasal.dsco. - Inherited --
Server List [

‘ Mobile Polcy e

Note: Itis highly re d that ot least one server be defined In a profile.

| Cancel | ek
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= LA LR R E
ljmonwnng

QSaue GRAfresh osack opun‘m’d ? Hﬁn‘ cisco

@Hml%mm

ﬁl | Remote Access VPN a8 | ok |
|| % Introduction
= !
£
g : ofi This panel is used to manage AnyConnect Client Profiles and perform group assignment for AnyConnect version 2.5 or later. You can select a peofie to edit,
= change group or to delete. You can select the "Add’ button to add a new profile, Pressing the Tmport or Export button is for upload and dowwoad of dient profiles
& between local machine and device.
g \ The profie Usage field is introduced with the Secure Mobiity Solution. This field containg different profile usage in AnyComnect version 3.0 and later,
)

Group Poldles
; [Psec(IKEv 1) Connection Profil & Ad l = ﬂ
); IPsec(IKEv2) Connection Profil

: g Dynamic Access Poldes

g Py B Dt Bt 8 et e

m Secure Mobility Sokution Profile Name Profie Usage Group Policy Profile Location
Address Assignment sales profie AnyConnect VPN Profie sales disk0: /sales_profite .xml

B Advanced ? 'ﬁ" AnyCannect VPN Profie disk0: ffinance_profie.xml

g5 Clentless SSL VPN Access

AAA/Local Users

81 Host Scan Image

Secure Desktop Manager

& Certificate Management
[3 Language Localzation
28 | oad Balancng
' DHCP Server

DNS
= Advanced ‘

o®

<
&) Device Setup
gﬂ Firewail

gg Remote Access VPNV

@ Site-to-Site VPN o
@ Device Management

== -0

File  Vie @ K I =
Profile: finance_profile About

R,

8 preferences part 1) | Preferences (Part 1)

~” Preferences (Part 2)

ﬁ Backup Servers ~
)'ﬁ Certificate Matching [[] Use Start “efore Lagon ser Controllable

Certificate Enolment ‘
Mobie Polic [ shor . Pre-Connect Message

(2] Ce theste Store

All

| oflcs

[] Certificate Store Over

[] Auto Connect User Controliable

4 Minimize On C User Controlisble ‘

= 3 [ User Controllzble

ive Portal Detection User Controllsble

ETRELE =

‘ wto Reconnect [J user Controliable

i 11»3 AutoReconnectBehavior [ User Controlable
l & |RecommectAfterResume v
[V Auto Update [] User Contrallable
RSA Secure ID Integration [[] user Controllable
Automatic ~
< Windows Logon Enforcement

SingleLocalLogon v

Windows VPN Establishment
(1 X AllowRemoteUse!

[ Cear smartCard PIN [ User Controllable
IP Protocol Supported
‘ o

RRA.

v et Py
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®

[ =) Books

|

L PRS-

Host Display Name (requir- )
FQON or IP Address

d

I 3881.05¢o.cOmM

Group URL

asal.c'sco. om

asé 1.cisco.com

@(\scu‘ ——— r—— — X
T [&) AnyConnect Client Profile Editor - finance, profile X
ile Vi i ' LI
@ tome, Profile: finance_profile tout se@
=i L ven ’
H @} Preferences (Part 1) Server List ﬁl
P 3 Preferences (Part 2)
_E 1 Backup Servers
2 ';? g::::z:: ?:r::;gm Hostname Host Address User Group Backup ServerList ~ Automatic SCEP... CA URL Mobile Settings [pftes
(| {3 Mobie Policy
= ad Server List
Note: it is highly recommended that at least one server be defined in a profile. Delele L
Edit... Detals !
|
|
<
22 oo
Al il = Py
v
L Cama — — s
[al|[Remd | 42N Server List o | T
el = ! Preferences (Part 1)
? it s s L - —
4 [ Server List Entry . é X
(1% asal.cisco.com L

[] Additional mobile-only settings

Backu, Server List Load Balancing Server List
) "Always On"is dieabled. Load Balandng Fieids have been disabled.
{ Host Address P Add Fost Address . Add
Mava Lp
| |
Mave Dawn
Delete
(S X |Psec
Primary Protocol Automatc SCEP Host
[ ASA gatenay CAURL ‘
Auth Method During TKE Neaotiation E6P-ANYCON. .. } [] Promet For Challenge Passord
IKE Identity (IOS gatevray only) CA Thumbprint ‘ -
| | ‘ Cancel
oK \ Cancel Help |
*Vn'm osco YLy — 7"mf" p—— VE'V’ WQIMW
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IKE Identity (10S gatewiay only)

= T
§ veN 3
b -
i {é} Preferences (Part 1) Server List r
8 i) . b
[ Server List Entry . x
] [1X asal.cisco.com L
; Host Dispiay Name (requirc ) |‘!sa Lelsto. com I [] Additional mobile-only settings Zait.
1 FQON or IP Address Tser Group
i Iasax.os(o';n a |[
1 )
; GrowpLRL (>R asal.cisco.com
Ll 2sa1.C%0, om
=5 Backw, Server List Load Balancing Server List F
& | “Always On”ls tieabled. Load Balancing Figids have been disabled.
| Host Address Add 08t Address add
w £ - ,
E_: Move Up .
o Move Dawr
w
1 g Dalete
-
- — - S X IPsec e
Primary Protocol Automatic SCEP Host |
] AsA gateway CAURL ‘
Auth Method During TKE Negotiation EAP-AmyCon. .. ‘ [ Promopt For Challange Password
CA int -
Thur

{ﬂ Bookmarks “E

aRes

. VPN R
+ 48} preferences (Part 1) Server List
5 Pref (Part2)
Backup Servers
L Z::::: ?;ﬁ;?m Hostname Host Address Badap ServerList | Automatic SCEP ... CAURL Mobile Settings [ofiles
] % Mobik Policy lssat.cisco.com [asat.cisco.com - Inherited --
Note:itis highly @ 2d that atleast one server be defined in a profile. 1 Delete ‘ ‘
‘ Detaie |
|
Help
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AnyCornect Connection Profi
AnyConnect Customization Lo

: Dynamic Access Polcza
: Group Polices

bet 2en locsl machine and device.

IPoec(IKEv1) Com 2chur: Profi 4 #dd| [ £dt| ¥ change Group Pokcy il Delete| T 1mport B Export | ( vaidate |

This pane’ is used to manage AnyCennect Clent Profiles and perform group assignment for AnyConnect version 2.5 or later.You can select a profie to edit,
chane group or to delate, You can select the 'Add button to add a new profile. Prassing the Import or Export button s for upload and download of client profiles

The profile Usage field is Introduced vath the Secure Mobikty Solution. This field contains different profile usage In AnyConnect version 3.0 and later,

TPsec(fHEY?) € arie< tion Profi
L secure viabilty <lution
H ;} Byp Addrass A mgnment

Profile Name Profile Usage
sales_profile AnyConnect VPN Profile

[ } Qhentles - SOL VPN Access
(G} 25A ML cal Users
Hest can Image

} E Secure Desktop Manager

(& [F% Certificate Management
E’E} Language Localzation
. %8 | oad Balanding
*-fi8" DHCP Server
78 DNS

o
2} ?@ Advanced

Group Policy
saes

B B Ave owect PPt T

Profie Location
disk0: /sales_peofie. xaml

<
b, Device Setup
. &F_’WE'

[@ggnm.\mvm

@g«:m—slmw

Q Device Management

i)

'4/3/22 10:17: 11 AM GMT

File View Tools Wizards Window Help

@ Home mehg Q:é.ﬁ

| Remote Access VPN a0

asa;k o Forward |

[TVPE ORI (o SearerT Go

3 AnyConnect Clent Software

Dynamic Access Polices The following CLT commands aré g
[Rg Groue Policies ASA, dlick Send. To not
TPsec(IKEv 1) Connection Pro,

based on the changes you made in ASDM. To send the commands to the
ands and continue making changes in ASDM, dick Cancel.

TPsec(IKEv2) Connection Pro
13 secure Mobility Sokution r ect profiles ofile disko:fsales_profie.xml
] % Address Agsignment
& Adyanced les finance_profile disk0:/finance_profile.xml
;[ Clientless SSL VPN Access
i@ AAA/Local Users sales attributes

A\ Secure Desktop Manager anyconnect profles value sales_profile type user
Certificate Management
& Language Localzation
| 8.815ad Balancng

group-policy finance attributes
webvpn

oz

i -
= P Introdicton

2 | BE network (Client) Access . )

= } AnyConnect Connection Prof This panel is used to manage AnyConnect Ol and perform group assignment for AnyConnect version 2.5 or later. You can select a profie to edit, change
_E_] & AnyConnect Customizationdl kgmt:p ur*n? deb?.)‘fo.u @n select the d a new profile. Pressing the Import or Export button is for upioad and downioad of client profiles between
- AnyConnect Clent Profile m Preview CLI Commands X Inect version 3.0 and later.

Profile Lacation
disk0: /sales_profile xml

finance_profie. xml

v l? DHCP Server anyconnect profies value finance_profile type user
ons exit
Advanced exit
|
< > — J
‘ &3 Device Setup Send | Cancel Save ToFile... ‘
‘ 3 d = S L izl
gﬂ Firewall - d
Remote Access VPN
@ Site-to-Site VON
‘ % Device Management
| = | s
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Wwwwﬁﬁmm—@mm CISCO |
A— mcometchentome -

Introduction

Network (Client) Access
This panel s used to manage AnyConnect Clent Profiles and perform group assignment for AnyConnect version 2.5 or later.You can select a profile to edit,

9
B; AnyConnect: Gonmec fon Profi chane= are. n o o delete. You can select the 'Add’ button to add a new profile. Pressing the Import or Export button is for upload and dovenload of dient profiles
#t 1B anyConnect QustomizotionLof ey, e, kv machine and device.

-3 e fi Usage field s introduced with the Secure Mobiity Solution, This field contains different profile Lsage In AyConnect version 3.0 and later.

+<[Ig) AnyConnect Client Softveare
~Hllo Dynamic Access Polickes

B3 Group Policies

TPsec(IKEv 1) Connection # ~fi

|2 Boolanarks

4 Ads | [ Edt| i Change Group Policy| ] Delete| W Import ) Export &7 Valdote

b_ IPsec(IKEv2) Conne .cor ™ofi
173 Seaure Mobility Sc latic 1

+}-Bp Address Assig ~en = i _profie. xmi
-8 Advan ad E [} AsAv license state: Unlicensed X P fisk0: /finance_profile.xml

profile Name Profile Usage Group Poicy Profile Location

3 Clientless SU. VPN Access
73] ARANLE o soTL

i b _stSczIm e There is no active ASAv platform license nstaled. The ASAv is running in degraded
2\ Ser - Bu.ntop Manager mode. Through-the-box firewall traffic wil be rate imited to 100 Kbps and &
(i3 E8) Lertific ste Management connection limit of 100 connections vl be imposed.

'L Lar uage Localzation
| 28 sad Balancng

! i ip’ DHCP Server

[ NS

I & FA Advanced

<
o, deviee sen
& e

i@wmm
3 ste-toste von o
& ¢

» [ meset |

" ' (> rieen 1 Q“.ﬂﬂ = & la13m7 10eonens smamr

Tritiakinn Fames miratinn maddae

Verify on ASA11v: ® 0

ASAlv/prifactit dir

Directory of disk0:/ 0

(--Omitted here--)
62 -rwx 19473166 OG:Z% 08 2022 anyconnect-win-4.2.04018-4%3.pkg
P

70 -rwx 2552 ) r 08 2022 sales_profile.xml

71 -rwx 2552 o 8 Apr 08 2022 finance profile.xml
2

8571076608 bytes tot. 7712 bytes free)

ASAlv/prifact¥,

ASAlv/pri/acfiishow running-config webvpn

webvpn

enable outside
anyconnect image diskG:/anyconnect-win-4.2.04026-k3.pkg 1
anyconnect profiles finance profile disk0:/ 5 ance profilexml
anycennect profiles sales profile disk0:/sules profile.xml
anyconnect enahle
tunnel-group-list enaole
cache
disable
error-recovery disable
ASAlv/pri/act# show ronining-config group-policy
group-policy sales iniarnal
group-policy su'es attributes
dns=serve” value 150.1.7.200
vpn-id'e-umeout 1440
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vpn-tunnel-protocol ikev2 ssl-client ssl-clientless
agroup-lock value finance
split-tunnel-policy tunnelspecified
split-tunnel-network-list value finance
default-domain value cisco.com
split-dns value cisco.com
address-pools value financepool
webvpn
anyconnect keep-installer installed
anyconnect profiles value finance_profile type user
aways-on-vpn profile-setting
ASATv/pri/acti
ASALv/pri/act# write
Building configuration...
Cryptochecksum: 25a919ad 94931e63 2804d1cS aZed6i22

11970 bytes copied in 0.170 secs

[OK]

ASALv/prifact#

Verify on ASAlv: :

By checking, it is found that the XML file and related configuration comma re missing.

*
ASAlv/sec/stbyé# dir 0
Directory of disk0:/ 0\

L/

(--Omitted here--, The sales_profile.xml and finag® | ile.xml files were not tound)
63 -rwx 19473166 06:25:37 Apr 086 yconnect-win-4.2.01025-k9.pkg

8571076608 bytes total (8540151808 bytes 6

ASAlv/sec/stby # show running - comdi vpn

webvpn
enable outside
anyconnect image diskQanycoRRect-win-4.2.04018-k>.ptg 1
anyconnect enable .

tunnel-group-list
cache
disable
error g disable
ASAlv/sec/stbyd show run group-policy
group-policy sales internal
group-policy sales attributes
dns-server value 150.1.7. 200
vpn-idle-timeout 1432
vpn-tunnel-preicao ikev2 ssl-client ssl-clientless
group-lock vaius sales
split-tunn>i-ralicy tunnelspecified
split-turinei-network-list value sales
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silit-dns value cisco.com
address-pools value salespool
webvpn
anyconnect keep-installer installed
always-on-vpn profile-setting
group-policy finance internal
group-policy finance attributes
dns-server value 150.1.7.200
vpn-idle-timeout 1440
vpn-tunnel-protocol ikev2 ssl-client ssl-clientless
group-lock value finance
split-tunnel-policy tunnelspecified

split-tunnel-network- list value finance
default-domain value cisco.com
split-dns value cisco.com
address-pools value financepool
webvpn
anyconnect keep-installer installed
always-on-vpn profile-setting
ASAlv/sec/stby#

O

ASA11v:
Download two XML files from ASA1lv: sales profile.xml & ﬁnancegproﬁle@

ASAlv/pri/act# copy disk0:sales profile.xml tftp: Q

Source filename [sales_profile.xml)? <Press “Enter”> \

Address or name of remote host []? 150.1.7.201

0\
Destination filename [sales_profilexml]? <Press ¢ ;

|

2552 bytes copied in 0.40 secs 0

ASALv/pri/aci# %

ASAlv/pri/fact# copy diskO:ﬁnanc@ xmi tftp:

Source filename [finance_pro ™ ? <Press “Enter”>
*

Address 0~ name of, ®host []7 150.1.7.201

Destination f e ftinance profilexml]? <Press “Enter”>
!
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Source filename [sales_profilexml}? <Press “Enter">
Address or name of remote host []? 150.1.7.201
Destination filename [sales_profile.xml]? <Press "Enter’™>

!

2552 bytes copied in 0.40 secs

ASALv/prifaci#

ASAlv/priact# copy disk0:finance_profile.xml tftp:
Source filename [finance_proiiexml]? <Press “Enter”>
Address or name of reroie host [? 150.1.7.201
Destination file::ame [finance profilexmi]? <Press “Enter”>

2552 hy'&s copied in 0.40 secs
ASAL, rifact#

ASAlv:
Use TFTP to upload two XML files: sales_profile.xml & finance_profile.xml

ASAlv/sec/stby# copy tftp:sales_profile.xml disk0: 0

Address or name of remote host [150.1.7.201]? <Press “Enter”> Q *

Source filename [sales profile.xml]? <Press “Enter">

Destination filename [sales_profile.xml]? <Press ”Enter"\z

Accessing tftp://150.1.7.201/sales profilexml..!

Writing file disk0./sales_profile.xml... 0
!

2552 bytes copied in 0.90 secs
ASAlv/sec/stby# copy tft p:ﬁnanc@e.xml diskO:

Address or name of remote h 0.1.7.201)? <Press “Enter”>
2

filexml]? <Press “Enter”>

Source filename [fi
Destination fi inance profilexml]? <Press "Enter”>
://150.1.7.2C1/finance orofilexml...|

Writing file diskQ:/finance_profile.xml...
!

2552 bytes copied in 0.70 secs
ASAlv/sec/stby# dir
Directory of disk0:/

(--Omitted here--)

63 -rwx 19473166 06:25:37 Apr 08 2022 anyconnect-win-4.2.04018-k9.pkg
65 -rwx 2552 07:51:13 Apr 08 2022 sales_profilexml
66 -rwx 2552 17:51:24 Apr 08 2022 finance_profile.xml

8571076608 bytes total (85401436186 bytes free)
ASALv/sec/stbyd

ASAl1lv:
Synchrcrize the configuration to ASAlv and save
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ASAl1lv:
Synchronize the configuration to ASAlv and save

ASAIv/prifact# write standby

building configuration...

[OK]

ASAlv/pri/actit Beginning configuration replication: Sending to mate.
End Configuration Replication to mate

ASAlv/pri/act# write
Building configuration...
Cryptochecksum: 88276496 1603fca2 87199336 8ffc0del

11970 bytes copied in 0.180 secs
[©OK]

ASALv/prifactit
ASAlv:
View the XML file and the configuration synchronized from the ASA1lv

ASAlv/sec/stbyd show run webvpn
webvpn
L 2

enable outside
anyconnect image disk0:/anyconnect-win-4.2.04018-k9.pkg 1 z

anyconnect profiles finance_profile disk0:/finance_profilegnl!
anyconnect profiles sales profile disk0:/sales_profile.xml
anyconnect enable

L
tunnel-group-list enable o\

cache

disable o
error-recovery disable
ASAlv/sec/stbyd show run group-polig‘

group-policy sales internal

group-policy sales attributes 0
dns-server value 150.1.7.200
vpn-idle-timeout 1440
vpn- lunnel protocol ke
group-lock value
split-tunnel-pof
split-tunne
default-

sobclient 25 cientless

nnelspecified
K- list vali:2 sales
value cisro.com
split- € GISCO Vo
address-pools v alue salespool
webvpn

anyconn-cl keep - installer installed

anyconnect profiles value sales_profile type user
alwa is-on-vpn profile-setting
greup-policy finance intermal
group-policy finance attributes
dns-server value 150.1.7.200
vpn-idle-timeout 1440
vpn-tunnel-protocol ikev2 ssl-client ssl-clientless
group-=lock value finance
split-tunnel-policy tunnelspecified
split-tunnel-network-list value finance
default-domain value cisco.com
split-dns value cisco.oom
address-pools value financepool
webvpn

www.passccielab.com All rights reserved Created by robbis -39 -




CCIE SECURITY v6.1 Real Labs--- DOO Module

anyconnect keep-installer installed
anyconnect profiles value finance_profile type user
always-on-vpn profile-setting

ASAlv/sec/stby#

Management PC:
Open https://ise310.cisco.com (ISE) web page

& Waenny: Sotemalsocatty B X |+ - 8 x

« 3 g G Mot Serwee | hisofieed 1 e & Q Search 9 =

£}, Warning: Potential Security Risk Ahead

Firefox cetected s polertial security thoest and did not conbnue to sed10.c'scc o a1 pou visit Bis site, attackers
coubd 11y 30 steal informauon e your passwords, emalls, Br recs cand otn's,

Leorn moes.

Cm=o

52310520 .COM =365 an fvins | Se Wiy Coitificany.

The certificete is 01 lnusled B e LS 12 T-signed

Emor coaie: MOZILLA_PROC_ERROR _SELF_S GME!

View Certincats

ntity Services Engine

Intuitive network socerity

Please read the account and passwo. 1 table h
carefully during the exam. 2
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« c O & nmps o com /o« € O swrn @ =
~
Lashboard Aguerkniins Q @ B 8
Thraat
|
‘ Towl Endpoiats Aciive end poims [ Rujected Endpoints [ Anomalous Behavior Agthenticaced Guests

0 0 0 0 0
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