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Device Login Info:

Device OOB IP address | Username Password No
DNAc https://203.0.113.11 admin CC!E!nfr4 Accessible from any HostXY.
ISE https://203.0.113.12 admin CC!E!nfr4 Accessible from any HostXY.
vManage https://203.0.113.21 admin CC!E!nfr4 Accessible from any HosyXY.
cEdges admin CC!E!nfr4 Accessible via clickable map
HostXY cisco cisco Accessible via clickable
map
R30 netadmin CC!E!nfr4 Not,accessible via
clickable
map. Accessible via
NETCONF/RESTCONF
SW400 netadmin CC!E!nfra4 Accessible via clickable map.
SW501 netadmin CC!E!nfr4 Accessible via clickable map.
SW502 netadmin CC!E!nfr4 Accessible via clickable map.
SW510 netadmin CC!E!nfr4 Accessible via clickable map.
TerminalServer admin Cisco Accessible via clickable map.
vBond admin CC!E!nfr4 Accessible via clickable map.
vSmart admin admin Accessible via clickable map.
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Module Specific Instructions

Read before starting.

Module-specific guidelines

The lab topology has several end hosts, named hostXY (for example, host11). They are all
identical and they can all be used at your full discretion, including accessing the GUI of
Cisco DNA Center, vmanage, and Cisco ISE through Firefox, performing IP connectivity tests,
generating or capturing traffic, and performing coding Python or C.

All hostXY devices are configured as DHCP Clients. If it is necessary to force the host to
release and renew its DHCP lease, double-click the desktop icon "Reset Port”.

The web-based GUI of Cisco DNA Center, Cisco ISE,/and vManage can be accessed only
from the hostXY end hosts, using Firefox installed on these end hosts. These servers cannot
be accessed directly from the desktop/workstation that you are working from. You must
always connect to one of the hostXY ‘and use them as a jump host to access Cisco DNA
Center, ISE, and/or vManage. Always ignhore any SSL/TLS certificate warnings in Firefox that
may be displayed. Refer t6 the “Device Login into,” table under Resources > Tables. for
detailed access to these devices.

R30 (10.3.11.1) can be accessed via RESTCONF and NETCONF from host31.

Devices in.the topology may have more interface, addresses and routes configured than
what is shown in the diagrams and comparing tables: Ignore such interfaces, addresses,
and routes entirely. Unless a task exactly requires you to use or modify them.

Changing or removing parts of initial running configuration on devices, as opposed to
adding new configuration, is allowed only if the task allows or requires it explicitly, or if there

is no other way to accomplish the task.
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SECTION1.Exiting Network Review and Tuning

1.1: Introduction

Welcome to the Deploy, Operate, Optimize (DOO) module for

XANDER Pharmaceuticals.

The topology you will be working on this module will be similar, but not necessarily identical, to
the network that you helped design in the previous module.

It may also include technologies and feature sets not touched upon previously.

www.passccielab.com All rights reserved Created by robbis -5-



CCIE Enterprise Infrastructure Lab

1.2: Configure VLANSs

Ensure that the VLANs and forwarding are configured on all switches and switchports according

to the following table.

HQ 2000 SwW101 PO1, PO3 Yes
HQ 2000 SW102 PO2 PO3 Yes
HQ 2000 SW110 P01, P02 Yes
HQ 2000 SW110 GE0/0 NO
HQ 2001 SW101 P01, P03 Yes
HQ 2001 SW102 P02 P03 Yes
HQ 2001 SW110 P01, P02 Yes
HQ 2001 SW110 GEO0/1 NO
Branch #3 2000 SW601 GE2/0 Yes
Branch #3 2000 SW602 GE2/0 Yes
Branch #3 2000 SW610 GE2/0-1 Yes
Branch #3 2000 SW610 GE2/0 NO
Branch #3 2001 SW601 GE2/0 Yes
Branch #3 2001 SW602 GE2/0 Yes
Branch #3 2001 SW610 GE2/0-1 Yes
Branch #3 2001 SW610 GEO0/1 NO
Solution

SW101 & SW102:

This part of the content will be configured in Q1.3

www.passccielab.com All rights reserved
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SW110:

SW110(config)#interface g0/0
SW110(config-if)#switchport mode access
SW110(config-if)#switchport access vlan 2000
SW110(config-if)#no shutdown
SW110(config-if)#exit
SW110(config)#interface g0/1
SW110(config-if)#switchport mode access
SW110(config-if)#switchport access vlan 2001
SW110(config-if)no shutdown
SW110(config-if)exit

SW110(config)

SW601 & SW602:

SW60x(config)#interface g2/0
SW60x(config-if)#switchport trunk encapsulation dotlq
SW60x(config-if)#switchport mode trunk
SW60x(config-if)j#no shutdown

SW60x(config-if)# exit

SW60x(config)#

SW610:

SW610(config)#/interface range g2/0-1
SW610(config-if-range)#switchport trunk encapsulation dotlq
SW610(config-if-range)#switchport mode trunk
SW610(config-if-range)#switchport trunk allowed vlan 1,2000,2001
SW610(config-if-range)#no shutdown

SW610(config-if-range)#exit

SW610(config)#interface g0/1
www.passccielab.com All rights reserved Created by robbis
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SW610(config-if)#switchport mode access
SW610(config-if)#switchport access vlan 2001
SW610(config-if)#shutdown
SW610(config-if)#exit

SW610(config)#

Verify:

SWe01:
SWEQ1#show vian bricf

VLAN Nome Status Ports

1 cefaull actve  GI0/3, Gil/0. Gil/1, Gil/2
Gil/3, G/, Gi2/2, Giofs

1002 [ddi-default act/unsup

1003 1aken-faing-cefault actunsup

1004 [adinel-celault acl/uesup

1005 1mnet-gefaul acunsup

2000 VI ANZDD0 aclive

2001 VIANZ2001 aclive

SWEO1#

SWCEQ14show interface trunk

Port Vode Encapsulaticd _Slalus MNalive vian
Gi2/D on 8020 trfunking 1

Port Vigns alloweo on trunk

Gi2/0 1.2000-2001

Port Wians allowes und aclive in management doman

Gi2/0 1.200%- 7161

Port “harsm spanning tree forwarang siate and not pruned

G2/ 1 Z004-7001

SWEQ1
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Port VIans alloWed on trunk

Gi2/0 1,2000-2001

Port Vlans allowed and active in management domain
Gi2/0 1,2000-2051

Port Viar.s in spanning tree forwarding state and not pruned
Gi2/C 1,2000-2001(

SW601#4

SW602:

SWo&02#show vlan brief

VLAN Name Status Ports
1 default active Gi0/3, Gi1/0, Gil/1, Gi1/2
Gil/3, Gi2/1, Gi2/2, Gi2/3
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 {ddinet-default act/unsup
1005 trnet-default act/unsup
2000 VLAN2000 active
Port Wans in spanning Lree forwarding state and nal pruncd
Gi2/0 1.2000-2001
SWe024
SW610:

SWG10#show vlan brief

VLAN Neme

1 ocfault

1002 fadi-default

1003 token-ring-default

1004 fadinet-cefavit

1005 trnet-defaulc

2000 VLANZ W

2001 VLA ol

SW61a4

SWBi94show interface trunk

active Gi0/2, Gi0/3, Gi1/0, Gil/1
Gil/2, Gi1/3. Gi2/2, Gi2/3

act/unsup

actunsup

act/unsup

acl/unsup

active GI0/0

active GI0/1

Port Mode Encapsulation  Status Native Man
Gi2/0 on trunking 1

Gi2/1 on runking 1

Port Vians alloned on trunk

Gi2/0 1.2000-2001

Gi2/1 1.2000-2001

Port Vans allowed and active in management domain

~Amn 1 "N "2"NN1
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Gi2/1 1.2000-2001

Port Vans in spanning tree forwarding stete and not pruned
Gi2/0 1,2000-2001

Gi2/1 1.2000-2001

SW610#

www.passccielab.com All rights reserved Created by robbis -10 -
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1.3: Configure EtherChannel

Ensure that the EtherChannel links are configured on the switches at Headquarters according to

the following table.

EtherChannel ID Switch A Switchports Switch B Switchports Type
SW101 GE1/2-3 SW110 GE1/0-1 802.3ad
2 SW102 GE1/2-3 SW110 GE1/2-3 802.3ad
3 SW101 GE2/0-1 SW102 GE2/0-1 802.3ad

Ensure the STP features are configured on the switches at Headquarters according to the

following

requirements:

® The protocol must support a separate instance for each VLAN.

® The protocol must support only three states:

® All endpoint-facing ports must bypass the STP forwarding delay, without configuring
individual witchports.

® SW101 must be the root bridge for VLANs 2000-2001, and default vian ,with SW102 as the
secondary Use the owest possible priority values to achieve this.
B Ignore any.other VLANS already present on the switches and do not change their

configuration.
® SW101 and SW102 must ignore superior BPDUs for the other switches at Headquarters.

While uperior BPDUs are received, traffic must not be forwarded on the receiving port.

www.passccielab.com All rights reserved Created by robbis -11 -
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Solution

SW101:

SW101(config)#spanning-tree mode rapid-pvst
SW101(config)#spanning-tree vlan 1,2000,2001 priority 0
SW101(config)#spanning-tree portfast edge default
SW101(config)#no interface pol

SW101(config)#no interface po3
SW101(config)#interface range gl/2-3
SW101(config-if-range)#switchport trunk encapsulation dotlq
SW101(config-if-range)#switchport mod trunk
SW101(config-if-range)#no shutdown
SW101(config-if-range)#channel-group 1 mode active

SW101(config-if-range)#exit

SW101(config)#interface range g2/0-1

SW101(config-if-range)# switchport trunk‘encapsulation cJoriq
SW101(config-if-range)# switchhport mod trunk
SW101(config-if-range)# no shatdown

SW101(config-if-range)# channel-group 3 mode active

SW101(config-if-range)# #exit

SW101(config)#inierface range po1,po3
SW101(config-if-range)#spanninq -tre. guard root
SW101(config-if-range)#exit
SW101(config)#interface range gi0/3, gi1/0-3,gi2/0-1
SW101(config-if-range)# spanning-tree guard root
SW101(config-if-range)# exit

SW101I(config)#

www.passccielab.com All rights reserved Created by robbis
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SW102;

SW102(config)#spanning-tree mode rapid-pvst
SW102(config)#spanning- tree vlan 2,2000,2001 priority 4096
SW102(config)#spannmg-tree portfast edge default
SW102(config)#no interface po2

SW102(config)#no interface po3

SW102(config)#interface range g1/2-3
SW102(config-if-range)#switchport trunk encapsulation dotlq
SW102(config-if-range)#switchport mod trunk
SW102(config-if-range)#no shutdown
SW102(config-if-range)#channel-group 2 mode active
SW102(config-if-range)#exit

SW102(config)//interface range g2/0-1
SW102(config-if-range)#switchport trunk encapsulation dotlq

SW102(config-if-range)#switchport mod trunk

SW102(config-if-range)#no shutdown
SW102(config-if-range)#channel-group 3 mode active
SW102(config-if-range)#exit

SW102(config)#interface po2
SW102(config=if-range)#spanning - tree guard root
SW102(config-if-range)#exit

SW102(config)#interface range gi0/3, gi1/0-3
SW102(config-if-range)#spanning - tree guard root
SW102(config-if-range)#exit

SW102(config)#

SW110
www.passccielab.com All rights reserved Created by robbis
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SW110(config)#spanning-tree mode rapid-pvst
SW110(config)#spanning-tree porttast edge default
SW110(config)#no interface port-channel 1

SW110(config)#no interface port-channel 2
SW110(config)#interface range g1/0-1-

SW110(config-if- range)#switchport trunk encapsulation dotlq
SW110(config-if- range)#switchport mod trunk
SW110(config-if- range)#no shutdown

SW110(config-if- range)#channel-group 1 mode active
SW110(config-if- range)#exit

SW110(config)#interface range g1/2-3

SW110(config-if- range)#switchpart trunk encapsulation dotlq
SW110(config-if- range)#switchport mod trunk
SW110(config-if- range)#no shutdown

SW110(config-if- range)# channel -group 2 mode active
SW110(config-if- range)#exit

SW110(config)#

www.passccielab.com All rights reserved Created by robbis
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Verification
Verify:

SW101:

SW101#show etherchannel summary

Flags: D -down

P - bundled in port-channel

| - stand-alone s - suspended
H - Hot-standby (LACP only)

R - Layer3
U - inuse

S - Layer2
N - not in use, no aggregation

f - failed to allocate aggregator

M - not in use, minimum links Not met

m - not in use, porL nol aggregated gue 10 Minimum links nat mel
u - unsuitable far bundling

w - wailing 1o be aggregated

d - defaull porl

A - farmed by Aulo LAG

Number of channel-groups in use: 2

Number of eggregators:

2

Group Port-channel Protocai Porls

—————— L e T . S
1 Po1(SU) 'ACP GIl/2P)  Gil/3(P)

3 Po3(SU) LACP G2/0P)  GiZLP)

SW101%

SW101#shew vian briet

AAN Niaeman

1 Po1(SV)
3 Po3(SU)
SW101#

SW101#ishew vian brief

VLAN Name

1 default

1002 [ddi-defaull

1003 Loken-ring-defaull
1004 fddinet-cefault
1005 trnet-default

2000 VLAN2000

2001 VLAN2001
SW101#

______________ e Potte
'ACP Gil/2(P)  Gil/3(P)
LACP G/0P) GV1P)

Status Ports
aclive Gl0/3, Gil/0. Gil/1. Gi2/2
Gi2/3
acl/unsup
acl/unsup
acl/unsup
act/unsup
active
active

SW101#show interface trunk

www.passccielab.com All rights reserved Created by robbis
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Port Mode Encapsuletion Status Native vian
Pol on 802.1c trunking 1
Po3 on 802.1a trunking 1
Port Vians allowed on trunk

Pol 1-4094

Po3 1-4094

Port Mans allowed and active in management domain

Pol 1,2000-2001

Po3 1,2000-2001

Po1l Wans in spanning Lree forwarding state and nal pruned
Pol 1,2000-2001

Po3 1.2000-2001

SW101#

SW101#4show spanning-tree vian 2000

VLANZ2000
Spanning tree enebled protocol rstp
Root ID Priority 2000
Address 5000.0011 G0A
This briage is the root
Hello Time  2s>¢ Mex Age 20sec  Forward Delay 15'sec

o Pt i bs Pemizae Val_acib OYNOON.

Adg.eoe 5000.0011.0000
Here rime 2sec Max Age 20sec  ForwardrDelay 15 sec
Aging Time 300 sec

Interface Role Sts  Cost Prio.Nbr. Type
PoL Desg FWD 3 12865 P2p
Po3 Desg FWD 3 12866 P2p
SW1014

SW101#show spanning-tree vlan2001

VLAN2001
Spanning tree‘enabled protocol rstp
Root ID Priority 2001
& Address 5000.0011.0000

This bridge is the root
HelloTime 2sec MexAge 20sec Forward Delay 15 sec

Bridge ID Priority 2001  (pricrity 0 sys-id-ext 2001)
Address 5000.0011.0000
HelloTime 2sec Mex Age 20sec  Forward Delay 15 sec
Aging Time 300 sec

Interface Role Sts  Cost Prio.Nbr Type
Pol Desg FWD 3 12865 P2p
Po3 Desg FWD 3 12866 P2p
SW1014

SW101#show spanning-tree interface pol active detail

www.passccielab.com All rights reserved Created by robbis -16 -
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FUIL PAUT LOdL D, FULL PEKATY 140, FUILIUCTIUNGT 127 Gade
Designaled root has priorily 32769. address 50C1.6%11.0000
Designated bridge has priarity 32769. address %,00.0011.0000
Designated port id is 128.65, cesignated netti cost 0

Timers: message age 0, forward deley 0, hold 0

Number of transitions to forwaroing siste: 1

Link type is point-to-point by default

Rool guard is enabled on the port

BPDU: sent 618, received 1

Port 65 {Port-charaiai 1, of VLAN20JO is designated forwarding
Port path cost 3. kort priority 128, Port Identifier 128.65.
Designate reot has prionty 2000, address 5000 0011.0000
Desipnatea bridge has prianty 2000. address 5000.0011.0000
Desifnated port id is 128.65, aesignated path cost 0
Tivers: messzge age 0. forward delay 0. hold 0
Number of Lransitions 10 forwarging state: 1
Link type is point-10-point by default
Rool guard is enabled on the port
BPDU: sent 618. received 4

Port 65 {Port-channel1) of VLAN2001 is designated forwarding
Port path cost 3. Port priority 128, Port Identifier 128.65.
Designated root has priority 2001, address $000.0011.0000
Designoated bridge has priarity 2001, address 5000.0011.0000
Designated port id is 128.65, designated path cost 0
Timara: mnacanan ann O fansard Adalac N hald N

INUMDer Ol Lransilions 1O lorwarcing state: 1
Link type is point-1o-point by default
Rool guard is enabled on the port
BPDU: sent 618, received 4

SW101#

SW101#show spanning-tree interface po3 active détail

Port 66 (Port-channd3) of VLANOOO1 is designated forwarding

Port path cost 3, Port pricrity 128, Port ldentifier 128.66.
Designated root has prionty 32769 /address 5000.0011.0000
Designated bridge has prianty 32769, address 5000.0011.0000
Designated port id is 128.664cesignated path cost 0
Timers: message age 0, forward delay 0, hold O
Number of transitions to lorwaraing state: 1
Link type is poinL.lo-point by default
Rool guard is énabled on the port
BPDU: sent 705y recenved 12

Port 66x(Port-channel3) of VLAN20XQ is designated forwarding
Porl pally cosl 3. Porl priorily 128. Port Identifiel 125.66.
Designated root has priority 2000, address 520 3011.0000
Designated bridge has priority 2000. eddre:s 5000.0011.0000
Designated port id is 128.66, designa.« uath cost 0
Timers: message oge 0, forward dewy O, hold O
Number of transitions to forwarding state: 1
Link type is point-to-point b, default
Root guard is ensbled on t e port
BPDU: sent 705, rece vca 12

www.passccielab.com All rights reserved Created by robbis -17 -
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SW102:
SW1024show etherchannel summary
Flags: D -down P - bundled in port-channel

| - stend-aglone s - suspended

H - Hot-stendby (LACP only)

R - Layer3 S - Layer2

U - inuse N - not in use, no aggregation
f - failed to allocate aggregator

M - not in use, minimum links not met

m - not in use, port not aggregated due to minimum links not met
u - unsuitablz for bunaling

w - wailing 1o be aggregated

d - default port

A - formed by Aulo LAG
Number of channel-groups in use: 2
Number of ecgregetors: 2

Group Port-chonnel Protacol PCrio

...... Brmimia mrmimie ool wsmm i = i i R B FEE R - e e aeie e s e SO
2 Po2(SU) LACP Gil/2P)  Gil/3(P)

3 Po3(SU) 1A%7 Gi2/OP)  Gi/1(P)

SW102#

SW102show vian et

VLAN Narr.a Status Ports

Number of channel-groups in use: 2
Number of eggregetors: 2

Group Port-channcel Protacal Perin

------ B e L LT T Y
2 Po2(SU) LACP Gil/2[P)  Gil/3(P)

3 Po3(SU) 1ALR Gi2/0P)  GiV1(P)

SW102¢

SW102#show vian porief

VLAN Narr.a Status Ports

1 tefault aclive Gi0/3. Gi1/0. Gil/1. Gi2/2
Gi2/3

1002 fadi-default acl/unsup

1003 Loken-ring-default acl/ursup

1004 fddinet-default acl/unsup

1005 Linet-default acl/unsup

2000 VLAN2000 active

2001 VLAN2001 active

SW1024

SW102%show interface trunk

www.passccielab.com All rights reserved Created by robbis
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roz on BUL.1G uunKing 1
Po3 on 802.1c trunking 1
Port Mans allowed on trunk

Po2 1.2000-2001

Po3 1,2000-2001

Port Mans allowed and active in management domain

Po2 1,2000-2001

Po3 1,2000-2001

Port Mians in spanning tree forwarding state and not pruned
P02 1,2000-2001

Po3 1.2000-2001

Sw1024

SW102#show spanning-tree vian 2000

VLANZ200Q
Spanning lree enabled prolocol rstp
Root ID Priority 2000
Address 5000.0011.0000
Cost 3
Port 66 (Port-¢ aninel3)
Hello Time 2scc Mex Age 20sec  Forward Delay 15 sec

Brioge ID  Priority B0C5  (priority 4096 sys-ic-ext 2000)
Address 5000.0012.0000
Hellb Tme  2sec Max Age20sec Forward/Delayl5sec
Agm Time 300 sec

Nata Coa  MHaas Peim \MAe Tiona

Address 5000.0011.0000

Cost 3

Port 66 (Port=C. enincl3)

Hello Time 2 see,, MaxAge 20 sec  Forward Delay 15 sec

Bridge ID  Prionty 60°5 . (priority 4096 sys-io-ext 2000)
Address 5000.0012.0000
Hello Tin@ | 2sec Max Age 20 sec  Forward Delay 15 sec
AgiryTime 300 sec

Interface Role Sts  Cost Pria.Nbr Type
Po? Desg FwWD 3 12865 P2p
Pos Root FWD 3 12866 P2p
SW102%

SW1024show spanning-tree vlian 2001

VLANZ2001
Spanning tree enabled protocol rstp
Root ID Priority 2001
Address 5000.0011.0000
Cost 3

www.passccielab.com All rights reserved Created by robbis -19 -
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rorL 00 (FOrL-crnanneis)
Hello Time 2sec Mex Age 20sec Fonward Delay 15 sec

Bridge ID Priority ~ G0S7  (priority 4096 sys-ic-ext 2001)
Address 5000.0012.0000
Hello Time  2scc Mex Age 20sec  Forward Delay 15 sec

Aging Time 300 sec

Interface Role Sts Cost Prio.Nbr Type
Po2 Desg FWD 3 12865 P2p

Po3 Rool FWD 3 12866 P2p
SW1024

SW102#show spanning-tree interface po2 active detail

Port 65 {Port-channe2) of VLANQOO1 is designated forwa<iy
Port path cost 3. Port pricrity 128. Port Identifier 122 CA.
Designaled rool has priorily 32769. address 50C1.5911.0000
Designated bridge has priarity 32769, address 5400.0012.0000
Designated port id is 128,65, cesignaled Nt cost 3
Timers: messege age 0, forward deley U, lwld 0
Number of transitions to forwarciny, stuic: 1
Link type is point-to-point by dcfault
Rool guord is enabled on the port
BPDU: sent 711, received

Port 65 (Port-charsicv¢; of VLAN20JO is designated forwarding
Port path cost +. kort prionty 128, Port Identifier 128.65.
DesignateX rrot has prionty 2000, address 5000.0011.0000
Desioni'ea bridge has prianty 6096, address 50000012.0000
Desinnated porl id is 12865, cesianated path costl

Port 65 (Port-channel2) of VIANOOO1 is designated fomwa ity
Port path cost 3. Port pricrity 128. Port Identifier, 122 C5.
Designaled rool has priority 32769. address50C1.5911.0000
Designated bridge has priority 32769,address 5,00.0012,0000
Designated port id is 128.65, designeled metii cost 3
Timers: message age 0, forward. deley U, hold 0
Number of transitions to forwaroiny, siste: 1
Link type is point-le#point by dcfault
Rool guord is engbled on'the port
BPDU: sent 711, received 1

Port 65 (Port-charsinn ¢, of VLAN20DO is designated forwarding
Port path cost <. Fort priorty 128, Port Identfier 128.65.
Designate N reot has prionty 2000, address 5000.0011.0000
Desipritea bridge has prianty 6096, address 5000.0012.0000
Desinaled port Id is 128.65, aesignated path cost 3
Timers: message age 0. forward delay 0, hold 0
Number of lransilions lo forwarcing slate: 1
Link type is point-10-point by default
Rool guard is enabled on the port
BPDU: senl 711. received 4

Port 65 (Port-channel2) of VLAN2001 is designated forwarding
Port path cost 3, Port pricrity 128, Port Identifier 128.65.
Designated root has priority 2001, address 5000.0011.0000
Designated bridge has priarity 6097. eddress 5000.0012.0000
Designated port id is 128.65, designated path cost 3
Timers: messaae noe 0 forward delav 0_hold O

www.passccielab.com All rights reserved Created by robbis
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INUITIRET OF UdIRDIIVID WO 10Ivvatuing Sdle; 1
Link type is point-10-point by default

Root guard is enabled on the port

BPDU: sent 711, received 4

SW102#

SW110:

SW110#show etherchannel summary

Flags:

D - down P - bundled in port-channel
| - stand-alone s - suspended

H - Hot-stanaby (LACP only)

R - Layer3 S - Layer2

U - inuse N - not in use, no aggregation
f - [ailed to alloczte aggregator

M - not in use. minimum links noL met

m - not in use. port nol aggregated due to minim, links not met
u - unsuitable far bundling

w - wailing lo be aggregated

d - default port

A - faormed by Auto LAG

Number of channel-groups inize: 2

Number of aggregators: 2

Group Port-chanrie! ?rotacal Ports

...... taceneenciniautannncancncatmanccanec et cccccnccbesnecttcccacnnananccanna
1 PO1(x") LACP GIl/OP)  GiV1(P)

Vi Pe/NU) LACP GI1/2(P)  Gil/3(R)

SM 1.9

SW110#show vian brief

VLAN Name Status Ports

1 defaull attive  Gi0/2, Gi0/3
1002 fadi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-cefault acl/unsup

1005 trnet-default act/unsup

2000 VLAN2000 active G0/
2NN1 1 ANDAN artivn [e{aVal
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SW110U#
SW110#show interface trunk

Port Mode Encapsulation Status Native van
Pol on 802.10 trunking 1
Po2 on 802.1a trunking 1
Port Mans allowed on trunk

Pol 1,2000-2001

Po?2 1,2000-2001

Port Vans allowed and active in management domain

Pol 1,2000-2001

Po2 1.2000-2001

Porl MVans in spanning lree forwarding state and nat nizined
Pol 1.2000-2001

Po? nong

SW1104

SW1104show spanning-tree summary
Switch is in rapid- pvst made
Root bridge for: none

Extended system 1D is enablco
Portfast Defeult is cdge
Portfast Edge BPDU Guard Defaclt is disabled
Portfast Edge BPDU Filter Defauit is disabled
Loopguard Default is disabled
Name Blocking Listening Learning FomwardingSTP Aclive
VLANOGO01 1 D D 3 4
VLAN2000 1 D 0} 2 3
VLANZ2001 1 0 0 2 3
3 vlens 3 0 0 7 10
SW110%

SW110#show spanning-tree vian 2000
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VLAN2000
Spenning tree enabled protocol rstp
Root ID Priority 2000
Address 5000.0011.0000
Cost 3
Port 65 (Port-chennell)
Hello Time 2sec MaxAge 20sec Forward Delay 15 sec

Briage ID  Prionity 24768  (prionty 32768 sys-id-ext 2000)
Address 5000.0013.0000
Hello Time 2sec Max Age 20sec Forward Delay 15 sec
Aging Time 300 sec

Interface Role Sts  Cosl PrioNbr Type
Gi0/0 Desg FWD 4 1281  P2p kdice
Pol Rool FWD 3 12865 Pvn

Po? Altn BLK 3 12866 Pzp
SW1104

SW110#show spanning-tree vian 2001

VLANZ2001
Spanning tree enabled protocal rstp
Root ID Priority 209,
Address 5000.0011.0000
Cos' 3
Per. 65 (Port-channell)
Hello Time  2sec Max Age 20sec  ForwardDelayd5 sec

Reirve s 110 Priewing /7RG (rvinritv R2TAR s .id-ext 2001
SW110#

SW110#show spanning-tree vlan 2001

VLANZ001
Spanning tree enabled protacalistp
Root ID Priorty 2091
Address 5000.0011.0000
Cos' 3
Pce. 65 (Port-channell)
HelloTime  2sec Max Age 20sec  Forward Delay 15 sec

Briag£\'U Priority 34769 (priority 32768 sys-id-ext 2001)
Address 5000.0013.0000
Hello Time 2sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec

Interface Role Sts Cost Prio.Nbr Type
Git/1 Desg FWD 4 1282 P2p Edge
Pol Root FWD 3 12865 P2p

Po? Altn BLK 3 12866  P2p
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1.4: Configure Network Services

Ensure that network services are configured at Headquarters accordingly to the following table.

VLAN Subnet

2000 10.1.100.0/24 10.1.100.1 10.2.255.211

2001 10.1.101.0/24 10.1.101.1 10.2.255.211

Ensure that first-hop gateways for these VLANs are configured according to the following

requirements:

® Gateway virtual MAC address for VLAN 2000 must be 0000.0c9f.f0d2

®  Gateway virtual MAC address for VLAN 2001 must be 0000.0c9f.f0dc

® The active gateway must send periodic packets three times faster than default

®  Failure of the peer must be detected two times fasterthan default

®  Configure authentication using the most secure method and a simple key-sting of CC!Enfr4

® SW101 must be active and have a priority.of 10 above the default.

® SW102 must be standby and use thedefault priority

® Both first-hop gateway switches must transition to active if their priority becomes
superior,Ensure a minimal delay before transition to active state of 15 seconds

® The first-hope gateway must monitor the DHCP server reachability with ICMP echoes and
failover ifiitiis not available to do so,decrement priority by 20 automatically

® DHCP requests must be received by both first-hop gateway switches

Solution

SW101:

SW101(config)#ip dhcp relay information trust-all
SW101(config)#ip dhcp relay information option
SW101(config)#ip sla 1
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SW101(config-ip-sla)#icmp-echo 10.2.255.211
SW101(config-ip-sla)#exit

SW101(config)#ip sla schedule 1 start-time now life forever
SW101(config)#track 1 ip sla 1 reachability

SW101(config - track)#exit

SW101(config)#interface vian 2000
SW101(config-if)#standby version 2
SW101(config-if}#standby 210 ip 10.1.100.1
SW101(config-if)#standby 210 timers 1 5

SW101(config - ifj#standby 210 priority 110

SW101(config - if)##istandby 210 preempt delay minimum 15
SW101(config - if)j##standby 210 authentication md5 key-string CC!E!nfr4
SW101(config - ifj#standby 210 track 1 decrement 20
SW101(config - if)#ip helper-address 10.2255.211
SW101(config - if)#ip ospf 1 area 0

SW101(config - if)j#no shutdown

SW101(config - if)#exit

SW101(config)#interface vian 2001

SW101(config - if)#standby version 2

SW101(config =if)#standby 220 ip 10.1.101.1
SW101(config:= if)#standby 220 timers 1 5

SW101(config - if)j##standby 220 priority 110

SW101(config - if)##istandby 220 preempt delay minimum 15

SW101(config - if)##istandby 220 authentication md5 key-string CC!E!nfr4
SW101(config - if)j##standby 220 track 1 decrement 20

SW101(config - if)#ip helper-address 10.2255.211

SW101(config - if)#ip ospf 1 area 0

SW101(config - ifj#no shutdown
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