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Renewal assessment for Microsoft Certified: Identity and Access Administrator Associate 
 
Question 1 of 25 
 
Your company has customers that use the following services: 
- Active Directory Domain Services (AD DS) 
- Active Directory Federation Services (AD FS) 
- Microsoft Entra Connect 
 
You need to monitor all three environments by using Microsoft Entra Connect Health. 
 
In which environment or environments should you install the agent? 
 
- [ ] AD DS and AD FS only 
- [ ] AD DS only 
- [ ] AD FS only 
- [ ] Microsoft Entra Connect, AD DS and AD FS    ~~~~  tick me ~~~~  
- [ ] Microsoft Entra Connect and AD DS only 
``` 
 
``` 
Question 2 of 25 
 
You have an on-premises Active Directory forest and a Microsoft Entra tenant. 
 
You plan to synchronize Active Directory to Microsoft Entra ID by using Microsoft Entra 
Cloud sync. 
 
You need to install the Microsoft Entra provisioning agent. 
 
What should you create in Active Directory first? 
 
- [ ] a group managed service account    ~~~~  tick me ~~~~ 
- [ ] a security group 
- [ ] a user account that is member of the Incoming Forest Trust Builders group 
- [ ] a user account that is member of the Key Admins group 
``` 
 
Question 3 of 25 
You have an on-premises Active Directory forest and a Microsoft Entra tenant. 
You are implementing Microsoft Entra Cloud sync. 
You need to configure Microsoft Entra Cloud sync to synchronize an organizational unit 
named OU1 to Microsoft Entra ID. 
What should you use? 
- [ ] the Microsoft Entra provisioning agent 
- [ ] the Active Directory Domains and Trusts snap-in 
- [ ] the Active Directory Sites and Services snap-in 



- [ ] the Microsoft Entra admin center      ~~~~  tick me ~~~~ 
 
 
``` 
Question 4 of 25 
 
You have a Microsoft Entra tenant with Microsoft Entra ID P2 licenses. 
 
Your company's security department is requesting a solution to evaluate risky sign-ins. 
 
You plan to implement Microsoft Entra ID Protection. 
 
You need to create a Microsoft Entra ID Protection policy that requires risky users to change 
their passwords. 
 
Which Identity Protection policy should you create? 
 
- [ ] Multifactor authentication registration policy 
- [ ] Sign-in risk policy 
- [ ] User risk policy      ~~~~  tick me ~~~~ 
 
``` 
 
``` 
Question 5 of 25 
 
You have a Microsoft Entra tenant with Microsoft Entra ID P2 licenses that contains the 
following identities: 
- 20 users 
- 10 security groups 
- 5 Microsoft 365 groups 
 
You plan to implement Microsoft Entra ID Protection. 
 
What is the maximum number of user risk policies that you can configure? 
 
- [ ] 1     ~~~~  tick me ~~~~ 
- [ ] 5 
- [ ] 10 
- [ ] 15 
- [ ] 35 
``` 
 
``` 
Question 6 of 25 
 
Your company uses Microsoft Entra ID Protection. 
 



You plan to review several Risky sign-in reports. 
 
What is the maximum number of days you can review in the report? 
 
- [ ] 7 days 
- [ ] 30 days   ~~~~  tick me ~~~~ 
- [ ] 90 days 
- [ ] 180 days 
``` 
 
 
``` 
Question 7 of 25 
 
Your company uses Microsoft Entra ID Protection. 
 
Your plan to create the following administrators: 
- Admin1 will be assigned the Global Administrator role 
- Admin2 will be assigned the Security Administrator role 
- Admin3 will be assigned the Security Reader role 
- Admin4 will be assigned the User Administrator role 
 
What administrators will receive Users at risk detection alerts from Microsoft Entra ID 
Protection? 
 
- [ ] Admin1, Admin2, Admin3 and Admin4 
- [ ] Admin1, Admin2 and Admin3 only        ~~~~  tick me ~~~~ 
- [ ] Admin1, Admin2 and Admin4 only 
- [ ] Admin1 only 
``` 
 
``` 
Question 8 of 25 
 
You have a Microsoft Entra tenant with Microsoft Entra ID P2 licenses. 
 
You plan to use continuous access evaluation (CAE). 
 
You need to ensure that CAE has insight into a user location. 
 
What should you configure? 
 
- [ ] Country-based named locations 
- [ ] IP-based named locations           ~~~~  tick me ~~~~ 
- [ ] MFA trusted IPs 
- [ ] State or province and Office location user properties 
``` 
 



``` 
Question 9 of 25 
 
Your company uses Microsoft Entra Permissions Management in an Azure subscription. 
 
You need to view the list of accounts that are assigned as highly privileged roles in the Azure 
subscription. 
 
Which Microsoft Entra Permissions Manager page should you use? 
 
- [ ] Analytics 
- [ ] Audit 
- [ ] Microsoft Entra Insights     ~~~~  tick me ~~~~ 
- [ ] Dashboard 
- [ ] Reports 
``` 
 
``` 
Question 10 of 25 
 
Your company is implementing Microsoft Entra Permissions Management. 
 
You need to review the Highest PCI change list view. 
 
What period is displayed in the Highest PCI change list view? 
 
- [ ] previous 14 days 
- [ ] previous 24 hours 
- [ ] previous 30 days 
- [ ] previous 48 hours 
- [ ] previous 7 days      ~~~~  tick me ~~~~ 
 
``` 
 
``` 
Question 11 of 25 
 
Your company uses the following cloud environments: 
- Microsoft Azure 
- Google Cloud Platform (GCP) 
- Amazon Web Services (AWS) 
 
Which cloud environment or cloud environments can be onboarded to Microsoft Entra 
Permissions Manager? 
 
- [ ] Microsoft Azure and AWS only 
- [ ] Microsoft Azure and GCP only 
- [ ] Microsoft Azure only 



- [ ] Microsoft Azure, GCP and AWS    ~~~~  tick me ~~~~ 
 
``` 
 
``` 
Question 12 of 25 
 
You have an Azure subscription that contains a resource group named RG1. 
 
You create a user named Admin1. 
 
You need to delegate the appropriate permissions to Admin1 to manage security on RG1. 
The solution must use the principle of least privilege. 
 
What role should you assign to Admin1? 
 
- [ ] Contributor 
- [ ] Owner          ~~~~  tick me ~~~~ 
- [ ] Reader 
- [ ] User Access Administrator 
``` 
 
 
``` 
Question 13 of 25 
 
You have an Azure subscription named Sub1 that contains a virtual machine named VM1 in 
a resource group named RG1. 
 
You assign the following permissions: 
- Reader role to a user named User1 on Sub1 
- Reader role to a user named User2 on RG1 
- Reader role to a user named User3 on VM1 
- Reader role to a user named User4 on VM1 
- Owner role to a user named User4 on VM1 
 
Another administrator named Admin1 plans to reduce the permissions on VM1. 
 
From VM1, which two permissions can be removed by Admin1? Each correct answer 
presents part of the solution. 
 
- [ ] Permissions assigned to User1 
- [ ] Permissions assigned to User2 
- [ ] Permissions assigned to User3      ~~~~  tick me ~~~~ 
- [ ] Permissions assigned to User4      ~~~~  tick me ~~~~ 
 
``` 
``` 



Question 14 of 25 
 
You have an Azure subscription that contains a resource group named RG1 and is linked to 
Microsoft Entra tenant named contoso.com. 
 
You create a user named User1. 
 
You need to assign User1 permissions on RG1. 
 
To which role should you add User1? 
 
- [ ] Global Reader 
- [ ] Security Administrator 
- [ ] User Access Administrator      ~~~~  tick me ~~~~ 
- [ ] User Administrator 
``` 
 
``` 
Question 15 of 25 
 
You have an Azure subscription that contains the following custom roles: 
- Role1: custom Azure role 
- Role2: custom Microsoft Entra role 
 
You plan to create a custom Azure role named Role3 by using the Azure portal. 
 
What two roles can you clone to create Role3? Each correct answer presents a complete 
solution. 
 
- [ ] Built in Microsoft Entra roles 
- [ ] Built in Azure roles    ~~~~  tick me ~~~~ 
- [ ] Role1                        ~~~~  tick me ~~~~ 
- [ ] Role2 
``` 
 
``` 
Question 16 of 25 
 
Your company has a Microsoft 365 E5 subscription. 
 
Company users have the following device types: 
- Windows 11 
- Linux 
- Android 
 
The company plans to implement Microsoft Entra Private Access. 
 
On which devices can you install the Global Secure Access client? 



 
- [ ] Windows 11 and Android only      ~~~~  tick me ~~~~ 
- [ ] Windows 11 and Linux only 
- [ ] Windows 11 only 
- [ ] Windows 11, Linux and Android 
``` 
 
``` 
Question 17 of 25 
 
Your company has a Microsoft 365 E5 subscription. All company users are connected to an 
on-premises network. 
 
You plan to implement Microsoft Entra Internet Access. 
 
You need to ensure that Global Secure Access is used by all devices that are connected to 
the on-premises network without installing the Global Secure Access client. 
 
What must you create in the Microsoft Entra admin center? 
 
- [ ] An Access package 
- [ ] A Conditional access policy 
- [ ] A Connected organization 
- [ ] A Named location 
- [ ] A Remote network        ~~~~  tick me ~~~~ 
 
``` 
 
Question 18 of 25 
 
Your company has a Microsoft 365 E5 subscription. 
The company plans to implement Microsoft Entra Private Access. 
You need to identify the ports required for Microsoft Entra Private Access. 
 
Which ports should you enable? 
 
- Inbound port 443 only 
- Inbound ports 80 and 443 only 
- Outbound port 443 only 
- Outbound ports 80 and 443 only     ~~~~  tick me ~~~~ 
 
 
 
Question 19 of 25 
 
Your company has a Microsoft 365 E5 subscription. 
The company plans to implement Microsoft Entra Internet Access. 
You set up tenant restrictions. 



You need to enable a user named Admin1 to apply tagging for tenant restrictions. 
 
To which two roles should you assign Admin1? Each correct answer presents part of the 
solution. 
 
- Conditional Access Administrator       ~~~~  tick me ~~~~ 
- Global Secure Access Administrator  ~~~~  tick me ~~~~ 
- Network Administrator 
- Security Administrator 
- Service Support Administrator 
 
 
Question 20 of 25 
 
Your company has a Microsoft Entra tenant. 
Company users use following web browsers: 
- Microsoft Edge 
- Google Chrome 
- Mozilla Firefox 
 
You plan to implement conditional access app control. 
 
Which web browsers can be used with conditional access app control? 
 
- Microsoft Edge and Google Chrome only      ~~~~  tick me ~~~~ 
- Microsoft Edge and Mozilla Firefox only 
- Microsoft Edge only 
- Microsoft Edge, Google Chrome and Mozilla Firefox 
 
 
Question 21 of 25 
 
You have an Azure virtual machine named VM1. 
You plan to assign an identity to VM1. 
 
What resource is automatically created in Microsoft Entra ID when you assign the identity? 
 
- a certificate 
- a security group 
- a service principal    ~~~~  tick me ~~~~ 
- a user account 
 
 
 
Question 22 of 25 
 
You have an on-premises web app named App1. 



You plan to provide remote users with access to App1 by using Microsoft Entra Application 
Proxy. 
 
What should you do first? 
 
- Add a named location in Microsoft Entra ID. 
- Create a conditional access policy. 
- Install Microsoft Entra Connect.        ~~~~  tick me ~~~~ 
- Publish App1 in Microsoft Entra ID. 
 
 
Question 23 of 25 
 
You have a web app named App1 that is hosted on your company's on-premises network. 
The network is isolated from the internet and located behind a firewall. 
You need to publish App1 to remote users by using a Microsoft Entra Application Proxy. 
 
What should you allow on the firewall? 
 
- inbound connection over HTTP and HTTPS 
- inbound connection over RDP 
- outbound connection over HTTP and HTTPS    ~~~~  tick me ~~~~ 
- outbound connection over RDP 
 
 
Question 24 of 25 
 
You have an Azure subscription that is linked to a Microsoft Entra tenant. 
You need to be able to store Microsoft Entra logs and query by using Kusto Query Language 
(KQL). The solution must minimize administrative effort. 
 
Where should you store Microsoft Entra logs? 
 
- Azure Event Hub 
- Azure SQL database 
- Azure Storage account 
- Azure Log Analytics workspace      ~~~~  tick me ~~~~ 
 
 
Question 25 of 25 
 
You have an Azure subscription that is linked to a Microsoft Entra tenant. 
You plan to store Microsoft Entra logs in Log Analytics workspace. 
You need to create a visual report for the daily number of Microsoft Entra sign ins in the last 
month. The solution should minimize administrative effort. 
 
What should you use? 
 



- A Playbook 
- A Workbook    ~~~~  tick me ~~~~ 
- A Notebook 
- A PowerShell script 
 
 
 
 
 
 


