CCIE SECURITY v6.1 Real Labs--- Design Module

Question 2

Which statements correctly represent TAC Pc trafic flows to Engineering Server?(choose three).

® Traffic that is generated by the TAC session is policed and inspected at the Campus layer.

® Traffic that is generated by the TAC session is destined for Engineering Web Services in
DC2.

® Traffic will be identified based on the user at the Access layer.

® Traffic that is generated by the TAC session is policed at the Access layer and inspected at
the Campus layer.

® Traffic that is generated by the TAC session is inspected at the Access layér and policed at
the Campus layer.

® Traffic that is generated by the TAC session is policed and inspécted at the Access layer.

® Traffic that is generated by the TAC session is destined fof Engineering Web Services in
DC1.

® Traffic that is generated by the TAC session is destined for Remediation Web Services in
DC3.

® Traffic that is generated by the TAC §ession is destined for Remediation Web Services in
DC4.

® Traffic will be identified based on the source address at the Access layer.

® Traffic will be marked based on the user at the Access layer.

® Traffic will be,marked based on the destination address at the Access layer.

Answer:

Which statements correctly represent TAC Pc trafic flows to Engineering Server?(choose three).

Which statements correctly represent TAC Pc trafic flows to Engineering Server?(choose three).

Traffic that is generated by the TAC session is policed and inspected at the Campus layer.
Traffic that is generated by the TAC session is destined for Engineering Web Services in

DC2.
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Traffic will be identified based on the user at the Access layer.

Traffic that is generated by the TAC session is policed at the Access layer and inspected at
the Campus layer.

Traffic that is generated by the TAC session is inspected at the Access layer and policed at
the Campus layer.

Traffic that is generated by the TAC session is policed and inspected at the Access layer.
Traffic that is generated by the TAC session is destined for Engineering Web Services in
DC1.

Traffic that is generated by the TAC session is destined for Remediation Web,Services in
DC3.

Traffic that is generated by the TAC session is destined for Remediation Web Services in
DC4.

Traffic will be identified based on the source address at the Access layer.

Traffic will be marked based on the user at the Access,layer.

Traffic will be marked based on the destination address at the Access layer.
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Question 3

Which architecture represents the correct flow for the design?

2 Architecture 1

San Jose HQ

TAC Pg

Supplicants AMP Connecto

00
B

>

{Z Architecture 2
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O Architecture 2

RTP Branch

Supplicants AMP Connector

00

AMP Cloud

{Z Architecture 3
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O Architecture 3

San Jose HQ

TAC Pg

Supplicants AMP Connector

AMP Cloud

{2 Architecture 4

O Architecture 4 6

San J@Q

ISE @ %l

ISE Access

m =t i g o
FMC Campus S i
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Answer:

Which architecture represents the correct flow for the design?

2 Architecture 1

San Jose HQ

TAC Pg

Supplicants AMP Connector

AMP Cloud

2 Archi
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O Architecture 2

RTP Branch

Supplicants AMP Connector

00

AMP Cloud

{Z Architecture 3
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O Architecture 3

San Jose HQ

TAC Pg

Supplicants AMP Connector

AMP Cloud

{2 Architecture 4

O Architecture 4 6

San J@Q

ISE @ %l

ISE Access

m =t i g o
FMC Campus S i
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Question 4

Which technology components map to the design categories to realize the initial logical

solution?(Choose all that apply.)

Technology Components

Design Categories DNS | DHCP | EIGRP | IPS | RADIUS | Anti-Virus | TrustSec
Network Security O O O O O O O
Network Microsegmentation O 0O O O O O O
Endpoint Security O O O O O O
Session Authentication O O | O O O
Resource Reachability O O | | 2 | O
Supplicant Addressing O O O | O
Network Reachability O 0O = O | O
Answer: ea
Which technology components @ the design categories to realize the initial logical
solution?(Choose all that a

4

Technology Components

Design ories DNS | DHCP | EIGRP | IPS | RADIUS | Anti-Virus | TrustSec
Network Security O O O O O O O
Network Micro-5egmentation | | O O O O O
Endpoint Security O O O O O O d
Session Authentication O O O O O O d
Resource Reachability | O O O O O O
Supplicant Addressing | | | O | | d
Network Reachability | O O O O O O
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Question 5

Which security functions map to the network elements to realize the initial logical

solution?(Choose all that apply)

Network Correlation | Policy Endpoint | Backup Identity Change of Traffic Role-based
Elements | Policy Orchestration | Protection | Authentication | Management | Authorization | Monitoring | Access
Control

SGACL O
NGIPS O
L2

O O O O O Io O O
Switch c
ISE O O O O O O O
ISE v‘
Local O O O O \@ O O O
Database L 4 Q
AMP o i

O O O O O O O
Connector
DNAC
FMC O O O O O O O O

Note that: NAD=L2 Switch C ge of Authorization
4
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ANSWER:

Which security functions map to the network elements to realize the initial logical

solution?(Choose all that apply)

Network Correlation | Policy Endpoint | Backup Identity Change of Traffic Role-based
Elements | Policy Orchestration | Protection | Authentication | Management | Authorization | Monitoring | Access
Control

SGACL O O
NGIPS O O
L2

O O O O O 0 O O
Switch
ISE O O O O O O O O
ISE \
Local O O O O O O O

*

Database
AMP

O O O O O O O
Connector
DNAC O O O O O O O O
FMC

Note that: NAD=L2 (%A=Change of Authorization
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