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In this lesson, you will learn about the routing capabilities and features available on FortiGate.
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Lesson Overview

1  Routing on FortiGate

( 'Routing Monitor and Route Attributes

Equal Cost Multipath Routing (ECMP)

| 'Reverse Path Forwarding (RPF)

| I Link Health Monitor and Route Failover

) Diagnostics
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In this lesson, you will learn about the topics shown on this slide.
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Routing on FortiGate

Objectives

« |dentify the routing capabilities on FortiGate
+ Configure static routing
* Implement policy routes
+ Route traffic for well-known internet services

F::RTINET
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in routing on FortiGate, you should be able to implement static and policy
routing. You will also be able to route traffic for well-known internet services.

FortiGate Infrastructure 7.2 Study Guide 6
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Whatls IP Routing?

» FortiGate acts as an IP router in NAT mode
+ Forwards packets between IP networks
« Supports IPv4 and IPv6 routing

+ P routing:
« Performed for firewall traffic and local-out traffic
« Determines next hop (outgoing interface and gateway) for packet destination address
» Next hop can be the destination or another router along the path

+ Routing table:
+ Contains routes with next hop information for a destination
« Entries are checked during route lookup (best route selection)
» Best route: most specific route to the destination
= Duplicate routes: mulliple routes to the same destination
= Routes attributes are used as tiebreakers for best route selection

* Routing precedes most security actions
+ Configure your security policies based on routing settings, not the opposite

F:=RTINET
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When FortiGate operates in NAT mode—the default operation mode—FortiGate behaves as an IP router. An
IP router is a device that forwards packets between IP networks. For that, a router performs IP routing, which
is the process of determining the next hop to forward a packet to based on the packet destination IP address.
FortiGate supports both IPv4 and IPv6 routing.

FortiGate performs routing for both firewall traffic (also known as user traffic) and local-out traffic. Firewall
traffic is the traffic that travels through FortiGate. Local-out traffic is the traffic generated by FortiGate, usually
for management purposes. For example, when you ping a device from FortiGate, that’s local-out traffic. When
FortiGate connects to FortiGuard to download the latest definitions, that’s also local-out traffic.

Routers maintain a routing table. A routing table contains a series of entries, also known as routes. Each route
in the routing table indicates the next hop for a particular destination. The next hop refers to the outgoing
interface and gateway to use for forwarding the packet. The next hop can be the destination of the packet or
another router along the path to the destination. If the next hop isn’t the destination, the next router in the path
routes the packet to the next hop. The routing process is repeated on each router along the path until the
packet reaches its destination.

To route packets, FortiGate performs a route lookup to identify the best route to the destination. The best
route is the most specific route to the destination. If FortiGate finds duplicate routes—that is, multiple routes to
the same destination—it uses various route attributes as a tiebreak to determine the best route.

Routing takes place before most security features. For example, routing precedes firewall policy evaluation,
content inspection, traffic shaping, and source NAT (SNAT). This means that the security actions that
FortiGate performs depend on the outgoing interface determined by the routing process. This also means that
your security policy configuration must follow your routing configuration, and not the opposite.

FortiGate Infrastructure 7.2 Study Guide 7
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RIB and FIB

+ FortiGate maintains two tables containing routing information: RIB and FIB
* RIB

+ Standard routing table containing active (or best) connected, static, and dynamic routes
« Visible on the GUI and CLI

+ FIB
» Routing table from kernel perspective
« Composed mostly by RIB entries, plus system-specific entries
« Used for route lookups
* Visible on the CLI only:

# get router info kernel

tab=2585 vf=0 scope=253 type=3 proto=2 prio=0 0.0.0.0/0.0.0.0/0->10.0.1.0/32 pref=10.0.1.254 gwy=0.0.0.0 dev=5(port3)

tab=255 vf=0 scope=254 type=2 proto=2 prio=0 0.0.0.0/0.0.0.0/0->10.0.1.254/32 pref=10.0.1.254 gwy=0.0.0.0 dev=5 (port3)
tab=255 vf=0 scope=253 type=3 proto=2 prio=0 0.0.0.0/0.0.0.0/0->10.0.1.255/32 pref=10.0.1.254 gwy=0.0.0.0 dev=5 (port3)
tab=255 vf=0 scope=253 type=3 proto=2 prio=0 0.0.0.0/0.0.0.0/0->10.200.1.0/32 pref=10.200.1.1 gwy=0.0.0.0 dev=3(portl)

F:=RTINET
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FortiGate maintains its routing information in two tables: RIB and FIB. The routing table, also known as the
routing information base (RIB), is a standard routing table containing active (or the best) connected, static,
and dynamic routes. The forwarding information base (FIB) can be described as the routing table from the
kernel point of view, and is built mostly out of RIB entries plus some system-specific entries required by
FortiOS.

When FortiGate performs a route lookup, it checks the FIB and not the RIB. However, because the FIB is
composed mostly by RIB entries, then the route lookup mainly involves checking routes from the RIB. For this
reason, the route lookup is often referred to as the routing table lookup process. Nonetheless, a more
accurate statement is to refer to it as the FIB lookup process.

You can display the RIB entries on the FortiGate GUI and CLI. However, for the FIB, you can display its
entries on the FortiGate CLI only. The output on this slide shows the CLI command that displays the FIB. Note
that the output has been cut to fit the slide. You will learn how to display the routing table entries in this lesson.

This lesson focuses on the RIB (or routing table) only, and you will learn more about it, including how to
monitor its entries, in this lesson.

FortiGate Infrastructure 7.2 Study Guide 8
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Route Lookup

* For any session, FortiGate performs a route lookup twice:

+ For the first packet sent by the originator
« For the first reply packet coming from the responder

* Routing information is written to the session table
« All other packets for that session will use the same path

* No more route lookups done unless the session is impacted by a routing change
« Route information on the session is flushed and new route lookups are performed

F:-=HT|nET © Fortinet Inc. All Rights Reserved G
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For each session, FortiGate performs two route lookups:

+ For the first packet sent by the originator
»  For the first reply packet coming from the responder

After completing these two lookups, FortiGate writes the routing information to its session table. Subsequent
packets are routed according to the session table, not the routing table. So, all packets that belong to the
same session follow the same path. However, there is an exception to this rule: if there is a change in the
routing table that impacts the session, then FortiGate removes the route information for the session table, and
then performs additional route lookups to rebuild this information.

FortiGate Infrastructure 7.2 Study Guide
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Static Routes

= Configured manually, by an administrator
« Simple matching of packets to a route, based on the packet destination IP address

New Static Route

Destination Named Address  Internet Service
0.0.0.0/0000 —

Gateway Address 10.200.1.254 —_

Interface ™ portl x

Administrative Distance @ 10

Comments

Status © Disabled

B Advanced Options

“ 0/255

Priority @ 1

F::RTINET
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One type of manually configured route is called a static route. When you configure a static route, you are
telling FortiGate, “When you see a packet whose destination is within a specific range, send it through a
specific network interface, towards a specific router.” You can also configure the distance and priority so that
FortiGate can identify the best route to any destination matching multiple routes. You will learn about distance
and priority in this lesson.

For example, in simple home networks, DHCP automatically retrieves and configures a route. Your modem
then sends all outgoing traffic through your ISP internet router, which can relay packets to their destination.
This is typically referred to as a default route, because all traffic not matching any other routes will, by default,
be routed using this route. The example shown on this slide is a default route. The destination subnet value of
0.0.0.0/0.0.0.0 matches all addresses within any subnet. Most FortiGate devices deployed at the edge
of the network have at least one of these default routes to ensure internet traffic is forwarded to the ISP
network.

Static routes are not needed for subnets to which FortiGate has direct Layer 2 connectivity.

FortiGate Infrastructure 7.2 Study Guide 10
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static routes

Static Routes With Named Addresses

+ Firewall addresses set to type IP/Netmask or FQDN can be used as destinations for

New Static Route

Training Institute

Internet Service

# 0/255

Cancel

New Address
Destination BTl Named Address
Name | REMOTE SUBNET2 b—
)I & REMOTE SUBNET2 I
Color & Change
Gateway Address 10.200.2.254
Type Subnet
| w
IP/Netmask ‘Subnet Interface ® port2
Interface IP Range Administrative Distance @ 10
IStaticrouteconﬁguration &« FQDN Comments Write a comment
Comments Geography Status TN © Disabled
Dynamic
Device (MAC Address) E3 Advanced Options
(ERTINET

© Fortinet Inc. All Rights Reserved.

If you create a firewall address object with the type IP/Netmask or FQDN, you can use that firewall address
as the destination of one or more static routes. First, enable Static route configuration in the firewall
address configuration. After you enable it, the firewall address object becomes available for use in the
Destination drop-down list for static routes with named addresses.

FortiGate Infrastructure 7.2 Study Guide
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Dynamic Routes P —

+ Routes are automatically learned e
+ FortiGate exchanges routes with trusted adjacent TS o]
routers | D 1P e
= No need to configure manual routes ' - |
= Useful for large networks with multiple subnets | ©ven o |
* Supported dynamic routing protocols: W Contes e ol

« Routing Information Protocol (RIP)

* Open Shortest Path First (OSPF)

+ Border Gateway Protocol (BGP)

+ Intermediate System to Intermediate System (I1S-IS)
* Must be configured on the FortiGate CLI

F::RTINET
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For large networks, manually configuring hundreds of static routes may not be practical. Your FortiGate can
help, by learning routes automatically. FortiGate supports several dynamic routing protocols: RIP, OSPF,
BGP, and IS-IS.

In dynamic routing, FortiGate communicates with trusted adjacent routers to exchange routing information
about their known networks. Then, FortiGate adds the learned routes into its local routing table and considers
them during the route lookup process.

You can configure dynamic routing for RIP, OSPF, and BGP protocols using the FortiGate GUI. You just need
to make sure that the Advanced Routing option in the Feature Visibility page is enabled—it's enabled by
default. However, for configuring I1S-1S, you must use the FortiGate CLI.

Note that when you enable Advanced Routing on the Feature Visibility page, you also enable the
configuration pages for other advanced routing features such as Policy Routes, Routing Objects, and
Multicast. You will learn more about policy routes in this lesson.

Larger networks also may need to balance the routing load among multiple valid paths and detect and avoid
routers that are down. You will learn more about that in this lesson.

FortiGate Infrastructure 7.2 Study Guide 12
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Policy Routes

+ Provide more granular matching than
static routes:
« Protocol
« Source address
« Source ports
« Destination ports
« ToS marking
» Destination internet service

* Have precedence over routing table
entries

+ Separate table: policy route table

+ Best practice: narrow down matching
criteria

F::RTINET
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MNew Routing Policy

If incaming trafic matches:

Incoming interface = portS »®

Source Address
IPMNetmask 10.0.1.0724

Addresses +
Destination Address

IPMetmask 10.10.10.10/32

[+ ]
Addresses *
Internet service *

Protocol UDP SCTP ANY Specity
Source ports o - | 45535
Destination ports 10444 - 10444
Type of service 00 Bit Mask  Ox00

Then:

Action Stop Policy Routing

Outgoing interface @ = portl -

Gateway address 192202

Comments v % 01255

Status © Disabled

© Fortinet Inc. All Rights Reserved.

Static routes are simple and are often used in small networks. Policy routes, however, are more flexible
because they can match more than just the destination IP address. For example, you can configure as
matching criteria the incoming interface, the source and destination subnets, protocol, and port number.

Policy routes are maintained in a separate routing table by FortiGate and have precedence over the entries in
the routing table. Because of its precedence, it is a best practice to narrow down the matching criteria of policy

routes as much as possible. Otherwise, traffic that is expected to be routed using standard routing, that is,

based on the destination address only and the routing table entries, could be handled by policy routes instead.

This slide shows an example of a policy route configured using the FortiGate GUI. The policy route instructs
FortiGate to match traffic received at port5, sourced from 10.0.1.0/24 and destined to the host
10.10.10.10. The traffic must also be destined to TCP port 10444 for the policy route to match. FortiGate
then forwards the traffic—Forward Traffic action—to port1 through the gateway 192.2.0.2.

FortiGate Infrastructure 7.2 Study Guide
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Routing

Policy Route—Actions
- Stop Policy Routing

« Skips all policy routes, uses the FIB

* Forward Traffic

» Forwards traffic using the set outgoing interface and
gateway

« FIB must have a matching route; otherwise, policy
route is considered invalid and skipped

F::RTINET

Training Institute

New Routing Policy

Incoming interface

Source Address

IP/Netmask

Addresses
Destination Address

|P/Netmask

Addresses

Internet service

Protocol

Source ports
Destination ports

Type of service

I incoming traffic matches:

= portS =

10.0.1.0/24

10.10.10.10/32

= vor scte ANY | Specify

0 65535
10444 - 10444
000 Bit Mask w00

Then
Action
Outgoing interface €

Gateway address

[RUCC G AT Stop Policy Routing
M portl -
192202

Comments

Status

© Fortinet Inc. All Rights Reserved.

#0255

_ EEl © Disabled

When a packet matches a policy route, FortiGate takes one of two actions. Either it routes the packet to the
configured outgoing interface and gateway—Forward Traffic action—or it stops checking the policy routes—
Stop Policy Routing action—so the packet is routed based on the routing table.

Note that when you configure Forward Traffic as the action, the Destination Address, Outgoing interface,
and the Gateway address settings must match a route in the FIB. Otherwise, the policy route is considered

invalid and, as a result, skipped.

FortiGate Infrastructure 7.2 Study Guide
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Internet Services Routing

* Route well-known internet services through specific interfaces
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+ N # m Q New Static Route
Name = Direction & Number of Entries 5
Amazon-AWS Both 14015 1 Destination Subnet Named Address [lle=ig(=iectelghlac
Amazon-AWS WorkSpaces.Gateway Destination 27 = Amazon-AWS -
A -DN inati 41,
mazon-DNS Destination it Gateway Address  10.200.1.254
Amazon-FTP Destination 41821 =
)
Amazon-ICMP Destination 41821 Interface # portl -
Comments Write a comment 4 0/255
Status RGECIECN © Disabled
ERTINET

What happens if you need to route traffic to a public internet service (such as Amazon-AWS or Apple Store)

through a specific WAN link? Say you have two ISPs and you want to route Netflix traffic through one ISP and

all your other internet traffic though the other ISP. To achieve this goal, you need to know the Netflix IP

addresses and configure the static route. After that, you must frequently check that none of the IP addresses
have changed. The internet service database (ISDB) helps make this type of routing easier and simpler. ISDB

entries are applied to static routes to selectively route traffic though specific WAN interfaces.

Even though they are configured as static routes, ISDB routes are actually policy routes and take precedence

over any other routes in the routing table. As such, ISDB routes are added to the policy routing table.

FortiGate Infrastructure 7.2 Study Guide
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IPv6 Routing

+ Enable the IPv6 feature to support IPv6 routing configuration using the GUI
+ Allows static and policy route configuration using IPv6 addresses
« Enables GUI configuration options of IPv6 versions of dynamic routing protocols

+CreateNew ~ | ¢ Edit T@Clone [ Delete Search
_ - Gateway IP = Interface = Status = Comments =

Core Features =l IPva @&
0.0.0.0/0 10.200.1.254 Ll t1 Enabled
IOAdvanced Routing [+ ] i et 2528 © Enable
0.0.0.0/0 10.200.2.254 ® port2 @ Enabled
I © IPvé [+
[ Switch Controller € u]
[(‘.- VPN 4] |
[ @ WiFi Controller (4] J
h:HTInET © Fortinet Inc. All Rights Reserved. 13

Training Institute

To enable routing configuration for IPv6 addresses using the GUI, you must enable IPv6 in the Feature
Visibility menu. Then, you can create static routes and policy routes with IPv6 addresses. Enabling the IPv6
feature also enables GUI configuration options for IPv6 versions of the dynamic routing protocols.

FortiGate Infrastructure 7.2 Study Guide 16
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L
Knowledge Check
1. Which objects can you use to create static routes?
Y'A_ ISDB objects
B. Service objects
2. When the Stop policy routing action is used in a policy route, which behavior is
expected?
A. FortiGate skips over this policy route and tries to match another in the list.
+'B. FortiGate routes the traffic based on the regular routing table.
F::RTINET . : v
Training Institute © Fortinet Inc. All Rights Reserved. 14
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Lesson Progress

/ 'Routing on FortiGate

'_ | .'i Routing Monitor and Route Attributes
Equal Cost Multipath Routing (ECMP)

|

Iﬁ " Reverse Path Forwarding (RPF)

ii Link Health Monitor and Route Failover

~ Diagnostics

F::RTINET
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Good job! You now understand routing on FortiGate.

Now, you will learn about routing monitor and route attributes.

FortiGate Infrastructure 7.2 Study Guide
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Routing Monitor and Route Attributes

Objectives

« Interpret the routing table on FortiGate

+ |dentify how FortiGate decides which routes are installed in the
routing table

+ |dentify how FortiGate chooses the best route using route
attributes

F::RTINET

Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in understanding the routing monitor and route attributes, you should be able to

interpret the routing table, identify which routes are installed in the routing table, and identify how FortiGate
chooses the best route using route attributes.

FortiGate Infrastructure 7.2 Study Guide 19
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Routing Monitor
* Routing table (Static & Dynamic) view * Policy route table (Policy) view
» Contains best routes (active routes) of type: + Displays all configured policy routes:
« Connected, static, and dynamic routes * Regular policy routes, ISDB routes, and SD-
+ Doesn't contain: VAN sl

= Inactive, standby, and policy routes

Lo
Q Route Lockup & ] From & Source & Destination 9 GatewsyIP3 | Protocol 3 it Count 3
e e
Netwark & Gateway IP # Interfaces ¥ Distance % M port3  100107552552550 M potl I3 REMOTE SUBNET 102001254 TCP S Routo o
e O wny = ] B portl Fortinet FortiGuard 102001754 any & Route o
o000 102001254 B portl 10 oo B byl kel e i
_ O amyv O LOCAL SUBRET B port? O REMOTE FORTIGATE iy S Route o
10010724 0000 ® portd ] e — e — —
10030724 1001200 # portd 200
10200 1.0/24 0000 ® portl 0
F:=RTINET . :
© Fortinet Inc. All Rights Reserved. 17
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The routing monitor widget on the dashboard page enables you to view the routing table and policy route table
entries. The routing table contains the best routes (or active routes) of the following type:

Static: manual routes that are configured by the administrator.

Connected: automatic routes added by FortiOS after an interface is assigned an IP address. A connected
route references the interface IP address subnet.

Dynamic: routes learned using a dynamic routing protocol such as BGP or OSPF. FortiGate installs these
routes automatically in the routing table and indicates the dynamic routing protocol used.

To view the routing table entries, select Static & Dynamic, as shown on this slide. However, keep in mind
that the routing table doesn’t contain the following routes:

Inactive routes: static and connected routes whose interfaces are administratively down or whose links are
down. Static routes are also marked inactive when their gateway is detected as dead by the link health
monitor.

Standby routes: These are active routes that are removed from the routing table because they are
duplicate and have higher distances. For instance:
* A second static default route with a higher distance than another static default route.
+ A dynamic route such as BGP or OSPF, to the same destination as another static route. However,
the dynamic route is not displayed in the routing table because the static route has a lower
distance.

Policy routes: These include regular policy routes, ISDB routes, and SD-WAN rules. Policy routes are
viewed in a separate table—the policy route table. To view the policy route table entries, select Policy.

FortiGate Infrastructure 7.2 Study Guide 20
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* Look up route by: [ aroscioonn Jo

o - t

L DEStlrlaiIOﬂ addreSS (feqml'ed) Network 5 Gateway IP 5 Interfaces ¥ Distance Type 5
« Destination port, source address, protocol, and 0000/0 102001254 [ portl 10 Static
source interface (optiona|) 10.0.1.0/24 0000 ® port3 0 Connected

10.0.3.0/24 10.0.1.200 = portd 200 BGP

+ If all criteria are provided:

Route Lookup
« FortiGate checks both routing table and policy route
table entries FortiGate

» Otherwise, FortiGate checks routing table entries only Destination 8888

Destination Port

* Matching route is highlighted

Source

Protocol TCP
Source Interface
Q, Route Lookup @ Vie [+]
Network = Gateway IP Interfaces ¥ Distance = Type 5
0.00.0/0 10.200.1.254 i portl 10 Static
10.0.1.0/24 00.00 B port3 0 Connected
e = © Fortinet Inc. All Rights Reserved. 18

Training Institute

You can perform a route lookup on the routing monitor widget by clicking Route Lookup. Then, you must
indicate at least the destination address to look up for, and optionally, the destination port, source address,
protocol, and source interface.

The way the route lookup works is as follows:

» If you don’t provide all lookup criteria, FortiGate considers only the routing table entries. FortiGate then
highlights the matching route, if any.

+ If you provide all lookup criteria, FortiGate considers both routing table and policy table entries. If the
lookup matches a policy route, the GUI redirects you to the policy route page, and then highlights the
corresponding matching policy route.

The example on this slide shows a route lookup tool for 8.8.8.8 and TCP as destination address and
protocol, respectively. Because the administrator doesn’t provide all criteria, FortiGate considers the routing
table entries only. Then, the route lookup highlights the static default route as the matching route.

FortiGate Infrastructure 7.2 Study Guide 21
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+ Each route in the routing table has the following attributes:
» Network
i35 Best Fit All Columns
. Gateway 1P Network & Gateway IP & Interfac... & Distance ¢ Type | Metric I S hbe
- |nterfaces 00000 102001 254 B portd 10 Etlﬂlic (4]
100.1.0/24 0000 i port3 0 Connected 0
« Distance 10030/24 100.1.200 ® portd 200 BGP 0 v Network
= X 1 v Gateway IP
. 10.:0.4.0/24 10.0.1.200 port3 110 OSPF 2
Me_tn_c 10050024 100.1.200 & port3 120 RIP 2 mifbbiadiises
* Priority 102001024 0000 & port1 Comnccted 0 v Distance
10.200.2.0/24 0000 M port2 Connected o Iﬂ_LI
172161000/24 0000 ® porta 0 Connected 0 ¥ Ml
Priority
#[get router info routing-table all |—- Up Since
, VRF
Routing table for VRF=0
S* 0.0.0.0/0 [10/0] via 10.200.1.254, portl, [10/0]
C 10.0.1.0/24 is directly connected, port3
B 10.0.3.0/24 [200/0] wia 10.0.1.200 (recursive is directly connected, port3), 23:21:46, [1,0]
o] 10.0.4.0/24 [110/2] via 10.0.1.200, port3, 17:29:25, [1,0]
R 10.0.5.0/24 [120/2] wia 10.0.1.200, port3, 00:05:25, [1,0]
C 10.200.1.0/24 is directly connected, portl
C 10.200.2.0/24 is directly connected, port2
C 172.16.100.0/24 is directly connected, port8
Fi:RTINET

Each of the routes listed in the routing table includes several attributes with associated values.

The Network column lists the destination IP address and subnet mask to match. The Interfaces column lists
the interface to use to deliver the packet.

The Distance, Metric, and Priority attributes are used by FortiGate to make various route selection
decisions. You will learn about each of these in this lesson.

This slide also shows the command you can run to display the routing table on the FortiGate CLI. The get
router info routing-table all command displays the same route entries as the routing monitor
widget on the FortiGate GUI.

FortiGate Infrastructure 7.2 Study Guide
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* First tiebreaker for duplicate routes (best route [ wwes:  ciowrs  wonc s [ommes [ mes  woes
Selection) 00000 10.200.1,254 ™ portl 10 Static a
100.1.0/24 00.00 ™ portd o (Connected 4]
« The lower the distance, the higher the preference T T 8o |20 e 5
« Set by the administrator (except connected routes) 10040124 100.1200 # poa 110 0sPF 2
; 10.0.5.0/24 10.0.1.200 ™ portd 120 RIP 2
+ Best route selection: 102001026 0000 ot o corncine: |0
+ Route with lowest distance is installedin the RIB g i p—_— 1
+ Standby routes (higher distance) are not installed in
the RIB
= They are installed in the routing table database
= Multiple equal-distance duplicate routes but different
protocol:
+ FortiGate keeps the route that was learned last (avoid)
+ Default distance per route type:
Connected® | Static Static Static Static
(SD-WAN zone) | (DHCP) | (Manual) | (IKE)
0 1 5 10 15 20 110 115 120 200
* Hardcoded
F:=RTINET . .
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Distance, or administrative distance, is the first tiebreaker that routers use to determine the best route for a
particular destination. If there are two or more routes to the same destination (duplicate routes), the lowest-
distance route is considered the best route and, as a result, is installed in the routing table. Other lower-
distance routes to the same destination are standby routes and, as a result, are not installed in the routing
table. Instead, they are installed in the routing table database. You will learn more about the routing table
database in this lesson.

You can set the distance for all route types except connected and IS-IS routes. This slide shows the default
values per type of route.

In case FortiGate learns two equal-distance routes to the same destination but that are sourced from different
protocols, then FortiGate installs in the routing table the route that was learned /ast. For example, if you set
the distance of BGP routes to 110, and there is another OSPF route to the same destination using the default
administrative distance (110), then FortiGate keeps whichever route was learned last in the routing table.
Because this behavior can lead to different results based on the timing of events, then it's not recommended
to configure different-protocol routes with the same distance.
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Metric

* Tiebreaker for same-protocol duplicate dynamic routes
» The lower the metric, the higher the preference

+ Best route is installed in the routing table and other duplicate roues in the routing table
database

* The calculation method differs among routing protocols

Network Gateway IP % Interfac... ¥ Distance % Type = Metric *
0.0.0.0/0 10.200.1.254 ® port1 10 Static 0
10.0.1.0/24 0.0.00 ® port3 0 Connected 0
10.0.3.0/24 10.0.1.200 M port3 200 BGP 0
10.0.4.0/24 10.0.1.200 ™ port3 110 OSPF 2
10.0.5.0/24 10.0.1.200 ® port3 120 RIP 2
10.200.1.0/24 0.0.00 ®l portl 0 Connected 0
10.200.2.0/24 0.0.00 M port2 0 Connected 0
172.16.1000/24 00.00 [ port8 0 Connected 0
F:-=HT|nET © Fortinet Inc. All Rights Reserved. 21
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When a dynamic route protocol learns two or more routes to the same destination, it uses the metric as a
tiebreaker to identify the best route. The lower the metric, the higher the preference. The dynamic routing
protocol then installs the best route in the routing table and the higher-metric routes in the routing table
database. Note that the metric is used as tiebreaker for same-protocol dynamic routes, and not between
different-protocol dynamic routes.

The metric calculation differs among routing protocols, and the details are not covered in this course. For

example, RIP uses the hop count, which is the number of routers the packet must pass through to reach the
destination. OSPF uses cost, which is determined by the link bandwidth.
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Priority

« Tiebreaker for ECMP static routes
« ECMP static routes:

= Equal-distance, equal-priority duplicate routes
« All ECMP routes are installed in the routing table
« The lower the priority, the higher the preference

Edit Static Route

Destination

Interface

Comments

Gateway Address

Administrative Distance @

ETEEY Named Addres:

0.00.0/0.000
10.200.1 254
™ portl

10

+ Best route is used during route lookup e

Status

* Applies to all routes except connected

& Advanced Optiens

« Default value: 1

» Hardcoded on all routes except static and BGP

Priority @

10

Training Institute

Network = Gateway |P = Interfaces = Distance & Type = Metric % Priority &
0.00.0/0 10.200,1.254 ™= portl 10 Static 0 10
10.0.1.0/24 0000 ™ portd 1] Connected 1] 0
100.3.0/24 10.0.1.200 % port3 200 BGP 0 1
10.0.5.0/24 10.0.1.200 ™ portd 120 RIP 2 1
10.200.1.0/24 0000 = port 0 Connected O 0
10.200.2.0/24 0000 ™ port2 0 Connected (4] 1]
F::RTINET 172.161000/24 0000 ® paort8 1] Connected O 0

ortinet Inc. All Rights Reserved.
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When there are two or more duplicate static routes that have the same distance, FortiGate installs all of them
in the routing table. If they also have the same priority, then the routes are known as ECMP static routes, and

you will learn more about them in this lesson.

The priority setting enables administrators to break the tie among ECMP static routes. The result is that,
during the route lookup process, FortiGate selects as the best route the static route with the lowest priority
among all the equal-distance duplicate static routes. The lower the priority value, the higher the preference.

Starting FortiOS 7.2, the priority attribute applies to all routes except connected routes and is set to 1 by
default. Before FortiOS 7.2, the attribute applied to static routes only and was set to 0 by default. When you
upgrade to FortiOS 7.2, FortiOS automatically increases the priority of static routes by 1, and a value of 0 is

not longer valid.

For dynamic routes, you can change the priority of BGP routes only. The priority of other dynamic routes is
hardcoded to 1. The use of the priority value in dynamic routes is useful for advanced routing deployments
involving SD-WAN and multiple virtual routing and forwarding (VRF) IDs. The details on how the priority

attribute is beneficial for such cases is outside the scope of this course.

For static routes, you can configure the priority setting under the Advanced Options on the FortiGate GUI, as

shown on this slide.

To view the priority in the routing monitor widget, you must enable the priority column (disabled by default).
You can also view the priority on the routing table on the FortiGate CLI, which you will learn about later in this

lesson.
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Knowledge Check

1. The priority attribute applies to which type of routes?
Y A Static
B. Connected

2. Which attribute does FortiGate use to determine the best route for same-protocol
duplicate dynamic routes?
A.  Priority

¥'B.  Metric

3. Which routes are installed in the routing table?
v A Best active routes
B. Policy routes

F::RTINET
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Lesson Progress

J 'Routing on FortiGate

/ Routing Monitor and Route Attributes
Equal Cost Multipath Routing (ECMP)

|

Iﬁ " Reverse Path Forwarding (RPF)

ii Link Health Monitor and Route Failover

~ Diagnostics

F::RTINET
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Good job! You now understand the routing monitor and route attributes.

Now, you will learn about ECMP routing.
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ECMP Routing

Objectives

+ |dentify the requirements for ECMP routing
* Implement route redundancy and load balancing

F::RTINET
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in ECMP, you should be able to identify the requirements for implementing
ECMP and ECMP load balancing.
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4 Metwork = Gateway IP Interfaces Distance Type & Metric = Priority =
+ Same-protocol routes with equal: s YT perr— e -
. Destinaﬁon subnet 0.00.0/0 10.200.2.254 & port2 10 Static o 5
D_ t 10.0.1.0v24 04000 ™ portd 0 Connected 0 0
L
Istance 10.0.2.0/24 00,00 ™ portd 0 Connected 0 0
. Metric 10.0.30/24 100.1.200 W port3 200 BGP 0 1
e Priority 10.0.3.0/24 10.0.2.200 ™ portd 200 BGP 0 1
10.0.4.0/24 10.0.1.200 ™ port3 110 OSPF 2 1
+ ECMP routes are installed in the RIB e _(Siu  [Sea L% i L :
) 10200.10/24 0000 M portl 0 Connected 0 0
« Traffic is load balanced among routes 102002024 0000  port2 0 Connected 0 0
# get router info routing-table all
Routing table for VRF=(
S* 0.0.0.0/0 [10/0] wia 10.200.1.254, portl, [5/0]
[10/0] via 10.200.2.254, port2, [5/0]
C 10.0.1.0/24 1s directly connected, port3l
C 10.0.2.0/24 is directly connected, portd
B 10.0.3.0/24 [200/0] wies 10.0.1.200 (recursive is direclly connected, port3), 00:07:04, [1/0]
_ [200/01 wig 10.0.2.200 (recursive is directlv connected, portd). 00:07:04, [1/0]
(o] 10.0.4.0/24 [110/2] wvia 10.0.1.200, port3, 00:15:12, [1/0]
) [110/2] wia 10.0.2.200, portd_, 00:15:12, [1f0]_
C 10.200.1.0/24 is directly connected, portl
C 10.200.2.0/24 is directly connected, port2
F---HT“-IET © Fortinet Inc. All Rights Resenved. 26
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So far, you've learned about the different route attributes that FortiGate looks at to identify the best route to a

destination.

But what happens when two or more routes of the same type have the same destination, distance, metric, and
priority? These routes are called equal cost multipath (ECMP) routes, and FortiGate installs all of them in the

routing table. FortiGate also load balances the traffic among the ECMP routes.

The example on this slide shows two ECMP static routes, two ECMP BGP routes, and two ECMP OSPF
routes. For each ECMP group, the destination subnet, distance, metric, and priority are the same.

The result is that FortiGate installs both routes of each ECMP group in the routing table. This lesson,

however, focuses on ECMP static routes only.
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ECMP Load Balancing Algorithms

* Source |P (default)

« Sessions sourced from the same address use the same route

+ Source-destination IP
» Sessions with the same source and destination address pair use the same route

+ Weighted
+ Applies to static routes only
« Sessions are distributed based on route, or interface weights
« The higher the weight, the more sessions are routed through the selected route

+ Usage (spillover)
« One route is used until the bandwidth threshold is reached, then the next route is used

F:=RTINET
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ECMP can load balance sessions using one of the following four algorithms:

» Source IP: This is the default algorithm. FortiGate uses the same ECMP route to route sessions sourced
from the same address.

» Source-destination IP: FortiGate uses the same ECMP route to route sessions with the same source-
destination IP address pair.

»  Weighted: Applies to static routes only. FortiGate load balances sessions based on the route weight or the
respective interface weight. The higher the weight, the more sessions FortiGate routes through the
selected route.

+ Usage (spillover): FortiGate sends sessions to the interface of the first ECMP route until the bandwidth of
the interface reaches the configured spillover limit. After the spillover limit is reached, FortiGate uses the
interface of the next ECMP route.

FortiGate Infrastructure 7.2 Study Guide 30



Routing

DO NOT REPRINT
FORTHINET —
Configuring ECMP

+ |If SD-WAN is disabled, the ECMP algorithm is set on the CLI:

config system settings
set vd-ecmp-mode [source-ip-based | weight-based | usage-based | source-dest-ip-based]

end

+ Configure weight values on the CLI on the interface level (left) and route level (right):

config system interface config router static
edit <interface name> edit <id>
set weight <0-255> set weight <«<0-255>
next next
end end

+ Configure spillover thresholds on the CLI (kbps):

config system interface
edit <interface name>
set spillover-threshold <0-16776000>
set ingress-spillover-threshold <0-16776000>
next

end

F:-=HT|nET © Fortinet Inc. All Rights Reserved. 28
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If SD-WAN is disabled, you can change the ECMP load balancing algorithm on the FortiGate CLI using the
commands shown on this slide.

When SD-WAN is enabled, FortiOS hides the v4-ecmp-mode setting and replaces it with the 1cad-
balance-mode setting under config system sdwan. Thatis, when you enable SD-WAN, you control the

ECMP algorithm with the 1oad-balance-mode setting.
For spillover to work, you must also configure the egress and ingress spillover thresholds, as shown on this

slide. The thresholds are set to 0 by default, which disables spillover check. For weighted algorithm, you must
configure the weights on the interface level or route level, as shown on this slide.

FortiGate Infrastructure 7.2 Study Guide 31



Routing

DO NOT REPRINT

CORTINET
O ihNC L

UserA
10.0.3.1/24
10.0.4.0/24 ||
|
UserB ]
10.0.3.2/24 FGT # get router info routing-table all
\;\‘_h ' ~output omitted..
S 10.0.4.0/24 [10/0] wvia 10.0.1.254, portl, [5/0]
_~ [10/0] wia 10.0.2.254, port2, [5/0] \
C 1U0.U U/ 24 15 directly connected, portl
c W 0.2.0/24 is directly connected, port2
2! 10.0.3.0/24 15 directly connected, port3
F:-=HT|nET © Fortinet Inc. All Rights Resenved. 28
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In the scenario shown on this slide, FortiGate has ECMP routes forthe 10.0.4.0/24 subnet on port1 and
port2. Using the default ECMP algorithm (source IP based), FortiGate may use any of the two routes to route
traffic from user A and user B.

In the example shown on this slide, FortiGate selects the route over port1 for user A, and the route over port2
for user B. FortiGate continues to use the same selected routes for the same traffic. In the route over port1 is
removed from the routing table, FortiGate automatically starts to forward the traffic sourced from both users
and destinedto 10.0.4.0/24 through port2.

ECMP enables you to use multiple paths for the same destination, as well as provide built-in failover. Usually,
you want to use ECMP for mission-critical services that require high availability. Another reason to use ECMP
is for bandwidth aggregation. That is, you can leverage the bandwidth of multiple links by load balancing
sessions across them.

While ECMP enables you to leverage multiple WAN links on FortiGate, you may want to use SD-WAN
because of the additional benefits.
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What Is SD-WAN?

+ Software-defined approach to steer WAN traffic using:
» A collection of FortiOS features
+ Flexible user-defined rules
* Protocol and service-based traffic matching m

= Application-awareness Datacenter
- Dynamic link selection y
Public Cloud

« Controls egress traffic

=

» Secure SD-WAN = — " <
« Fortinet SD-WAN implementation (built-in security)

Internet

SD WAN "\ %,
» Benefits: ey

- Effective WAN usage
» Improved application performance
» Cost reduction

F:=RTINET

i = © Fortinet Inc. All Rights Reserved 30
Training Institute 5

According to Gartner, software-defined WAN (SD-WAN) provides dynamic, policy-based, application path
selection across multiple WAN connections and supports service chaining for additional services such as
WAN optimization and firewalls. Fortinet implementation of SD-WAN is called secure SD-WAN because it
also provides security by leveraging the built-in security features available in FortiOS.

Secure SD-WAN relies on well-known FortiOS features such as IPsec, auto-discovery VPN (ADVPN), link
monitoring, advanced routing, internet services database (ISDB), traffic shaping, UTM inspection, and load
balancing. The administrator can then combine these features and set rules that define how FortiGate steers
traffic across the WAN based on multiple factors such as the protocol, service, or application identified for the
traffic, and the quality of the links. Note that SD-WAN controls egress traffic, not ingress traffic. This means
that the return traffic may use a different link from the one SD-WAN chose for egress.

One benefit of SD-WAN is effective WAN usage. That is, you can use public (for example, broadband, LTE)
and private (for example, MPLS) links to securely steer traffic to different destinations: internet, public cloud,
private cloud, and the corporate network. This approach of using different types of links to connect sites to
private and public networks is known as hybrid WAN. A hybrid WAN reduces costs mainly because
administrators usually steer more traffic over low-cost fast internet links than high-cost slow private links. The
result is that private links, such as MPLS links, are often used to steer critical traffic only, or as failover links
for high availability.

Another benefit of SD-WAN is an improved application performance because you can steer traffic through the
best link that meets the application requirements. During congestion, you can leverage traffic shaping to
prioritize sensitive and critical applications over less important ones. Also, the support of ADVPN shortcuts
enables SD-WAN to use direct IPsec tunnels between sites to steer traffic, resulting in lower latency for traffic
between the sites (spokes), and less load on the central locations (hubs).
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Direct Internet Access With SD-WAN

* Traffic steered across multiple internet links
: : Cloud
+ Typical operation:
« Critical/sensitive traffic expedited and steered over
best performing links

« Costly links used for critical traffic or failover
« Static default routing

F::RTINET
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Direct internet access (DIA), also known as local breakout, is arguably the most common use case for SD-
WAN. A site has multiple internet links (also known as underlay links), and the administrator wants FortiGate
to steer internet traffic across the links (also known as members). The links are connected to FortiGate using
different types of physical interfaces: physical port, VLAN, link aggregation (LAG), USB modem, or through
FortiExtender.

Usually, sensitive traffic is expedited and steered over the best performing links, while non-critical traffic is
distributed across one or more links using a best effort approach. Costly internet links are commonly used as
backup links, or to steer critical traffic only.

For routing, a typical configuration makes use of static default routes. However, in some cases, BGP is used
between the ISP and FortiGate, especially if the site must advertise a public IP prefix.

The example on this slide shows a basic DIA deployment. FortiGate has two internet links. One link is

connected to port1 and the other to port2. FortiGate uses both links to steer traffic sourced from the LAN and
destined to cloud applications and websites on the internet.
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SD-WAN Rules

+ Define steering rules based on:
« Matching traffic criteria
« Member preference
« Member performance

Source Destination Criteria Hit Count

+ Evaluated from top to bottom:

1 Critical-DIA = all %k GoToMeeting Latency M portl

(]
» Rules are used to steer traffic 11 Microsoft Office. 365 Portal ® port2
- . 5 Salesf
* Firewall policy required = salestoree
= yJ Mon-Critical-DiA. 3 all K3 Facebook M port2 ]
« Implicit rule W Twitter
* Used if user-defined rules are not matched (:]
= Usually, traffic is load balanced sd-wan Sa Zal

+ SD-WAN rules are policy routes
* Route lookup order:
1. Regular policy routes
2. |SDB routes
3. SD-WAN rules
4. FIB entries

F::RTINET
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SD-WAN rules represent the intelligence of the SD-WAN solution and the software-defined aspect of it. When
you configure an SD-WAN rule, you first define the application or traffic pattern to match. After that, you
indicate the preferred members and/or zones to steer the matching traffic to, and in some cases, the
performing metrics that the member must meet to be eligible for steering traffic.

SD-WAN rules are evaluated in the same way as firewall policies: from top to bottom, using the first match.
However, unlike firewall policies, they are used to steer traffic, and not to allow traffic. That is, you must
configure corresponding firewall policies to allow the SD-WAN traffic. If none of the user-defined SD-WAN
rules are matched, then the implicit rule is used. The implicit rule instructs FortiGate to perform standard
routing on traffic. Because SD-WAN deployments usually have multiple routes to the same destination—that
is, ECMP routes—then traffic that matches the implicit rule is usually load balanced across multiple SD-WAN
members.

SD-WAN rules are essentially policy routes. Like regular policy routes, SD-WAN rules route traffic based on
multiple criteria. That is, when you configure an SD-WAN rule, the kernel installs a corresponding policy route
that reflects the source, destination, service, and outgoing interfaces configured in the SD-WAN rule. When
FortiGate performs a route lookup, it checks the routes in the order of sequence shown on this slide. For
example, SD-WAN rules have precedence over FIB entries, but not over regular policy routes.

The example on this slide shows two user-defined rules named Critical-DIA and Non-Critical-DIA, which are
used to steer traffic in our basic DIA setup. The Critical-DIA steers GoToMeeting,
Microsoft.Office.365.Portal, and Salesforce traffic to the member with the lowest latency, between port1
and port2. The example shows that port1 is selected because it is the member with the check mark beside it.
The Non-Critical-DIA rule steers Facebook and Twitter traffic to port2. The implicit rule, located at the bottom
of the list, is used if none of the two user-defined rules are matched.
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|
System Settings Algorithm vs. Implicit Rule Algorithm

* Both v4d-ecmp-mode and load-balance-mode control the ECMP algorithm
* load-balance-mode replaces vd-ecmp-mode when SD-WAN is enabled

« Differences:
» load-balance-mode supports the volume algorithm, v4-ecmp-mode does not

* load-balance-mode uses the weight defined under the SD-WAN member configuration, v4-ecmp-
mode the weight defined in the static route

* load-balance-mode uses the spillover thresholds defined under the SD-WAN member configuration,
vd-ecmp-mode the spillover thresholds defined in the interface settings

* Volume algorithm:
« FortiGate tracks the cumulative number of bytes of the member
« The higher the member weight, the higher the target volume, the more traffic is sent to it

F:=RTINET
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When you enable SD-WAN, FortiOS hides the v4-ecmp-mode setting and replaces it with the 1oad-
balance-mode setting under config system sdwan. Thatis, after you enable SD-WAN, you now control
the ECMP algorithm with the 1oad-balance-mode setting.

There are some differences between the two settings. The main difference is that 1oad-balance-mode
supports the volume algorithm, and v4-ecmp-mode does not. In addition, the related settings such as weight
and spillover thresholds are configured differently. That is, when you enable SD-WAN, the weight and
spillover thresholds are defined on the SD-WAN member configuration. When you disable SD-WAN, the
weight and spillover thresholds are defined on the static route and interface settings, respectively.

When you set the ECMP algorithm to volume, FortiGate load balances sessions across members based on
the measured interface volume and the member weight. That is, the volume algorithm instructs FortiGate to
track the cumulative number of bytes of each member and to distribute sessions based on the weight. The
higher the weight, the higher the target volume of the interface and, as a result, the more traffic FortiGate
sends to it.
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L
Knowledge Check
1. What is the default ECMP algorithm on FortiGate?
A.  Weighted
v B Source IP
2. How does FortiGate load balance traffic when using the spillover algorithm in ECMP
routing?
< A. Sessions are distributed based on interface threshold.
B. Sessions are distributed based on route weight.
F::RTINET . . -
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Lesson Progress

q/ 'Routing on FortiGate

{ 'i Routing Monitor and Route Attributes
,/ 'Equal Cost Multipath Routing (ECMP)
4

Zﬁ | Reverse Path Forwarding (RPF)

ii Link Health Monitor and Route Failover

~ Diagnostics
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Good job! You now understand ECMP routing.

Now, you will learn about reverse path forwarding.
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RPF

Objectives

+ |dentify how FortiGate detects IP spoofing
+ Block traffic from spoofed IP addresses

+ Differentiate between and implement the different RPF check
methods

F::RTINET
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in RPF, you should be able to identify and block IP spoofing attacks in your
network.
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+ |P anti-spoofing protection + Set RPF mode (default = disable):
« Source IP is checked for a return path config system settings
; . set strict-src-check [disable | enable]
* RPF check is only carried out on: end

+ The first packet in the session, not on a reply

* Two modes:
« Feasible path (default; formerly loose)
* Return path doesn’t have to be the best route

* Disable RPF (default = enable):

* Strict config system interface
* Return path must be the best route edit <interface>
: set src-check disable
» If RPF check fails, debug flow shows: ok T CRoen SHEEASE
*» reverse path check fail, drop end
F::RTINET
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The RPF check is a mechanism that protects FortiGate and your network from IP spoofing attacks by
checking for a return path to the source in the routing table.

The premise behind the RPF check is that if FortiGate receives a packet on an interface, and FortiGate
doesn’t have a route to the packet source address through the incoming interface, then the source address of
the packet could have been forged, or the packet was routed incorrectly. In either case, you want to drop that
unexpected packet, so it doesn’t enter your network.

FortiGate performs an RPF check only on the first packet of a new session. That is, after the first packet
passes the RPF check and FortiGate accepts the session, FortiGate doesn’t perform any additional RPF
checks on that session.

There are two RPF check modes:

+ Feasible path: Formerly known as loose, it's the default mode. In this mode, FortiGate verifies that the
routing table contains a route that matches the source address of the packet and the incoming interface.
The matching route doesn’t have to be the best route in the routing table for that source address. It just has
to match the source address and the incoming interface of the packet.

« Strict: In this mode, FortiGate also verifies that the matching route is the best route in the routing table.
That is, if the routing table contains a matching route for the source address and incoming interface, but
there is a better route for the source address through another interface, then, the RPF check fails.

This slide also shows how to change the RPF check mode on the FortiGate CLlI, as well as how to disable the
RPF check on the interface level.
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RPF—Feasible Path Example

+ FortiGate checks for a route matching source address and incoming interface
* RPF check results:

» User A: Pass. Default route through wan1l
» User B: Fail. No routeto 10.175.3.69 throughwan2
» User C: Fail. Noroute to 10.0.4. 63 throughport1l

| UserA
ng ) 10.250.1.62
10.0.1.0/24
Wan] 4= = = = - -
L y 10.0.3.0/24 ;
=== =% O10.0.2.0/24
N §F Pvarce — — — — — ! UserB
10.0.4.0/24 I"\//' ; | 10.175.3.69
FGT # get router info routing-table all
[s* 0.0.0.0/0 [10/0] via 10.0.1.254, wanl, [1/01]
ﬂ\“m}' C 10.0.1.0/24 1s directly connected, wanl
C 10.0.2.0/24 is directly connected, wan2
UserC o 10.0.3.0/24 is directly connected, portl
10.0.4.63
F:-=HT|nET © Fortinet Inc. All Rights Reserved. 38
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The example on this slide shows a FortiGate device using the feasible path RPF check mode. When
FortiGate performs RPF check, it checks in the routing table for a route that matches the source address and
the incoming interface of the first original packet.

Based on the topology and routing table shown on this slide, the RPF check results for traffic sourced from
each user are:

+ User A: Pass. There is a default route through wan1. This means that, all packets received at wan1 pass
the RPF check regardless of the source address.

» User B: Fail. FortiGate doesn’'t have aroute to 10.175.3.69 through wan2 in its routing table.

+ User C: Fail. Like the user B case, FortiGate doesn’t have aroute to 10.0.4.63 through port1 inits
routing table.
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« Solution:

VLD.U.L.M@

RPF—Feasible Path Example (Contd)

« For user B, add a second static default route, with the same distance, through wan2
* Use different priority values if you don't want ECMP
» For user C, add a static routeto 10.0.4.0/24 through port1

| 10.175.3.6%9

Training Institute
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P wan| 4= = = ——— —
L | 10.0.3.0/24 QN —
=== = port1 SN 10.0.2.0/24
i T 5 WanZ o = = == —
10.0.4.0/24 =~
.. FGT # get router info routing-table all
. ‘ S* 0.0.0.0/0 [10/0] via 10.0.1.254, wanl, [1/0]
\\ [10/0] via 10.0.2.254, wan2, [5/0]
s 10.0.4.0/24 [10/0] via 10.0.3.254, portl [1/0]
UserC [+ 10.0.1.0/24 1s directly connected, wanl
10.0.4.63 o 10.0.2.0/24 is directly connected, wan2
c 10.0.3.0/24 is direclly connecled, porll
F::RTINET

UserA
10.250.1.62

UserB

If you consider the packets from user B and user C to be legit packets, you can solve the RPC check fail issue
by making sure the routing table contains routes for the return path.

In the example shown on this slide, the administrator adds two new static routes. The static route through
wan?2 is a duplicate default route of wan1, but has a lower priority. The two default routes are not ECMP
routes because of the priority difference, but FortiGate keeps both routes in the routing table. The result is that
packets from user B now pass the RPF check.

The static route through port1 references the 10.0.4.0/24 subnet. The subnet includes user C address
(10.0.4.63), and as result, packets from user C also pass the RPF check.
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RPF—Strict Example

+ FortiGate also checks if the return path is the best route

* RPF check results:
» User A: Pass. Best routeto 10.250.1.62 throughwanl (default route)
» User B: Fail. Bestroute to 10.175.3.69 throughwanl
» User C: Pass. Bestroute to 10.0.4.63 throughportl

| UserA
<l 10.250.1.62
« 10.0.1.0/24 //\ N
WA ] o | e s
l_\__ 3 10.0.3.0/24 L~ ;
e = port] @10.0.2.0;24 _
I T B e UserB
10.0.4.0/24 N Qy | 10.175.3.69
| FGT # get router info routing-table all
[s* 0.0,0.0/0 [10/0] via 10.0.1.254, wanl, [1/0] |
%“u - [10/0] via 10.0.2.254, wan2, [5/0]
. B 10.0.4.0/24 [10/0] via 10.0.3.254, portl [1/0] |}
C 10.0.1.0/24 i35 directly connected, wanl
UserC c 10.0.2.0/24 is directly connected, wan2
10.0.4.83 % 10.0.3.0/24 is directly connected, portl
B 10.175.3.0/24 [10/0] via 10.0.1.254, wanl [1,0]]
F:-=HT|nET © Fortinet Inc. All Rights Reserved. 40
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The example on this slide shows a FortiGate device using the strict RPF check mode. In strict mode,
FortiGate also checks if the matching route is the best route to the source.

Based on the topology and routing table shown on this slide, the RPF check results for traffic sourced from
each user are:

» User A: Pass. There is a default route through wan1. The route is also the best (and only) route to
10.250.1.62.

» User B: Fail. There is a default route through wan2. However, there is better (more specific) static route to
10.175.3.69 through wan1.

+ User C: Pass. FortiGate has aroute to 10.0.4. 63 through port1 in its routing table. Although the default
routes through wan1 and wan2 are also valid routes for 10.0. 4. 63, the best route to user C is the route
through port1.

Like the feasible path example, you can solve the RPF fail issue for user B by making the respective changes
in the routing table so the best route to user B is through wan2.
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Knowledge Check
1. What is the default RPF check method on FortiGate?
A Feasible path
B. Strict
2. Which route lookup scenario satisfies the RPF check for a packet?
A. Routing table has a route to the destination IP of the packet through the incoming interface.
¥'B. Routing table has a route for the source |IP of the packet through the incoming interface.
F:=RTINET . . .
Training Institute © Fortinet Inc. All Rights Reserved. 41
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Lesson Progress

J 'Routing on FortiGate

/ Routing Monitor and Route Attributes

.{ 'Equal Cost Multipath Routing (ECMP)

{ Reverse Path Forwarding (RPF)

Llnk Health Monitor and Route Failover

| Diag nostics
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Good job! You now understand RPF.

Now, you will learn about the link health monitor and route failover.
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Link Health Monitor and Route Failover

Objectives

+ Configure the link health monitor
* Implement route failover
+ Use the forward traffic logs

F::RTINET

Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in configuring link health monitor and implementing route failover, you should

be able to monitor the health of your interfaces and then, when a link is detected as dead, configure FortiGate
to fail over the traffic to healthy links to minimize service disruption.
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Link Health Monitor

+ Detect dead links when failure is beyond local physical connection

+ Periodically send probes to up to four servers (beacons)
+ Choose at least two reliable servers to guard against server failure
» Supported protocols: ping, TCP echo, UDP echo, HTTP, and TWAMP

+ FortiGate operates as follows:
+ [nitially, links are marked alive
« Marks a link as dead after five consecutive failed probes from all configured servers
« Performs any of the following actions: update static route, update policy route, and update cascade interface
« Marks a link alive again after five consecutive successful probes from at least one server
» Reverts any of the previous actions taken
« The number of failed and successful probes can be adjusted (default = 5)

F:=RTINET
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Static routes are kept in the routing table unless the associated interface is administratively down, its link goes
down, or there is a duplicate route with a lower distance. Because is possible that the link circuit is dead
somewhere along the path to the destination, even though the interface link is up, then it is also possible that
FortiGate continues to route traffic though a dead link, which would result in service impact. A common
example is the Ethernet connection provided by your ISP modem. The Ethernet connection remains physically
up even though the upstream ISP network is down. The devices behind your modem will continue to use the
internet connection but they won't receive any replies.

Link health monitor enables FortiGate to detect dead links when the failure is beyond the local physical
connection. FortiGate periodically sends probes through the configured gateway and interface to up to four
servers that act as beacons. A server can be any host that is normally reachable through that path. It's best
practice to configure at least two reliable servers to guard against false positives caused by the server being
at fault, and not the link. For probes, you should also use a protocol that the server normally responds to.

Initially, FortiGate considers a link as alive. However, if FortiGate detects five consecutive failed probes from
each of the configured servers, FortiGate marks the link as dead. FortiGate considers a failed probe a probe
for which it does not receive a reply, or whose reply isn’t valid. After FortiGate detects the link as dead, it
performs any of the actions shown on this slide. The goal of these actions is to redirect the impacted traffic to
other healthy links.

After FortiGate detects the link as dead, it continues to monitor the link. As soon as FortiGate receives five
successful replies from at least one of the configured servers, it marks the link as alive again, and then reverts
any of the previous actions taken on that link.

The number of failed and successful probes is set to five by default, but can be changed if required.
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Link Health Monitor Protocols

* Ping:
+ Most deployed
+ Sends ICMP echo requests and waits for ICMP echo replies

* TCP echo and UDP echo:
» Sends TCP/UDP requests on port 7
« Any data received by the server is sent back

+ TWAMP:
« Client-side implementation
» Most accurate protocol
* Two sessions:

» Control: TCP 862 by default (if authentication is enabled)
+ Test: UDP 862 by default

- HTTP:

» Sends an HTTP GET request and waits for response
« Optionally, checks if the response contains the configured string

F:=RTINET
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This slide describes the probe protocols supported by link health monitor.

Ping is the most used network monitoring protocol because it is supported by virtually all network devices.
When you use ping, FortiGate sends ICMP echo requests to the configured target servers and waits for the
respective ICMP echo replies. Because some ISPs and content providers block or limit ICMP traffic on their
network, you may want to switch to TCP echo, UDP echo, or TWAMP.

When you use TCP echo and UDP echo, FortiGate sends periodic packets to the configured target servers,
which are listening for connections on port 7 for both TCP and UDP. Upon reception of the packets, the server
sends back an identical copy of the data it received from FortiGate.

Two-Way Active Measurement Protocol (TWAMP) is the most accurate protocol among the five. Link health
monitor uses the client-side implementation of TWAMP. There are two sessions used in TWAMP: control and
test. The former is used to authenticate the endpoints, and the latter to exchange packets used to measure
the performance. Note that if authentication is disabled—it is disabled by default—FortiGate generates the
test session only. FortiGate uses port 862 as default port for both control and test sessions, but you can
configure a different port.

When you configure HTTP as the protocol, FortiGate sends periodic HTTP GET requests to the target server,

and then waits for a response. Optionally, you can configure FortiGate to check if the response contains a
specific string in the HTML content.
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Link Health Monitor Actions

Update static route™ Flag associated static Flag associate static routes  Static routes are removed from routing
routes as inactive as active table
Update policy route** Disable associated policy Re-enable associated policy Policy routes are skipped
routes routes
Update cascade Bring down alert Bring back up alert Route LAN-originated traffic to a different
interface™* interfaces interfaces device

* Associated static routes match the configured gateway and interface in the link health monitor settings
** Associated policy routes match the configured gateway and interface in the link health monitor settings
*** Require the configuration of alert interfaces (usually, your LAN-facing interfaces)

F::RTINET

i = © Fortinet Inc. All Rights Reserved 46
Training Institute 4

This slide describes the actions taken by link health monitor when the state of an interface changes from alive
to dead, and vice-versa. All three actions are enabled by default.

When you enable update static route and link health monitor detects an interface as dead, FortiGate marks
the associated static routes—those matching the configured gateway and interface—as inactive. The result is
that the inactive static routes are removed from the routing table. The absence of such routes can then force
FortiGate to redirect the traffic to other valid routes, if any. Note that this action applies to static routes only.

The update policy route action works the same as the update static route action, except that instead of
marking the associated static routes as inactive after an interface is detected as dead, FortiGate disables the
associated policy routes. For that, FortiGate checks the policy route table and disables the policy routes
whose outgoing interface and gateway match the configured interface and gateway in the link health monitor
settings. Like the update static route action, the goal is for FortiGate to skip the disabled policy route during
the route lookup process, so the traffic matches another policy route or FIB route in the system.

The update cascade interface action requires you to configure one or more alert interfaces. FortiGate then
brings down the alert interfaces after the monitoring interface is detected dead. The goal is to force the traffic
from networks behind the alert interfaces to be routed through a different device after an important interface,
such as the internet-facing interface, is dead, which could mean that FortiGate is unable to forward traffic to
the WAN. For example, if you are using dynamic routing or Virtual Router Redundancy Protocol (VRRP) on
your LAN interface, which is configured as an alert interface, then bringing down the interface can trigger a
routing failover to a backup gateway.

If FortiGate detects the interface as alive again, it reverts any action taken so far for the link. That is, FortiGate
restores static routes, re-enables policy routes, and brings back up alert interfaces.
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Link Health Monitor Configuration Example
+ Configure link health monitor on the FortiGate CLI:
config system link-monitor
edit portl-health
set srcintf portl
set gateway-ip 10.200.1.254
set protocol ping
set update-cascade-interface enable
set update-static-route enable -
set update-policy-route enable
next
end
+ Configure port3 as alert interface if port1 is detected dead:
config system interface
set fail-detect enable
set fail-detect-option detectserver
set fail-alert-method link-down -
set fail-alert-interfaces "port3"
next
end
F:-:HT“-IET © Fortinet Inc. All Rights Reserved. 47
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This slide shows a configuration example for link health monitor. FortiGate monitors the health of port1
against Level3 and Google DNS servers (four in total). For sending the probes, FortiGate uses
10.200.1.254 as gateway and ping as protocol.

When the state of port1 changes, FortiGate updates cascade interfaces, static routes, and policy routes. For
the update cascade interface action to work, you must configure the alert interfaces. This slide also shows an
example of the alert interface configuration required on the monitoring interface (port1). The configuration
instructs FortiGate to bring down port3 if port1 is detected dead by the link health monitor feature.
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Route Failover Example

ISP1-Server

|1SP2-Server

FGT # get router info routing-table all FGT # get router info routing-table all

E 0.0.0.0/0 [10/0] wia 10.0.1.254, wanl, [1/0] 5 0.0.0.0/0 [20/0] via 10.0.2.254, wan2, [1/0]

[o] 10.0.1.0/24 is directly connected, wanl c 10.0.1.0/24 is directly connected, wanl

C 10.0.2.0/24 is directly connected, wan2 C 10.0.2.0/24 is directly connected, wan2
F.--HTIHET © Fortinet Inc. All Rights Reserved. 48
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In the example shown on this slide, FortiGate has two internet connections. wan1 is connected to ISP1, and
wan2 to ISP2. Within each ISP network, there is a server that FortiGate sends probes to for link health
monitoring purposes. For link health monitor, the update static route action is enabled. The administrator
configured two static default routes, one through wan1 and the other wan2. The static default routes are
assigned a distance of 10 and 20, respectively.

Before failover, the default route over wan1 is installed in the routing table because it has a lower distance,
and the default route through wan2 is present in the routing table database as a standby route. The link health
monitor sends probes to ISP1-Server located within the ISP1 network through wan1. When FortiGate detects
five consecutive failed probes for ISP1-Server, FortiGate flags the default route over wan1 as inactive, which
results in the route being removed from the routing table. This also results in the standby default route through
wan2 to be installed in the routing table. Then, FortiGate starts using the new default route to route traffic to

the internet.

The example shown on this slide makes use of different distance values to control the primary and standby
routes. The result is that one default route only is installed in the routing table at any time. In case you always
need to have both routes installed in the routing table, you can configure the same distance on both routes,
but different priorities. You assign a lower priority number to your primary route, and a higher priority number
to your standby route. Having both routes in the routing table is required if you use the interfaces to terminate
IPsec VPN tunnels and you want to speed up failover by ensuring the tunnel over the secondary ISP link is
already up before failover.
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Best Practices—Forward Traffic Logs

* Use the Destination Interface column in the Forward Traffic logs to determine the
egress interface for all traffic

Training Institute
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Date/Time ® Source Device Destination Application Name Result Policy 1D Destination Interface
11 seconds ago 10.0.1.200 i+l 208.91.112.52 (fortinet-public-dns-52 fortinet.com) v 307kB/1312kE  Full Access(1) = portl
13 seconds ago 10.0.1.200 I+1 208.91.112 53 [fortinet-public-dns-53.fortinet.com) ~ 348kB/1479kB  Backup_Access (2) ™ port2
29 seconds ago 10.0.1.200 i+1 208.91.112.63 (ntp1.fortiguard.com) v 76B/74B Backup Access (2) | M port2
30 seconds ago 10.0.1.200 i+ 208.91.112.61 (ntp1.fortiguard.com) v 76B/74B Full_Access (1)  portl
39 seconds ago 10.0.1.200 i+ 208.91.112.62 (ntp2-fortiguard.com) v 76B/76B Full_Access (1) * portl
45 seconds ago 10.0.1.200 k1 208.91.112.60 (ntp2 fortiguard.com) v 76B/768B Full_Access (1) " portl
Minute ago 10.0.1.10 i 54,186.52.97 (autopush.prod.mozaws.net) v 601kB/9.76kB Full_Access (1) ™ portl
2 miutes ago 100.1.10 =4 8.8.8.8 (dns.google) + 92B/1208 Backup_Access (2) | B port2
2 minutes ago 100.1.10 il 3.8 .88 (dns.google) v 92B/108R Backup_Access [2) ™ port?
F:=RTINET 49

If you enable the Destination Interface column in the Forward Traffic logs, you can view the egress
interface for traffic passing through your FortiGate device. You can use this information to determine which
route is applied to which traffic stream, as well as identify any routing configuration issues.

If your firewall policies do not have any security profiles applied, you should enable logging for all sessions in
your policies; otherwise, FortiGate does not generate any Forward Traffic logs. Use this feature with some
caution, since enabling all sessions logging can generate a lot of logs if the firewall policy is handling a high
volume of traffic. You should enable it when necessary, and disable it immediately afterwards.
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Knowledge Check

1. What is the purpose of the link health monitor setting update-static-route?
A. It creates a new static route for the backup interface.
(B It removes all static routes associated with an interface detected as dead by the link health monitor.

2. When using link health monitoring, which route attribute can you configure to achieve
route failover protection?

YA, Distance
B. Metric
F::=RTINET
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.J 'Equal Cost Multipath Routing (ECMP)
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Good job! You now understand the link health monitor and route failover.

Now, you will learn about routing diagnostics.
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Diagnostics

Objectives

* View active, standby, and inactive routes
* View policy routes on the CLI
+ Use the built-in packet capture tool

F::RTINET

Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in routing diagnostics, you should be able to view the entries in the routing
table and routing table database, as well as to identify how packets flow across FortiGate.
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Routing Table
# get router info routing-table all
Codes: K - kernel, C - connected, § - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - Is-1Is, L1 - 1IS-1IS level-l1l, L2 - IS-1S level-2, ia - IS-IS inter area
v BGP VPNv4
* - candidate default
| Routing table for VRF=0 !
S* 0.0.0.0/0 [10/0] via 10.200.1.254, portl,
c 10.0.1.0/24 is directly connected, port3
B 10.0.3.0/24 J(200/10]] via 10.0.1.200 (recursive is directly connected, port3), 23:21:46, |[1,0]
o] 10.0.4.0/24 J(110/2] fia 10.0.1.200, port3, 17:29:25, |[1,0] _-"I
R 10.0.5.0/24 [120/2]1 Fia 200, port3, 00:05:29, |[1,0]
C 10.200.1.0/24 is directly connected,
C 10.200.2.0/24 is directly connected, port2
C o O 172.16.100.0/24 1is directly connected, portég
F:-:HTIHET © Fortinet Inc. All Rights Resenved. 53
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The CLI command shown on this slide displays all entries in the routing table. The routing table displays the
routes that make it to the FIB. That is, the best active routes to a destination.

The left-most column indicates the route source. Route attributes are shown inside square brackets. The first
number, in the first pair of attributes, is distance, which applies to both dynamic and static routes. The second
number is metric, which applies to dynamic routes only.

Static routes and dynamic routes also have priority and weight attributes, which are shown as the last pair of
attributes for the respective route. In the case of dynamic routes, the weight is always zero.

This command doesn't show standby or inactive routes, which are present in the routing table database only.
For example, when two static routes to the same destination subnet have different distances, the one with the

lower distance is installed in the routing table, and the one with the higher distance in the routing table
database.
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Routing Table Database

# get router info routing-table database
Codes: K - kernel, C - connected, S5 - static, R - RIP, B - BGP

O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2

i = IS=-IS, L1 = IS-IS level-=l, L2 = IS-IS lewel=-2, ia = IS=IS inter area

V — BGP VPNV4

> - selected route, * - FIB route, p - stale info

Routing table for VRF=0

S *> 0.0.0.0/0 [10/0] via 10.200.1.254, portl, [1/10]

5 0.0.0.0/0 [20/0] wvia 10.200.2.254, port2, [5/0]

5 8.8.8.8/32 [10/0] via 172.16.100.254, port8 inactive, [1/0]]

0 10.0.1.0/24 [110/1] is directly connected, port3, 00:05:47, [1/0]

C *> 10.0.1.0/24 is directly connected, port3

o] 10.0.2.0/24 [110/1] is directly connected, port4, 00:05:47, [1/0]

C *> 10.0.2.0/24 is directly connected, port4

B *> 10.0.3.0/24 [200/10]1 wia 10.0.1.200 (recursive is directly connected, port3), fo0:05:40, [1/0]
0 *> 10.0.4.0/24 [110/2] wvia 10.0.1.200, port3, 00:05:27, [1/0] I
B 10.0.4.0/24 [200/10] wvia 10.0.1.200 (recursive 1s dlrectly connected, port3), 00:05:40, [L/0]
e *> 10.200.1.0/24 is directly connected, portl

C *> 10.200.2.0/24 is directly connected, port2

F::RTINET
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If you want to view active, standby, and inactive routes, use the CLI command shown on this slide to display
the routing table database entries.

In the example on this slide, the command shows two standby routes, one static and the other BGP. Both
standby routes are standby because there are better routes—Ilower distance—to the same destination. The
better routes show an asterisk next to the route source to indicate they are FIB entries, and therefore, are
used for routing traffic.

The output also shows one inactive route. Routes are marked as inactive where the corresponding interface is

administratively down, has its link down, or when the interface is detected dead by link health monitor and the
update static route action is enabled.
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Policy Route Table

# diagnose firewall proute list
list route policy info(vf=root):

id=1 dscp_tag=0xff 0xff flags=0x0 tos=0x00 tos_mask=0x00 protocol=0 sport=0-0 iif=7 dport=0-€5535
path(l) oif=21(T_MPLS_0)

source(l): 10.0.1.0-10.0.1.255
destination(l): 10.0.0.0-10.255.255.255
hit_count=18 last_used=2022-02-23 05:47:21

id=2113929223 static_route=7 dscp_tag=0xff 0xff flags=0x0 tos=0z00 tos mask=0xz00 protocol=0 sport=0-0
1if=0 dport=1-65535 path(l) oif=3(portl) gwy=192.2.0.2
source wildcard(l): 0.0.0.0/0.0.0.0

destination wildcard(l): 0.0.0.0/0.0.0.0

internet service(l): Fortinet-FortiGuard(1245324,0,0,0)
hit count=0 last used=2022-02-23 06:39:07

id=2130903041(0x7£030001) vwl_service=l (Critical-DIA) vwl_mbr_seqg=1 2 dscp_tag=0xff 0xff flags=0x0
tos=0x00 tos mask=0x00 protoceol=0 sport=0-65535 1if=0 dport=1-€5535 path(2) oif=3(portl) oif=4(port2)
source(l): 10.0.1.0-10.0.1.255

destination wildcard(1): 0.0.0.0/0.0.0.0

internet service(3): GoToMeeting(4294836966,0,0,0, 16354)
Microsoft.0ffice.365.Portal (4254837474,0,0,0, 41468) Salesforce(4294837976,0,0,0, 16&920)
hit count=0 last used=2022-02-23 05:46:43
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FortiOS maintains a policy route table that you can view by running the diagnose firewall proute
1list command.

There are three types of policy routes displayed in the policy route table: regular policy routes, ISDB routes,
and SD-WAN rules. Follow these rules to identify each type of policy route in the table:

» Regular policy routes are assigned an ID no higher than 65535. In the output shown on this slide, the first
entry is assigned ID 1, which makes it a regular policy route.

» |ISDB routes and SD-WAN rules are assigned an ID higher than 65535. However, SD-WAN rule entries
include the vwl service field, and ISDB route entries don’t. The vwl service field indicates the ID
and the name of the rule from the SD-WAN configuration perspective. In the output shown on this slide, the
second entry is an ISDB route and the third entry an SD-WAN rule.

Note that although IDs for regular policy routes are in the 1 to 65535 range, the maximum number of regular
policy routes that you can configure are much lower and varies among models. For example, you can
configure up to 512 regular policy routes in a FortiGate 300D device. For more information about the
maximum supported values per model, refer to the Forti0S Maximum Values Table oOn
docs.fortinet.com. Alternatively, you can run the print tablesize command on the FortiGate CLI to
get the maximum values for your device.
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Packet Capture

+ Can be used to verify the ingress and egress interface of packets
# diagnose sniffer packet <interface> '<filter>' <verbosity> <count> <timestamp> <frame size>
* <interface> can be any or a specific interface (that is portl or internal)
« <filter> follows tcpdump format
+ <verbosity> specifies how much information to capture
* <count> humber of packets to capture
« <timestamp> print time stamp information
* a— prints absolute timestamp
= 1 —prints local timestamp
+ <frame size> specify lengthof up to a maximum size of 65K

F:=RTINET
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Packet captures, or sniffers, are one of the most useful sources of information for debugging routing
problems. FortiGate includes a built-in traffic sniffer tool. You can use it to verify the ingress and egress
interfaces of packets as they pass through. You can run the built-in sniffer from either the GUI or the CLI. The
syntax of the CLI command is shown on this slide.

The <interface> option is the name of the physical or logical interface to run the sniffer on. Most of the
times, you want to indicate any to capture packets on all interfaces. This enables you to see how packets flow
across the different interfaces. Another option is to indicate the name of the interface, which is useful when
you want to narrow down the packet capture to that interface. Indicating the name of the interface is also
required if you want the tool to capture the MAC address information. That is, when you use any, the sniffer

doesn’t capture the real MAC addresses used by the packet.

The filter follows the Berkeley Packet Filter (BPF) syntax used by the well-known tcpdump tool. You should
configure specific filters to ensure you're only capturing what you need. You can also specify a <count>
value to automatically stop the sniffer after capturing a specific number of packets. Otherwise, the sniffer
continues capturing packets until you manually stop it using Ctrl + C.You can use the <time stamp>
option to print the time stamp information. Use a to print the absolute time stamp, or 1 (lowercase L) to print
the local time-zone based time stamp. Time stamp information is particularly useful when correlating sniffer
output to debug flow messages. You will learn more about debug flow in another lesson.

By default, the sniffer uses the MTU configured on the interface to limit the packet length during the capture.

Using the <frame size> argument, you can specify a length larger or smaller than the interface MTU. Note
that f you use the any interface, the sniffer will default to 1600 bytes.
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Packet Capture Verbosity Level

IP Headers Packet Payload | Ethernet Headers | Interface Name
1 .

- -
. . .
L] L]

o kW N

* The most common levels are:
« 4 — Prints the ingress and egress interfaces
* You can verify how traffic is being routed, or if FortiGate is dropping packets
= 3 or & — Prints the packet payload
* You can convert this output to a packet capture (pcap) file that can be opened with a packet analyzer
+ |f you don't specify a level, the sniffer uses level 1 by default

F::RTINET
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The verbosity level specifies how much information you want to display. There are six different levels and this
table shows which ones display the IP headers, packet payload, Ethernet headers, and interface names.

Use verbosity level 4 to take a quick look at how the traffic is flowing through FortiGate (if packets are arriving
and how FortiGate is routing them out). You can also use level 4 to check if FortiGate is dropping packets.

Verbosity levels 3 and 6 provide the most output. Both show the IP payloads and Ethernet headers. You can
save the output and export it to a packet capture (pcap) file using a Perl script. The pcap file can then be
opened with a packet analyzer, such as Wireshark, for further investigation. You can locate the Perl script that
converts the sniffer output to pcap on the Fortinet Knowledge Base website (kb.fortinet.com).
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Packet Capture Examples

|# diagnose sniffer packet any "port 443" 4 |

5.455914 port3 in 10.1.10.1.59785 -> 100.64.3.1.443: syn 457459

5.455930 portl out 100.64.1.1.59785 -> 100.64.3.1.443: syn 457459

5.455979 portl in 100.64.3.1.443 -> 100.64.1.1.59785: syn 163440 ack 457460

5.455991 port3 out 100.64.3.1.443 -> 10.1.10.1.59785: syn 163440 ack 457460

5.456012 port3 in 10.1.10.1.59785 -> 100.64.3.1.443: ack 725411

5.456025 portl out 100.64.1.1.59785 -> 100.64.3.1.443: ack 725411

|# diagnose sniffer packet Students "icmp and host 10.0.10.254" & 0 1|

2021-05-26 07:43:28.653443 Students -- 10.0.10.2 -> 10.0.10.254: icmp:

0x0000 0009 0f09 0003 5c85 7e32 16a2 0800 4500 ...... NemZowasE.

0x0010 0054 9fef 4000 4001 71ba 0a00 0a02 0a00 B P I Y P

0x0020 ODafe 0800 cechb 1686 0001 905e ae6ld dff0  ........... ~T.

0x0030 0900 0809 0alb 0c0d 0e0f 1011 1213 1415 L .eueininnennn

0x0040 1617 1819 lalb lcld lelf 2021 2223 2425 P A

0x0050 2627 2829 2a2b 2c2d 2e2f 3031 3233 3435 &' ()*+,-./012345

0x0060 3637
F:-:HTIHET © Fortinet Inc. All Rights Resenved. a8
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This slide shows two examples of packet capture outputs.

The first example captures all traffic to and from port 443. It uses verbosity 4, so the information is easy to
read. It displays one packet per line, containing the incoming and outgoing interface, IP addresses, port
numbers, and type of packet (SYN, SYN/ACK, and so on). Note that the interface is set to any, which is useful
to capture packets that enter or exit multiple interfaces in the device. This enables you to have a better
understanding of how packets flow through the firewall. For example, the output shows a three-way
handshake established across FortiGate. From the packet capture, you can conclude that the connection is
initiated by 10.1.10. 1, which is behind port3, and is destined to 100.64. 3.1, which is behind port1.
You can also conclude that FortiGate performs SNAT for the connection. That is, in the original direction,
FortiGate translates the source address to 100.64.1.1 when packets leave port1. FortiGate then
translates the reply packets back to 10.1.10.1 when they exit port3.

The second example captures all ICMP traffic coming from or goingto 10.0.10.254. Unlike the first
example, which captures packets on any interface, this example limits the capture to packets that enter or
leave the student interface. Although not shown on this slide, the Students interface is a VLAN interface.
In addition, the verbosity level is set to 6, which includes the full packet IP payload details. The output is
longer and more difficult to read. However, this is one of the two verbosity levels to use (3 being the other
one) if you need to export the output to pcap format. You can then view the pcap file using Wireshark or any
other compatible packet analysis tool. Moreover, the additional arguments in the command instruct the sniffer
to not set a packet count limit (0) and to print the local timestamp for each packet (1).
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Packet Capture From the GUI

- Available on devices with internal storage  Network > Diagnostics > Packet Capture

Routing

Packet

« Automatically convert packet capture to pcap

+ Embedded real-time analysis page
L]

Port

Capture Debug Flow

NPU hardware acceleration must be disabled on the respective firewall
policy to see all packets. To do so, set “auto-asic-offload” to “disable” in
the CLL

™ port1
Maxlmum captured packets @ O

© Filters

ing syntax @ m Advanced
Host 8888
+

Start capture

Fh:HTInET © Fortinet Inc. All Rights Reserved.
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If your FortiGate model has internal storage, you can capture packets on the GUI. Starting FortiOS 7.2, the
GUI packet capture tool was improved to also include a real-time analysis tool that enables you to examine
the packet capture details directly on the GUI. You also download the respective pcap file in case you prefer

to review it using Wireshark or your preferred packet analysis tool.

Before starting the packet capture, you should set up the packet capture filter by using either Basic or
Advanced filter options. When you choose Basic, you to indicate basic filter options such as host address,
port number, and protocol number. In case you want to use your own BPF filter like you do in the CLI, you can

choose Advanced.

Regardless of which method you use (CLI or GUI), packet capture filters should be very specific to make sure

only the relevant packets are captured, and large amounts of data
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Packet Capture From the GUI (Contd)

Packet Capture Packet Capture  Delug Flow
£} Capturing Packets L I

— 823824 10200.1.100.>RARE ICMP
) 8238245 10200.1100->B888 ICMP I 594360 AR88.>02001100 LMD
| B24369s BBBB->102001100 ICMP ;9239735 107001100 >BERE ICMP
2 9239725 10200.1100->8888 ICMP 924500 BEBE->102001100 ICMP
3 9245095 BE8E->102001100 ICMP

102 T3 10200.1.100-> 8888 ICMP

t 10.24077s 10.200.1.100->B.B8H ICMP 1024613 BEAE-»10200.1100 ICMP
10246136 RARA-> 102001100 ICMP 11242815  10200.1.100->BABE ICMP
mpesslountst g W 122tors, 102011008888
11.24821s 8.886->10.200.1.100 ICMP p - 5

? 12249243 BEAE->102001100 ICMP

i 12243091 10200.1100-=BEEB ICMP
7 12249245 BBBA-»>10.200.1.100 ICMP

* Useful to identify I
important traffic events ::::):mo 2 A
| 1CMP Oxleca

+ Full packet data in HEX

d ASCII f t
« Basic IP and Layer 4 data = il
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This slide shows an example of the embedded real-time analysis tool included in the GUI packet capture tool

starting FortiOS 7.2. After you start the packet capture, the GUI starts displaying the captured packets based
on the filter set.

The Timeline tab displays a graph with the number of captured packets per second. The graph is useful to
quicky identify peaks of traffic related by important events in the network.

The Headers tab enables you to examine basic IP (Layer 3) and Layer 4 information on the packet.

The Packet Data tab enables you to examine the full packet data using hexadecimal format. Next to the
hexadecimal packet data, FortiOS displays the equivalent output in ASCII format.
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Knowledge Check

1. What is the distance value for this route?
10.200.2.0/24 [110/2] wia 10.200.2.254, [25/0]

YA, 110
B. 2

2. Which CLI command can you use to view standby and inactive routes?
A. get router info routing-table all
+B. get router info routing-table database

3. Which CLI packet capture verbosity level prints interface names?
A. 3

¥B. 4

F::RTINET
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Routing

Ay = -—
Lesson Progress
:;/'Routing on FortiGate
,/ )Routing Monitor and Route Attributes
J 'Equal Cost Multipath Routing (ECMP)
=g
') Reverse Path Forwarding (RPF)
' | Best Practices
/ 'Diagnostics
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Congratulations! You have completed this lesson.
Now you will review the objectives that you covered in this lesson.
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Review
v Configure static routing
v Configure and view policy routes
v Route traffic for well-known internet services using ISDB routes
v" Interpret the routing table on FortiGate
v Implement ECMP routing
v Block traffic from spoofed IP addresses using RPF
v Understand route failover
v Explore the routing table and routing table database entries
v Use the built-in sniffer GUI and CLI tools
Fa:RTINET oFari e A e Aot .
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to configure, maintain, and troubleshoot
the FortiGate routing configuration.

FortiGate Infrastructure 7.2 Study Guide 66



Virtual Domains (VDOMs)

DO NOT REPRINT

-
F:ERTINET
Training Institute
FortiGate Infrastructure
Virtual Domains (VDOMs) .
="= Forti0S 7.2
Last Modified: 13 June 2022
In this lesson, you will learn how to configure VDOMSs, and examine examples of common use.
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Lesson Overview

'VDOM Concepts

VDOM Administrators

[
—

* Configuring VDOMs

' Inter-VDOM Links

" Best Practices and Troubleshooting
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In this lesson, you will learn about the topics shown on this slide.
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VDOM Concepts

Objectives
» Define and describe VDOMSs
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After completing this section, you should be able to achieve the objective shown on this slide.

By demonstrating competence in VDOMs, you will be able to understand the key benefits and use cases for
VDOMs.
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VDOMs

Global System

|
-~ VDOM 2 .« VDOM 3

m.n Al = eesee
i 8L Ie
I _— I'= . . . -- - - - 5y esces

One physical firewall == Multiple virtual firewalls

* Multiple VDOMSs split FortiGate into multiple virtual devices
+ They employ independent security policies, routing tables, VPN configurations, and so on

* Packets are confined to the same VDOM
* By default, FortiGate supports up to 10 VDOMs
« High-end models allow for the purchase of additional VDOMs
* Global settings are configured outside of the VDOM
F::RTINET
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What if a campus wants to keep its departments separate? A datacenter wants to implement various security
implementations in a cost-effective manner that maintains all customer traffic separate and secure while also
reducing space and making configuration easier? What if you want to segment your network, and subdivide
policies and administrators into multiple security domains?

The best solution is to enable FortiGate VDOMs.

A VDOM splits your FortiGate into multiple logical devices and divides one security domain into multiple
security domains.

Each VDOM has independent security policies and routing tables. Also, and by default, traffic from one VDOM
cannot go to a different VDOM. This means that two interfaces in different VDOMs can share the same IP
address, without any overlapping subnet problems.

When you use VDOMSs, a single FortiGate device becomes a virtual data center of network security, UTM
inspection, and secure communication devices.
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Multi-VDOM Mode

+ Can create multiple VDOMs that function as multiple independent units

+ FortiGate has two types of multi-VDOMs:
* Admin VDOM :

* Used for management purposes only
= Does not pass any data

+ Traffic VDOM :
* Processes all network traffic through FortiGate

+ Can provide separate security policies
* Three main use cases for multi-VDOM mode:
+ Management VDOM
* |ndependent VDOM
* Meshed VDOM
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Use multi-VDOM mode when you want to create multiple logical firewalls from a single FortiGate. Each
VDOM acts as an independent FortiGate.

Multi-VDOM mode works well for managed service providers leveraging multi-tenant configurations, or large
enterprise environments that desire departmental segmentation. You can give each individual tenant or
department, visibility and control of their VDOM, while keeping other VDOMSs independent and unseen.

Two types of VDOMs can created in multi-VDOM Mode: An admin VDOM and a traffic VDOM.
Admin VDOMs are for FortiGate administration, and traffic VDOMs permit traffic to travel through FortiGate.

Upon upgrade, if a FortiGate is in split-vdom mode, it is converted to multi-vdom mode. The FG-traffic VDOM
becomes a traffic type VDOM. The root VDOM becomes an admin VDOM.
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Management VDOM

* Where all the management traffic for FortiGate originates

« It must have access to all global services that FortiGate requires:
* NTP
» FortiGuard updates and queries
+ SNMP
« DNS filtering
» Logs—both FortiAnalyzer and syslog
« As well as other FortiGate management-related services

« By default, the management VDOM is root

+ Can be reassigned to any VDOM in multi-vdom mode, but direct internet access is recommended
because specific services, such as web filtering using the public FortiGuard servers, will not work
without it

F:=RTINET
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Until now, you've learned about traffic passing through FortiGate, from one VDOM to another.

What about traffic originating from FortiGate? Some system daemons, such as NTP and FortiGuard updates,
generate traffic coming from FortiGate.

Traffic coming from FortiGate to those global services originates from the management VDOM. One, and only
one, of the VDOMSs on a FortiGate device is assigned the role of the management VDOM.

By default, the root VDOM acts as the management VDOM, but you can manually reassign this task to a
different VDOM in multi-vdom mode.

It is important to note that the management VDOM designation is solely for traffic originated by FortiGate,
such as FortiGuard updates, and has no effect on traffic passing through FortiGate. As such, the management
function can be performed by any designated VDOM.

Similar to FortiGate without VDOMs enabled, the administrative VDOM should have outgoing internet access.
Otherwise, features such as scheduled FortiGuard updates, fail.
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Independent VDOMs

* Multiple VDOMs are completely
separated

« There is no communication
between VDOMs

+ Each VDOM has its own physical
interface link to the internet

VDOM 1 VDOM 2 VDOM 3

W s __ IR0
31—+

Network 1 Network 2 Network 3
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There are a few ways you can arrange your VDOMs. In the topology shown on this slide, each network
accesses the internet through its own VDOM.

Notice that there are no inter-VDOM links. So, inter-VDOM traffic is not possible unless it physically leaves

FortiGate, toward the internet, and is rerouted back. This topology would be most suitable in a scenario where
multiple customers are sharing a single FortiGate, each in their own VDOM, with physically separated ISPs.
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Meshed VDOMs

* VDOMs connect to other VDOMs
through inter-VDOM links

« Only Internet traffic needs to go
through the To_Internet VDOM

« Only the To_Internet VDOM is
hysicall ted to the int t
physically connected to the interne To_Intemnet VDOM ‘

| |
VDOM 1 g VDOM 2

S HHH -
|

Internet

Network 1 Network 2
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In the example topology shown on this slide, traffic again flows through a single pipe in the To_Internet
VDOM toward the internet. Traffic between VDOMs doesn’t need to leave FortiGate.

However, now inter-VDOM traffic doesn’t need to flow through the To_Internet VDOM. Inter-VDOM links
between VDOMSs allow more direct communication.

Similar to the previous example topology, inspection can be done by either the To_Internet or originating
VDOM, depending on your requirements.

Because of the number of inter-VDOM links, the example shown on this slide is the most complex, requiring
the most routes and firewall policies. Troubleshooting meshed VDOMSs can also be more time consuming.

However, meshed VDOMs also provide the most flexibility. For large businesses, inter-VDOM communication
may be required. Also, inter-VDOM traffic performance may be better because of a shorter processing path,
which bypasses intermediate VDOMs.
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Routing Through a Single VDOM

+ Traffic destined to the internet will
always be routed through the
designhated VDOM (To_Internet in
this example)

« The To_Internet VDOM is connected

to other VDOMSs using inter-VDOM
links To_Internet VDOM ‘

* Only the To_Internet VDOM is | | |
physically connected to the Internet
VDOM 1 vDOM2 - VDOM 3

— o '8 e

| |

Network 1 Network 2 Network 3
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Like the topology shown on the previous slide, each network in the example topology shown on this slide
sends traffic through its VDOM. However, after that, traffic is routed through the To_Internet VDOM. So,
internet-bound traffic flows through a single pipe in the To_Internet VDOM.

This could be suitable in a scenario where multiple customers are sharing a single FortiGate, each in their
own VDOM. In this case, the internet-facing VDOM could log and monitor traffic, or provide standard services
like antivirus scanning, or both.

The topology shown on this slide has inter-VDOM links. VDOMSs are linked only with the To_Internet VDOM,
but not with each other. If VDOM1 needs to communicate with VDOMS3, this traffic would need to be routed
through the To_Internet VDOM through IP routing decisions and is subject to all firewall policies.

Inspection could be done by either the internet-facing or originating VDOM, depending on your requirements.

Alternatively, you could split inspection so that some scans occur in the internet-facing VDOM—ensuring a
common security baseline—while other more intensive scans occur in the originating VDOM.
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Knowledge Check

1. Which traffic is always generated from the management VDOM?
A. Link Health Monitor
+B. FortiGuard

2. Which statement about the management VDOM is true?
A. It is root by default and cannot be changed in multi-vdom mode.
+ B. Itis root by default, but can be changed to any VDOM in multi-vdom mode.
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Virtual Domains (VDOMs)

INL_ 1

Lesson Progress

w/ 'VDOM Concepts

( ' VDOM Administrators

| | Configuring VDOMs

a Inter-VDOM Links

' Best Practices and Troubleshooting
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Good job! You now understand some basic concepts about VDOMs.

Now, you'll learn about VDOM administrators.
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VDOM Administrators

Objectives

« Create administrative accounts with access limited to one or
more VDOMs
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After completing this section, you should be able to achieve the objective shown on this slide.

By demonstrating competence in creating VDOM administrative accounts, you will be able to understand the
differences between the various levels and types of VDOM administrators.
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VDOM Administration

and back up all VDOMs
super_admin access profile

* Only the account named admin or accounts with the super_admin profile can configure

1N\

VDOM A ‘ VDOM B VDOM C
1 [ |

Global Systerh
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If you want to grant access to all VDOMs and global settings, select super_admin as the access profile when
configuring the administrator account. Similar to the account named admin, this account can configure all

VDOMSs.
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Per-VDOM Administration

+ Other administrators can access only their assigned VDOMs
+ Cannot access the global settings

1 1 1
VDOM A - VDOMB | DOM C
L————————————— GeROOee

FOATINET g

LI LI LT}

F:-=HT|nET © Fortinet Inc. All Rights Reserved.

Training Institute

In most cases, you start by creating one administrator account per VDOM. That administrator is chiefly
responsible for that domain, including the configuration backups of that VDOM. In larger organizations, you
may need to make multiple VDOM administrators. You can assign multiple administrators to each VDOM. You
can subdivide permissions using access profiles, in order to follow best practices for segregation of duties.

The converse is also possible. If required, you can assign an administrator to multiple VDOMSs.
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Creating VDOM Administrators
Global > System > Administrators

New Administrator

Username customer-admin

oo
Match a user on a remote server group
Match all users in a remote server group
Use public key infrastructure (PKI) group

Password assssans @
Confirm Password sessnnen -
Comments IT 1 0/255
Administrator profile  prof_admin v
Virtual Domains & customer x
& root x
+

( Two-factor Authentication €
(P Restrict login to trusted hosts

B Restrict admin to guest account provisioning only

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 15
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To create new administrator accounts and assign them to a VDOM, click Global > System > Administrators.
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Knowledge Check

1. Which type of administrator can make changes to all VDOMs?
A. A custom VDOM administrator
' B. An administrator with the super_admin profile

2. Which statement about VDOM administrators is true?
A. There can be only one administrator per VDOM.
+'B. Each VDOM can have multiple administrators.

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved.

FortiGate Infrastructure 7.2 Study Guide

82



DO NOT REPRINT

I_f'\l-)'I'II\II:'I'

Virtual Domains (VDOMs)
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Lesson Progress

w/ VDOM Concepts

a/ VDOM Administrators

| | Configuring VDOMs

Inter-VDOM Links

' Best Practices and Troubleshooting

F::RTINET

Training Institute
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Good job! You now understand VDOM administrators.

Now, you’ll learn how to configure VDOMs.
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Configuring VDOMSs

Objectives

+ Configure VDOMs to split a FortiGate into multiple virtual
devices

* Multi VDOM types

F::RTINET

Training Institute

N —

After completing this section, you will be able to achieve the objective shown on this slide.

By demonstrating competence in configuring VDOMSs, you will be able to effectively implement VDOMs on
your FortiGate.
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Enabling VDOMs

* FortiGate supports only multi-VDOM Mode

* From the GUI: System Operation Settings

« Available only on specific higher-end models Virtual Domains @ ©
« If the option does not exist, use the CLI command

* From the CLI:

#config system global
set [no-vdom

end

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 18
Training Institute 4

On the GUI, you can enable VDOMs under System > Settings. The GUI option is available only on higher-
end FortiGate Models. Most of the FortiGate models, you can enable VDOMSs on the CLI only.

Enabling VDOMs does not cause your FortiGate device to reboot, but it does log out all active administrator
sessions. Traffic continues to pass through FortiGate.

Enabling VDOMSs restructures both the GUI and CLI, which you will see when you log in again.
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+ Effective solution for managed service providers with multi-tenant configurations, or
large enterprises that desire departmental segmentation
» Logically segmented traffic
« Each tenant, or department, can be provided full visibility and management control independently
System Information i~
Hostname Local-FortiGate
Name = Management VDOM = Type = NGFW Mode = Operation Mode = Status NAT
A ADMINVDOM  © Admin @ Enabled 2022/04/04 08:28:50
a VDOM1 (=] Traffic P_r_uhlr based MNAT © Enabled
F::RTINET . .
Training Institute © Fortinet Inc. All Rights Reserved. 20

In multi-vdom mode, you can create multiple VDOMs that function as multiple independent units.
By default, the root is the management VDOM and can be used to do both management tasks and allow other

traffic. You can select any VDOM to act as the management VDOM.
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Multi-VDOM types

 Multi-VDOMs can be one of the following _

types:
+ Admin type

Nama £ Maragement VD.., # Trve 8 NGEW Mode # Cparation Mode & Sratun © cPus

‘ Trafﬂc type & roat = Profie-based AT © Enabied

+ Admin type:
+ Used for administrative purposes only
- Administrators can log in using SSH/HTTPS

Name 2 Mansgernent VDL £ Type & NGFW Mode = Operaticn Mode § Status & (=T

& oot L] Traffc Profile-based NAT S Erabled
Mew Virtual Domain
Virtus Dorain 30 g-aten
Tioe © m-
Comimertts
o,
FE:RTINET ©Fortinet Inc. All Rights Reserved. 21
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When you enable multi-vdom mode, the root VDOM exists. It is the default management VDOM and is a
traffic VDOM. You can create another VDOM (traffic or admin). FortiGate supports only one admin VDOM.
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+ Traffic type:
+ Can pass traffic like regular VDOMs

* From CLI:

Multi -VDOM types (Contd)

config vdom
edit <vdom>
config system settings

end

set vdom-type [traffic/admin]

New Virtual Domain

Virtual Domain VDOM1
Type ©
NGFW Maode

Aciula Admin
Profile-based w

F::RTINET

Training Institute

Central SNAT (D

WiFi country/region [ Canada

Comments

© Fortinet Inc. All Rights Reserved.

22

When the VDOM type is set to Traffic, the VDOM can pass traffic like a regular VDOM. If an admin VDOM
exists, all newly created VDOMs are configured as traffic VDOMs.
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Creating VDOMSs

VDOM exists

* NGFW mode per VDOM:
+ Profile-based
- Policy-based

* Operation mode per VDOM:

* By default, only the root management

* You can create additional VDOMs.

VDOM G Giotal = 3. @= L= f aouns

config wvdom
edit <vdom>
config system settings

end

set opmode [nat | transparent]

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved.

New Virtual Domaln

Virtual Domain VDOM1

Type @ Qe Admin

NGFW Mode Profile-based m

Central SNAT (B

WIFi country/region |_€' anada -

Comments

After enabling VDOMSs in multi-vdom mode, by default, only one VDOM exists: the root VDOM. It’s the default
management VDOM.

You need to add a VDOM for each of your security domains. If you're an MSSP, for example, you might add
one VDOM for each client company. If you are an enterprise business, you might add one VDOM for each
division of your company.

The default inspection-mode is flow, so you can change NGFW Mode from Profile-based (default) to Policy-
based directly in System > Settings for the VDOM.

The profile-based NGFW is the traditional mode and you must create antivirus, web filter, and IPS profiles,
which are then applied to the policy. Policy-based mode is actually a new policy mode. You can add
applications and web filtering categories directly to a policy without having to first create and configure
application control or web filtering profiles. NGFW mode is a per-VDOM setting. If you set NGFW mode to
Profile-based, you can configure policies in that VDOM for either flow or proxy inspection. However, if NGFW
mode is Policy-based, then the inspection mode for all policies in that VDOM is always flow and there is no
option available in the policy to change it.

Switching between NGFW modes results in the loss of all current policies configured in the VDOM. If you
don’t want this to happen, or you just want to experiment with a particular NGFW mode, consider creating a
new VDOM for testing purposes. You could also back up your configuration before switching modes.

Operation mode is a per-VDOM setting. You can combine transparent mode VDOMs with NAT mode VDOMs
on the same physical FortiGate.
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FortiGate Operation Modes

» Operation mode defines how FortiGate handles traffic

* NAT mode:
« Routes according to OS| Layer 3 (IP address), as a router
« FortiGate interfaces have |IP addresses associated with them

» Transparent mode:
« Forwards according to OSI Layer 2 (MAC address), as a transparent bridge
- FortiGate interfaces usually have no IP addresses
« Requires no IP address changes in the network

* FortiGate as a Transparent Bridge
* Transparent to IP-layer hosts
 Builds a table for traffic forwarding by analyzing the source MAC addresses of
incoming frames
+ Splits your network into multiple collision domains:
» Reduces traffic and collision levels seen on individual domains
» Improves network response time

F:=RTINET

e - © Fortinet Inc. All Rights Reserved 24
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Traditional IPv4 firewalls and NAT mode FortiGate devices handle traffic the same way that routers do. Each
interface must be in a different subnet and each subnet forms a different broadcast domain. FortiGate routes
IP packets based on the IP header information, overwriting the source MAC address. So, if a client sends a
packet to a server connected to a different FortiGate interface, the packet arrives at the server with a
FortiGate MAC address, instead of the client MAC address.

In transparent operation mode, FortiGate forwards frames without changing the MAC addresses. When the

client receives a packet from a server connected to a different FortiGate interface, the frame contains the real
MAC address of the server—FortiGate doesn’t rewrite the MAC header. FortiGate acts as a Layer 2 bridge or
switch. So, the interfaces do not have IP addresses and, by default, all belong to the same broadcast domain.

This means that you can install a transparent mode FortiGate in a customer network without having to change
the customer’s IP address plan. Some customers, especially large organizations, don’t want to reconfigure
thousands of devices to define a new internal network that is separate from their external network.

A transparent mode FortiGate device acts as a transparent bridge. What does that mean? It means that
FortiGate has a MAC address table that contains, among other things, the interface that must be used to
reach each MAC address. FortiGate populates this table with information taken from the source MAC address
of each frame.

FortiGate, as a transparent switch, splits the network into multiple collision domains, reducing the traffic in the
network and improving the response time.
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* By default, all interfaces on a VDOM belong to the same broadcast

domain; even interfaces with different VLAN IDs

« Broadcast domains that contain multiple interfaces can be very large and add
unnecessary broadcast traffic to some LAN segments

* Use this command to subdivide a VDOM into multiple broadcast
domains:

config system interface
edit <interface name>
set forward-domain <domain ID>

end

* Interfaces with the same domain ID belong to the same broadcast
domain

F:-:HTIl'IET © Fortinet Inc. All Rights Reserved 25
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By default, in transparent operation mode, each VDOM forms a separate forward domain; however, interfaces
do not. How does this affect the network?

Until you change the initial VDOM configuration, all interfaces, regardless of their VLAN ID, are part of the
same broadcast domain. FortiGate broadcasts from every interface in the VDOM in order to find any unknown
destination MAC address. On large networks, this could generate massive broadcast traffic and overwhelming

replies—a broadcast storm.
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Confirmation Prompt When Creating VDOMs

+ VDOM confirmation prompt added

« So that users do not create new VDOMs accidently in CLI

config system global
set edit-vdom-prompt [enable | disable]
end

+ Disabled by default
+ When enabled, if administrator creates a new VDOM, FortiGate displays prompt:

¥ config vdom
edit student
The input VDOM name doesn't exist.
Do you want to create a new VDOM?
Please press 'y' to continue, or press 'n' to cancel. (y/n)y

current vif=student:3

ZERTINET

Training Institute

© Fortinet Inc. All Rights Reserved. 26

A VDOM confirmation prompt has been added so users do not create new VDOMSs accidentally on the CLI.
This setting is disabled by default. Once enabled, when an administrator creates a new VDOM, FortiGate
displays a prompt to confirm before the VDOM is created.
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Virtual Domains (VDOMs)

Assigning Interfaces to a VDOM

* You can assign an interface to each VDOM you create

Edit Interface

Training Institute

Name [® port4
* From CLI: At

Type [®] Physical Interface
VRFID @ 0
Virtual domain | & root
re & |[Qbert

i & root

config global Address @A VDOM1
config system interface
edit <interface name> Addressing mode | Manual JEIE
set vdom <vdom-name> IP/Netmask 172.168.10.254/24
end Secondary IP address (B
F:=RTINET

© Fortinet Inc. All Rights Reserved.
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After adding a VDOM, you can specify which interface belongs to it. Each interface (physical or VLAN) can

belong to only one VDOM.

You can move an interface from one VDOM to another, provided it is not associated with any references, such

as firewall policies.
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Global and Per-VDOM Settings

Acme Co. ABC Inc. XYZ Ltd.

Global Systefn

Global settings Per-VDOM settings

* Affect all configured VDOMs: - Configured separately for each VDOM:
. Hostname « Operating mode (transparent, NAT/route)
+ HA §ettlngs ‘ « NGFW mode (profile-based, policy-based)
. Fort:Guard settings - Routes and network interfaces
= System time + Firewall policies
« Administrative accounts + Security profiles

F:RTINET

i = © Fortinet Inc. All Rights Reserved 28
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Global resource limits are an example of global settings. The firmware on your FortiGate device and some
settings, such as system time, apply to the entire device—they are not specific to each VDOM.

However, you can configure most settings differently for each VDOM. Some examples are firewall policies,
firewall objects, static routes, and protection profiles.
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Accessing Global and Per-VDOM Settings

© Gilobal
Q root
G VDOM1

* Accessing global settings:

config global
(global) #

+ Accessing per-VDOM settings:
config vdom
(vdom) # edit <vdom-name>
(vdom-name) #

* Executing global and per-VDOM commands from any context:
[global | vdom-name] # sudo [global | vdom-name] [diagnose | execute | show |
get]

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved. 28

When you log with a regular administrator account, you automatically enter the VDOM associated with that
account.

When you log in with the account named admin, you have access to all VDOMSs. To access a specific VDOM,
select it in the drop-down list at the top of the page.

The VDOM submenu should be familiar; it is essentially the same navigation menu from before you enabled
VDOMSs. However, the global settings are moved to the Global menu.

To access the global configuration settings on the CLI, you must enter config global to enter into the global
context. After that, you can run global commands and change global configuration settings.

To access per-VDOM configuration settings on the CLI, you must enter config vdom, then enter edit followed
by the VDOM name. From the VDOM context, you can run VDOM-specific commands and change per-VDOM
configuration settings. It is important to note that VDOM names are case sensitive. If you enter the name
using the incorrect case, FortiGate creates a new VDOM.

Regardless of which context you are in (global or VDOM), you can use the sudo keyword to run diagnostics

commands in a context different from your current one. This allows you to run global and per-VDOM
commands, for example, without switching back and forth between the global and per-VDOM contexts.

FortiGate Infrastructure 7.2 Study Guide 95



Virtual Domains (VDOMs)

DO NOT REPRINT

CODRTINET
JINTIINL ]

Global Security Profiles  prssssmyssmeswassie

+ Global security profiles for multiple m mt ““""*‘”"" = = 8: 20 Dunin-
it Wel er Frofile
VDOMs
+ Global profiles support the following coniiots | D eve Doz
features Featureset | Flow-based

+ Antivirus

= Application control
= Intrusion prevention
: Web ﬁlterlng [# Potent ally Liable @

* Profiles are read-only for VDOM-level & Adult Aature Content @
admin istrato rS [# Bandw dth Consuming €@
P . [# Securit ¢ Risk @
+ Must edit, or delete from global settings i~

* Global profile name must start with
“g-" for identification

© FortiGuabd Category Based Filter

Marmie Action

MName Comments = Scope * Ref. 5
m B-default Default web filtering. & Global o
F:-= HTInET A g-wifi-default Detault configuration for offload.. & Global 1
e ; © Fortinet Inc. All Rights Resenved. a0
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You can configure security profiles globally for use by multiple VDOMSs, to avoid creating identical profiles for
each VDOM separately. Global profiles are available for the following security features:

» Antivirus

» Application control

* Intrusion prevention

+  Webfiltering

Some security profile features, such as URL filters, are not available for use in a global profile. The name for
any global profile must start with "g-" for identification. Global profiles are available as read-only for VDOM-
level administrators and can be edited or deleted only in the global settings. Each security feature has at least
one default global profile.
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Knowledge Check

1. Which configuration settings are global settings?
A. Firewall policies
¥'B. FortiGuard settings

2. Which configuration settings are per-VDOM settings?
A. Host name
+B. NGFW mode

F::RTINET

i = © Fortinet Inc. All Rights Reserved.
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Ay = -—
Lesson Progress
v VDOM Concepts
' v VDOM Administrators
'« Configuring VDOMs
- Inter-VDOM Links
'Best Practices and Troubleshooting
FE:EHTlnET © Fortinet Inc. All Rights Reserved 32
Training Institute i )
Good job! You now understand how to configure VDOMs.
Now, you’ll learn about inter-VDOM links.
FortiGate Infrastructure 7.2 Study Guide 98



Virtual Domains (VDOMs)

DO NOT REPRINT

N —

Inter-VDOM Links

Objectives
» Route traffic between VDOMs

F::RTINET

Training Institute

After completing this section, you should be able to achieve the objective shown on this slide.

By demonstrating competence in inter-VDOM links, you will be able to effectively and efficiently route traffic
between VDOMs on FortiGate.
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Inter-VDOM Links

I | I
DomainA <«<—» DomainB d—t Domain C

— GEROOSS

. N N s e SR
= |! - --..-- _-- eeess

» Can connect different VDOMs

* Support varies by VDOM operating mode
+ NAT-to-NAT
« NAT-to-transparent and transparent-to-NAT J
« Transparent-transparent (no Layer 3; potential Layer 2 loops) x

F:=RTINET
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To review, each VDOM behaves like it is on a separate FortiGate device. With separate FortiGate devices,
you would normally connect a network cable and configure routing and policies between them. But VDOMs
are on the same FortiGate. So, how should you route traffic between them?

The solution is inter-VDOM links. Inter-VDOM links are a type of virtual interface that route traffic between
VDOMs. This removes the need to loop a physical cable between two VDOMs.

In the case of a NAT-to-NAT inter-VDOM link, both sides of the link must be on the same IP subnet, because
you are creating a point-to-point network connection.

Note that like using inter-VLAN routing, Layer 3 must be involved—you cannot create an inter-VDOM link

between Layer 2 transparent mode VDOMs. At least one of the VDOMs must be operating in NAT mode.
This, among other benefits, prevents potential Layer 2 loops.
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Inter-VDOM Links (Contd)

* Inter-VDOM links allow VDOMs to communicate
« Traffic is not required to leave a physical interface then re-enter FortiGate
« Fewer physical interfaces or cables are required
* This prevents the wasting of physical interfaces, and eliminates the need for a loopback cable

* Routes are required to forward the traffic from one VDOM to another

* Firewall policies are also required to allow traffic from other VDOMs, the same as traffic
coming from physical interfaces

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved. 35

When creating inter-VDOM links, you must create the virtual interfaces. You must also create the appropriate
firewall policies in each VDOM, just as you would if the traffic were arriving on a network cable, otherwise,
FortiGate will block it.

Additionally, routes are required to correctly route packets between two VDOMs.
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Creating Inter-VDOM Links

voom: € Global= >~ @~ O~ § admin-~

2% FortiGate VM&4 1337¢9 New VOOM Link
R RN
1] CEEEE

2 4 6 8 10

MName | viink

Interface O (viinkd)

Virtual Domiin & rovl -
+ Create New~ arch IP/Metmask 10.10.100.1/30
Administrative Access HTTPS & PING [ FMG-Access

Interface

Members = IP/Netmask = Security Fabric
. 1 5 [ m] h
Virtual Wire Pair B LI ShM2  Connection
Comments Wirit 0 /2585
= E Status [+RSFEIRR © Disabled
# Physical Interface 10.200.1.1/255.255.255.0
Interface 1 (viink1)
Virtual Domain @ VDOM1 i
P/ Metmask 10.10.100.2/30
Administrative Access HITPS @ PinNG 0 FMG-Access
[  Securlty Fabric
8 55H (] SnmPp O nection
Comments 0258

Wit
Status (AR © Disabled

oK Cancel
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On the GUI, you create a network interface in the Global settings. To create the virtual interface, click Create
New, and then select VDOM Link.
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* FortiGate devices with NP4 or NP6 processors include inter-VDOM links that FortiGate
can use to accelerate inter-VDOM link traffic

« For a FortiGate device with two NP4 or NP6 processors, there are two accelerated inter-
VDOM links, each with two interfaces:

* npu0_vlink:
* npu0_vlinkO
* npu0_vlink1

« npui_vlink:
* npul_vlink0
* npul_vlink1

* These interfaces are visible on the GUI| and CLI

F':-:FlTIl'IET' © Fortinet Inc. All Rights Reserved
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FortiGate devices with NP4 or NP6 processors include inter-VDOM links that FortiGate can use to accelerate
inter-VDOM link traffic. For a FortiGate with two NP4 or NP6 processors, there are two accelerated inter-
VDOM links, each with two interfaces:

*  npu0_vlink:

*  npu0_vlink0

*  npuO_vlink1
* npul_vlink:

*  npul_vlinkO

*  npul_vlink1

These interfaces are visible on the GUI and CLI. By default, the interfaces in each inter-VDOM link are
assigned to the root VDOM. To use these interfaces to accelerate inter-VDOM link traffic, assign each
interface in the pair to the VDOMs that you want to offload traffic between. For example, if you have added a
VDOM named New-VDOM to a FortiGate with NP4 processors, you can click System > Network >
Interfaces and edit the npu0-vlink1 interface and set the VDOM to New-VDOM. This results in an
accelerated inter-VDOM link between root and New-VDOM.

FortiGate Infrastructure 7.2 Study Guide 103



Virtual Domains (VDOMs)

DO NOT REPRINT

CODRTINET
TN TIINL- 1

-—
Knowledge Check

1. What is a requirement for creating an inter-VDOM link between two VDOMs?
A. The NGFW mode of at least one VDOM must be profile based.
¥'B. At least one of the VDOMs must be operating in NAT mode.

2. Which type of VDOM link requires that both sides of the link be assigned an IP address
within the same subnet?
A. NAT-to-transparent

+¥'B. NAT-to-NAT

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 38
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Lesson Progress

w/ VDOM Concepts

\/ VDOM Administrators

| V/ Configuring VDOMs

v’ Inter-VDOM Links

' Best Practices and Troubleshooting
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Good job! You now understand inter-VDOM Links.

Now, you'll learn about VDOM best practices and troubleshooting.
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Best Practices and Troubleshooting

Objectives

« Limit the resources allocated globally and per VDOM
* Troubleshoot common VDOM issues

F::ERTINET 40

Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in VDOM best practices and troubleshooting, you will be able to prevent,
identify, and solve common VDOM issues.
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System Resource Allocation

+ Global resources limit: apply to resources that are shared by the whole FortiGate

+ VDOM resources limit: per-VDOM resources are specific to each VDOM
+ Default per-VDOM resource settings are set to have no limits.
+ Guarantees a per-VDOM minimum resource allocation
» No VDOM can starve the others of all the device resources

F:-:HT'nET © Fortinet Inc. All Rights Reserved 41
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Remember, VDOMSs are only a logical separation—each VDOM shares physical resources with the others.

By default, all per-VDOM resource settings are set to have no limits. This means that any single VDOM can
use all of the FortiGate device's resources. This could deprive other VDOMs of the resources that they

require, to the point that could be unable to function.

Unlike FortiGate-VM, VDOMs are not allocated and balanced with weighted vCPU cores, vRAM, and other

virtualized hardware.
To fine-tune performance, you can configure resource limits for each feature—IPsec tunnels, address objects,

and so on—at the global level and at each VDOM level. This controls the ratio of the system resource usage
of each VDOM to the total available resources.
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Global and Per-VDOM Resource Limits

FLIATINET Ly
arecumn 2308

S

VPN IPsec Phasel ) =
Tunnels (0) 2000 O 1900 = 1000

Fh:HTInET © Fortinet Inc. All Rights Reserved. 42
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For example, a FortiGate with hardware powerful enough to handle up to 2000 IPsec VPN tunnels and
configured with three VDOMSs, could be configured as follows to meet specific criteria: VDOM1 and VDOM2
don’t use IPsec VPN tunnels often. So, they are allowed to have up to 50 tunnels each. VDOM3, however,
uses VPN extensively. Therefore, this FortiGate device is configured to allow VDOMS to have up to 1900

tunnels, with 1000 guaranteed.

Configure your FortiGate device with global limits for critical features, such as sessions, policies, and so on.
Then, configure each VDOM with its own quotas and minimums, within the global limits.
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Monitoring VDOM Resources

+ VDOM monitor displays:
+ CPU utilization
« Memary utilization

+ CreateNew | # O Q
Mame Management VDOM NGFW Mode Operation Mode Status CPU Memory Interfaces
A customer o Profile-based NAT @ Enabled 0% 7% M port3
20 SSLVPN tunnel interface (ssl.customer)
& root -] Profile-based NAT © Enabled 0% 8% B portl
™ port2
M portd
M ports
@
F:=RTINET . .
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On the GUI, you can click Global > System > VDOM to see the VDOM monitor. It displays the CPU and
memory usage for each VDOM.
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VDOM Administrator Has Difficulty Gaining Access

* Confirm the administrator VDOM
Confirm the VDOM interfaces
Confirm the VDOM administrator’s access privileges

» Confirm trusted host and IP

+ Best Practices
» Create a VDOM-specific administrator account for each VDOM
+ Avoid giving super_admin access
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With VDOMs configured, administrators have an extra layer of permissions and may have problems
accessing the desired information. If an administrator cannot gain access, check the following:

» Confirm the administrator's VDOM: each administrator account, other than the super_admin account, is
tied to one or more specific VDOMSs. That administrator is not able to access any other VDOM. It may be
possible they are trying to access the wrong VDOM (one that they do not have permissions for).

» Confirm the VDOM interfaces: an administrator can access their VDOM only through interfaces that are
assigned to that VDOM. If interfaces on that VDOM are disabled or unavailable, there will be no method of
accessing that VDOM by its local administrator. The super_admin is required to either bring up the
interfaces, fix the interfaces, or move another interface to that VDOM to restore access.

+ Confirm the VDOM admin access: as with all FortiGate devices, administration access on the VDOM’s
interfaces must be enabled for the administrators of that VDOM to gain access. For example, if SSH is not
enabled, that is not available to administrators. To enable admin access, the super_admin clicks Global >
Network > Interfaces and enables administrator access for the interface in question.

» Confirm trusted host and IP: if trusted hosts are enabled on the administrator account, ensure the user is
connecting from the correct, specified host address, and that no intermediate devices are performing NAT
functions on the connection.

Best practice dictates that you should usually avoid unnecessary security holes. Do not provide super_admin

access, if possible. Instead, restrict each administrator to their relevant domain. That way, they cannot
accidentally or maliciously impact other VDOMs, and any damage or mistakes will be limited in scope.
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General VDOM Troubleshooting Tips

* Perform a sniffer trace

‘diagnose sniffer packet <interface name> <’ filter’> <verbose> <count>

* Perform a packet flow trace

diagnose debug enable
diagnose debug flow filter addr <PCl>
diagnose debug flow trace start 100
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Besides ping and traceroute, there are additional tools for troubleshooting your VDOM configurations. The
primary tools for VDOM troubleshooting include packet sniffing and debugging the packet flow.

+ Perform a sniffer trace: when troubleshooting networks, it helps to look inside the headers of packets to
determine if they are traveling along the expected route. Packet sniffing can also be called a network tap,
packet capture, or logic analyzing. The sniffer also indicates what traffic is entering or leaving the egress
and ingress interfaces in all VDOMS. This makes it extremely useful for troubleshooting inter-VDOM

routing issues.

+ Debug the packet flow: traffic should enter and leave the VDOM. If you have identified that network traffic
is not entering and leaving the VDOM as expected, debug the packet flow. You can debug only using CLI
commands. This tool provides more granular details for help in troubleshooting inter-VDOM traffic because
it gives details of routing selection, NAT, and policy selection.
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Knowledge Check

1. Of these options, what is a possible reason why an administrator might not be able to
gain access to a specific VDOM?

¥ A. The administrator is using an IP address thatis not specified as a trusted host.
B. The administrator is using the super_admin profile.

2. Which troubleshooting tool is most suitable when trying to verify the firewall policy
used by an inter-VDOM link?
A. Sniffer trace

+'B. Packet flow trace
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Lesson Progress
"+ VDOM Concepts
" ¥ VDOM Administrators
' Configuring VDOMs
' Inter-VDOM Links
" Best Practices and Troubleshooting
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Congratulations! You have completed this lesson.
Now, you will review the objectives that you covered in this lesson.
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Review
v Define and describe VDOMs

VDOMs
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v" Create administrative accounts with access limited to one or more

v" Configure VDOMs to split FortiGate into multiple virtual devices
v Route traffic between VDOMs
v" Limit the resources allocated globally and per VDOM

© Fortinet Inc. All Rights Reserved.

This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to configure VDOMSs, and examined

examples of common use.
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In this lesson, you will learn about Fortinet single sign-on (FSSO). When you use this feature, your users don’t
need to log on each time they access a different network resource.
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Lesson Overview

FSSO Function and Deployment

~ FSSO With Active Directory

| |  FSSO Settings

Troubleshooting
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In this lesson, you will learn about the topics shown on this slide.

FortiGate Infrastructure 7.2 Study Guide 116



Fortinet Single Sign-On (FSSO)

DO NOT REPRINT

CORTINET
O ihNC L

FSSO Function and Deployment

Objectives
+ Define single sign-on (SSO) and Fortinet single sign-on (FSSO)
* Understand FSSO deployment and configuration
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding SSO concepts, you will be able to more effectively
understand FSSO methods.
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SSO and FSSO

+ SSO is a process that allows identified users access to multiple applications without
having to re-authenticate

« Users who are already identified can access applications without being prompted to
provide credentials
+ FSSO software identifies a user’s user ID, IP address, and group membership
- FortiGate allows access based on membership in FSSO groups configured on FortiGate

- FSSO groups can be mapped to individual users, user groups, organizational units (OUs), or a
combination of them

+ Each FSSO method gathers login events differently

+ FSSO is typically used with directory services, such as Windows Active Directory or
Novell eDirectory

F:=RTINET
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SSO is a process that allows users to be automatically logged in to every application after being identified,
regardless of platform, technology, and domain.

FSSO is a software agent that enables FortiGate to identify network users for security policies or for VPN
access, in advanced deployments with FortiAuthenticator, without asking for their username and password.
When a user logs in to a directory service, the FSSO agent sends FortiGate the username, the IP address,
and the list of groups that the user belongs to. FortiGate uses this information to maintain a local database of
usernames, IP addresses, and group mappings.

Because the domain controller authenticates users, FortiGate does not perform authentication. When the user
tries to access network resources, FortiGate selects the appropriate security policy for the destination. If the
user belongs to one of the permitted user groups, the connection is allowed.

FSSO is typically used with directory service networks such as Windows Active Directory or Novell eDirectory.
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FSSO—Flow Chart

+ FSSO flow diagram:

Collector Agent

AD/Novell/Syslog Windows server

FortiAuthenticator

1P:10.0.1.10 +

userB

8 :

IP:10.0.1.20
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This slide shows the FSSO flow we discussed in the previous slide.
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FSSO Deployment and Configuration

Microsoft Active Directory (AD)
« Domain controller (DC) agent mode

-- Wiiseasat : * Polling mode:
.. ACtl\/e DII’eCtOI’V + Collector agent-based

+ Agentless

« Terminal server (TS) agent

« Enhances login capabilities of a collector agent or
FortiAuthenticator

+ Gathers logins for Citrix and terminal servers where
multiple users share the same |IP address

Novell eDirectory
 eDirectory agent mode

Novell. * Uses Novell API or LDAP setting
eDirectory"
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How you deploy and configure FSSO depends on the server that provides your directory services.

FSSO for Windows Active Directory (AD) uses a collector agent. Domain controller (DC) agents may also be
required, depending on the collector agent working mode. There are two working modes that monitor user
sign-on activities in Windows: DC agent mode and polling mode. FortiGate also offers a polling mode that
does not require a collector agent, which is intended for simple networks with a minimal number of users.

There is another kind of DC agent that is used exclusively for Citrix and terminal services environments:
terminal server (TS) agents. TS agents require the Windows Active Directory collector agent or
FortiAuthenticator to collect and send the login events to FortiGate.

The eDirectory agent is installed on a Novell network to monitor user sign-ons and send the required

information to FortiGate. It functions much like the collector agent on a Windows AD domain controller. The
agent can obtain information from the Novell eDirectory using either the Novell APl or LDAP.
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Knowledge Check
1. In FSSO, FortiGate allows network access based on
A. Active user authentication with username and password
v B. Passive user identification by user ID, |P address, and group membership
2. Which working mode is used for monitoring user sign-on activities in Windows AD?
YA Polling mode (collector agent-based or agentless)
B. eDirectory agent mode
F::RTINET - ; 7
Training Institute © Fortinet Inc. All Rights Reserved. [
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Lesson Progress

i/ 'FSSO Function and Deployment

a ) FSSO With Windows Active Directory

1

" FSSO Settings

' Troubleshooting
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Good job! You now understand basic concepts about the function of FSSO and how it is deployed.

Now, you’ll learn about user login events in Windows Active Directory using FSSO.
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FSSO With Windows Active Directory

Objectives

+ Detect user login events in Windows AD using FSSO
+ |dentify FSSO modes for Windows AD
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding the different ways you can configure FSSO for Windows AD,
you will be better able to design the architecture of your SSO system.
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DC Agent Mode

« DC agent mode is the most scalable mode and is, in most environments, the
recommended mode for FSSO

* Requires one DC agent (dcagent.dl1l) installed on each Windows DC in the
Windows\system32 directory. The DC agent is responsible for:
+ Monitoring user login events and forwarding them to the collector agents
» Handling DNS lookups (by default)

* Requires one or more collector agents installed on Windows servers. The collector
agent is responsible for:
+ Group verification
» Workstation checks
« Updates of login records on FortiGate

» Sending domain local security group, organizational units (OUs), and global security group information
to FortiGate

F:=RTINET
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DC agent mode is considered the recommended mode for FSSO.
DC agent mode requires:

* One DC agent installed on each Windows DC
If you have multiple DCs, this means that you need multiple DC agents. DC agents monitor and forward
user login events to the collector agents.

» A collector agent, which is another FSSO component
The collector agent is installed on a Windows server that is a member of the domain you are trying to
monitor. It consolidates events received from the DC agents, then forwards them to FortiGate. The
collector agent is responsible for group verification, workstation checks, and FortiGate updates of login
records. The FSSO collector agent can send domain local security group, organizational units (OUs), and
global security group information to FortiGate devices. It can also be customized for DNS lookups.

When the user logs on, the DC agent intercepts the login event on the domain controller. It then resolves
the DNS of the client, and sends it to the collector agent.

The collector agent receives it and then performs a DNS resolution in order to check if the IP of the user
has changed.

In some configurations, double DNS resolution is a problem. In this case, you may configure a registry key

on the domain controller that hosts the DC agent in order not to resolve the DNS:
donot resolve = (DWORD) 1 at HKLM/Software/Fortinet/FSAE/dcagent
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DC Agent Mode Process

The user authenticates against the Windows DC

2. The DC agent sees the login event and forwards it to the collector agent

The collector agent receives the event from the DC agent and forwards it to
FortiGate

4. FortiGate knows the user based on their IP address, so the user does not need to

authenticate

T O c . S FortiGate
Collector Agent sends:

v User name
Host name
IP address
User group(s)

S S

Domain Controller Collector Agent
with DC Agent

<
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This slide shows the process of information passing between DC agents, the collector agent, and a FortiGate
configured for FSSO authentication.

1. When users authenticate with the DC, they provide their credentials.
2. The DC agent sees the login event, and forwards it to the collector agent.

3. The collector agent aggregates all login events and forwards that information to FortiGate. The
information sent by the collector agent contains the user name, host name, IP address, and user group(s).
The collector agent communicates with FortiGate over TCP port 8000 (default) and it listens on UDP port
8002 (default), for updates from the DC agents. The ports are customizable.

4. FortiGate learns from the collector agent who the user is, their IP address, and some of the AD groups
that the user is a member of. When a user tries to access the internet, FortiGate compares the source IP
address to its list of active FSSO users. Because the user in this case has already logged in to the
domain, and FortiGate already has their information, FortiGate doesn’t prompt the user to authenticate
again. Rather it allows or denies the traffic based on the matching firewall policy.
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Collector Agent-Based Polling Mode

* A collector agent must be installed on a Windows server
+ No FSSO DC agent is required
+ Every few seconds, the collector agent polls each DC for user login events. The collector
agent uses:
+ SMB (TCP 445) protocol, by default, to request the event logs
« TCP 135, TCP 139, and UDP 137 as fallbacks

* This mode requires a less complex installation, which reduces ongoing maintenance

Three methods:
+ NetAPI
* WinSeclLog
= WMI

Event logging must be enabled on the DCs (except in NetAPI)
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Polling mode can be collector agent-based or agentless.

First, you'll look at the collector agent-based polling mode. Like DC agent mode, collector agent-based mode
requires a collector agent to be installed on a Windows server, but it doesn’t require DC agents to be installed
on each DC. In collector agent-based polling mode, the collector agent must be more powerful than the
collector agent in DC agent mode, and it also generates unnecessary traffic when there have been no login
events.

In Windows Event Log Polling, the most commonly deployed polling mode, the collector agent uses the SMB
(TCP port 445) protocol to periodically request event logs from the domain controllers. Other methods may
gather information differently, but after the login is received by the collector agent, the collector agent parses
the data and builds the user login database, which consists of usernames, workstation names/IP addresses,
and user group memberships. This information is then ready to be sent to FortiGate.
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WMI

* DC returns all requested
login events every 3
seconds*

+ Reads selected event logs

* Improves WinSec
bandwidth usage
+ Reduces network load

between collector agent
and DC

Collector Agent-Based Polling Mode Options

WinSeclog

+ Polls all security events
on DC every 10
seconds, or more*

« Log latency if network is
large or system is slow

« Requires fast network
links

+ Slower, but...
+ Sees all login events
» Only parses known event

NetAPI

Polls the
NetSessionEnum
function on Windows
every 9 seconds, or less*
» Authentication session
table in RAM

« Retrieves login sessions,
including DC login events

Faster, but...

« If DC has heavy system
load, can miss some login
events

IDs by collector agent

* The poll interval times are estimates. The interval times depend on the number of servers and network latency.
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As previously stated, collector agent-based polling mode has three methods (or options) for collecting login
information. The order on the slide from left to right shows most recommend to least recommended:

+ WMI: is a Windows API that gets system information from a Windows server. The DC returns all requested
login events. The collector agent is a WMI client and sends WMI queries for user login events to the DC,
which, in this case, is a WMI server. The collector agent doesn’t need to search security event logs on the
DC for user login events; instead, the DC returns all requested login events. This reduces network load
between the collector agent and DC.

* WinSecLog: polls all the security event logs from the DC. It doesn’t miss any login events that have been
recorded by the DC because events are not normally deleted from the logs. There can be some delay in
FortiGate receiving events if the network is large and, therefore, writing to the logs is slow. It also requires
that the audit success of specific event IDs is recorded in the Windows security logs. For a full list of
supported event IDs, visit the Fortinet Knowledge Base (http://kb.fortinet.com).

* NetAPI: polls temporary sessions created on the DC when a user logs in or logs out and calls the
NetSessionEnum function on Windows. It's faster than the WinSec and WMI methods; however, it can
miss some login events if a DC is under heavy system load. This is because sessions can be quickly
created and purged from RAM, before the agent has a chance to poll and notify FortiGate.
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Collector Agent-Based Polling Mode Process

The user authenticates with the DC

The collector agent frequently polls the DCs to collect user login events
The collector agent forwards logins to FortiGate

B

The user does not need to authenticate

_\. ‘ ‘ /m_. FortiGate
@ LoGIN ‘ :

Collector agent sends:
v User name

Domain Controller Collector Agent ¥ Host name
(without DC Agent) v |P address
v User group(s)
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This slide shows an example of FSSO using the collector agent-based polling mode. This example includes a
DC, a collector agent, and FortiGate, but the DC doesn’t have the dcagent (or, alternatively, dcagent.dll)
installed.

1. The user authenticates with the DC, providing their credentials.

2. The collector agent periodically (every few seconds) polls TCP port 445 of each DC directly, to ask if
anyone has logged in.

3. The collector agent sends login information to FortiGate over TCP port 8000. This is the same information
that is sent in DC agent mode.

4. When user traffic arrives at FortiGate, FortiGate already knows which users are at which |P addresses,
and no repeated authentication is required.
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Agentless Polling Mode

- Similar to agent-based polling, but FortiGate polls instead

+ Doesn't require an external DC agent or collector agent
+ FortiGate collects the data directly

+ Event logging must be enabled on the DCs
* More CPU and RAM required by FortiGate
« Support for polling option WinSecLog only

+ FortiGate uses the SMB protocol to read the event viewer logs
+ Fewer available features than collector agent-based polling mode

FortiGate doesn't poll workstation
» Workstation verification is not available in agentless polling mode
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You can deploy FSSO without installing an agent. FortiGate polls the DCs directly, instead of receiving login
information indirectly from a collector agent.

Because FortiGate collects all of the data itself, agentless polling mode requires greater system resources,
and it doesn’t scale as easily.

Agentless polling mode operates in a similar way to WinSecLog, but with only two event IDs: 4768 and 4769.
Because there’s no collector agent, FortiGate uses the SMB protocol to read the event viewer logs from the
DCs.

In agentless polling mode, FortiGate acts as a collector. It is responsible for polling on top of its normal FSSO

tasks but does not have all the extra features, such as workstation checks, that are available with the external
collector agent.
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Agentless Polling Mode Process

1. FortiGate frequently polls DCs to collect user login events

2. The user authenticates with the DC
o  FortiGate discovers the login event in next poll

3. The user does not need to authenticate
> FortiGate already knows whose traffic it is receiving

@ LoGIN @ | ~ | @ FortiGate

Domain Controller
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This slide shows how communication is processed without agents. (There is no collector agent or DC agent.)

1. FortiGate polls the DC TCP port 445 to collect user login events.

2. After the user authenticates with the DC, FortiGate registers a login event during its next poll, obtaining
the following information: the user name, the host name, and the IP address. FortiGate then queries for

the user's user group(s).

3. When the user sends traffic, FortiGate already knows whose traffic it is receiving; therefore, the user does
not need to authenticate.
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Comparing Modes

DC agentmode Polling mode
installation Complex—multiple installations Easy—one or no installations.
(one per DC). Requires reboot. No reboot required.
DC agent required Yes No
Shares with DC agents Has own resources

Scalability Higher Lower

Redundancy Yes Yes

- a Might miss a login (NetAPI), or
Level of confidence Captures all logins have a delay (WinSecLog)
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This table summarizes the main differences between DC agent mode and polling mode.

DC agent mode is more complex. It requires not only a collector agent, but also a DC agent for each
monitored domain controller. However, it is also more scalable because the work of capturing logins is done
by the DC agents who pass their information directly to the collector.

In polling mode, the collector needs to query every domain controller, every few seconds. So, with each DC
that is added, the number of queries grows. If you want to add a second collector agent for redundancy in
polling mode, both collector agents need to query every DC individually.

In DC agent mode, the DC agent just has to collect the log once, and send a copy of the necessary
information to all the collector agents. In comparison, if you use polling mode, some login events might be
missed or delayed, depending on the polling option used.

You do not have to install a collector agent on the DC, you can install it on any Windows machine on the
network.
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Additional FSSO AD Requirements

* The DNS server must be able to resolve all workstation names
» Microsoft login events contain workstation names, but might not IP addresses
« The collector agent uses a DNS server to resolve the workstation name to an IP address

+ For full feature functionality, the collector agent must be able to poll workstations
« This informs the collector agents whether or not the user is still loggedin

» TCP ports 445 (default) and 139 (backup) must be open between collector agents or FortiGate and all
hosts

- Remote registry service might be needed on each workstation

F:=RTINET
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Regardless of the collector method you choose, some FSSO requirements for your AD network are the same:

+ Microsoft Windows login events have the workstation name and username, but not the workstation IP
address. When the collector agent receives a login event, it queries a DNS server to resolve the IP
address of the workstation. So, FSSO requires that you have your own DNS server. If a workstation IP
address changes, DNS records must be updated immediately in order for the collector agent to be aware
of the change and report them to FortiGate.

» For full feature functionality, collector agents need connectivity with all workstations. Since a monitored
event log is not generated on logout, the collector agent (depending on the FSSO mode) must use a
different method to verify whether users are still logged in. So, each user workstation is polled to see if
users are still there.

» The DC agent, when the user logs in, intercepts the login event on the domain controller. It then resolves
the DNS of the client, and sends it to the collector agent.

The collector agent receives the DNS and then performs a DNS resolution in order to check if the IP of the
user has changed.
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Knowledge Check

1. Which is the recommended mode for FSSO deployments?
¥'A. DC agent mode
B. Polling mode: Agentless

2. Which FSSO mode requires more FortiGate system resources (CPU and RAM)?

A. Polling mode: Collector agent-based
¥ B. Polling mode: Agentless
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Lesson Progress

,/ 'FSSO Function and Deployment

| ,/ | FSSO With Windows Active Directory

l

" FSSO Settings

' Troubleshooting
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Good job! You now understand how FortiGate detects login events in Windows Active Directory (AD) using
FSSO.

Now, you’ll lean how to configure FSSO settings.

FortiGate Infrastructure 7.2 Study Guide 134



Fortinet Single Sign-On (FSSO)

DO NOT REPRINT

CORTINET
O ihNC L

FSSO Settings

Objectives

+ Configure SSO settings on FortiGate

* Install FSSO agents
+ Configure the Fortinet collector agent

Fi:RTINET .

Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in configuring the FSSO settings on FortiGate, and installing and configuring
the FSSO agents, you will be able to implement FSSO within your network.
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FSSO Configuration—Agentless Polling Mode

+ Agentless polling mode:

e [Secmty i’ Rearl Commmctors

Mew External Connector
Endpaint/ldentity
#) Security Fabric
am?
L]
Endpoint/ldentity Poll Active
Directory
o /_\ Server
( =) (@) (@ (©)
‘-' \ - / \\_/ Connector Settings
FSS{..N on  Symantec Poll Active  RADIUS Single Server |P/Name
External Connectors Windows »\D Endpaint Directory  Sign-On Agent
Protection Server User
et |dentity Center Password
LDAP server -
Enable polling &C
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FortiGate FSSO configuration is straightforward.

If FortiGate is acting as a collector for agentless polling mode, you must select Poll Active Directory Server
and configure the IP addresses and AD administrator credentials for each DC.

FortiGate uses LDAP to query AD to retrieve user group information. For this to happen, you must add the
LDAP server to the Poll Active Directory Server configuration.
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Mode
. gcglector agent-based polling or DC agent mode:

» The FSSO agent can monitor users' login information from AD, Exchange, Terminal, Citrix, and

FSSO Configuration—Collector Agent-Based Polling or DC Agent

Mew External Connector

G...o

FSS0 Agent on
Windows AD

User group source @
LDAP server

Proactively retrieve from LDAP server

Collector Agent S0

»

Connector Settings
MName

Primary FSSO agent

Trusted SSL certificate (B
User group source €

Users/Groups @ 0

server [P/Name

Collector Agent

Cancel

\= —
FS50 Agent o Poll Active  RADIUS Single
Windows nn F rlp nt Directory Sign-On Agent
Protection Server
F::RTINET
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If you have collector agents, using either the DC agent mode or the collector agent-based polling mode, you
must select Fortinet Single-Sign-On Agent and configure the IP address and password for each collector

agent.

The FSSO collector agent can access Windows AD in one of two modes:

+ Collector Agent: You create group filters are created on the collector agent. You can set FortiGate to
Collector Agent mode, and the collector agent can still use Advanced mode to access nested groups.

* Local: You create group filters on FortiGate, using the LDAP server. If you set FortiGate to Local mode,
you must set the collector agent to Advanced mode, otherwise the collector agent does not recognize the
group filter sent by FortiGate and does not pass down any user logins.
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FSSO Agent Installation

1. Visit the Fortinet support website: . Select FortiGate, then click Download.

+ https://support.fortinet.com Clickv7.00>7.2>7.2.0>FSSO
2. Click Download > Firmware Images Example image below:

w

-

Select Product
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Home Asset Assistance Feedback

tiGuard Service Update:

;. Firmware images

Available agents:

- DC agent: DCAgent_Setup

+ CA for Microsoft servers: FSSO_Setup
» CA for Novell: FSSO_Setup_edirectory
+ TS Agent: TSAgent_Setup

b
B

|
]
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]
]
"
]
]

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved. 24

The FSSO agents are available on the Fortinet Support website. There you will find the following:

+ The DC agent

» The collector agent for Microsoft servers: FSSO_Setup

* The collector agent for Novell directories: FSSO_Setup_edirectory

+ The terminal server agent (TSagent) installer for Citrix and terminal servers: TSAgent_Setup

Also, for each agent, there are two versions: the executable (.exe) and Microsoft Installer (. ms1).
Notice that you do not need to match the FSSO version with your exact FortiGate firmware version. When

installing FSSO, grab the latest collector agent for your major release. You do however, need to match the DC
agent version to the collector agent version.
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+« NTLM authentication
» Directory access

4. Optionally, launch the DC agent installation
wizard before exiting the collector agent
installation wizard
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Enstall Opbons

Fortinet Single Sign On Agert could be set up to monitor user logon events and jor serving
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+| Morétor Liser logon evenits and send the nformation to FortGate.
' Serve NTLM authentication requests coming From FortiGate.
Please select the access method of Windows Drectory
*! Standard(e.g doman'user)
“Select ths aption for easy setup, works for most situations

Advancedie.g. Chwuser, O =Sales, DC =domain, 0C scom)

<Select this option if you setup LDWP access to Windows AD to refrieve user fgroup
nformaton from ForaGate
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FSSO Collector Agent Installation Process
1. Run the installation process as & Fortnet Singe Sgn On Agent [ =0 KRN |
Administrator vt o et
2. Enter the user name in the following format: S e T e s
» DomainName\UserName e e e
3. Configure the collector agent for: == ]
+ Monitoring logins - BT |

After you've downloaded the collector agent, run the installation process as Administrator and follow these

steps in the installation wizard:

1. Read and accept the license agreement.

2. Optionally, change the installation location. The default folder is named FSAE (Fortinet Server

Authentication Extension).

3. Enter the username. By default, the agent uses the name of the currently running account; however, you

can change it using the format: DomainName\UserName.

4. Alternatively, configure your collector agent for monitoring, NTLM authentication, and directory access.

These options are also customizable after installation. Although the default is Standard mode, when
doing new FSSO setups it is always a best practice to install in Advanced mode. You will look at some of

the advantages in this lesson.

5. If you want to use DC agent mode, make sure that Launch DC Agent Install Wizard is selected. This

automatically starts the DC agent installation.
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If you have just installed the collector agent and you selected Launch DC Agent Install Wizard, the
installation process for domain controller agent automatically starts.

1. Enter the IP address for the collector agent. Optionally, you can customize the listening port, if the default
value is already used by another service.

2. Select the domains to monitor. If any of your required domains are not listed, cancel the wizard and set up
the correct trusted relationship with the domain controller. Then, run the wizard again. Note that this could
also be a result of using an account without all the necessary permissions.

3. Optionally, select users that you do not want to monitor; these users' login events are not recorded by the
collector and therefore are not passed to FortiGate. While these users are still able to generate login
events to the domain, when they are detected by the collector agent, they are discarded so as to not
interfere with the logged in user. This is especially useful in environments with a centrally managed
antivirus solution, or a scheduled backup service that uses an AD account to start. These accounts can
create login events for the collector agent that overwrite existing user logins. This may result in FortiGate
applying the incorrect policies and profiles based on the overriding account. You can also customize the
option to ignore users after installation is complete.

4. Optionally, clear the checkboxes of domain controllers that you don’t want to install the DC agent on.
Remember, for DC agent mode FSSO, at least one domain controller must have the DC agent installed.
Also remember that installing the DC agent requires a reboot of the DC before it will start gathering login
events. You can add or remove the DC agent to DCs at any time after the installation is complete.

5. Select DC Agent Mode as the working mode. If you select Polling Mode, the DC agent will not be
installed.

Finally, the wizard requests a system reboot.
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FSSO Collector Agent Configuration
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On the FSSO agent configuration GUI, you can configure settings such as:

» The listening port for the communication with the DC agents (UDP)
* The listening port for the communication with FortiGate (TCP)

*  NTLM authentication support

+ Password authentication between the collector agent and FortiGate
+ Timers
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The FSSO collector agent manages FortiGate
group filters

FortiGate group filters control which user's login
information is sentto that FortiGate device

« Filters are tied to the FortiGate serial number

All FortiGate devices support at least 256 Windows
AD user groups
« The group filter support is for VDOMs

If FortiGate FSSO is set up in user group source
local mode (group filtering configured on FortiGate
is pushed to Collectoragent), FortiGate filter will
take precedence over filter set on collector agent

The default filter applies to any FortiGate device that
does not have a specific filter defined in the list

You can set filters for groups, OUs, users, or a
combination

The FSSO collector agent allows you to configure a FortiGate group filter, which actively controls what user
login information is sent to each FortiGate device. So, you can define which groups the collector agent passes

to individual FortiGate devices.

Monitoring the entire group list in a large AD structure is highly inefficient, and a waste of resources. Most
FSSO deployments need group segmentation (at least four or five groups), with the intention of assigning
varying levels of security profile configurations to the different groups, using identity-based policies.

Group filters also help to limit the traffic sent to FortiGate. The maximum number of Windows AD user groups
allowed on FortiGate depends on the model. Low-end FortiGate models support 256 Windows AD
user groups. Mid-range and high-end models can support more groups. This is per VDOM, if VDOMs are

enabled on FortiGate.

You can filter on FortiGate instead of the collector agent, but only if the collector agent is operating in
advanced mode. In this case, the collector agent uses the list of groups you selected on FortiGate as

its group filter for that device.

The filter list is initially empty. At a minimum, you should create a default filter that applies to all FortiGate

devices without a defined filter.

Note that if you change the AD access mode from Standard to Advanced or Advanced to Standard, you
must recreate the filters because they vary depending on the mode.
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The FSSO collector agent ignores any login events that match the Ignore User List entries. Therefore, these
login events are not recorded by the collector agent, nor are they reported to FortiGate.

It is a good practice to add all network service accounts to the Ignore User List. Service accounts tend to
overwrite user login events, and create issues with identity-based policy matching.

You can add users to the Ignore Users List in the following ways:

* Manually enter the username.

» Click Add Users, and then choose the users you do not want to monitor.
* Click Add by OU, and then select an OU from the directory tree.
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Workstation verify interval Dead entry timeout interval
+ Verifies if a user is still logged on * Applies to unverified entries only
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The FSSO collector agent timers play an important role in ensuring the correct operation of FSSO.
Now, you’ll take a look at each one and how they work.

* Workstation verify interval. This setting controls when the collector agent connects to individual
workstations on port 139 (or port 445), and uses the remote registry service to verify if a user is still logged
in to the same station. It changes the status of the user under Show login User, to not verified when it
cannot connect to the workstation. If it does connect, it verifies the user and the status remains OK. To
facilitate this verification process, you should set the remote registry service to auto start on all domain
member PCs.

» Dead entry timeout interval. This setting applies only to entries with an unverified status. When an entry
is not verified, the collector starts this timer. It's used to age out the entry. When the timer expires, the login
is removed from the collector. From the perspective of FortiGate, there is no difference between entries
that are OK and entries that are not verified. Both are considered valid.

+ |IP address change verify interval. This setting checks the IP addresses of logged in users and updates
FortiGate when a user’s IP address changes. This timer is especially important in DHCP or dynamic
environments to prevent users from being locked out if they change IP address. The domain DNS server
should be accurate; if the DNS server does not update the affected records promptly, the collector agent's
IP information is inaccurate.

+ Cache user group lookup result. This setting caches the user group membership for a defined period of
time. It is not updated, even if the user changes group membership in AD.
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Another important FSSO setting is the AD access mode. You can set the AD access mode by clicking Set
Directory Access Information. The AD access mode specifies how the collector agent accesses and
collects the user and user group information. There are two modes that you can use to access AD user
information: Standard and Advanced.

The main difference between modes is the naming convention used:

+ Standard mode uses the Windows convention, NetBios: Domain\groups, while
« Advanced mode uses the LDAP convention: CN=User, OU=Name, DC=Domain.

Also, advanced mode supports nested or inherited groups; that is, users can be members of subgroups that
belong to monitored parent groups. Additionally, in advanced mode, FortiGate can apply security profiles to
individual users, user groups, and OUs.

In comparison, in standard mode, you can apply security profiles only to user groups, not individual users.

In advanced mode, you can configure FortiGate as an LDAP client and configure the group filters on
FortiGate. You can also configure group filters on the collector agent.

If the LDAP on the collector agent fails, it doesn't matter what the LDAP on the FortiGate says, FSSO won't
work. If the FortiGate LDAP fails, but the LDAP on the collector agent is still running, the FortiGate may not be
able to collect logs, but the collector agent still collects logs.

Fortinet strongly encourages users to create filters from the collector agent.
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AD Group Support

Group type supported: = Active Directory Users and Computers
File Action View Help
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b (] Computers|| §8 Denied .. Securfl] Group Policy ==
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* Local or universal groups that contain b Group & e Acon View Window Help
universal groups from child domains oo 2pallm
(only with Global Catalog) " & o veiegiomnog ||
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+ Group Policy Results

If the user is not part of an FSSO group:
» For passive FSSO authentication: _

* User is part of SSO_Guest_Users

+ For passive and active FSSO
auttentication:

+ User is prompted to log in o . ’
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In AD settings, not all group types are supported. AD settings supports filtering groups only from:

» Security groups

» Universal groups

* Groups inside OUs

» Local or universal groups that contain universal groups from child domains (only with Global Catalog)

All FortiGate configurations include a user group called SSO_Guest_Users. \WWhen only passive
authentication is used, all the users that do not belong to any FSSO group are automatically included in this
guest group.

This allows an administrator to configure limited network access to guest users that do not belong to the
Windows AD domain.

However, if both passive and active authentication are enabled for specific traffic, you cannot use

SSO_Guest_Users, because traffic from IP addresses not on the FSSO user list must be prompted to enter
their credentials.
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Depending on your network, you might need to configure advanced settings in your FSSO collector agent.

Citrix servers support FSSO. Terminal server (TS) agent mode allows the server to monitor user logins in real
time. The TS agent is like a DC agent, it also needs the collector agent to collect and send the login events to
FortiGate. It then uses the same ports to report the logins back to the collector agent.

The collector agent on its own can get accurate login events only from Citrix servers if each user gets their
own IP address. Otherwise, if multiple users share the same IP address, the TS agent is needed so that it can
report to the collector agent the user, IP address, and source port range assigned to that user. The TS agent
cannot forward logs directly to FortiGate, the logs first have to be gathered by a collector. This does not work
with polling from FortiGate.

A RADIUS server configured as a RADIUS-based accounting system can interact in your network by sending
accounting messages to the collector agent. The FSSO collector agent also supports integration with syslog
servers for the same purpose.

The FSSO collector agent can also monitor a Microsoft Exchange server, which is useful when users access
their email using their domain account.

For Windows Security Event Logs polling mode, you can configure Event IDs to poll here. For specific
event IDs, visit the Fortinet Knowledge Base (http://kb.fortinet.com).
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Knowledge Check

1. If you have collector agents using either the DC agent mode or the collector agent-
based polling mode, which fabric connector should you select on FortiGate?
A. Poll Active Directory Server
< B. Fortinet Single Sign-On Agent

2. Which naming conventions does the FSSO collector agent use to access the Windows
AD in Standard access mode?
¥'A. Windows convention - NetBios: Domain\groups
B. LDAP convention: CN=User, OU=Name, DC=Domain
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Lesson Progress

\/ 'FSSO Function and Deployment

' FSSO With Active Directory

1

'/ FSSO Settings

' Troubleshooting
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Good job! You now understand how to configure the SSO settings on FortiGate and the FSSO collector agent.

Now, you’ll learn about some basic troubleshooting options.
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Troubleshooting

Objectives

+ Recognize and monitor FSSO-related log messages
+ Perform basic FSSO troubleshooting
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in FSSO monitoring and troubleshooting, you will be able to prevent, identify,
and solve common issues related to FSSO.
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FSSO Log Messages on FortiGate

+ FSSO logs are generated from authentication events, such as user login and logout
events and NTLM authentication events
= To log all events, set the minimum log level to Notification or Information

User Action Message MessageID| Severity Description

ADUSER1 authentication Liser ADUSFR1 succeeded in logout

ADUSER1 FSSO-logoff  FSSO-logoff event from TrainingDomain: user ADUSER1 logged off 10.0.1.10 43008 Notification  Authentication was successful
ADUSERT FS50-logon  F550-iogon event from TrainingDomain: user ADUSER1 logged on 10.0.1.10 43009 Notification Authentication session failed
- 43010 Warning Authentication locked out
E
et 43011 Notification Authentication timed out
Message FS50-logon event from
{ TrainingDomain: user 43012 Notification ~FSSO authentication successful
ADUSER1 logged on : 2 — .
Details 10.0.1.10 43013 Notification FSSO authentication failed
o / [ 43014 Notification FSS0userloggedon ]
Destination_TrainingDomain 43015 Notification FSSO0 user logged off
LogID e I _—
B . 43016 Notification ~ NTLM authentication successful
roll 45533 43017 Notification NTLM authentication failed
F:-=HT|nET © Fortinet Inc. All Rights Reserved. I
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FSSO-related log messages are generated from authentication events. These include user login and logout
events, and NTLM authentication events. These log messages are central to network accounting policies, and
can also be useful in troubleshooting issues.

To ensure you log all the events needed, set the minimum log level to Notification or Information. Firewall

logging requires Notification as a minimum log level. The closer the log level is to Debug level, the more
information is logged.
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Log Messages on FSSO Collector Agent

[+ Support NTLM authentication of Agent Status: RUNNING

DC Agent. | 8002 TR
Logging 4
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Log levet [Infomation | Log file size imifME}. 10 || viewlog |
. S Show Logon Users
(#] Log logon events in separste logs [ View Logon Evm—_‘!

Set Directory Access Infarmation

Set Group Fiters

|
|
|
| Select Domains To Mondor
|
|
|

Set ignore User List

IP addiess change verfy interval [seconds|
[T] Cache user group lookup result

| [ Syne Configuraion With Other Agents |
|
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When troubleshooting FSSO agent-based deployments, you might want to look at the log messages
generated directly on the FSSO collector agent.

The Logging section of the FSSO collector agent allows the following configurations:

* Log level: Select the minimum severity level of logged messages. Includes these levels:
* Debug: the most detailed log level. Use it when actively troubleshooting issues.
+ Information: includes details about login events and workstation checks. This is the
recommended level for most troubleshooting.
+ Warning: the default level. It provides information about failures.
« Error: lists only the most severe events.

* Log file size limit (MB): Enter the maximum size for the log file in MB. The default is 10.

* View Log: View all FSSO agent logs.

* Log login events in separate logs: Record user login-related information separately from other logs. The
information in this log includes: data received from DC agents, user login/logout information, workstation 1P
change information, and data sent to FortiGate devices. When selected, a summary of events sent and
removed from FortiGate is listed under View login Events, while all other information remains under View

Log.

+ View login Events: If Log login events in separate logs is enabled, you will can view user login-related
information.
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Troubleshooting Tips for FSSO
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Ensure all firewalls allow the FSSO required ports

+ For example: ports 139 (workstation verification), 445 (workstation verification and event log polling),
389 (LDAP), 445, 636 (LDAPS), and 3268, 3269 (TLS)

Guarantee at least 64 Kbps bandwidth between FortiGate and domain controllers

« Configure traffic shaping to ensure the minimum bandwidth is always available

Configure the timeout timer to flush inactive sessions after a shorter time
« Alternatively, encourage users to log out of one machine before logging in to another machine

Ensure DNS is configured and updating IP addresses if the host IP address changes

Never set the timer workstation verify interval to 0

= This prevents the collector agent from aging out stale entries. They can be removed only by a new
event averwriting them

» This can be dangerous in environments where FSSO and non-FSSO users share the same DHCP pool

Include all FSSO groups in the firewall policies when using passive authentication
- Even add the SSO_Guest_Users to an identity-based security policy to allow traffic
« If active authentication is used as a backup, ensure that SSO_Guest User is not added to polices

© Fortinet Inc. All Rights Reserved 39

Begin with the following tips, which are useful in many FSSO troubleshooting situations:

FSSO has a number of required ports that you must allow through all firewalls, or connections will fail.
These include ports: 139 (workstation verification), 445 (workstation verification and event log polling),
389 (LDAP), and 445 and 636 (LDAPS).

Configure traffic shaping between FortiGate and the domain controllers to ensure that the minimum
bandwidth is always available. If there is insufficient bandwidth, some FSSO information might not reach
FortiGate.

In an all-Windows environment, flush inactive sessions. Otherwise, you can have a session for a non-
authenticated machines go out as an authenticated user. This can occur if the DHCP lease expires for the
authenticated user with the collector agent being able to verify that the user has indeed logged out.

Ensure DNS is configured correctly and updating IP addresses, if workstation IP addresses change.

Never set the workstation verify interval to 0. This prevents the collector agent from aging out stale
entries. They can be removed only by a new event overwriting them. This can be especially dangerous in
environments where FSSO and non-FSSO users share the same DHCP pool.

When using passive authentication only, include the group of guest users in a policy and give them
access. Associate their group with a security policy. If you use active authentication as a backup, ensure
you do not add SSO_Guest_User to polices. SSO_Guest_User and active authentication are mutually
exclusive.
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Currently
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Workstation: WIN-INTERNAL |MemberOf: Training|
' IP: 192.168.131.5 User: ADUSERI Groups: TRAININGAD/AD-US

Use

-—
Logged-On Users

# diagnose debug authd fsso list

----FS550 logins---- e
|_IP: 10.0.1.10 [User: ADUSER1|Groups: TRAININGAD/AD-USERS |

Workstation: WIN-INTERNAL MemberOf: Training

Total number of logins listed: 2, filtered: 0
----end of FSS0 logins----

Method . User Group

B Fortiewt Single Sign-On T B Troining
2 \|| 1 [ TRAININGADVAD-USE
- -
y |
_— y
y
p

f Name & P Adaress & User Group =

ip Tk Training
Members 8 TRAININGAD/AD-USERS
Group Type Fortinet Single Sign-On (FS50)

ADUSERY 100110 B Training 1 miny
B TRAININGADVAD-USERS
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If applying the tips from the previous slide didn’t solve your FSSO issues, you may need to apply some debug

commands.

To display the list of FSSO users that are currently logged in, use the CLI command diagnose debug

authd fsso 1lis

t.

For each user, the user name, user group, IP address, and the name of the workstation from which they
logged in shows. The MemberOf section shows the group that was created on the firewall, to which you

mapped the AD group. The same group should show in the User group screen on the GUI.

Also, use execute fsso refresh to manually refresh user group information from any directory service

servers connected
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Connection to FortiGate

« Check connectivity between collector agent and FortiGate

# diagnose debug enable
# diagnose debug authd fsso server-status

Server Name Connection Status Version Address

TrainingDomain connected FSAE server 1.1 10.0.1.10

F::RTINET
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To show the status of communication between FortiGate and each collector agent, you can use the CLI
command diagnose debug authd fsso server-status.

However, before you use that command, you must first run the command diagnose debug enable.
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# diagnose debug aulhd [sso <.
filter > Filters used for list or clear logins
list Show currently logged on users
refresh-groups Refresh group mapping
summary Summary of currently logged on users
clear-logins Delete cached login status
refresh-logins Resynchronize login database
server—-status Show status of FSSO server connection
# diagnose firewall auth clear _| | Clears all filtered users
# diagnose firewall auth filter ——— Filter specific group, id, and so on
# diagnose firewall auth list — List authenticated users
ﬁ:ﬁr;:gﬁ:; ©Fortinet Inc. All Rights Reserved. 42

Also, available under diagnose debug authd fsso are commands for clearing the FortiGate cache of all
currently logged in users, filtering the display of the list of logged in users, and refreshing the login and user
group information.
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Polling Mode

diagnose debug fsso polling detail

ID=1, name(10.0.1.10),ip=10.0.1.10, source (security) ,users(0)

port=auto username=administrator

read log offset=251636, latest login timestamp: Wed Feb 4 09:47:31 2015
polling frequency: every 10 second(s) success(246), fail(0)

LDAP query: success(0), fail(0)

LDAF max group query period(seconds): 0

most recent connection status: connected

diagnose debug fsso-polling refresh-user —

refresh completes. All login users are obsolete. Please re-login to make them available.

diagnose sniffer packet any 'host ip address and tcp port
diagnose debug application fssod -1 -

F::ERTINET 43
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The command diagnose debug fsso-polling detail displays status information and some statistics
related to the polls done by FortiGate on each DC in agentless polling. If the read log offset is
incrementing, FortiGate is connecting to and reading the logs on the domain controller. If the read 1log
offset isincrementing but you are not getting any login events, check that the group filter is correct and that
the domain controller is creating the correct event IDs.

The command diagnose debug fsso-polling refresh-user flushes information about all the active
FSSO users.

In agentless polling mode, FortiGate frequently polls the event viewer to get the login events. You can sniff
this traffic on port 445.

Also, there is a specific FortiGate daemon that handles polling mode. Itis the fssod daemon. To enable
agentless polling mode real-time debug, use the diagnose debug application fssod -1 command.
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Knowledge Check

1. Which logging level shows the login events on the collector agent?
YA Information
B.  Warning

2. The command diagnose debug fsso-polling detail displays information for
which mode of FSSO?

YA Agentless polling
B. Collector agent-based polling
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Lesson Progress

J 'Fortinet FSSO Function and Deployment

' FSSO with Active Directory

1

'/ FSSO Settings

| / ~ Troubleshooting
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Review
Define SSO and FSSO

Install FSSO agents

O S G O
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Understand FSSO deployment and configuration
Detect user login events in Windows AD using FSSO

Identify FSSO modes for Windows AD
Configure SSO settings on FortiGate

Configure a Fortinet collector agent
Recognize and monitor FSSO-related messages
Perform basic FSSO troubleshooting

© Fortinet Inc. All Rights Reserved

This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to use FSSO so that your users don’t
need to log in each time they access a different network resource.
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In this lesson, you will learn about zero-trust network access (ZTNA).
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Lesson Overview

' ZTNA Introduction

- Comparing ZTNA to SSL and IPSec
VPN
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In this lesson, you will learn about the topics shown on this slide.
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ZTNA

Objectives

+ Understand the benefits of using ZTNA

+ Understand the fundamentals of ZTNA

Understand how to establish device identity and trust
* Understand SSL certificate-based authentication
Configure ZTNA access on FortiOS

Describe types of ZTNA configuration

F::RTINET

Training Institute
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in ZTNA, you will be able to understand key ZTNA concepts and how to
configure ZTNA.
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Whatis ZTNA?

+ Access control method that provides role-based application access
ZTNA method uses:

» Client device identification
« Authentication
+ Zero-trust tags

Provides flexibility to manage both on-net and off-net users

ZTNA has two modes:
= ZTNA access proxy
+ |[P/MAC-based access control (on-fabric, devices for IT compliances, and rules enforcement)

F:=RTINET
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ZTNA is an access control method that uses client device identification, authentication, and zero-trust tags to
provide role-based application access. ZTNA gives administrators the flexibility to manage network access for
on-fabric local users and off-fabric remote users. ZTNA grants access to applications only after a device
verification, authenticating the user’s identity, authorizing the user, and then performing context-based posture
checks using zero-trust tags.

Traditionally, a user and a device have different sets of rules for on-fabric access and off-fabric VPN access to
company resources. With a distributed workforce, and access that spans company networks, data centers,
and the cloud, managing the rules can be complex. User experience is also affected when an organization
needs multiple VPNs to access various resources.

ZTNA has two modes:

» ZTNA access proxy allows users to securely access resources through an SSL-encrypted access proxy.
This simplifies remote access by eliminating the use of VPNs.

+ IP/MAC filtering uses ZTNA tags to provide an additional factor for identification, and a security posture
check to implement role-based zero-trust access. IP/MAC-based access control enhances security when
endpoints are physically located on the corporate network, whereas ZTNA access proxy focuses on
access for remote users. IP/MAC-based access control combines IP/MAC with ZTNA tags for identification
and security posture check to implement role-based zero-trust access. Firewall policies are configured that
use ZTNA tags to control access between on-net devices and an internal webserver. This mode does not
require the use of the access proxy, and only uses ZTNA tags for access control.
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ZTNA Workflow

FortiClient EMS

ZTNA telemetry ZTNA telemetry
Syne ZTNA
tags &
g | L | certificates
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g Internet
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P

Off-fabric clients

Protected servers and resources
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Enforce ZTNApolicy ZTNAIPIMAC  /
filtering
£ pomy | : —
‘ §

On-fabric clients

ZTNA

This slide demonstrates ZTNA telemetry, tags, and policy enforcement. You configure ZTNA tag conditions
and policies on FortiClient EMS. FortiClient EMS shares the tag information with FortiGate through Security

Fabric integration. FortiClient communicates directly with FortiClient EMS to continuously share device status

information through ZTNA telemetry. FortiGate can then use ZTNA tags to enforce access control rules to

incoming traffic through ZTNA access.
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Device Roles

+ Device identity and trust are integral to ZTNA
+ |dentity is established through client certificates

 Trust is established between:

+ FortiClient
* Provides endpoint information (device information, logged on users, and security posture)
« Obtains client certificate from FortiClient EMS

» FortiClient EMS
* Issues and signs the client certificate
= Synchronizes certificate to FortiGate
= Uses tagging rules to tag endpoints

+ FortiGate
* Maintains continuous connection to FortiClient EMS to synchronize endpoint information
* When device information changes, FortiClient EMS updates FortiGate
* FortiGate WAD daemon uses this information when processing ZTNA traffic

F:=RTINET
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Device identity and trust are integral to ZTNA. Device identity is established through client certificates, and
trust is established among FortiClient, FortiClient EMS, and FortiGate devices. In ZTNA, devices perform

specific roles.

FortiClient provides the following information to FortiClient EMS when it registers:

+ Device information (network details, operating system, model, and so on)

» Logged in user information

» Security posture (on-fabric and off-fabric, antivirus software, vulnerability status, and so on)

FortiClient also requests and obtains a client device certificate from the EMS ZTNA Certificate Authority (CA)
on its first attempt to connect to the access proxy. The client uses this certificate to identify itself to FortiGate.

FortiClient EMS issues and signs the client certificate with the FortiClient UID, certificate serial number, and
EMS serial number. FortiClient EMS then synchronizes the certificate with FortiGate. FortiClient EMS also
shares its EMS ZTNA CA certificate with FortiGate, so that FortiGate can use it to authenticate the clients.
FortiClient EMS uses zero-trust tagging rules to tag endpoints based on the information that it has on each
endpoint. FortiClient EMS also shares the tags with FortiGate.

FortiGate maintains a continuous connection to FortiClient EMS to synchronize endpoint device information
such as FortiClient UID, client certificate SN, FortiClient EMS SN, network details (IP and MAC address), and
so on. When device information changes, such as when a client moves from on-fabric to off-fabric, or their
security posture changes, FortiClient EMS updates the device information, and then updates the FortiGate.

FortiGate Infrastructure 7.2 Study Guide 166



ZTNA

DO NOT REPRINT
FORTINET —
FortiClient

+ Provides a comprehensive network security solution for endpoints while improving your
visibility and control
« Allows you to manage security of multiple endpoints from the FortiClient EMS
+ Allows you to manage endpoints locally or remotely, stationary or mobile, using FortiClient EMS
« Supports multiple platform protection:

Windows devices

* Mac OS devices

* Linux OS devices

* iOS devices

= Android mobile devices
* Chromebook

F::RTINET
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FortiClient provides comprehensive endpoint protection for your Windows-based, Mac-based, and Linux-
based desktops, laptops, file servers, and mobile devices such as iOS and Android. It helps you to safeguard
your systems with advanced security technologies, all of which you can manage from a single management
console.

FortiClient enables every device—local or remote, stationary or mobile—to integrate with your FortiClient
EMS and FortiGate. FortiClient supports Windows, Mac OS, Linux, iOS, Android mobile devices and
Chromebook, and also integrates your home offices, mobile workers, and visiting partners.
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FortiClient (Contd)

+ FortiClient is used with EMS to use all APT and security features

FortiClient must connect to FortiClient EMS to activate the license

* You can change FortiClient configurations only from the management device
FortiClient is either used with FortiClient EMS only or in the Security Fabric
Enforces endpoint compliance and provides endpoint awareness

+ Automates prevention of known and unknown threats

*+ Provides secure remote access

F:=RTINET
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FortiClient must be used with FortiClient EMS. FortiClient must connect to FortiClient EMS to activate its
license and become provisioned by the endpoint profile that the administrator configured in FortiClient EMS.
You cannot use any FortiClient features until FortiClient is connected to FortiClient EMS and licensed.

When FortiClient is connected only to FortiClient EMS, FortiClient EMS provisions and manages FortiClient.
FortiClient EMS also sends zero-trust tagging rules to FortiClient, and uses the results from FortiClient to
dynamically group endpoints in EMS. Only FortiClient EMS can control the connection between FortiClient
and FortiClient EMS. However, FortiClient cannot participate in the Fortinet Security Fabric.

FortiClient in the security fabric connects to FortiClient EMS to receive a profile of configuration information as
part of an endpoint policy. FortiClient EMS is connected to FortiGate to participate in the Security Fabric.
FortiClient EMS sends FortiClient endpoint information to FortiGate. FortiGate can also receive dynamic
endpoint group lists from FortiClient EMS and use them to build dynamic firewall policies.

FortiClient also provides secure remote access to corporate assets through VPN.
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FortiClient EMS

+ FortiClient EMS is a security management solution that enables:
+ Scalable and centralized management of multiple endpoints (computers)
« Efficient and effective administration of endpoints running FortiClient
* Provides visibility across the network to securely share information and assign security
profiles to endpoints
* Works with the FortiClient Web Filter extension to provide web filtering for Google
Chromebook users

* Designed to meet the needs of small to large enterprises that deploy FortiClient on
endpoints and/or provide web filtering for Google Chromebook users
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FortiClient EMS is a security management solution that enables scalable and centralized management of
multiple endpoints (computers). It also provides efficient and effective administration of endpoints running
FortiClient, and visibility across the network to securely share information and assign security profiles to
endpoints. It is designed to maximize operational efficiency and includes automated capabilities for device
management and troubleshooting.

FortiClient EMS also works with the FortiClient Web Filter extension to provide web filtering for Google
Chromebook users.

The benefits of deploying FortiClient EMS include:

* Remotely deploying FortiClient software to Windows computers

» Updating profiles for endpoint users regardless of access location

» Administering FortiClient endpoint connections, such as accepting, disconnecting, and blocking
connections

* Managing and monitoring endpoints, such as status, system, and signature information

+ Identifying outdated versions of FortiClient software

+ Defining web filtering rules in a profile, and remotely deploying the profile to the FortiClient Web Filter
extension on Google Chromebook endpoints

You can manage endpoint security for Windows and macOS platforms using a unified organizational security
policy. An organizational security policy provides a full, understandable view of the security policies defined in
the organization. You can see all policy rules, assignments, and exceptions in a single unified view. FortiClient
EMS is part of the Fortinet Endpoint Security Management suite, which ensures comprehensive policy
administration and enforcement for an enterprise network.
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FortiGate and FortiClient EMS Connectivity

« FortiGate uses FortiClient EMS fabric connector to connect

+ FortiGate must verify the FortiClient EMS server certificate
* Need to install CA certificate on FortiGate, otherwise certificate is not trusted

» FortiClient EMS must authorize the FortiGate as fabric device

Fabric Connectors

F::RTINET
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You can configure the on-premises FortiClient EMS connector on FortiGate by clicking Security Fabric >
Fabric Connectors. After applying the FortiClient EMS settings, FortiGate must accept the FortiClient EMS
server certificate. However, when you configure a new connection to FortiClient EMS server, the certificate
might not be trusted. To resolve, you must manually export and install the root CA certificate on FortiGate.
The FortiClient EMS certificate that is used by default for the SDN connection is signed by the CA certificate
that is saved on the Windows server when you first install FortiClient EMS. This certificate is stored in the
Trusted Root Certification Authorities folder on the server. For more information about exporting and
installing certificates on FortiGate, refer to the FortiOS-7.0.1 Administration Guide.

Next, you must authorize FortiGate on FortiClient EMS. If you log in to FortiClient EMS, a pop-up window
opens, requesting you to authorize FortiGate. If you do not log in, you can click Administration > Devices,
select the FortiGate device, and then authorize it. Note that the FortiClient EMS connector status appears
down until you authorize FortiGate on FortiClient EMS.

FortiGate automatically synchronizes ZTNA tags after it connects to FortiClient EMS.
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Zero-Trust Tagging Rules
* You can create, edit, and delete zero- _

trust tagging rules for Windows, macOS,
Linux, iOS, and Android

* When using tagging rules with EMS and oy Enponias ®
FortiClient

- EMS sends zero-trust tagging rules to
endpoints

+ FortiClient checks endpoints using the
provided rules and sends the results to EMS b b

+ EMS dynamically groups endpoints together
using the tag configured for each rule

* You can view the dynamic endpoint groups e
in Zero Trust Tags > Zero Trust Tag Monitor

Zero Trust Tagging Rule Set

Endpeint Usar o8 L Tagged en

Remate-Client H — Micio3cs Windlows Ser., 10.0,2.20 2021-08-25 024305
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You can create, edit, and delete zero-trust tagging rules for Windows, macOS, Linux, iOS, and Android

endpoints. The following happens when using zero-trust tagging rules with FortiClient EMS and FortiClient:

+ FortiClient EMS sends zero-trust tagging rules to endpoints through telemetry communication.

» FortiClient checks endpoints using the provided rules and sends the results to FortiClient EMS.

» FortiClient EMS receives the results from FortiClient.

+ FortiClient EMS dynamically groups endpoints together using the tag configured for each rule. You can
view the dynamic endpoint groups by clicking Zero Trust Tags > Zero Trust Tag Monitor.

Note that when the endpoint network changes or user login and logout events occur, FortiClient triggers an X-
FFCK-TAG message to EMS, even if there are no tag changes. After FortiClient EMS receives the tags, it
processes them immediately, and updates the FortiOS tags within five seconds of the REST API response.
For other tag changes, FortiClient sends the information to FortiClient EMS regularly.
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* You can revoke and update root CA

FortiClient EMS Certificate Management

* FortiClient EMS has a default root CA certificate
« ZTNA CA uses root certificate to sign CSRs from the FortiClient endpoints

« Force updates to the FortiGate and FortiClient endpoints by generating new certificates
* FortiClient EMS manages individual client certificates

EMS Settings

t_ZTNaRcotCA. pen SUEEISTY
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ZTNA

FortiClient EMS has a default_ZTNARootCA certificate generated by default that the ZTNA CA uses to sign

CSRs from the FortiClient endpoints. Clicking the refresh button revokes and updates the root CA, forcing

updates to the FortiGate and FortiClient endpoints by generating new certificates for each client. FortiClient

EMS can also manage individual client certificates. You can also revoke the certificate that is used by the

endpoint when certificate private keys show signs of being compromised. Click Endpoint > All Endpoints,

select the client, and then click Action > Revoke Client Certificate.

Do not confuse the FortiClient EMS CA certificate (ZTNA) with the SSL certificate. The latter is the server

certificate that is used by FortiClient EMS for HTTPS access and fabric connectivity to the FortiClient EMS

server.
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store

and FortiGate

- Certificates > Personal > Certificates

* You can verify by CLI command on FortiGate
* diagnose endpoint record list <optional IP address>

FortiClient EMS Certificate Management (Contd)

* On Windows endpoints, FortiClient automatically installs certificates in the certificate

« Certificate information, such as certificate UID and SN, should match the information on FortiClient EMS

By-Fortidate # diagnose endpoint record list
[Record W1:

IF Address = 10.0.1.100

HAC Rodress = 00:50:56:al:1b:15

ORline Status! enline
Registration status: registared

On=net status: on-net

Gateway Interface: portd

Forticlient version: 7.0.0

AVDE version: 88.335

Forticlient app signature version: 18.143
gaticiisnt wdlnsrab A.SnZAne e

gEticlien
Host Nama: AD-Server
08 Type: WINGd

o8 varei

4-bit  (build $600)
Host Description:
Domain: trainingdD_training.lab
Last Login User: Admimistrater

owner:
Host Model: Vivars Virtual Platfoms
Host : Viware, Inc.

MAC 148t = 0050156 1aki391TAI00 50166 A2 1kDIAE;

T 20AEE T2 EEFRR4S RRD

an: Micrasaft Windous Baruer 2017 R} Standar

Cervificate

Garmrl | Ditls | Cartiestion Path

i Certicate nfsrmaation

8 spple stion pokes

tasued by: FCTCMEDIONDNO?E

T L e e

ZTNA
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In Windows, FortiClient automatically installs certificates in the certificate store. The certificate information in
the store, such as certificate UID and SN, should match the information on FortiClient EMS and FortiGate. To

locate certificates on other operating systems, consult the vendor documentation.

You can use the CLI command diagnose endpoint record list a to verify the presence of a

matching endpoint record, and information such as the client UID, client certificate SN, and EMS certificate
SN on the FortiGate. If any of the information is missing or incomplete, client certificate authentication might
fail because FortiClient cannot locate the corresponding endpoint entry.

This slide shows that client certificate information is synchronized with FortiGate.
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SSL Certificate-Based Authentication

* An endpoint obtains a client certificate when an it registers to FortiClient EMS

FortiClient automatically submits CSR request
FortiClient EMS signs and returns the client certificate
+ Certificate is stored in OS certificate store

By default:

+ Client certificate authentication is enabled on access proxy
* Empty certificate response is set to block
» Options can be configured on CLI only

config firewall access-proxy
edit <name>
set client-cert enable
set empty-cert-action block
end

* Currently, ZTNA supports the Microsoft Edge and Google Chrome browsers
F::RTINET

Training Institute
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Endpoint obtains a client certificate when it registers to FortiClient EMS. FortiClient automatically submits a
CSR request and the FortiClient EMS signs and returns the client certificate. This certificate is stored in the
operating system certificate store for subsequent connections. The endpoint information is synchronized
between FortiGate and FortiClient EMS. When an endpoint disconnects or is unregistered from FortiClient
EMS, its certificate is removed from the certificate store and revokes on FortiClient EMS. The endpoint
obtains a certificate again when it reconnects to the FortiClient EMS.

By default, client certificate authentication is enabled on the access proxy, so when FortiGate receives the
HTTPS request, the FortiGate WAD process challenges the client to identify itself with its certificate. The
FortiGate makes a decision based on specific possibilities.

If the client responds with the correct certificate that the client UID and certificate SN can be extracted from:
» If the client UID and certificate SN match the record on FortiGate, the client is allowed to continue with the

ZTNA proxy rule processing.
« If the client UID and certificate SN do not match the record on FortiGate, the client is blocked from further

ZTNA proxy rule processing.
If the client cancels and responds with an empty client certificate, the client is allowed to continue with ZTNA

proxy rule processing when you can set empty-cert-action to accept. If empty-cert-action is set
to block, FortiGate blocks the client from further ZTNA proxy rule processing.
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ZTNA HTTPS Access Proxy

« HTTPS access proxy works as a reverse proxy
+ Verifies user identity, device identity, and trust context before granting access

* To deploy ZTNA, you need the following:

« HTTPS access proxy works as a reverse proxy

» FortiClient endpoint e
[ = e
+ FortiClient EMS — ==
. FortiGate ‘ L
» FortiClient EMS connector :
+ ZTNA server z Web server
+ ZTNA rule 100.64.1.254 10.0.1.254 10.01.6
. Aut.hegtlc;_a:ion (ophor;;al) FortiGate
APHEL PIDST ahabia (Access Proxy)
Access Proxy VIP: ! \E‘
100.64.1.10:8443 i @
webserver.demo.com [

FortiClient EMS
10.0.1.10
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The FortiGate HTTPS access proxy works as a reverse proxy for the HTTP server. When a client connects to
a web page hosted by the protected server, the address resolves to the FortiGate access proxy VIP
(100.64.1.10:8443), as shown on this slide. FortiGate proxies the connection and takes steps to
authenticate the device. It prompts the user for the endpoint certificate on the browser, and verifies this
against the ZTNA endpoint record that is synchronized from the FortiClient EMS.

To enable ZTNA on the GUI, you must click System > Feature Visibility, and then enabling Zero Trust
Network Access.

ZTNA configuration on FortiGate requires the following configuration:

» FortiClient EMS adds a fabric connector in the Security Fabric. FortiGate maintains a continuous
connection to the EMS server to synchronize endpoint device information, and also automatically
synchronizes ZTNA tags. You can create groups and add tags to use in the ZTNA rules and firewall
policies.

+ The ZTNA server defines the access proxy VIP and the real servers that clients connect to. You can also
enable authentication.

* A ZTNA rule is a proxy policy used to enforce access control. You can define ZTNA tags or tag groups to
enforce zero-trust role-based access. You can configure security profiles to protect this traffic.

You can also configure authentication to the access proxy. ZTNA supports basic HTTP and SAML methods.
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« ZTNA server « ZTNA rule
 Policy & Objects > ZTNA > ZTNA Rules

ZTNA Rules ZTNA Servers ZTNA Tags

13

1001250

Port 443
Status Standdy Disable
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After you configure FortiClient EMS as the fabric connector and you sync ZTNA tags with FortiGate, you must
create a ZTNA server or access proxy. The access proxy VIP is the FortiGate ZTNA gateway that clients
make HTTPS connections to. The service and server mappings define the virtual host matching rules and the
real server mappings of the HTTPS requests.

A ZTNA rule is a proxy policy used to enforce access control. You can define ZTNA tags or tag groups to
enforce zero-trust role-based access. To create a rule, type a rule name, and add IP addresses and ZTNA
tags or tag groups that are allowed or blocked access. You also select the ZTNA server as the destination.
You can also apply security profiles to protect this traffic.

Note that UTM processing of the traffic happens at the ZTNA rule.
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ZTNA HTTPS Access Proxy With Basic Authentication

* You can add authentication to the access proxy

TTHA Allow-All

* Requires authentication scheme and authentication rule i - —

2

« To authenticate proxy-based policies 1 Remote- Endpvints

+

= ITNA-webserver

Aot © b

Remote Authentication Server
152.168.20.6
port3 =l
/ Web server
100.64.1.253 192.168.20.5

FortiGate _ i

Access Prox )

AccessProxy VIP: 12 _
100.64.1.10:9443 ‘ —J 192.168.20.10

webserver.demo.com N F

FortiCiient EMS
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You can add authentication to the access proxy, which requires you to configure an authentication scheme
and authentication rule on the FortiGate CLI. You use authentication schemes and authentication rules to
authenticate proxy-based policies, similar to configuring authentication for explicit and transparent proxy.

The authentication scheme defines the method of authentication that is applied. ZTNA supports basic HTTP
and SAML methods. Each method has additional settings to define the data source. For example, with basic
HTTP authentication, a user database can reference an LDAP server, RADIUS server, local database, or
other supported authentication servers that the user is authenticated against.

The authentication rule defines the proxy sources and destinations that require authentication, and which
authentication scheme to apply. ZTNA supports the active authentication method. The active authentication
method references a scheme where users are actively prompted for authentication, as they are with basic
authentication. After the authentication rule triggers the method to authenticate the user, a successful
authentication returns the groups that the user belongs to.

In the ZTNA rule and proxy policy, you can define a user or user group as the allowed source. Only users that
match that user or group are allowed through the proxy policy. This slide shows the ZTNA rule example that
user group ZTNAaccess_group was added to the authentication configuration after the authentication
scheme and authentication rule were added to FortiGate.
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ZTNA TCP Forwarding Access Proxy

« TCP forwarding access proxy demonstrates an HTTPS reverse proxy that forwards TCP
traffic to the resource

« TCP forwarding access proxy:
» Tunnels TCP traffic between the client and FortiGate over HTTPS
» Forwards the TCP traffic to the protected resource

HTTPS TCPIRDP - -
B o | -
SETE
S THATHL \ @

Winserver FortiClient EMS

10.88.0.1
Remote Endpoint FortiGate TCP/SSH

(Access Proxy) ﬁ
Access Proxy VIP:

10.0.3.11:8443

FortiAnalyzer
amn 10,88.0.2
F=--HT||'|ET © Fortinet Inc. All Rights Reserved. 18

Training Institute

In the example shown on this slide, a TCP forwarding access proxy (TFAP) is configured to demonstrate an
HTTPS reverse proxy that forwards TCP traffic to the designated resource. The access proxy tunnels TCP
traffic between the client and FortiGate over HTTPS, and forwards the TCP traffic to the protected resource. It
verifies user identity, device identity, and trust context, before granting access to the protected source.

RDP access is configured to Winserver, and SSH access to FortiAnalyzer. The topology shown on this slide
uses IP address 10.0.3.11 and port-8443 for the external access proxy VIP.

You can also add authentication and a security posture check for TCP Forwarding Access Proxy, which you
learned about earlier in this lesson.
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ZTNA SSH Access Proxy

« Advantages over TCP forwarding access proxy:
+ Establishing device trust context with user identity and device identity checks
« Applying SSH deep inspection to the traffic through the SSH related profile
» Performing optional SSH host-key validation of the server
» Using one-time user authentication to authenticate the ZTNA SSH access
proxy connection and the SSH server connection

i}

port1 port3

SSH

« ZTNA supports SSH access proxy to provide seamless SSH connection

server

——

Remote Endpoint

' 100.64.1.22-163-20.5

FortiGate
(Access Proxy)

Access Proxy VIP:

192.168.20.20

i

|
I ,
“~._ Authentication server
192:168.20.1

ZTNA

100.64.1.10:443 Q@‘
FortiClient EMS

192.168.20.10
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You can configure ZTNA with an SSH access proxy to provide a seamless SSH connection to the server.

Advantages of using an SSH access proxy instead of a TCP forwarding access proxy include:
+ Establishing device trust context with user identity and device identity checks

» Applying SSH deep inspection to the traffic through the SSH related profile

+ Performing optional SSH host-key validation of the server

+ Using one-time user authentication to authenticate the ZTNA SSH access proxy connection and the SSH
server connection

To act as a reverse proxy for the SSH server, FortiGate must perform SSH host-key validation to verify the
identity of the SSH server. FortiGate does this by storing the public key of the SSH server in its SSH host-key
configurations. When endpoint makes a connection to the SSH server, if the public key matches one that is
used by the server, then the connection is established. If there is no match, then the connection fails.
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ZTNA IP/MAC-Based Access Control
+ ZTNA IP/MAC-based access control
enhances security when endpoints are
physically on the corporate network O
Name @ Block-Malicious
« Use ZTNA tags to control access  porta
Dutpaing Interface ™ portl -
* IPIMAC-based access control focuses on @l x
access for remote Users IPMALC Based Access Contral @ 5 FCTEMS_ALL_FORTICLOUD SEF X
* This mode does not require the use of Dasteton gl . $
the access proxy, and only uses ZTNA Schecie  ohwar -
tags for access control v @Al ‘ *
Action « ALCEPT m
& Log Violation Traffic
Comments Wit 1023
Enabde this policy &€
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ZTNA IP/MAC-based access control enhances security when endpoints are physically located on the
corporate network, whereas ZTNA access proxy focuses on access for remote users. IP/MAC-based access
control combines IP/MAC with ZTNA tags for identification and security posture check, to implement role-
based zero-trust access. Firewall policies are configured that use ZTNA tags to control access between on-
net devices and an internal webserver. This mode does not require the use of the access proxy, and only
uses ZTNA tags for access control.

The example firewall policy on this slide uses the existing tag to control access. Traffic is denied to the
internet when the FortiClient endpoint is tagged with FCTEMS_ALL_FORTICLOUD_Malicious.
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+ Endpoint posture changes trigger active ZTNA proxy sessions to be re-verified
« Terminates session if the endpointis no longer complaint with the ZTNA policy

+ FortiGate monitors changes to the endpoint tags, when FortiGate detects change:
« The endpoint’s active session must revaluate again to match the ZTNA policy before a data can pass

|
\ | : |
L port3
\ RDP server
/ 192.168.20.20
Remote Endpoint 100.64.1.253 192.168.20.5
Zero Trust Tags AV-snabled FortiGate
e (Access Proxy) s
1
AccessProxy VIP: \:: :
100.64.1.10:443 .x@

FortiClient EMS
F::ERTINET 192.168.20.10 y
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Endpoint posture changes trigger active ZTNA proxy sessions to be re-verified and terminated if the endpoint
is no longer compliant with the ZTNA policy. The FortiGate monitors changes to the endpoint tags that are
updated by FortiClient EMS. When a change is detected, the endpoint's active ZTNA sessions must match the
ZTNA policy again before data can pass.

Note that changes to the ZTNA policy, such as changing the ZTNA tag matching logic, will also trigger re-
verification of the client device against the policy.

In the example on this slide, a ZTNA rule is configured to allow access for endpoints that have the AV-
enabled tag. After an RDP sessions is established, Windows antivirus is disabled on the remote endpoint. The
FortiGate re-verifies the session and the active RDP session is removed from the FortiGate session table,
causing the RDP session to be disconnected.
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Knowledge Check

1. Which component issues and signs the client certificate?
YA FortiClient EMS
B. FortiClient

2. Which internet browser supports Fortinet ZTNA?
A. Firefox
+'B. Chrome
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Lesson Progress

/  ZTNA Introduction

ZTNA

) Comparing ZTNA to SSL and IPSec
VPN
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Good job! You now understand key ZTNA concepts and how to configure ZTNA

Now, you will compare ZTNA to SSL and IPsec VPN.
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Comparing ZTNA to SSL and IPSec VPN

Objectives

» Describe the differences between SSL VPN, IPsec VPN, and
ZTNA access

* Understand the evolution of teleworker remote access with
ZTNA
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding the evolution of remote access with ZTNA, you will be able to
migrate from VPN to ZTNA HTTPS access proxy.
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Comparing SSL VPN, IPsec VPN, and ZTNA Access
| PseeVPN | SSLVWN | __ZINA_____

Tunnel type: IPsec tunnel only Session-based OR tunnel Session-based only

FortiClient and FortiGate Browser and FortiGate Browser and
FortiGate and FortiGate FortiClient and FortiGate FortiGate

Configured FortiGate and compatible third- FortiGate (SSL Client) and FortiClient and
between: party IPsec VPN gateway FortiGate (SSL Server) FortiGate (TCP
FortiGate and compatible third- forwarding access)
party IPsec VPN clients
IPsec client HTTPS web page on FortiGate HTTPS hostname or
FortiClient IP and port number

FortiGate (SSL Client)

Log in through:

FortiClient (TCP
forwarding access)
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How are SSL VPN and ZTNA access different from IPsec VPNs?

SSL and TLS are commonly used to encapsulate and secure e-commerce and online banking on the internet
(HTTP). SSL VPNs and ZTNA use a similar technique, and support non-HTTP protocol encapsulation as well.
SSL resides higher up on the network stack than IP and, therefore, it usually requires more bits—more
bandwidth—for SSL VPN headers. In comparison, IPsec uses some different methods to provide
confidentiality and integrity. The primary protocol used in IPSec is ESP, which encapsulates and encrypts
UDP, RDP, HTTP, or other protocols inside the IPsec tunnel.

IPSec is also an industry-standard protocol that can work with multiple vendors and supports peers that are
devices and gateways—not just user clients with FortiGate only, like SSL VPN or ZTNA does.

The client software is also different. In an SSL VPN or ZTNA, your web browser might be the only client
software you need. You can go to the FortiGate SSL VPN portal (an HTTPS web page) and then log in.
Alternatively, you can install FortiClient or configure FortiGate as an SSL VPN client. In comparison, to use
IPsec VPN, install special client software or have a local gateway, such as a desktop model FortiGate, to
connect to the remote gateway. You might also need to configure firewalls between VPN peers to allow IPsec
protocols.
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Comparing SSL VPN, IPsec VPN, and ZTNA Access (Contd)

sy stancar

Ease of use * Requires installation

(Configuration): * Flexible setup

*+ Mesh and star topologies

* For clients or peer
gateways
Performance based: |IPsec
encryptography is faster in
FortiOS

Office-to-office traffic
Data centers

Better for:

Attack surface .
protection

Traditional perimeter
protection:
+ Defends against external
threats only
* Doesn’'t address threat
inside the network
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Vendor specific

» Does not require installation
» Simpler setup
+ Client-to-FortiGate
* FortiGate-to-FortiGate
No user-configured settings
Technical support less
requested

Provides flexibility tunnel-mode or
session-based access

» Traditional perimeter
protection:
+ Defends against external
threats only
Doesn't address threat
inside the network
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Vendor specific

» Does not require
installation
+ Simpler setup
*  Only client-to-
FortiGate
» No user-configured
settings
= Technical support
less requested

Session-based access only

» zero-trust philosophy
* No one inside or
outside should be
trusted
+ Based on identity
authentication

ZTNA
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After you log in, the SSL VPN connects your computer to your private network. No user-configured settings
are required, and firewalls are typically configured to allow outgoing HTTP, so technical support calls are less
likely. Simplicity makes ZTNA and SSL VPN ideal for non-technical users, or users who connect from public
computers, such as those found in public libraries and internet cafés. ZTNA takes this a step further and
makes it easier for administrators to perform device compliance checks and configuration. ZTNA also
provides an additional authentication mechanism for access control without any interaction required from the

end user.

ZTNA follows the zero-trust philosophy to protect the attack surface that states no one inside or outside the
network should be trusted unless their identification has been thoroughly checked. zero-trust also assumes
that every attempt to access the network or an application is a threat.

Both IPSec and SSL VPN are traditional perimeter-based security approach that only distrusts factors outside
the existing network and fail to address threats that already exist within the network.
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Moving to ZTNA From SSL VPN

* You can migrate teleworking configurations that use SSL VPN tunnel or web portal mode
access to ZTNA with HTTPS access proxy

]
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' Web server&
S3L VP ey AD/LDAP server
100.64.1.253:10443

192.1€8.20.6

SSLVPN Web access:
https://100.64.1.253:10443
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You can use ZTNA to replace VPN-based teleworking solutions. The example on this slide shows that you
can migrate teleworking configurations that use SSL VPN tunnel or web portal mode access to ZTNA with
HTTPS access proxy, and continue to use the same authentication server and groups to authenticate your
remote users.

In addition, by integrating with FortiClient EMS, you can also ensure that FortiGate performs device
identification is using client certificates, and checks the security posture before allowing the remote user into
the website. This provides granular control over who can access the web resource using role-based access
control. It also gives the user transparent access to the website using only their browser. You can even
configure ZTNA IP/MAC filtering mode for on-fabric devices to provide similar access control while users are
on the network.
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Knowledge Check

1. Which remote access solution proxies HTTP and TCP over a secure HTTPS
connection?
YA ZTNA
B. IPSec

2. What does FortiClient EMS integration ensure?
+ A. Device identification
B. User identification
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) Comparing ZTNA to SSL and IPSec
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.

FortiGate Infrastructure 7.2 Study Guide 189



ZTNA

DO NOT REPRINT

EODRTINIET

JIN T TN o —
Review
v Understand the benefits and fundamentals of ZTNA
v Understand how to establish device identity and trust
v Understand SSL certificate-based authentication
v Configure ZTNA access on FortiOS
v Describe types of ZTNA configuration
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned about how to configure and use ZTNA.
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In this lesson, you will learn how to configure and use SSL VPNs. SSL VPNs are an easy way to give remote
users access to your private network.
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~ SSLVPN Deployment Modes

~ Configuring SSL VPNs

'Monitoring and Troubleshooting
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In this lesson, you will learn about the topics shown on this slide.

FortiGate Infrastructure 7.2 Study Guide 192



SSL VPN

DO NOT REPRINT

N —

SSL VPN Deployment Modes

Objectives
« Describe the differences between SSL VPN modes

F::RTINET

Training Institute

After completing this section, you should be able to achieve the objective shown on this slide. By
demonstrating competence in understanding the different ways FortiGate allows SSL VPN connections, you
will be able to better design the configuration of your SSL VPN.
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* Tunnel mode ' VPN > SSL VPN Portals |

« Accessed through a FortiClient Edit SSLVPN Portal
« Requires a virtual adapter on the client host Mame full-access
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+ Web mode
» Requires only a web browser | et oo cien
+ Supports a limited number of protocols: ' =
+ FTP, HTTP/HTTPS, RDP, SMB/CIFS, SSH, o
Telnet, VNC, and Ping aRa—_ =
B Restrict to Specific 08 Versions
B Web Mode

config vpn ssl web portal

edit <portal-name>
set jtunnel-mode | [enable|disable]
set Iweb—mode [enable|disable]

end
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There are two modes you can use to access an SSL VPN. Both can build an SSL VPN connection, but they
don’t support the same features.

Which should you choose?

It depends on which applications you need to send through the VPN, the technical knowledge of your users,
and whether or not you have administrative permissions on their computers.

Tunnel mode supports the most protocols, but requires the installation of a VPN client, or more specifically, a
virtual network adapter. To tunnel traffic using the virtual adapter, you must use the FortiClient remote access
feature or FortiClient VPN-only client.

Web mode requires only a web browser, but supports a limited number of protocols.
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Web mode is the simplest SSL VPN mode.

Like you would with any other HTTPS website, you simply log in to the SSL VPN portal web page on
FortiGate. It acts like a server-side reverse proxy, or a simple secure HTTP/HTTPS gateway, that connects
you with the applications on the private network.

The Bookmarks section on the SSL VPN Portal page contains links to all or some of the resources available
for the user to access. The Quick Connection widget allows users to type the URL or IP address of the
server they want to reach. A web SSL VPN user makes use of these two widgets to access the internal
network. The main advantage of web mode is that it does not usually require you to install extra software.

Web mode has two main disadvantages:

* All interaction with the internal network must be done using the browser exclusively (through the web
portal). External network applications running on the user’'s PC cannot send data across the VPN.

* This a secure HTTP/HTTPS gateway mechanism that doesn’t work for accessing everything, but just few
popular protocols, such as HTTP, FTP, and Windows shares.
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1. Remote users connect to the SSL VPN portal—HTTPS web page on FortiGate

2. Users authenticate
3. Users access resources through the Quick Connection launcher or Bookmarks

~ R _.. .;_._-_ --I' 2
=~ R @' - By Quick marks ]

= = TTTPSto SSLVPN Portal jauncher or BQOK

SSL-VPN Portal

HTTPHTTPS FTP

SMB/CIFS VNE Telnet
SFTP Ping

=-=HTInET © Fortinet Inc. All Rights Reserved.

Training Institute

CORTINET
O ihNC L

How does web mode work?

1. Remote users establish a secure connection between the SSL security in the web browser and the
FortiGate SSL VPN portal, using HTTPS.
Once connected, users provide credentials in order to pass an authentication check.

whn

access.

Different users can have different portals with different resources and access permissions. Also notice the
source IP seen by the remote resources is FortiGate’s internal IP address and not the user’s IP address.
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+ Connect to FortiGate through FortiClient

* Tunnel is up only while the SSL VPN client is connected

+ FortiClient adds a virtual network adapter called fortissl
* FortiGate establishes the tunnel

+ Assigns a virtual IP address to the client from a pool of reserved addresses
= All traffic is encapsulated with SSL/ TLS

* Advantage:
= Any IP network application on the client can send traffic through the tunnel
« Disadvantage:

+ Requires the installation of a VPN client
http://www.forticlient.com/

FortiClient

Next Generation Endpoint Protection

F::RTINET
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Tunnel mode is the second option FortiGate provides to access resources within an SSL VPN.

Tunnel mode requires FortiClient to connect to FortiGate. FortiClient adds a virtual network adapter identified
as fortissl to the user's PC. This virtual adapter dynamically receives an IP address from FortiGate each

time FortiGate establishes a new VPN connection. Inside the tunnel, all traffic is SSL/TLS encapsulated.
The main advantage of tunnel mode over web mode is that after the VPN is established, any IP network

application running on the client can send traffic through the tunnel. The main disadvantage is that tunnel
mode requires the installation of a VPN software client, which requires administrative privileges.
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Tunnel Mode (Contd)

1. Remote users connect to the SSL VPN gateway through the SSL VPN client
2. Users authenticate

3. The virtual adapter creates the tunnel

4. Users access resources through an encrypted tunnel (SSL/TLS)

F::RTINET

Training Institute
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How does tunnel mode work?

1. Users connect to FortiGate through FortiClient.
. Users provide credentials to successfully authenticate.
3. FortiGate establishes the tunnel and assigns an IP address to the client’s virtual network adapter
(fortissl). This is the client’s source IP address for the duration of the connection.
4. Then, users can access services and network resources through the encrypted tunnel.

FortiClient encrypts all traffic from the remote computer and sends it over the SSL VPN tunnel. FortiGate

receives the encrypted traffic, de-encapsulates the IP packets, and forwards them to the private network as if
the traffic originated from inside the network.
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Tunnel Mode—FortiGate as Client

« Connect to server FortiGate device as SSL VPN client
- Use SSL VPN Tunnel interface type
- Devices connect to client FortiGate device can access the resources behind server FortiGate

* Tunnel establishes between two FortiGate devices
» Hub-and-spoke topology
- Client FortiGate dynamically adds route to remote subnets
+ Assigns a virtual IP address to the client FortiGate device from a pool of reserved addresses

+ Advantage:

« Any IP network application on the user machines connect to client FortiGate device can send traffic
through the tunnel

+ Useful to avoid issues caused by intermediate devices, such as:
« ESP packets being blocked.
» UDP ports 500 or 4500 being blocked.

« Fragments being dropped, causing IKE negotiation that uses large certificates to fail if the peer does not
support IKE fragmentation.

* Disadvantage:
» Requires proper CA certificate on SSL VPN Server FortiGate
» SSL VPN Client FortiGate user uses PSK and PKI client certificate to authenticate

F:=RTINET

Training Institute
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The FortiGate can be configured as an SSL VPN client, using an SSL-VPN Tunnel interface type. When an
SSL VPN client connection is established, the client dynamically adds a route to the subnets that are returned
by the SSL VPN server. Policies can be defined to allow users that are behind the client to be tunneled
through SSL VPN to destinations on the SSL VPN server.

This setup provides IP-level connectivity in tunnel mode and allows hub-and-spoke topologies to be
configured with FortiGates as both the SSL VPN hub and spokes. This can be useful to avoid issues caused
by intermediate devices, such as:
+ ESP packets being blocked.
* UDP ports 500 or 4500 being blocked.
* Fragments being dropped, causing IKE negotiation that uses large certificates to fail if the peer
does not support IKE fragmentation.

If the client specified destination is all, a default route is effectively dynamically created on the SSL VPN client,
and the new default route is added to the existing default route in the form of ECMP. You can modify route’s
distance or priority according to your requirements. To avoid a default route being learned on the SSL VPN
client, on the SSL VPN server define a specific destination. Split tunneling is used so that only the destination
addresses defined in the server's firewall policies are routed to the server, and all other traffic is connected
directly to the internet.

This configuration requires proper CA certificate installation as the SSL VPN client FortiGate/user uses PSK

and a PKI client certificate to authenticate. The FortiGate devices must have the proper CA certificate installed
to verify the certificate chain to the root CA that signed the certificate.
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Tunnel Mode—FortiGate as Client (Contd)

1. SSL VPN client FortiGate initiates connection to SSL VPN server FortiGate
2. SSL VPN client FortiGate uses PSK(local user account) and PKI client to authenticate

3. The virtual SSL VPN tunnel interface creates the tunnel
« |P address assigned from SSL VPN server FortiGate
* Route is added to client to access subnets on remote FortiGate

4. User’s devices access resources through an encrypted tunnel (SSL/TLS)
™

= Branch Office/Home HQ/Company
o FortiGate FortiGate

SSL-VPNClient SSL-VPN Server

Virtuzl Interface: sslelient_port

Remote Resources

- _/
F:_=Hrlnéﬁer‘s Devices

Training Institute
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How does tunnel mode work when FortiGate is configured as client?

1. Client FortiGate connects to server FortiGate using SSL/TLS
Client FortiGate provides credentials to successfully authenticate. It includes both PSK (local or remote

user account) and PKI (certificate) accounts.
3. Server FortiGate establishes the tunnel and assigns an IP address to the client’s virtual network adapter.

This is the client’s source IP address for the duration of the connection.
4. Then, users can access services and network resources through the encrypted tunnel behind client
FortiGate.

SSL VPN client FortiGate device encrypts all traffic from the remote computer and sends it over the SSL VPN

tunnel. SSL VPN server FortiGate receives the encrypted traffic, de-encapsulates the IP packets, and
forwards them to the private network as if the traffic originated from inside the network.
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Tunnel Mode—Split Tunneling
+ Disabled:
« All traffic routes through an SSL VPN tunnelto a remote FortiGate, then to the destination. This includes
internet traffic

= An egress firewall policy is required
+ Traffic inspection and security features can be applied

* Enabled:
+ Only traffic destined for the private network is routed through the remote FortiGate
+ Internet traffic uses the local gateway; unencrypted route
+ Conserves bandwidth and alleviates bottlenecks
« There is no traffic inspection by FortiGate

~g q'| .:.
A =[S

‘ 2 B
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Tunnel mode also supports split tunneling.

When split tunneling is disabled, all IP traffic generated by the client’'s computer—including internet traffic—is
routed across the SSL VPN tunnel to FortiGate. This sets up FortiGate as the default gateway for the host.
You can use this method in order to apply security features to the traffic on those remote clients, or to monitor
or restrict internet access. This adds more latency and increases bandwidth usage.

In a FortiGate (client) to FortiGate (server) setup, a default route is effectively dynamically created on the SSL
VPN client FortiGate, and the new default route is added to the existing default route in the form of ECMP.
The following options are available to configure routing:

+ To make all traffic default to the SSL VPN server and still have a route to the server's listening
interface, on the SSL VPN client, set a lower distance for the default route that is learned from the
server.

* To include both default routes in the routing table, with the route learned from the SSL VPN server
taking priority, on the SSL VPN client, set a lower distance for the route learned from the server. If
the distance is already zero, then increase the priority on the default route.

When split tunneling is enabled, only traffic that is destined for the private network behind the remote
FortiGate is routed through the tunnel. All other traffic is sent through the usual unencrypted route. There is no
traffic inspection by FortiGate.

Split tunneling helps to conserve bandwidth and alleviates bottlenecks.
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Knowledge Check

1. A web-mode SSL VPN user connects to a remote web server. What is the source IP
address of the HTTP request the web server receives?
A.  The remote user IP address

+'B. The FortiGate device internal IP address

2. Which statement about tunnel-mode SSL VPN is correct?
< A. It supports split tunneling.
B. It requires bookmarks.

3. Aweb-mode SSL VPN user uses to access internal network resources.
< A bookmarks
B. FortiClient

F::RTINET
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Lesson Progress

v SSL VPN Deployment Modes

O Configuring SSL VPNs

| Monitoring and Troubleshooting
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Good job! You now understand the SSL VPN operation modes supported by FortiGate.

Now, you will learn about how to configure SSL VPNs.
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Configuring SSL VPNs

Objectives
» Define authentication for SSL VPN users
+ Configure SSL VPN portals

Configure SSL VPN settings
+ Define firewall policies for SSL VPNs

Configure client integrity check

F::RTINET
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in configuring the SSL VPN settings on FortiGate, you will be able to better
design the architecture of your SSL VPN tunnels.
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Configuring SSL VPN—User as Client
1. Set up user accounts and groups for remote SSL VPN users
2. Configure SSL VPN portals
3. Configure SSL VPN settings
4. Create a firewall policy to and from the SSL VPN interface
« Accepts and decrypts packets
= Allows traffic from SSL VPN clients to the internal network and the reverse
5. Optionally:
« Create a firewall policy to allow SSL VPN traffic to the internet:
» Useful to allow all clients' traffic through FortiGate to Internet when split tunneling
is disabled
* FortiGate can be used to apply security profiles
F::ERTINET . . 5
Training Institute © Fortinet Inc. All Rights Reserved. 15

To configure SSL VPN, you must take these steps:
1.

2.
3.
4

5.

Configure user accounts and groups.

Configure the SSL VPN portal.

Configure SSL VPN settings.

Create a firewall policy to accept and decrypt packets. This policy is also used to provide access to
internal networks.

Optionally, configure a firewall policy to allow traffic from the SSL VPN client to the internet and apply
security profiles. User traffic will go to the internet through FortiGate, where you can monitor or restrict
client access to the internet.

The first step is to create the accounts and user groups for the SSL VPN clients.

All FortiGate authentication methods, with the exception of remote password authentication using the Fortinet
Single Sign-On (FSSO) protocol, can be used for SSL VPN authentication. This includes local password
authentication and remote password authentication (using the LDAP, RADIUS, and TACACS+ protocols).

Some steps can be configured in a different order than what is shown on this slide.
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Configure the SSL VPN Portal

Mame 2 Tunnel Mode 2 ‘Web Mode % — Spin tonneling
full-access @ Enabled @ Enabled
tunnel-access © Enabled O Disabled
web-access O Disabled S Enabled
- SSL VPN portals determine the access profiles |~ ==

« Configure portals for different user or groups

« SSL VPN portals can operate in:

+ Tunnel mode
= Activate split tunneling in the Enable Split Tunneling
option

= Assign an IP address to the end user virtual network
adapter in Source IP Pool: fortissl

+ Web mode

+ Use direct connection or bookmarks to several
applications such as: FTP, HTTP/HTTPS, RDP,
SMB/CIFS, SSH, TELNET, VNC

F::RTINET
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The next step is to configure the SSL VPN portal(s). An SSL VPN portal contains tools and resource links for
the users to access.

In tunnel mode, when you enable split tunneling, you need to select either Enabled Based on Policy
Destination or Enabled for Trusted Destination setting, which usually specifies networks behind the
FortiGate for the SSL VPN users to access. Enabled Based on Policy Destination allows client traffic in
which destination is matched with the destination configured on the SSL VPN firewall policy where as
Enabled for Trusted Destination allows client traffic that does not match the explicitly trusted destination.

Also, for tunnel mode you need to select an IP pool for users to acquire an IP address when connecting.
There is a default pool available within the address objects if you do not create your own.

If you enable web mode, you can customize the SSL VPN portal and preconfigure bookmarks to appear for all

users who log in to the SSL VPN portal. Also, you can individually configure and link each portal to a specific
user or user group, so they have access to only required resources.
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Configure SSL VPN Settings

_ » FortiGate interface for SSL VPN portal:

» Default portis 443

» By default, the admin GUI interface and the
SSL VPN portal use same HTTPS port

S5L-VPN Settings

Connection Scttings @
Enabie SSL-VPN a Advised to use different interfaces for admin GUI
Vs kst — = accessand SSL VPN portal

+ » If both services use the same interface and port,
Listenon Port 10443 only the SSL VPN portal appears

o Web mode acoess will LN_ listening at
hittps://10.200,1.1:1044

* Restrict access to known hosts
e e A SSL VPN time out:
Aerphobled oo bttt it « Default idle: 300 sec (5 min)
Digital server certificate:
« Self-signed certificate used by default

Server Certificate ¥ Fortinet_Factory

Create Certificate

+ To avoid browser security warnings, use a
« | certificate issued by a public CA, generate a
1000 Seconds trusted certificate or install the self-signed
Require Client Certificate (O Cert!flt‘,ate on a“ C|ien13
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After you configure the SSL VPN portal, the next step is to configure the SSL VPN settings.

Let’s start with the Connection Settings section. Here, you need to map a FortiGate interface to the SSL
VPN portal. The default port for the SSL VPN portal is 443. This means users need to connect to the IP
address of the FortiGate interface mapped to the SSL VPN portal, using port443 HTTPS. If you enable
Redirect HTTP to SSL VPN, users who connect using HTTP (TCP port 80) will be redirected to HTTPS.

Port 443 is the standard default port for administration of the HTTPS protocol. This is convenient because
users do not need to specify the port in their browsers. For example, https://www.example.com/
automatically uses port443 in any browser. This is considered a valid setup on FortiGate because you usually
don’t access the SSL VPN login through every interface. Likewise, you generally don’t enable administrative
access on every interface of your FortiGate. So, even though the ports may overlap, the interfaces that each
one uses to access may not. However, if the SSL VPN login portal and HTTPS admin access both use the
same port, and are both enabled on the same interface, only the SSL VPN login portal will appear. To have
access to both portals on the same interface, you need to change the port number for one of the services. If
you change the administrator access port, this will affect the port number for that service on all interfaces.

Also, an inactive SSL VPN is disconnected after 300 seconds (5 minutes) of inactivity. You can change this
timeout using the Idle Logout setting on the GUI.

Finally, like other HTTPS websites, the SSL VPN portal presents a digital certificate when users connect. By
default, the portal uses a self-signed certificate, which triggers the browser to show a certificate warning. To
avoid the warning, you should use a digital certificate signed by a publicly known certificate authority (CA).
You can also generate a certificate for interface. Alternatively, you can load the FortiGate self-signed digital
certificate into the browser as a trusted authority.
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Configure SSL VPN Settings (Contd)

* Define the IP range for the SSL VPN
+ |IPs are assigned to clients’ virtual adapters while joined to VPN
= |P allocation has two methods:
= First-available (default) or Round robin
= CLl only
conf vpn ssl settings
set tunnel-addr-assigned-method first-available/round-robin

end

* Resolve names by DNS server iy
« Use internal DNS if resolving internal domain names
« Optionally, resolve names by WINS servers

« Specify authentication portal mapping
« Specify portals for each user or group
« Define portal for all other users or groups
= It cannot be deleted

Fi:RTINET o ”
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Define the tunnel-mode client settings and the authentication rules that map users to the appropriate portal.

When users connect, the tunnel is assigned an IP address. You can choose to use the default range or create
your own range. The IP range determines how many users can connect simultaneously. There are two IP
allocation methods and only available in CLI as shown in the slide:

+ First-available (default setting)

* Round robin

Please note when round-robin is used, address pools defined in web portal is ignored, and the tunnel-ip-
pools or tunnel-ipv6-pools under ss1 vpn setting must be set. Only one set of IP pool address is

allowed.

DNS server resolution is effective only when the DNS traffic is sent over the VPN tunnel. Generally, this will
be the case only when split tunnel mode is disabled and all traffic is being sent from the user’'s computer
across the tunnel.

Finally, you can allow different groups of users to access different portals. In the example shown on this slide,
teachers have access only to the web portal. Accountants can use FortiClient to connect in tunnel mode.
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« Listens for connections to the SSL
VPN portal

+ ssl.<vdom_name> policy enables
portal with user authentication

* The selected Incoming Interface
is the SSL VPN virtual interface
+ Example: ssl.root for root VDOM

+ Passes decrypted traffic to the
selected Outgoing Interface
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Firewall Policies to and from SSL VPN Interface

Name @
Incoming Interface
Qutgoing Interface

Source

Destination

Schedule

Service

Action

© Fortinet Inc. All Rights Reserved.

SSL-VPN

(=1 SSL-VPN tunnel interface (ssl.roo =

™ port3

L3 5SLVPN_TUNNEL_ADDR1 x

B Accountants x

B= SSL_VPN_USERS

&2 Teachers ®
+

& LOCAL SUBNET x
+

@ always

@ ALL x
+

V- as3al @ DENY

The fourth, and last, mandatory step involves creating firewall policies for logging on.

SSL VPN traffic on FortiGate uses a virtual interface called ss1.<vdom name>. Each virtual domain (VDOM)
contains a different virtual interface based on its name. By default, if VDOMs are not enabled, then the device

operates with a single VDOM called root.

To activate and successfully log in to the SSL VPN, there must be a firewall policy from the SSL VPN

interface to the interface to which you want to allow access for the SSL VPN users, including all of the users

and groups that can log in as the source. Without a policy like this, no login portal is presented to users.

If there are resources behind other interfaces that users need access to, then you need to create additional

policies that allow traffic from ss1.root to exit those interfaces.
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Users:
- Accountants
- Teachers
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Example: Access to Resources

- All traffic generated by the user exits through the ss1.<vdom name> interface
« Applies to both web and tunnel mode

Database

internal

© Fortinet Inc. All Rights Reserved.
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Any traffic from SSL VPN users, whether in web portal or tunnel mode, exits from the ss1.<vdom name>

interface.

This slide shows an example of firewall policies that are configured to allow access to resources behind other
interfaces that users need access to when connected through SSL VPN.

Optionally, if split tunneling is disabled, you need to create an additional firewall policy from ss1.root to the
egress interface to allow clients access to the internet.

You can also apply security profiles to this firewall policy to restrict user access to the internet.
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Configuring SSL VPN—FortiGate as Server

« SSL VPN Server FortiGate

1. Set up user accounts and groups for remote SSL VPN users
= Create two accounts: local/remote and PKI
* Require clients to authenticate using their certificates as well as username and password
2. Configure SSL VPN portals
3. Configure SSL VPN settings
« Authentication rules include both accounts using CLI
4. Create a firewall policy to and from the SSL VPN interface
5. Create a firewall policy to allow SSL VPN traffic to the internet (optional)

Edit User Edit PKI User

Userrame clientfartigate Name | pid config user peer

user account Statys [N BRG] © Disabled Subject edit pki

:,‘., wp:- Local User cA CA Cert 1 ks set ca “CA Cert 1

UI-I,}H:‘:« « E‘S&L—‘)DM-U&»_.«. ” (B Two-factor aathentication SEt cn “FGVMD].TMBOE"

* end
B Twe-fsctor Au tige e
=ERTINET . .
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To configure SSL VPN, you must take these steps:
SSL VPN server FortiGate:
1. Set up user accounts and groups for remote SSL VPN users.
. Create two accounts: local/remote and PKI. The PKI menu is only available in the GUI after a

PKI user has been created using the CLI, and a CN can only be configured in the CLI. If no CN
is specified, then any certificate that is signed by the CA will be valid and matched.
. Require clients to authenticate using their certificates as well as username and password.

2. Configure SSL VPN portals.
3. Configure SSL VPN settings.
. Authentication rules include both accounts using CLI.
4, Create a firewall policy to and from the SSL VPN interface.
5. Create a firewall policy to allow SSL VPN traffic to the internet (optional).
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+ SSL VPN Client FortiGate

1. Create PKI user

w

Name 2 sslelient_port

Allas
Type @ S5LVPN Tunnel —
Interface M portd

VRFID & 0

Configuring SSL VPN—FortiGate as Client

« Select CA certificate that allows the FortiGate to complete the certificate chain and verify the server 's certificate
2. Create SSL VPN tunnelinterface using ssi.<vdom> interface
Create and configure the SSL VPN Client settings on VPN > SSL-VPN Clients
4. Create a firewall policy from internal interface to the SSL VPN interface

Edit S5L-VPN Cllent

--------

Change

Name SSLCTenttoHE
Interface 3 sslcRent_port -
Server 10.200.1.1
Port 10443

BT

e-share

ient Certificate

Role @ LAN
& pil -
Administrative Access e & 10
1Pva HTTPS PING o
(] S5H O SNMP 5 [PREEEEEY © Disabled
Orsos acomes 050 -
:RATINET —
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To configure SSL VPN, you must take these steps:
SSL VPN Client FortiGate:
1. Create PKI user:
. Set the same CN using CLI if PKI user on server FortiGate has CN configured.
. Select CA certificate that allows the FortiGate to complete the certificate chain and verify the

server 's certificate.

whn

. Client name

. Virtual SSL VPN interface

Create SSL VPN tunnel interface using ssl.<vdom> interface.
Create and configure the SSL VPN client settings on VPN > SSL-VPN Clients, it includes:

. SSL VPN server FortiGate IP address and SSL port number

. Local username and password and PKI(Peer) user. The Client Certificate is the local
certificate that is used to identify this client, and is assumed to already be installed on the
FortiGate. The SSL VPN server requires it for authentication.

. When split tunnel is disabled, new default route is added and priority and distance plays an

important role.

4, Create a firewall policy to allow traffic from internal interface to the SSL VPN interface.
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Client Integrity Checking

« SSL-VPN gateway checks client integrity
+ Requires Microsoft Windows
« Supportedin SSL VPN tunnel mode only

+ Detects client security applications recognized by the Windows Security Center
« Antivirus and firewall software
« Security attributes recorded on the client's computer

» Checks the status of applications through their globally unique identifier (GUID ).
+ Custom host checks A =

* Determines the state of the applications
= Active/inactive
« Current version number
+ Signature updates
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When a user connects to your network through an SSL-VPN, a portal is established between your network
and the user’s PC. The VPN session is secured natively in two ways: the connection is encrypted and the
user must log in with their credentials, such as a username and password. However, you can configure
additional checks to increase the security of the connection.

One method of increasing your security is by using client integrity checking. Client integrity ensures that the
connecting computer is secure by checking whether specific security software, such as antivirus or firewall
software, is installed and running. This feature supports only Microsoft Windows clients, because it accesses
the Windows Security Center to perform its checks. Alternatively, you can customize this feature to check the
status of other applications using their GUIDs. A GUID is a unique ID in the Windows Configuration Registry
that identifies each Windows application. Client integrity can also check the current software and signature
versions for the antivirus and firewall applications.

Client integrity checking is applicable to tunnel mode only.
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Configure the Client Integrity Check

* Uses external vendor software to ensure config vpn ssl web| host—check-software
client integrity: show
FortiClient, AVG, CA, F-Secure, Kapersky,
McAfee, Norton, Symantec, Panda, Sophos,
. VPN > SSL-VPNPortals> portal-name
Trend-Micro, Zone Alarm,..
= O Host Check
» Checks whether the software is installed on - o e
host client: Restrict lospeciﬁcOSversions'jl
+ Configure through CLI or GUI

+ Software must be updated and recognized by
Windows Security Center
* None - No hostchecking

config vpn ssl web portal

edit|<portal name> I

+ av — Verify if there is any antivirus software set host-check I [none |av | fw|av—fw| custom]]
fw — Verifyifthere is any firewall software set host-check-interval |<ser:rmds> |

+ av-fw - Verifyif there is both antivirus and
firewall software

*  Custom - Verify custom or proprietary software
+ Ifthe software is not installed, FortiGate rejects _
SSL-VPN connection attempt
ERTINET
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FortiGate performs the client integrity check while the VPN is still establishing, just after user authentication
has finished. If the required software is not running on the user’'s PC, FortiGate rejects the VPN connection
attempt, even with valid user credentials. You enable client integrity for each web portal, and you configure it
using CLI commands or the FortiGate GUI.

The list of recognized software, along with the associated registry key value, is available on the CLI only.
Software is split into three categories: antivirus (av), firewall (fw), and custom. Custom is used for
customized or proprietary software that an organization may require. Administrators can configure av, fw, or
both settings on the GUI or CLI, but the custom setting is available only on the CLI.

Administrators can also configure OS versions and patch settings to allow or deny VPN connections from
specific OS versions.

The disadvantage of enabling client integrity checking is that it can result in a lot of administrative overhead

because of the following factors:

» All users must have their security software up to date in order to successfully establish a connection.

+ Software updates can result in a change to the registry key values, which can also prevent a user from
successfully connecting.

As such, administrators must have in-depth knowledge of the Windows operating system and subsequent
registry behavior in order to properly make extended use of and maintain this feature.
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Knowledge Check

1. Which step is necessary to configure SSL VPN connections?
+'A. Create a firewall policy from the SSL VPN interface to the resource’s interface.
B. Enable event logs for SSL VPN traffic: users, VPN, and endpoints.

2. Which action may allow internet access in tunnel mode, if the remote network does not
allow internet access to SSL VPN users?
Y'A. Enable split tunneling
B. Configure the DNS server to use the same DNS server as the client system DNS
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Lesson Progress

w/ SSL VPN Deployment Modes

w/ Configuring SSL VPNs

| Monltorlng and Troubleshooting
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Good job! You now understand how to configure FortiGate for SSL VPN connections.

Now, you’ll learn how to monitor SSL VPN sessions, review logs, configure SSL VPN timers, and troubleshoot
common issues.
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Monitoring and Troubleshooting

Objectives

« Monitor SSL VPN-connected users

+ Review SSL VPN logs

Configure SSL VPN timers

« Troubleshoot common SSL VPN issues

Identify hardware acceleration components for SSL VPN

F::RTINET

Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in SSL VPN monitoring and troubleshooting, you will be able to avoid, identify,
and solve common issues and misconfigurations.

FortiGate Infrastructure 7.2 Study Guide 217



DO NOT REPRINT

SSL VPN

CODRTINET
JINTIINL ]

Monitoring SSL VPN Sessions

« Monitor which SSL VPN users are connected
= GUI: Dashboard > Network > SSL VPN

« Shows SSL VPN user names, connection times, and |IP addresses
» For tunnel mode, Active Connections displays IP address assigned to fortissl virtual adapter

« Force end user disconnection
« Right-click the user name and select End Session

Duration e
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Username & Remote Heost # Duration &
& wpouser 1020031
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Training Institute

© Fortinet Inc. All Rights Reserved. 28

You can monitor which SSL VPN users are connected on the SSL VPN widget. This shows the names of all
SSL VPN users that are currently connected to FortiGate, their IP addresses (both inside the tunnel and
outside), and connection times.

When a user connects using tunnel model, the Active Connections column shows the IP address assigned

by FortiGate to the fortissl virtual adapter on the client's computer. Otherwise, the user is connected only
to the web portal page.
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SSL VPN Logs

Message

5L new connection

|l Log & Report

=8 VPN Events &

Top Event

User Actlon Message

Student auth-logout User Student removed from auth iogon

2020/01/2104:39:02 =W Student auth-logon User Student added to auth logon

« Review if the SSL VPN tunnel is established or closed
* Review the authentication action related to SSL VPN users
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*« Review SSL VPN connections in tunnel mode with FortiClient

29

You can also review SSL VPN logs. On Log & Report > System Events:

+ Select VPN Events widget to show new connection requests, and if the SSL VPN tunnel is established or

closed.
+ Select User Events widget to see the authentication action related to SSL VPN users.
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SSL VPN Idle Timeout vs. Authentication Session
+ Firewall policy authentication session is associated with SSL VPN tunnel session
« Firewall policy authentication session is forced to end when SSL VPN tunnel session ends
« Prevents reuse of authenticated SSL VPN firewall sessions (not yet expired) by a different user, after
the initial user terminates the SSL VPN tunnel session
+ SSL VPN authentication is not subject to the firewall authentication timeout setting
+ It has a separate idle setting: default 300 seconds
Redirect HTTP to SSLVPN (O A .
Restrict Access Limit access COI‘lflg = = Settlngs
4 ‘ = set[idle-timeout <0-259200>]
Idle Logout O
end
Inactive For 300 > Seconds
F::ERTINET . . .
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When an SSL VPN is disconnected, either by the user or through the SSL VPN idle setting, all associated
sessions in the FortiGate session table are deleted. This prevents the reuse of authenticated SSL VPN
sessions (not yet expired) after the initial user terminates the tunnel.

The SSL VPN user idle setting is not associated with the firewall authentication timeout setting. It is a

separate idle option specifically for SSL VPN users. A remote user is considered idle when FortiGate does not
see any packets or activity from the user within the configured timeout period.
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SSL VPN Timers

« Set up timers to avoid logouts when SSL VPN users are connected over high latency
connections
« DTLS hello timeout—default 10 seconds
» Login timeout—default 30 seconds

config vpn ssl settings
set login-timeout <10-180>
set dtls-hello-timeout <10-60>
set http-request-header-timeout <1-60>
Set http-request-body-timeout <1-60>
end

+ Timers can also help to mitigate DoS attacks within SSL VPN caused by partial HTTP
requests, such as Slowloris and R-U-Dead-Yet

Fi:RTINET y
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When connected to SSL VPN over high latency connections, FortiGate can time out the client before the client
can finish the negotiation process, such as DNS lookup and time to enter a token. Two new CLI commands
under config vpn ssl settings have been added to address this. The first command allows you to set
up the login timeout, replacing the previous hard timeout value. The second command allows you to set up
the maximum DTLS hello timeout for SSL VPN connections.

Also, timers can help you to mitigate vulnerabilities such as Slowloris and R-U-Dead-Yet, that allow remote
attackers to cause a denial of service through partial HTTP requests.
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Best Practices for Common SSL VPN Issues

« For web mode connections, make sure that:
+ Cookies are enabled and the internet privacy options are set to high in your web browser
« SSL VPN clients are following the proper URL structure: https://<FortiGatelP> <port>

« For tunnel mode connections, make sure that:
+ The FortiClient version is compatible with the FortiOS firmware
+ Refer to release notes for product compatibility and integration

+ Split tunneling is enabled to allow internet access without backhauling all user’s data to the remote network,
or

+ Split tunneling is disabled and an egress firewall policy is created for SSL VPN connections

« For general SSL VPN connections, make sure that:
« Users are connecting to the correctport number
* To check SSL VPN port assignment, click VPN > SSL VPN Settings
+ Firewall policies include SSL VPN groups or users, and the destination address
+ The timeout timer is configured to flush inactive sessions after a short time
« Users are encouraged to log out if they are not using the network resources only accessible by SSL VPN
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The following are some best practices to keep in mind when using SSL VPNs. These best practices can also

be helpful in many SSL VPN troubleshooting situations:

+ Enable cookies in your web browser

+ Set internet privacy options to high in your web browser

» Use a FortiClient version that is compatible with your FortiOS firmware

* Enable split tunneling or create an egress firewall policy for SSL VPN connections in order to allow access
for external resources

» Connect to the correct port number

» Add SSL VPN groups, SSL VPN users, and destination addresses to the firewall policies

* Flush inactive sessions by timeout
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Useful Troubleshooting Commands

# diagnose debug enable
$ diagnose vpn ssl <.>

list Show current connections

info » General SSL VPN information

statistics » Show statistics about memory usage on FortiGate, maximum and
current connections

debug-filter s Debug message filter for SSL VPN

hw-acceleration-status =+ Display the status of SSL hardware acceleration
tunnel-test * Enable/disable SSL VPN old tunnel mode IP allocation method
web-mode-test = Enable/disable random session ID in proxy URL for testing

produces detailed results

# diagnose debug application sslvpn -1 Display debug messages for SSL VPN; -1 debug level
# diagnose debug enable

* Check debug logs on the FortiClient

F::RTINET
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There are several useful troubleshooting commands available under diagnose vpn ssl. They include:
* 1list: Lists logged-on users

* info: Shows general SSL VPN information

+ statistics: Shows statistics about memory usage on FortiGate

* hw-acceleration-status: Displays the status of SSL hardware acceleration

* tunnel-test: Enables or disables SSL VPN old tunnel mode IP allocation method

* web-mode-test: Enables or disables random session ID in proxy URL for testing

The command diagnose debug application sslvpn shows the entire list of debug messages for SSL
VPN connections.

Remember, to use the commands listed above, you must first run the diagnose debug enable command.
Also, check SSL VPN debug logs on FortiClient.
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Hardware Acceleration for SSL VPN

* FortiGate devices with content processors (CP8 or CP9), which offload specific CPU-
intensive operations, support high-performance SSL VPN bulk data engines
« SSL/TLS protocol processor
« Administrators can disable CP offloading through firewall policies
» For example: test purposes

config firewall policy
edit 1
set[auto—asic—offload [enable |disable] ]

end

* To view the status of SSL VPN acceleration, use the following command:

get vpn status ssl hw-acceleration-status

A;celeratlon hardware detected: kxp=on No acceleration harduare datsctbed
cipher=on
F:-=HT|nET © Fortinet Inc. All Rights Reserved. 34
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FortiGate devices that have CP8 or CP9 content processors, which accelerate many common resource-
intensive, security-related processes, can offload SSL VPN traffic to a high-performance VPN bulk data

engine.

This specialized IPsec and SSL/TLS protocol processor processes most of the latest well-known algorithms
for encryption.

By default, the offloading process is set up. If, for testing purposes you want to disable it, you can do it using
the CLI only at the firewall policy configuration level.

You can also view the status of SSL VPN acceleration using the CLI.
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Knowledge Check

1. What does the SSL VPN monitor feature allow you to do?
A.  Monitor SSL VPN user actions, such as authentication
+ B. Force SSL VPN user disconnections

2. Which statement about SSL VPN timers is correct?
< A. SSL VPN timers can prevent logouts when SSL VPN users experience long network latency.
B. The login timeout is a non-customizable hard value.
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'« Configuring SSL VPNs
- Monitoring and Troubleshooting
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Congratulations! You have completed this lesson.
Now, you will review the objectives that you covered in this lesson.
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Review
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Configure SSL VPN portals

Review SSL VPN logs
Configure SSL VPN timers

R O T
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Describe the differences between SSL VPN modes
Define authentication for SSL VPN users

Configure SSL VPN settings

Define firewall policies for SSL VPN
Configure the client integrity check

Monitor SSL VPN connected users

Troubleshoot common SSL VPN issues

© Fortinet Inc. All Rights Reserved

This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to configure and use SSL VPNs to give

remote users access to your private network.
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In this lesson, you will learn about the architectural components of IPsec VPN and how to configure them.
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Lesson Overview

~IPsec Introduction

| " IPsec Configuration

~Routing and Firewall Policies
~ Redundant VPNs

” Monitoring and Logs
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In this lesson, you will learn about the topics shown on this slide.
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IPsec Introduction

Objectives

+ Describe the benefits of IPsec VPN
+ Be familiar with the IPsec protocol

« Understand how IPsec works

+ Select an appropriate VPN topology

F::RTINET
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in IPsec basics, you will be able to understand IPsec concepts and benefits.
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What Is IPsec?

+ Joins remote hosts and networks together into one private network ‘ @

« Usually provides: Ay
« Authentication S
« Data integrity (tamper proofing) S A8

» Data confidentiality (encryption)

F::RTINET
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What is IPsec? When should you use it?

IPsec is a vendor-neutral set of standard protocols that is used to join two physically distinct LANs. The LANs
are joined as if they were a single logical network, despite being separated by the internet.

In theory, IPsec does support null encryption—that is, you can make VPNs that don't encrypt traffic. IPsec
also supports null data integrity. But does that provide any advantages over plain traffic? No. No one can trust
traffic that may have had an attack injected by an attacker. Rarely do people want data sent by an unknown
source. Most people also want private network data, such as credit card transactions and medical records, to
remain private.

Regardless of the vendor, IPsec VPNs almost always have settings that allow them to provide three important

benefits:

» Authentication: to verify the identity of both ends

+ Data integrity (or HMAC): to prove that encapsulated data has not been tampered with as it crosses a
potentially hostile network

» Confidentiality (or encryption): to make sure that only the intended recipient can read the message
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What Is the IPsec Protocol?

+ Multiple protocols that work together
+ Authentication Header (AH) provides integrity but not encryption
+ AH is defined in the RFC, but FortiGate does not use it

* Port numbers and encapsulation vary by network address translation (NAT)

NAT Traversal (NAT-T) No NAT

IKE IP protocol 17: IP protocol 17:
RFC 2409 (IKEv1) UDP port 500 UDP port 500
RFC 4306 (IKEv2) (UDP 4500 for rekey, quick mode, mode-cfg)

ESP IP protocol 17: IP protocol 50
RFC 4303 UDP port 4500 (encapsulated)

* If required, set a custom port for both IKE and IKE NAT-T (initiator and responder)*:

config system settings
set ike-port <port>

end

* Custom portrange: 1024-65535. FortiGate always listens on UDP port 4500 (responder only)

F::RTINET
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If you're passing your VPN through firewalls, it helps to know which protocols to allow.

IPsec is a suite of separate protocols, which includes:

+ Internet Key Exchange (IKE): used to authenticate peers, exchange keys, and negotiate the encryption and
checksums that will be used—essentially, it is the control channel

» AH: contains the authentication header—the checksums that verify the integrity of the data

* Encapsulating Security Payload (ESP): the encapsulated security payload—the encrypted payload, which
is essentially the data channel

So, if you must pass IPsec traffic through a firewall, remember that allowing only one protocol or port number
is usually not enough.

Note that the IPsec RFC mentions AH, however, AH does not offer encryption, which is an important benefit.
Therefore, FortiGate does not use AH. As a result, you don’t need to allow the AH IP protocol (51).

To set up a VPN, you must configure matching settings on both ends of the VPN—whether the VPN is
between two FortiGate devices, FortiGate and FortiClient, or a third-party device and FortiGate. If the settings
don’t match, the tunnel setup fails.

The default ports for standard IKE traffic and IKE NAT-T traffic is UDP 500 and UDP 4500, respectively. You
can use the CLI command shown on this slide to configure a custom port for both IKE and IKE NAT-T. The
custom port is used to initiate and respond to tunnel requests. If NAT is detected, then the custom port can be
used for both IKE and UDP-encapsulated ESP traffic. Note that FortiGate always listens for port UDP 4500
regardless of the custom port settings. This enables FortiGate to negotiate NAT-T tunnels on custom and
standard ports.
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How Does IPsec Work?

* Encapsulation
» Other protocols wrapped inside IPsec
+ What's inside? Varies by mode:

* Transport mode—TCP/UDP
= Tunnel mode—additional IP layer, then TCP/UDP

* Negotiation
« Authentication
« Handshake to exchange keys, settings

F:-:HT“-IET © Fortinet Inc. All Rights Reserved.
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IPsec provides services at the IP (network) layer. During tunnel establishment, both ends negotiate the
encryption and authentication algorithms to use.

After the tunnel has been negotiated and is up, data is encrypted and encapsulated into ESP packets.
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ESP Encapsulation—Tunnel or Transport Mode
No VPN
Original Packet Onginal TCP/UDP... .. Data
IP header
Tunnel Mode
New ESP header Qriginal ESPtrailer | ESP integrity
1P he et i TCP/UDP/SCTP....Data (HMAC)
& Encrypted >
& Authenticated 3>
Transport Mode
Original ESP trailer | ESP integrity
P hoader | E5F esdet|  TCP/UDP/SCTP....Data (HMAC)
€& Encrypted 3
s A\ Lithenticated 2
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What's encapsulated? It depends on the encapsulation mode being used. IPsec can operate in two modes:
transport mode and tunnel mode.

+ Transport mode directly encapsulates and protects the fourth layer (transport) and above. The original IP
header is not protected and no additional IP header is added.

* Tunnel mode is a true tunnel. The whole IP packet is encapsulated and a new IP header is added at the
beginning. After the IPsec packet reaches the remote LAN and is unwrapped, the original packet can
continue on its journey.

Note that after you remove the VPN-related headers, a transport mode packet can’t be transmitted any

further; it has no second IP header inside, so it’'s not routable. For that reason, this mode is usually used only
for end-to-end (or client-to-client) VPNs.
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What Is IKE?

* Default ports: UDP port 500 (and UDP port 4500 when crossing NAT)
* Negotiates a tunnel’s private keys, authentication, and encryption

* Phases:
- Phase 1
* Phase 2

* Versions
« |KEv1 (legacy, wider adoption)
= |KEvV2 (new, simpler operation)

F:=RTINET
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IKE uses UDP port 500. If NAT-T is enabled in a NAT scenario, IKE uses UDP port 4500.
IKE establishes an IPsec VPN tunnel. FortiGate uses IKE to negotiate with the peer and determine the IPsec

security association (SA). The IPsec SA defines the authentication, keys, and settings that FortiGate uses to
encrypt and decrypt that peer’s packets. It is based on the Internet Security Association and Key Management

Protocol (ISAKMP).
IKE defines two phases: phase 1 and phase 2.

The are two IKE versions: IKEv1 and IKEv2. Even though IKEV2 is a newer version and features a simpler
protocol operation, this lesson focuses on IKEv1 only, because of its much wider adoption.
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IKEV1 vs. IKEVZ2

N = S

Exchange modes + Main * One exchange procedure only
Total messages: 9 (6 for phase 1, 3 for phase 2) + Total messages: 4 (one child SA only)
+ Aggressive
Total messages: 6 (3 for phase 1, 3 for phase 2)

Authentication Symmetric: Asymmetric:
methods * Pre-shared key (PSK) + PSK
Certificate signature + Certificate signature
Extended authentication (XAuth) * EAP (pass-through—no client support)
NAT-T Supported as extension Native support
Reliability Unreliable—messages are not acknowledged Reliable—messages are acknowledged
Dial-up phase 1 * PeerID + aggressive mode + PSK N Feerib
matching by ID + Peer ID + main mode + certificate signature + Network ID
Traffic selector Not supported Supported
narrowing
F:=RTINET
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This slide shows a table comparing some of the IKEv1 and IKEv2 features that FortiOS supports. IKEv2
provides a simpler operation, which is the result of using a single exchange mode and requiring less
messages to bring up the tunnel.

Authentication-wise, both versions support PSK and certificate signature. Although only IKEv1 supports
XAuth, IKEv2 supports EAP, which is equivalent to XAuth. However, the FortiOS IKEv2 EAP implementation
is pass-through only. That is, FortiOS doesn’t support EAP as a client, which means that you cannot revoke
access to peers using IKEv2 unless you use a certificate signature. With IKEv1, you can deny access to VPN
peers without having to use a certificate signature by using XAuth. IKEv2 also supports asymmetric
authentication, which enables you to configure each peer to use a different authentication method.

Both IKE versions support NAT-T. However, IKEv2 supports NAT-T natively, while IKEv1 supports NAT-T as
an extension. Also, IKEv2 is a more reliable protocol than IKEv1 because, like TCP, peers must acknowledge
the messages exchanged between them. IKEv1 doesn’t support such a mechanism.

When you configure multiple dial-up IPsec VPNs, IKEv2 makes it simpler to match the intended gateway by
peer ID. With IKEv2, you can either use the standard peer ID attribute or the Fortinet proprietary network ID
attribute to indicate the phase 1 gateway to match on the dial-up server, regardless of the authentication mode
in use. However, with IKEv1, you can use the peer ID only, and then combine it with aggressive mode and
pre-shared key authentication, or with main mode and certificate signature authentication.

Finally, IKEv2 allows the responder to choose a subset of the traffic the initiator proposes. This is called traffic
selector narrowing and enables you to have more flexible phase 2 selector configurations. Traffic selector
narrowing enables a peer to automatically narrow down its traffic selector addresses, so it agrees with the
traffic selector the remote peer proposes.
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Negotiation—Security Association (SA)

* IKE allows the parties involved in a transaction to set up their Security Associations
(SAs)
« SAs are the basis for building security functions into IPsec
+ In normal two-way traffic, the exchange is secured by a pair of SAs
+ |Psec administrators decide the encryption and authentication algorithms that can be used in the
exchange

* IKE uses two distinct phases:

« Phase 1 & Outcome: IKE SA
= Phase 2 - Outcome: IPsec SA

F:=RTINET
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In order to create an IPsec tunnel, both devices must establish their SAs and secret keys, which are facilitated
by the IKE protocol.

The IPsec architecture uses SAs as the basis for building security functions into IPsec. An SA is the bundle of
algorithms and parameters being used to encrypt and authenticate data travelling through the tunnel. In
normal two-way ftraffic, this exchange is secured by a pair of SAs, one for each traffic direction. Essentially,
both sides of the tunnel must agree on the security rules. If both sides cannot agree on the rules for sending
data and verifying each other’s identity, then the tunnel is not established. SAs expire and need to be
renegotiated by the peers after they have reached their lifetime.

IKE uses two distinct phases: phase 1 and phase 2. Each phase negotiates different SA types. The SA
negotiated during phase 1 is called IKE SA, and the SA negotiated during phase 2 is called IPsec SA.
FortiGate uses IKE SAs for setting up a secure channel to negotiate IPsec SAs. FortiGate uses IPsec SAs for
encrypting and decrypting the data sent and received, respectively, through the tunnel.
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VPN Topologies—Remote Access

* Remote users connect to corporate resources
+ FortiGate is configured as dial-up server—only clients can initiate the VPN
= Users require a VPN client, such as FortiClient

Tunnel initiated by

F:-=HT|nET © Fortinet Inc. All Rights Reserved. 11
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Use remote access VPNs when remote internet users need to securely connect to the office to access
corporate resources. The remote user connects to a VPN server located on the corporate premises, such as
FortiGate, to establish a secure tunnel. After the user is authenticated, FortiGate provides access to network

resources, based on the permissions granted to that user.

In a remote access VPN, FortiGate is usually configured as a dial-up server. You will learn more about dial-up
VPNs in this lesson. The IP address of the remote internet user is usually dynamic. Because FortiGate does
not know the IP address of the remote user, only the remote user can initiate a VPN connection request.

The remote user side needs a VPN client, such as FortiClient. You must configure FortiClient to match the
VPN server settings. FortiClient takes care of establishing the tunnel, as well as routing the traffic destined to

the remote site through the tunnel.

In addition, you can use one remote access VPN configuration on your FortiGate device for many remote
users. FortiGate establishes a separate tunnel for each of them.
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Site-to-site VPN is also known as LAN-to-LAN VPN. A simple site-to-site deployment involves two peers
communicating directly to connect two networks located at different offices.

When you need to connect more than two locations, you can use a hub-and-spoke topology. In hub-and-
spoke, all clients connect through a central hub. In the example shown on this slide, the clients—spokes—are
branch office FortiGate devices. For any branch office to reach another branch office, its traffic must pass
through the hub. One advantage of this topology is that the configuration needed is easy to manage. Another
advantage is that only the FortiGate at HQ must be very powerful because it handles all tunnels
simultaneously, while the branch office FortiGate devices require much fewer resources because they
maintain only one tunnel. One disadvantage is that communication between branch offices through HQ is
slower than in a direct connection, especially if your HQ is physically distant. Also, if the FortiGate device at
HQ fails, VPN failure is company-wide.

In a mesh topology, you can connect FortiGate devices directly and therefore bypass HQ. Two variations of
mesh topology exist: full mesh and partial mesh. Full mesh connects every location to every other location.
The higher the number of FortiGate devices, the higher the number of tunnels to configure on each FortiGate
device. For example, in a topology with five FortiGate devices, you would need to configure four tunnels on
each device, for a total of 20 tunnels. This topology causes less latency and requires much less HQ
bandwidth than hub-and-spoke, but requires each FortiGate device to be more powerful. Partial mesh
attempts to compromise, minimizing required resources but also latency. Partial mesh can be appropriate if
communication is not required between every location. However, the configuration of each FortiGate device is
more complex than in hub-and-spoke. Routing, especially, may require extensive planning.

Generally, the more locations you have, hub-and-spoke will be cheaper, but slower, than a mesh topology.
Mesh places less strain on the central location. It's more fault-tolerant, but also more expensive.
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VPN Topologies—Comparison

Easy configuration Moderate configuration Complex configuration
Few tunnels Medium number of tunnels Many tunnels
High central bandwidth Medium bandwidth in hub sites Low bandwidth
Not fault tolerant Some fault tolerance Fault tolerant
Low system requirements on average, Medium system requirements High system requirements
but high for center
Scalable Somewhat scalable Difficult to scale
No direct communication between Direct communication between some Direct communication between all sites
spokes sites
FE:RTINET ©Fortinet Inc. All Rights Reserved. 13
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To review, this slide shows a high-level comparison of VPN topologies. You should choose the topology that
is most appropriate to your situation.
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IPsec VPN
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Auto-Discovery VPN

+ Dynamically negotiates on-demand direct VPNs between spokes
+ Provides the benefits of a full mesh topology over a hub-and-spoke or partial mesh deployment
= Dynamic routing is recommended to learn routes between hub and spokes and scale up easier
« Static routing also works, but should be used for small deployments only
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Each VPN topology has its advantages and disadvantages.

Auto-discovery VPN (ADVPN) is a FortiGate feature that achieves the benefits of a full-mesh topology with the

easier configuration and scalability benefits of hub-and-spoke and partial-mesh topologies.

First, you add the VPN configurations for building either a hub-and-spoke or a partial-mesh topology, to the
FortiGate devices. Then, you enable ADVPN on the VPNs. ADVPN dynamically negotiates tunnels between

spokes (without having them preconfigured) to get the benefits of a full-mesh topology.

You can use dynamic routing and static routing to deploy ADVPN. A dynamic routing protocol, such as BGP,
is usually deployed in large networks because it enables you to exchange routing information between spokes

and hub easier, and as a result, to scale up. You can also use static routing to deploy ADVPN, but it is
recommended to do so in small networks that are not likely to grow considerably.

Whether you use dynamic routing or not, after a shortcut is negotiated, FortiGate automatically adds routes
through the shortcut to redirect spoke-to-spoke traffic through it.
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Knowledge Check

1. Which IPsec protocol is not supported by FortiGate?
A. IKEv2
¥B. AH

2. Which VPN topology is the most fault tolerant?
Y'A. Fullmesh
B. Hub-and-spoke
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Monitoring and Logs
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Good job! You have now been introduced to IPsec.

Now, you will learn about IPsec configuration.
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IPsec Configuration

Objectives

+ Learn about the IPsec wizard
+ |dentify and understand the phases of IKEv1
* Understand IPsec phase 1 and phase 2 settings
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in IPsec configuration, you will be able to successfully determine the settings
required for your IPsec VPN deployment.
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When you create an IPsec tunnel on the GUI, FortiGate redirects you to the IPsec Wizard. The wizard

simplifies the creation of the new VPN by walking you through a four to five-step process. The first step is to

select a template type. If you want to manually configure your VPN, you can select Custom as Template

type, upon which FortiGate takes you directly to the phase 1 and phase 2 settings of the new VPN.

If you want the wizard to configure the VPN for you, then select the template type (Site to Site, Hub-and-

Spoke, or Remote Access) that best matches your VPN. After that, the wizard asks you for key information
such as the remote gateway information, authentication method, interfaces involved, and subnets. Based on

the input you provide, the wizard applies one of the preconfigured IPsec tunnel templates comprising IPsec

phase 1 and 2 settings and other related firewall address objects, routing settings, and firewall policies
needed for the new tunnel to work.

In addition, the wizard shows a network diagram that changes based on the input provided. The purpose of

the diagram is for the administrator to have a visual understanding of the IPsec VPN deployment that the
wizard configures based on the input received.

At the end of the wizard, the wizard provides a summary of the configuration changes made in the system,

and that the administrator can review if needed.

If you are new to FortiGate, or don’t have much experience with IPsec VPNSs, using the IPsec wizard is
recommended. You can later adjust the configuration applied by the wizard to match your specific needs.
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Using the IPsec Wizard for a FortiClient VPN

+ Simplifies IPsec configuration for a FortiClient VPN
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A common use of the IPsec wizard is for configuring a remote access VPN for FortiClient users. The wizard
enables IKE mode config, XAuth, and other appropriate settings for FortiClient users. You will learn more
about IKE mode config and XAuth in this lesson.

The images on this slide show the four-step process used by the IPsec wizard for assisting the administrator

on the FortiClient VPN configuration
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IPsec Tunnel Templates

© View | Search

Template
£.2 Site to Site - FortiGate
122 Site to Site - FortiGate (SD-WAN)
£22 Dialup - FortiGate
=& Site to Site - Cisco

=% Dialup - Cisco Firewall

£.% Dialup - FortiClient (Windows, Mac OS5, Android)
® Dialup - iOS (Native)

# Dialup - Android (Native L2TP/IPsec)

B8 Dialup - Windows (Native L2TP/IPsec)

% Dialup - Cisco IPsec Client

222 Hub-and-Spoke - FortiGate (Spoke)

222 Hub-and-Spoke - FortiGate (Hub)

Description =

Static tunnel between this FortiGate and a remote FortiGate.

Static tunnel between this FortiGate using SD-WAN and a remote FortiGate.

On-demand tunnel between two FortiGate devices.

Static tunnel between this FortiGate and a remote Cisco firewall.
On-demand tunnel between a FortiGate device and a Cisco Firewall.
On-demand tunnel for users using the FortiClient software.

On-demand tunnel for iPhone/iPad users using the native iOS IPsec client.
On-demand tunnel for Android users using the native L2TP/IPsec client.
On-demand tunnel for Windows users using the native L2TP/IPsec client.
On-demand tunnel for users using the Cisco IPsec client.

Spoke role in a Hub-and-Spoke auto-discovery VPN configuration.

Hub role in a Hub-and-Spoke auto-discovery VPN configuration.
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The IPsec wizard uses one of the templates shown on this slide when applying the configuration for the new
IPsec tunnel. You can review the settings of a template by selecting the template, and then clicking View. You

cannot change the template settings.
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+ Each peer of the tunnel—the initiator and the responder—connects and begins to set up

the VPN

* On the first connection, the channel is not secure
» Unencrypted keys can be intercepted

* To exchange sensitive private keys, both peers create a secure channel
- Both peers negotiate the real keys for the tunnel later
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Phase 1 takes place when each peer of the tunnel—the initiator and the responder—connects and begins to
set up the VPN. The initiator is the peer that starts the phase 1 negotiation, while the responder is the peer
that responds to the initiator request.

When the peers first connect, the channel is not secure. An attacker in the middle could intercept unencrypted
keys. Neither peer has a strong guarantee of the other peer’s identity, so how can they exchange sensitive
private keys? They can'’t. First, both peers create a secure tunnel. Then, they use this secure tunnel to
negotiate the real keys for the tunnel later.
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Phase 1—How it Works

1. Authenticate peers
+ PSK or digital signature
» XAuth

2. Negotiate one bidirectional SA (called IKE SA)
» In IKE v1, two possible ways:

- Main mode
+ Aggressive mode
« Not the same as |IPsec SA
* Encrypted tunnel for Diffie-Hellman (DH)

3. DH exchange for secret keys
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Now you’ll examine how phase 1 works.

The purpose of phase 1 is to authenticate peers and set up a secure channel for negotiating the phase 2 SAs
(or IPsec SAs) that are later used to encrypt and decrypt traffic between the peers. To establish this secure
channel, the peers negotiate a phase 1 SA. This SA is called the IKE SA and is bidirectional.

To authenticate each other, the peers use two methods: pre-shared key or digital signature. You can also
enable an additional authentication method, XAuth, to enhance authentication.

In IKEv1, there are two possible modes in which the IKE SA negotiation can take place: main, and aggressive
mode. Settings on both ends must agree; otherwise, phase 1 negotiation fails and both IPsec peers are not
able to establish a secure channel.

At the end of phase 1, the negotiated IKE SA is used to negotiate the DH keys that are used in phase 2. DH
uses the public key (that both ends know) plus a mathematical factor called a nonce, in order to generate a
common private key. With DH, even if an attacker can listen to the messages containing the public keys, they

cannot determine the secret key.
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Phase 1 configuration is broken down on the GUI into four sections: Network, Authentication, Phase 1
Proposal, and XAUTH. You will learn about the settings available on each section. You will learn about some
of these settings in more detail on separate slides.

The section shown on this slide corresponds to the Network settings. The section includes the settings
related to the connectivity of the IPsec tunnel:

+ [P Version: select the IP version to use for the IPsec tunnel. Note that this defines only the IP version of
the outer layer of the tunnel (after encapsulation). The packets being encapsulated (protected traffic) can
be IPv4 or IPv6, and their IP version is defined in the phase 2 selectors.

+ Remote Gateway: defines the type of the remote gateway. There are three types: Static IP Address,
Dialup User, and Dynamic DNS. You will learn more about these types later in this lesson.

+ |IP Address: the IP address of the remote gateway. This field appears only when you select Static IP
Address as Remote Gateway.

+ Interface: refers to the interface where the IPsec tunnel terminates on the local FortiGate. Usually, this is
the interface connected to the internet or the WAN. You need to make sure there is an active route to the
remote gateway through this interface, otherwise the tunnel won’t come up.

+ Local Gateway: enable this setting when the interface where the tunnel terminates has multiple addresses
assigned, and you want to specify which address to use for the tunnel. When you enable this setting, you
see three options: Primary IP, Secondary IP, and Specify. Select Specify if you want to use an IP
address different from the primary or secondary IP address.

» Mode Config: Enables automatic configuration through IKE. FortiGate acts as an IKE mode config client
when you enable Mode Config and you set Remote Gateway to either Static IP address or Dynamic
DNS. If you set Remote Gateway to Dialup User, FortiGate acts as an IKE mode config server, and more
configuration options appear on the GUI. You will learn more about Mode Config in this lesson.
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The following are the other options available on the GUI in the Network section:

NAT Traversal: The option controls the behavior for NAT traversal. You will learn more about NAT
traversal later in this lesson.

Keepalive Frequency: When you enable NAT traversal, FortiGate sends keepalive probes at the
configured frequency.

Dead Peer Detection: Use dead peer detection (DPD) to detect dead tunnels. There are three DPD
modes. On Demand is the default mode. You will learn more about DPD later in this lesson.

Forward Error Correction: Forward error correction (FEC) is a technique that you can use to reduce the
number of retransmissions in IPsec tunnels established over noisy links, at the expense of using more
bandwidth. You can enable FEC on egress and ingress, and it is only supported when you disable IPsec
hardware offloading. You will learn more about IPsec hardware offloading later in this lesson.
Advanced:

« Add route: Disable this setting if you are using a dynamic routing protocol over IPsec and do not
want FortiGate to automatically add static routes.

+ Auto discovery sender: Enable this setting on a hub if you want the hub to facilitate ADVPN
shortcut negotiation for spokes. When enabled, the hub sends a shortcut offer to the spoke to
indicate that it can establish a shortcut to the remote spoke.

+ Auto discovery receiver: Enable this setting on a spoke if you want the spoke to negotiate an
ADVPN shortcut.

+ Exchange interface IP: Enable this setting to allow the exchange of IPsec interface IP addresses.
This allows a point-to-multipoint connection between the hub and spokes..

+ Device creation: Enable this setting to instruct FortiOS to create an interface for every dial-up
client. To increase performance, disable this setting in dial-up servers with many dial-up clients.

+ Aggregate member: FortiGate allows you to aggregate multiple IPsec tunnels into a single
interface. Enable this option if you want the tunnel to become an aggregate member.
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You have three options when configuring the remote gateway type of your VPN: Dialup User, Static IP
Address, and Dynamic DNS.

Use Dialup User when the remote peer IP address is unknown. The remote peer whose IP address is
unknown acts as the dial-up client, and this is often the case for branch offices and mobile VPN clients that
use dynamic IP addresses, and no dynamic DNS. The dial-up client must know the IP address or FQDN of
the remote gateway, which acts as the dial-up server. Because the dial-up server doesn’t know the remote
peer address, only the dial-up client can initiate the VPN tunnel.

Usually, dial-up clients are remote and mobile employees with FortiClient on their computer or handheld
devices. You can also have a FortiGate device acting as a dial-up client for a remote office. One dial-up
server configuration on FortiGate can be used for multiple IPsec tunnels from many remote offices or users.

Use Static IP Address or Dynamic DNS when you know the remote peer address. If you select Static IP
Address, then you need to provide an IP address. If you select Dynamic DNS, then you need to provide a
fully qualified domain name (FQDN), and make sure FortiGate can resolve that FQDN. When both peers
know the remote peer address, that is, the remote gateway on both peers is set to Static IP Address or
Dynamic DNS, then any peer can initiate the VPN tunnel.

Note that in a dial-up setup, the dial-up client is just a VPN peer with the remote gateway set to static IP

address or dynamic DNS. When setting your VPN, you can combine different types of remote gateways. For
obvious reasons, a tunnel in which both peers has the remote gateway set to Dialup user won'’t work.
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IKE Mode Config is similar to DHCP because a server assigns network settings such as IP address,

netmask, and DNS servers, to clients. This assignment takes place over IKE messages.

When you enable Mode Config on a FortiGate device acting as dial-up server, it pushes network settings to

dial-up clients. The dial-up clients are usually FortiClient peers, but they can also be FortiGate peers.

For IKE mode config to work, you must enable the feature on both peers. On FortiClient, Mode Config is
enabled by default, but on FortiGate, you must manually enable it.

Note that the IKE Mode Config settings, are displayed on the GUI only when you set Remote Gateway to
Dialup User. On the FortiGate device acting as dial-up client, you can select Mode Config on the GUI, but

the additional settings are not displayed.
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The ESP protocol usually has problems crossing devices that are performing NAT. One of the reasons is that
ESP does not use port numbers, like TCP and UDP do, to differentiate one tunnel from another.

To solve this, NAT transversal (NAT-T) was added to the IPsec specifications. When NAT-T is enabled on
both ends, peers can detect any NAT device along the path. If NAT is found, then the following occurs on both
peers:

» IKE negotiation switches to using UDP port 4500.
+ ESP packets are encapsulated in UDP port 4500.

So, if you have two FortiGate devices that are behind, for example, an ISP modem that performs NAT, you
will probably need to enable this setting.

When you set the NAT Traversal setting to Forced, UDP port 4500 is always used, even when there is no
NAT device along the path.

When you enable NAT-T, the Keepalive Frequency option shows the interval (in seconds) at which FortiGate
sends keepalive probes. You need NAT-T when there is one or more routers along the path performing NAT.
The purpose of the keepalive probes is to keep the IPsec connection active across those routers along the
path.
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After the peers negotiate the IPsec SAs of a tunnel and, therefore, the tunnel is considered up, the peers
usually don’t negotiate another IPsec SA until it expires. In most cases, the IPsec SA expires every few hours.
This means that if there is a network disruption along the path of the tunnel before the IPsec SA expires, the
peers will continue to send traffic through the tunnel even though the communication between the sites is

disrupted.

When you enable DPD, DPD probes are sent to detect a failed (or dead) tunnel and bring it down before its
IPsec SAs expire. This failure detection mechanism is very useful when you have redundant paths to the
same destination, and you want to fail over to a backup connection when the primary connection fails to keep

the connectivity between the sites up.

FortiGate supports three DPD modes:

* On Demand: FortiGate sends DPD probes if there is only outbound traffic through the tunnel, but no
inbound. Because network applications are usually bidirectional, observing only traffic on the outbound

direction could be an indication of a network failure.

* Onldle: FortiGate sends DPD probes when no traffic is observed in the tunnel. An idle tunnel does not
necessarily mean the tunnel is dead. Avoid this mode if you have many tunnels, because the overhead

introduced by DPD can be very resource intensive.

+ Disabled: FortiGate replies only to DPD probes received. FortiGate never sends DPD probes to the

remote peer and therefore cannot detect a dead tunnel.

The default DPD mode is On Demand. In terms of scalability, On Demand is a better option than On Idle.
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Now, you will learn about the Authentication section in phase 1 configuration:

+ Method: FortiGate supports two authentication methods: Pre-shared Key and Signature. When you
select Pre-shared Key, you must configure both peers with the same pre-shared key. When you select
Signature, phase 1 authentication is based on digital certificate signatures. Under this method, the digital
signature on one peer is validated by the presence of the CA certificate installed on the other peer. That is,
on the local peer, you need to install both the local peer’s certificate and the CA certificate that issued the
remote peer certificate.

* Version: allows you to select the IKE version to use. When selecting version 2, aggressive and main
modes disappear because they don’t apply to IKEv2.

* Mode: refers to the IKEv1 mode. Two options are available: Aggressive and Main (ID protection). You
will learn more about these modes in this lesson.
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IKE supports two different negotiation modes: main and aggressive. Which one should you use?
To answer that question, we can analyze three categories: security, performance, and deployment.

Security wise, main mode is considered more secure because the pre-shared key hash is exchanged
encrypted, whereas in aggressive mode, the hash is exchanged unencrypted. Although the attacker would still
have to guess the cleartext pre-shared key for the attack to be successful, the fact that the pre-shared key
hash has been encrypted in main mode reduces considerably the chances of a successful attack.

In terms of performance, aggressive mode may be a better option. This is because the negotiation is
completed after only three packets are exchanged, whereas in main mode, six packets are exchanged. For
this reason, you may want to use aggressive mode when a great number of tunnels terminate on the same
FortiGate device, and performance is a concern.

Another use case for aggressive mode, is when there is more than one dial-up tunnel terminating on the same
FortiGate IP address, and the remote peer is authenticated using a peer ID because its IP address is
dynamic. Because peer ID information is sent in the first packet in an aggressive mode negotiation, then
FortiGate can match the remote peer with the correct dial-up tunnel. The latter is not possible in main mode
because the peer ID information is sent in the last packet, and after the tunnel has been identified.

When both peers know each other's IP address or FQDN, you may want to use main mode to take advantage

of its more secure negotiation. In this case, FortiGate can identify the remote peer by its IP address and, as a
result, associate it with the correct IPsec tunnel.
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Now, you will learn about the Phase 1 Proposal section of phase 1 configuration. This section allows you to
enable the different proposals that FortiGate supports when negotiating the IKE SA (or phase 1 SA). You can
combine different parameters to suit your security needs. You must at least configure one combination of

encryption and authenticatio

n algorithms, or several.

+ Encryption: select the algorithm to use for encrypting and decrypting the data.
+ Authentication: select the authentication algorithm to use for verifying the integrity and authenticity of the

data.

+ Diffie-Hellman Groups: The Diffie-Hellman (DH) algorithm is used during IKE SA negotiation. The use of
DH in phase 1 is mandatory and can’t be disabled. You must select at least one DH group. The higher the
DH group number, the more secure the phase 1 negotiation is. However, a higher DH group number also
results in a longer compute time.

+ Key Lifetime: defines the lifetime of the IKE SA. At the end of the lifetime, a new IKE SA is negotiated.

* Local ID: if the peer accepts a specific peer ID, type that same peer ID in this field.
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Phase 1—Extended Authentication (XAuth)

- XAuth adds stronger authentication: username + password

* You can authorize all users who belong to a specific user group or inherit it from the
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Phase 1 supports two types of authentication: pre-shared keys and digital signatures. The XAuth extension,
sometimes called phase 1.5, forces remote users to authenticate additionally with their credentials (username
and password). So, additional authentication packets are exchanged if you enable it. What is the benefit?
Stronger authentication.

When you set Remote Gateway to Dialup User, FortiGate acts as the authentication server. The XAUTH
section shows the authentication server type options: PAP Server, CHAP Server, and Auto Server. In the
example shown on this slide, Auto Server is selected, which means that FortiGate automatically detects the
authentication protocol used by the client.

After you select the authentication server type, you configure how user group matching is performed. There
are two options: Inherit from policy and Choose. The latter is used in the example on this slide, and allows
you to select one of the user groups available on FortiGate. Note that, when you select Choose, you must
configure a separate dial-up VPN for every group of users that require a different network access policy.

The other way to authenticate VPN users with XAuth is by selecting Inherit from policy. When you select this
option, FortiGate authenticates users based on their matching IPsec policy and, as a result, the configuration
for controlling network access is simpler. That is, you control network access by configuring multiple policies
for different user groups, instead of configuring multiple tunnels for different user groups. The Inherit from
policy option follows a similar authentication approach used for SSL VPN remote users. You will learn more
about SSL VPN in another lesson.

When Remote Gateway is set to Static IP Address or Dynamic DNS, FortiGate acts as the client, and the
XAUTH section shows the Client option as Type. You can then set the credentials that FortiGate uses to
authenticate against the remote peer through XAuth.
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Phase 2—How it Works

* Negotiates two unidirectional IPsec SAs for ESP
+ Protected by phase 1 IKE SA

+ When |IPsec SAs are about to expire, it renegotiates

« Optionally, if Perfect Forward Secrecy is enabled, FortiGate uses DH to generate new keys each time
phase 2 expires

« Each phase 1 can have multiple phase 2s
« High security subnets can have stronger ESP
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After phase 1 has established a secure channel to exchange data, phase 2 begins.

Phase 2 negotiates security parameters for two IPsec SAs over the secure channel established during phase
1. ESP uses IPsec SAs to encrypt and decrypt the traffic exchanged between sites.

Phase 2 does not end when ESP begins. Phase 2 periodically renegotiates IPsec SAs to maintain security. If
you enable Perfect Forward Secrecy, each time phase 2 expires, FortiGate uses DH to recalculate new
secret keys. In this way, new keys are not derived from older keys, making it much harder for an attacker to
crack the tunnel.

Each phase 1 can have multiple phase 2s. When would this happen? For example, you may want to use

different encryption keys for each subnet whose traffic is crossing the tunnel. How does FortiGate select
which phase 2 to use? By checking which phase 2 selector (or quick mode selector) matches the traffic.
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! Name Local Address Remote Address
* You can configure multiple selectors for granular — ey e
control
| New Phase 2 @ O
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- Local Port and Remote Port Remote Port Al -y
Protocol All P hadises
Named Address
IPvES Subnet
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IPvE Address
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In phase 2, you must define the encryption domain (or interesting traffic) of your IPsec tunnel. The encryption
domain refers to the traffic that you want to protect with IPsec, and it is determined by your phase 2 selector
configuration.

You can configure multiple selectors to have more granular control over traffic. When you configure a phase 2

selector, you specify the encryption domain by indicating the following network parameters:

+ Local Address and Remote Address: as seen in the example shown on this slide, you can define IPv4 or
IPv6 addresses using different address scopes. When selecting Named Address or Named IPv6
Address, FortiGate allows you to select an IPv4 or IPv6 firewall address object, respectively, configured in
the system.

* Protocol: is in the Advanced section, and is set to All by default.

» Local Port and Remote Port: are also shown in the Advanced section, and are set to All by default. This
applies only to port-based traffic such as TCP or UDP. You will learn more about the Advanced section
later in this lesson.

Note that after the traffic is accepted by a firewall policy, traffic is dropped before entering the IPsec tunnel if
the traffic does not match any of the phase 2 selectors configured. For this reason, usually, it's more intuitive
to filter traffic with firewall policies. So, if you don’t want to use phase 2 selector filtering, you can just create
one phase 2 selector with both the local and remote addresses set to any subnet, like in the example shown
on this slide, and then use firewall policies to control which traffic is accepted on the IPsec tunnel.

In addition, the phase 2 selector network parameters on both peers must match if the tunnel is point-to-point,
that is, when the remote gateway is not set to dial-up user.
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For every phase 2 selector, you need to configure one or more phase 2 proposals. A phase 2 proposal
defines the algorithms supported by the peer for encrypting and decrypting the data over the tunnel. You can
configure multiple proposals to offer more options to the remote peer when negotiating the IPsec SAs.

Like in phase 1, you need to select a combination of encryption and authentication algorithms. Some
algorithms are considered more secure than others, so make sure to select the algorithms that conform with
your security policy. However, note that the selection of the algorithms has a direct impact on FortiGate IPsec
performance. For example, 3DES is known to be a much more resource-intensive encryption algorithm than
DES and AES, which means that your IPsec throughput could be negatively impacted if you select 3DES as
the encryption algorithm. Also, note that if you select NULL as the encryption algorithm, traffic is not
encrypted.

In addition, some encryption algorithms, such as CHACHA20POLY1305, are not supported for hardware
offload. That is, if you have a FortiGate device that contains network processor (NP) units, you can achieve
higher IPsec performance if you select an algorithm that is supported for IPsec offload by your NP unit model,
such as AES or DES. For a list of supported encryption algorithms for IPsec hardware offloading, refer to
https://docs.fortinet.com.

When configuring the phase 2 proposal, you can select Enable Replay Detection to detect antireplay attacks
on ESP packets. Note that this is a local setting and, therefore, it is not included as part of the proposals
presented by the peer during phase 2 negotiation.

Also, if you enable Perfect Forward Secrecy, FortiGate uses DH to enhance security during the negotiation
of IPsec SAs.
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IPsec SAs are periodically renegotiated to improve security, but when does that happen? It depends on the
key lifetime settings configured on the phase 2 proposal.

The expiration of an IPsec SA is determined by the lifetime type and threshold configured. By default, Key
Lifetime is set to Seconds (time-based). This means that when the SA duration reaches the number of
seconds set as Seconds, the SA is considered expired. You can also set the key lifetime to Kilobytes
(volume-based), upon which the SA expires after the amount of traffic encrypted and decrypted using that SA
reaches the threshold set. Alternatively, you can select Both as the key lifetime type, upon which FortiGate
tracks both the duration of the SA and the amount of traffic. Then, when any of the two thresholds is reached,
the SA is considered expired. Note that the key lifetime thresholds do not have to match for the tunnel to come
up. When thresholds are different, the peers agree on using the lowest threshold value offered between the
two.

When IPsec SAs expire, FortiGate needs to negotiate new SAs to continue sending and receiving traffic over
the IPsec tunnel. Technically, FortiGate deletes the expired SAs from the respective phase 2 selectors, and
installs new ones. If IPsec SA renegotiation takes too much time, then FortiGate might drop interesting traffic
because of the absence of active SAs. To prevent this, you can enable Auto-negotiate. When you do this,
FortiGate not only negotiates new SAs before the current SAs expire, but it also starts using the new SAs right
away. The latter prevents traffic disruption by IPsec SA renegotiation.

Another benefit of enabling Auto-negotiate is that the tunnel comes up and stays up automatically, even
when there is no interesting traffic. When you enable Autokey Keep Alive and keep Auto-negotiate
disabled, the tunnel does not come up automatically unless there is interesting traffic. However, after the
tunnel is up, it stays that way because FortiGate periodically sends keep alive packets over the tunnel. Note
that when you enable Auto-negotiate, Autokey Keep Alive is implicitly enabled.
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* On some FortiGate models, you can offload IPsec encryption and decryption to
hardware

+ Hardware offloading capabilities and supported algorithms vary by processor type and
model

« By default, offloading is enabled for supported algorithms
* You can manually disable offloading:

config vpn ipsec phasel-interface
edit ToRemote
set npu-offload disable
next
and
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On some FortiGate models, you can offload the encryption and decryption of IPsec traffic to hardware. The
algorithms that are supported depend on the NP unit model present on FortiGate. For a list of supported
encryption algorithms for IPsec hardware offloading, refer to https://docs.fortinet.com.

By default, hardware offloading is enabled for the supported algorithms. This slide shows the commands you
can use to disable hardware offloading per tunnel, if necessary.
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Knowledge Check

1. Which type of VPN peer can initiate a VPN tunnel?
A. Dial-up server
¥'B.  Dial-up client

2. On which phase do you configure the algorithms used for traffic encryption?
A. Phase 1
¥'B. Phase2

3. Which IKEv1 negotiation mode is faster?
Y'A. Aggressive
B. Main
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Lesson Progress

\( IPsec Introduction

J IPsec Configuration

' Routing and Firewall Policies

" Redundant VPNs

Monitoring and Logs
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Good job! You now understand IPsec configuration.

Now, you will learn about routing and firewall policies for IPsec traffic.
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Routing and Firewall Policies

Objectives

« Understand route-based |IPsec VPNs
« Learn how to configure routing and firewall policies for |Psec traffic
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in routing and firewall policies for IPsec VPNs, you will be able to set up
appropriate routing and firewall policies for your IPsec VPN deployment.
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+ Types of IPsec VPNs:
« Route-based
» Virtual interface for each VPN: VPN matching based on routing

+ Policy-based
= Legacy: VPN matching based on policy. Not recommended.

* Route-based VPNs benéefits:
« Simpler operation and configuration
+ Redundancy
+ Support for:
+ L2TP-over-IPsec
* GRE-over-IPsec
= Dynamic routing protocols

F':-:FlTIl'IET' © Fortinet Inc. All Rights Reserved 41

Training Institute

FortiGate supports two types of IPsec VPNSs: route-based and policy-based. Policy-based is a legacy |IPsec
VPN that is supported only for backward compatibility reasons, and its use is not recommended for new
deployments. Unless otherwise stated, all IPsec VPN references in this lesson are for route-based IPsec

VPNs.

In a route-based IPsec VPN, FortiGate automatically adds a virtual interface with the VPN name. This means
that not only can you configure routing and firewall polices for IPsec traffic in the same way you do for non-
IPsec traffic, but you also can leverage the presence of multiple connections to the same destination to

achieve redundancy.

Another benefit of route-based IPsec VPNs is that you can deploy variations of IPsec VPNs such as L2TP-
over-IPsec and GRE-over-IPsec. In addition, you can also enable dynamic routing protocols for scalability

purposes and best path selection.
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= Useful when dynamic routing protocol is used
» Dynamic routing protocol takes care of routing
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Although you can use dynamic routing protocols for IPsec VPNs, this lesson covers only the use of static
routes.

The routing configuration needed for your IPsec VPN depends on the type of remote gateway configured.
When you set the remote gateway to Dialup User and enable add-route, FortiGate automatically adds a
static route for the local network presented by the remote peer during phase 2 negotiation. In addition, the
route is added to the routing table only after phase 2 is up. If phase 2 goes down, the static route is removed
from the routing table.

When you set the remote gateway to Dialup User and disable add-route, FortiGate does not add static
routes automatically. In this case, a dynamic routing protocol is used between the remote peers to exchange
routing information.

When the remote gateway is set to Static IP Address or Dynamic DNS, you must configure static routes.
When you configure a static route, you select the virtual interface of the IPsec tunnel as the outgoing interface.
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+ Usually two firewall policies are configured for every tunnel
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Senvice © ALL @ ALL x
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NAT > NAT [® )
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You must configure at least one firewall policy that accepts traffic on your IPsec tunnel. Otherwise, the tunnel
will not come up.

When you configure firewall policies for non-IPsec traffic, the policy determines the direction of the traffic that
initiates sessions. The same applies to IPsec traffic. For this reason, you usually want to configure at least two
firewall policies for your IPsec VPN: one incoming policy and one outgoing policy. The incoming policy allows
traffic initiated from the remote site, while the outgoing policy allows traffic to be initiated from the local
network.

Note that the policies are configured with the virtual tunnel interface (or phase 1 name) as the incoming or
outgoing interface.
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Knowledge Check

1. Which IPsec VPN type is legacy and not recommended for new deployments?
A. Route-based IPsec VPN
+'B. Policy-based IPsec VPN

2. What is a configuration requirement for an IPsec tunnel to come up?
YA Afirewall policy accepting traffic on the IPsec tunnel
B. Aroute for IPsec traffic

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved.

FortiGate Infrastructure 7.2 Study Guide

271



IPsec VPN

DO NOT REPRINT

EODRTINIET

O\ T1TNLT L
Lesson Progress

w/ IPsec Introduction

,/ IPsec Configuration

- / 'Routing and Firewall Policies
~ Redundant VPNs

Monitoring and Logs
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Good job! You now understand routing and firewall policies for IPsec traffic.

Now, you will learn about redundant VPNs.
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Redundant VPNs

Objectives

« Learn about redundant VPNs

* Understand redundant VPN configuration between two
FortiGate devices
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in redundant VPNs, you will able to add redundancy to your IPsec VPN
deployment.
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Redundant VPNs

* If the primary VPN tunnel fails, FortiGate then routes traffic through the backup VPN
« Partially redundant: one peer has two connections

S R WAN1
P
&
WAN2

+ Fully redundant: both peers have two connections

WAN1 WAN1
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How can you make your IPsec VPN deployment more resilient? Provide a second ISP connection to your site
and configure two IPsec VPNs. If the primary IPsec VPN fails, another tunnel can be used instead.

There are two types of redundant VPNs:

+ Partially redundant: on one peer (usually the hub, where a backup ISP is available if the main ISP is down),
each VPN terminates on different physical ports. That way, FortiGate can use an alternative VPN. On the
other peer, each VPN terminates on the same physical port—so the spoke is not fault tolerant.

» Fully-redundant: both peers terminate their VPNs on different physical ports, so they are both fault tolerant.
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Redundant VPN Configuration

+ Add at least one phase 2 definition for each phase 1
+ Add one static route for each path

= Alternatively, use dynamic routing
» Configure firewall policies for each IPsec interface

Distance=5
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Primary VPN

Distance=10 BackupVPN
—_—
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« Add one phase 1 configuration for each tunnel. You should enable DPD on both ends.

+ Use distance or priority to select primary routes over backup routes

Distance=5
# Shiend S

o~
<«

Distance=10
—

So, how do you configure a partially or fully redundant VPN?

First, create one phase 1 for each path—one phase 1 for the primary VPN and one for the backup VPN. You

should also enable DPD on both ends.

Second, create at least one phase 2 definition for each phase 1.

Third, you must add at least one static route for each VPN. Routes for the primary VPN must have a lower
distance (or lower priority) than the backup. This causes FortiGate to use the primary VPN while it's available.
If the primary VPN fails, then FortiGate automatically uses the backup route. Alternatively, you could use a

dynamic routing protocol, such as OSPF or BGP.

Finally, configure firewall policies to allow traffic through both the primary and backup VPNs.
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Knowledge Check

1. Which feature should be enabled in a redundant IPsec VPN deployment?
¥'A. DPD
B XAuth

2. Which setting determines whether a tunnel is used as primary or backup?
YA Routing
B. Firewall policies

F::RTINET

i = © Fortinet Inc. All Rights Reserved.
Training Institute 4

FortiGate Infrastructure 7.2 Study Guide

276



IPsec VPN

DO NOT REPRINT

I_f'\l-)'I'II\II:'I'

A=y -—
Lesson Progress

w/ IPsec Introduction

J IPsec Configuration

w/ ' Routing and Firewall Policies
,. J Redundant VPNs

Monitoring and Logs

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 50
Training Institute 4

Good job! You now understand redundant VPNs.

Now, you wil | learn about monitoring IPsec VPNs and reviewing their logs.
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Monitoring and Logs

Objectives

* Learn how to monitor an IPsec VPN status
« Check IPsec VPN logs
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in monitoring and logs, you will be able to monitor IPsec VPN and review past
events.
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IPsec VPN Status—IPsec Monitor Widget

* Monitor IPsec VPN tunnels
+ Display status and statistics
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On the GUI dashboard, you can use the IPsec widget to monitor the status of your IPsec VPNs. The widget
shows the phase 1 and phase 2 status of an IPsec VPN.

You can also bring up or bring down individual VPNs, and get additional details. When you bring up an IPsec
VPN using the IPsec widget, you can choose between bringing up a particular phase 2 selector or all phase 2
selectors in that VPN. Because bringing up a phase 2 selector requires bringing up its phase 1 first, then
bringing up a phase 2 selector results in its phase 1 also coming up.

To bring down the VPN, you can choose between bringing down a particular phase 2 selector, all selectors, or
the entire tunnel. When you bring down the entire tunnel, you bring down all phase 2 selectors as well as the
phase 1.

The Name column indicates the VPN status. The VPN is up when at least one of its phase 2 selectors is up. If
all phase 2 selectors are down, the VPN status is also down. The Phase 1 and Phase 2 Selectors columns
indicate the status of phase 1 and phase 2 selectors, respectively.

The IPsec widget also displays the amount of data sent and received through the tunnel. When you right-click
any of the columns, a menu opens with a list of all the columns available. You can enable additional columns
to get further details about the IPsec tunnels.

In the example shown on this slide, the ToRemote VPN is up because at least one of its phase 2 selectors
(ToRemote1) is up.
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* |Psec routes appear in the routing table after:
+ Phase 1 comes up, if the remote gateway is set to static IP address or dynamic DNS
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If you set the remote gateway to Static IP Address or Dynamic DNS, the static routes for these tunnels
become active in the routing table after phase 1 comes up. Phase 1 negotiation is started automatically
because automatic negotiation is enabled on phase 1 by default. This behavior allows FortiGate to match
interesting traffic to the right tunnel. Moreover, if phase 2 is not up, traffic matching the static route triggers a
phase 2 negotiation, which eventually results in the tunnel (or phase 2) to come up.

When you set the remote gateway to Dialup User, by default, a static route for the destination network is
added after phase 2 comes up. The distance set for the static route is 15. If phase 2 goes down, the route is

removed from the routing table.
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FortiGate logs IPsec VPN events by default. To view IPsec VPN event logs, click Log & Report > System
Events > VPN Events.

The logs track the progress of phase 1 and phase 2 negotiations, and report on tunnel up and down events

and DPD failures, among other events. For more information about IPsec logs, visit
https://docs.fortinet.com.
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Knowledge Check

1. The IPsec monitor widget enables you to bring down the of an IPsec VPN.
A. Phase 1
+¥'B. Entire tunnel

2. When the remote gateway is set to dial-up user, a static route to the remote network is added to
the routing table after

A_  Phase 1 comes up
B. Phase 2 comes up
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IPsec VPN

INL_ 1

Lesson Progress

J IPsec Introduction

J IPsec Configuration

w/ 'Routing and Firewall Policies

,. J Redundant VPNs

J 'Monitoring and Logs
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Review

- Describe the benefits of IPsec VPN

Understand how IPsec works

Learn about the IPsec wizard

Identify and understand the phases of IKEv1

Understand phase 1 and phase 2 settings

Understand redundant VPN configuration between two FortiGate
devices

v" Monitor IPsec VPNs and review logs

K
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how the IPsec protocol works, and how to
configure and monitor IPsec VPNs on FortiGate.
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In this lesson, you will learn about the fundamentals of FortiGate high availability (HA) and how to configure it.
FortiGate HA provides a solution for enhanced reliability and increased performance.
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Lesson Overview

. HA Operation Modes

N 'HA Cluster Synchronization
1

| | ) HA Failover and Workload

Monitoring and Troubleshooting
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In this lesson, you will learn about the topics shown on this slide.
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HA Operation Modes

Objectives

+ |dentify the different operation modes for HA
* Understand the primary FortiGate election in an HA cluster
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After completing this section, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in HA operation modes and primary FortiGate election, you will be able to

choose and implement the right HA operation mode in your network based on your requirements. You will be
able to use FortiGate devices effectively in your network.
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What Is FortiGate HA?

Switch

Switch
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The idea of HA is simple. HA links and synchronizes two to four FortiGate devices to form a cluster for
redundancy and performance purposes.

A cluster includes one device that acts as the primary FortiGate (also called the active FortiGate). The primary
synchronizes its configuration, session information, FIB entries, FortiGuard definitions, and other operation-
related information to the secondary devices, which are also known as standby devices.

The cluster shares one or more heartbeat interfaces among all devices—also known as members—for
synchronizing data and monitoring the health of each member.

There are currently two HA operation modes available: active-active (A-A) and active-passive (A-P). Now, you
will examine the differences.
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Active-Passive HA

Secondary devices
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First, take a look at active-passive mode. In either of the two HA operation modes, the operation information
(configuration, sessions, FIB entries, and so on) of the primary FortiGate is synchronized with secondary

devices.

In active-passive mode, the primary FortiGate is the only FortiGate that actively processes traffic. Secondary
FortiGate devices remain in passive mode, monitoring the status of the primary device.

If a problem is detected on the primary FortiGate, one of the secondary devices takes over the primary role.
This event is called an HA failover.
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Active-Active HA
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The other HA mode is active-active.

Like active-passive HA, in active-active HA, the operation-related data of the primary FortiGate is
synchronized to the secondary FortiGate devices. Also, if a problem is detected on the primary device, one of
the secondary devices takes over the role of the primary, to process the traffic.

However, one of the main differences from active-passive mode is that in active-active mode, all cluster

members can process traffic. That is, based on the HA settings and traffic type, the primary FortiGate can
distribute sessions to the secondary devices.
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FortiGate Clustering Protocol
* Used for: » Ethernet types and ports:
» Member discovery + Heartbeat:
« Primary election + Ethernet type 0x8890 (NAT mode)
- Data synchronization + Ethernet type 0x8891 (Transparent mode)
« Member health monitoring + Data synchronization, logging, and CLI management:

« Frame: Ethernet type 0x8893

+ Failover trigger events:  Thner packet:

* Dead member + TCP/703 and UDP/703 (data sync)
» Failed link + TCP/700 (logging and alert emails)
+ Failed remote link (link heath * TCP/22(CLImanagement)
monitoring) + A-A load balancing (first packet only):
= High memory usage * Frame: Ethernet type 0x8891
+ Failed solid state disk (SSD) * Inner packet: Original packet (MAC rewrite)

+ Admin-triggered
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FortiGate HA uses the Fortinet-proprietary FortiGate Clustering Protocol (FGCP) to discover members, elect
the primary FortiGate, synchronize data among members, and monitor the health of members.

To discover and monitor members, the members broadcast heartbeat packets over all configured heartbeat
interfaces. If the cluster operates in NAT mode, the heartbeat frames are type 8890. In transparent mode, the
heartbeat frames are type 8891. If the cluster operates in active-active mode, the first packet of a session
distributed to the secondary is encapsulated in Ethernet frames type 8891.

The members also exchange frames type 8893 for data synchronization, local CLI management, and logging
purposes. For data synchronization, the inner packet can be TCP port 703 or UDP port 703, depending on the
type of data to synchronize. The primary also relays logs and alert emails from secondary devices over TCP
port 700. For local HA management using the CLI, the inner packet is SSH.

You can configure the cluster to perform HA failover based on the following events:

+ Dead member: The primary FortiGate is unresponsive.

» Failed link: The link of one or more monitored interfaces on the primary FortiGate goes down.

» Failed remote link: FortiGate uses the link health monitor feature to monitor the health of one or more
interfaces. The primary fails if the accumulated penalty of all failed interfaces reaches the set threshold.

+ High memory usage: The primary fails if its memory utilization reaches the configured threshold.

» Failed SSD: FortiOS detects a failure in an SSD. Only available for devices with SSDs.

» Admin-triggered: The administrator issues a manual failover.

For any of the failover trigger events, the result is that the cluster promotes one of the secondary devices to
the new primary FortiGate role.
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+ Setup:

- Best practice: ——
+ Use at least two heartbeat interfaces (maximum [/ _
8) o —— Heartbeat link
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HA Requirements

All members must have the same: S
+ Firmware version
+ Model |
« Licensing

« |f different, the cluster uses the lowest-level L
license —— S

» Hard drive configuration e

+ Operating mode (management VDOM)

« Same HA group ID, group name, password, and
heartbeat interface settings

+ Heartbeat interfaces can see each other

+ |nitially, switch DHCP and PPPoE interfaces to
static configuration

© Fortinet Inc. All Rights Reserved 8

To successfully form an HA cluster, you must ensure that the members have the same:

Firmware version

Model: the same hardware model or VM model

Licensing: includes the FortiGuard license, VDOM license, FortiClient license, and so on

Hard drive configuration: the same number and size of drives and partitions

Operating mode: the operating mode—NAT mode or transparent mode—of the management VDOM

If the licensing level among members isn’t the same, the cluster resolves to use the lowest licensing level
among all members. For example, if you purchase FortiGuard Web Filtering for only one of the members in a
cluster, none of the members will support FortiGuard Web Filtering when they form the cluster.

From a configuration and setup point of view, you must also make sure that:

The HA settings on each member have the same group ID, group name, password, and heartbeat
interface settings.

The heartbeat interfaces on each member can see each other. This usually means placing all heartbeat
interfaces in the same broadcast domain, or for two-member clusters, connecting them directly.

It's also a best practice to:

Configure at least two heartbeat interfaces for redundancy purposes. This way, if one heartbeat link fails,
the cluster uses the next one, as indicated by the priority and position in the heartbeat interface list.

If using DHCP or PPPoE interfaces, use static configuration during the cluster initial setup to prevent
incorrect address assignment. After the cluster is formed, you can put back the original interface settings.
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« Override disabled (default) e ";g" i
* Force a failover =

reater Less
l # diagnose sys ha reset-uptime [
* Check the HA uptime difference: !

Greater , Less
Greater ‘ Less

Less
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# diagnose sys ha dump-by vcluster

FGVMxxxx92:...uptime/reset cnt=7814/0
FGUMxxxx36:...uptime/reset_cnt=0/1

Primary FortiGate
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This slide shows the different criteria that a cluster considers during the primary FortiGate election process.
The criteria order evaluation depends on the HA override setting. This slide shows the order when the HA
override setting is disabled, which is the default behavior. Note that the election process stops at the first
matching criteria that successfully selects a primary FortiGate in a cluster.

1. The cluster compares the number of monitored interfaces that have a status of up. The member with the
most available monitored interfaces becomes the primary.

2. The cluster compares the HA uptime of each member. The member with the highest HA uptime, by at
least five minutes, becomes the primary.

3. The member with the highest priority becomes the primary.

4. The member with the lowest serial number becomes the primary.

When HA override is disabled, the HA uptime has precedence over the priority setting. This means that if you
must manually fail over to a secondary device, you can do so by reducing HA uptime of the primary FortiGate.
You can do this by running the diagnose sys ha reset-uptime command on the primary FortiGate,
which resets its HA uptime to 0.

Note that the diagnose sys ha reset-uptime command resets the HA uptime and not the system
uptime. Also, note that if a monitoring interface fails, or a member reboots, the HA uptime for that member is
reset to 0.

This slide also shows how to identify the HA uptime difference between members. The member with 0 in the
uptime column indicates the device with the lowest uptime. The example shows that the device with the
serial number ending in 92 has an HA uptime that is 7814 seconds higher than the other device in the HA
cluster. The reset cnt column indicates the number of times the HA uptime has been reset for that device.

FortiGate Infrastructure 7.2 Study Guide 293



High Availability

DO NOT REPRINT
HORTHNET —

Primary FortiGate Election—Override Enabled

+ Override enabled Regin ”;gm'at"’“

config system ha
set override enable Greater

Less

end

« Force a failover

+ Change the HA priority Greater ’_ Less

4

Greater ‘ Less
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Primary FortiGate / Secondary FortiGate /
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If the HA override setting is enabled, the priority is considered before the HA uptime.

The advantage of this method is that you can specify which device is the preferred primary every time (as long
as it is up and running) by configuring it with the highest HA priority value. The disadvantage is that a failover
event is triggered not only when the primary fails, but also when the primary is available again. That is, when
the primary becomes available again, it takes its primary role back from the secondary FortiGate that

temporarily replaced it.

When override is enabled, the easiest way of triggering a failover is to change the HA priorities. For example,
you can either increase the priority of one of the secondary devices, or decrease the priority of the primary.

The override setting and device priority values are not synchronized to cluster members. That is, on each
member, you must manually enable override and adjust the priority.
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Knowledge Check

1. What is a requirement for members to form an HA cluster?
A.  They must have same host name
¥'B They must run the same firmware version

2. What is the default order criteria (override disabled) for selecting the primary in an HA
cluster?
A Connected monitored ports > HA uptime > priority > serial number
B. Priority > HA uptime > connected monitored ports > serial number
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p HA Cluster Synchronization
-

" HA Failover and Workload

Monitoring and Troubleshooting
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Good job! You now understand HA operation modes and the election of the primary FortiGate in an HA
cluster.

Now, you will learn about HA cluster synchronization.
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HA Cluster Synchronization

Objectives

+ |dentify the primary and secondary device tasks in an HA
cluster

* Identify what is synchronized between HA cluster members
» Configure session synchronization for seamless failover
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After completing this section, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in cluster synchronization, you will be able to identify the tasks assigned to

members based on their roles, as well as what information is synchronized between members. You will also
learn how to configure session synchronization to perform session failover to specific types of traffic.
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Primary FortiGate Tasks

+ Broadcasts hello packets for member discovery and monitoring

+ Synchronizes operation-related data such as:
+ Configuration (some settings are not synchronized)
« FIB entries
+ DHCP leases
+ ARP table
+ FortiGuard definitions
+ |Psec tunnel SAs
+ Sessions (must be enabled)

* In active-active mode only:
= Distributes sessions to secondary members

F:=RTINET

e - © Fortinet Inc. All Rights Reserved
Training Institute

So, what are the tasks of a primary FortiGate?

It monitors the cluster by broadcasting hello packets and listening for hello packets from other members in the
cluster. The members use the hello packets to identify if other FortiGate devices are alive and available.

The primary FortiGate also synchronizes its operation-related data to the secondary members. Some of the
data synchronized includes its configuration, FIB entries, DHCP leases, ARP table, FortiGuard definitions, and
IPsec tunnel security associations (SAs). Note that some parts of the configuration are not synchronized
because they are device-specific. For example, the host name, HA priority, and HA override settings are not
synchronized.

Optionally, you can configure the primary FortiGate to synchronize qualifying sessions to all the secondary
devices. When you enable session synchronization, the new primary can resume communication for sessions
after a failover event. The goal is for existing sessions to continue flowing through the new primary FortiGate
with minimal or no interruption. You will learn which types of sessions you can enable synchronization for later
in the lesson.

In active-active mode only, a primary FortiGate is also responsible for distributing sessions to secondary
members.
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* Broadcasts hello packets for member discovery and monitoring
+ Synchronizes data from the primary

* Monitors the health of the primary
« If the primary fails, the secondary devices elect a new primary

* In active-active mode only:
« Processes traffic distributed by the primary
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Now, take a look at the tasks of secondary FortiGate devices.
Like the primary, secondary members also broadcast hello packets for discovery and monitoring purposes.

In addition, in active-passive mode, the secondary devices act as a standby device, receiving synchronization
data but not actually processing any traffic. If the primary FortiGate fails, the secondary devices elect a new

primary.

In active-active mode, the secondary devices don’t wait passively. They process all traffic assigned to them by
the primary device.
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* The cluster assigns addresses to heartbeat interfaces based on the serial number of

each member
* 169.254.0.1: for the highest serial number
* 169.254.0.2: for the second highest serial number
* 169.254.0.3: for the third highest serial number (and so on)

* Members keep their heartbeat IP addresses regardless of any change in their role
(primary or secondary)
« The IP address assignment may change only when a member leaves or joins the cluster
* The cluster uses the heartbeat |P addresses to:

+ Distinguish the members
« Synchronize data with members
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FGCP automatically assigns the heartbeat IP addresses based on the serial number of each device. The IP
address 169.254.0.1 is assigned to the device with the highest serial number. The IP address 169.254.0.2 is
assigned to the device with the second highest serial number, and so on. The IP address assignment does
not change when a failover happens. Regardless of the device role at any time (primary or secondary), its
heartbeat IP address remains the same.

A change in the heartbeat IP addresses may happen when a FortiGate device joins or leaves the cluster. In
those cases, the cluster renegotiates the heartbeat IP address assignment, this time taking into account the
serial number of any new device, or removing the serial number of any device that left the cluster.

The HA cluster uses the heartbeat IP addresses to distinguish the cluster members and synchronize data.
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Heartbeat and Monitored Interfaces

+ Heartbeat interfaces exchange sensitive data and may use a fair amount of bandwidth
+ If using a switch, use a dedicated switch or dedicated VLAN
« Configure at least one heartbeat interface

» |t's a best practice to configure at least two for redundancy
= Must be a physical port

* Monitored interfaces
« Required for link failover
« Choose interfaces that are critical for user traffic
* Physical, redundant, and LAG interfaces are supported
« Don’'t monitor heartbeat interfaces
+ Configure link failover after the clusteris formed
* Prevents unwanted failover events during initial setup
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Heartbeat interfaces exchange sensitive information about the cluster operation and may require a fair
amount of bandwidth for data synchronization. For this reason, if you use a switch to connect the heartbeat
interfaces, it's recommended that you use a dedicated switch or, at least, that you place the heartbeat traffic
on a dedicated VLAN.

In addition, you must configure at least one port as a heartbeat interface, but preferably two for redundancy.
For heartbeat interfaces, you can use physical interfaces only. That is, you can’t use VLAN, IPsec VPN,
redundant, or 802.3ad aggregate interfaces. You cannot use FortiGate switch ports either.

For link failover to work, you must configure one or more monitored interfaces. A monitored interface should
be an interface whose failure has a critical impact in the network, and therefore, should trigger a device
failover. For example, your LAN or WAN interfaces are usually good choices for monitored interfaces.
Heartbeat interfaces, however, should not be configured as monitored interfaces because they are not meant
to handle user traffic. Note that you can monitor physical ports, redundant interfaces, and link aggregation
group (LAG) interfaces.

As a best practice, wait until a cluster is up and running and all interfaces are connected before configuring
link failover. This is because a monitored interface can be disconnected during the initial setup and, as a
result, trigger a failover before the cluster is fully configured and tested.
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Configuration
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To prepare for a failover, an HA cluster keeps its configurations in sync. You will explore that now.
FortiGate HA uses a combination of both incremental and complete synchronizations.
When you add a new FortiGate to the cluster, the primary FortiGate compares its configuration checksum with

the new secondary FortiGate configuration checksum. If the checksums don't match, the primary FortiGate
uploads its complete configuration to the secondary FortiGate.
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HA Incremental Configuration Synchronization

Secondary

Configuration

Configuration
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After the initial synchronization is complete, the primary sends any further configuration changes made by an
administrator to all the secondary devices. For example, if you create a firewall address object, the primary
doesn’t resend its complete configuration—it sends only the new object.

FortiGate Infrastructure 7.2 Study Guide 303



High Availability

DO NOT REPRINT
FORTHINET —
HA Configuration Synchronization

* Incremental synchronization also includes:
+ Dynamic data such as DHCP leases, FIB entries, IPsec SAs, session information, and so on

« Periodically, HA checks for synchronization

« If the checksums match, the cluster is in sync
« If the checksums don’t match after five attempts, the secondary downloads the whole configuration from

the primary
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HA propagates more than just configuration details. Some runtime data, such as DHCP leases and FIB
entries, are also synchronized.

By default, the cluster checks every 60 seconds to ensure that all devices are synchronized. If a secondary
device is out of sync, its checksum is checked every 15 seconds. If the checksum of the out-of-sync
secondary device doesn’t match for five consecutive checks, a complete resynchronization to that secondary

device is done.
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What Is Not Synchronized?

* These configuration settings are not synchronized between cluster members:
+ HA management interface settings

« The primary FortiGate synchronizes all other configuration settings
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= HA default route for the reserved management interface
In-band HA management interface
HA override
HA device priority
HA virtual cluster priority
FortiGate host name
Ping server HA priorities
= The HA priority (ha-priority) setting for a ping server or dead gateway detection configuration
Licenses”
» FortiGuard, FortiCloud activation, and FortiClient licensing

Cache
« FortiGuard Web Filtering and email filter, web cache, and so on

Note:
* FortiToken licenses (serial numbers) are synchronized
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Not all the configuration settings are synchronized. There are a few that are not, such as:

+ System interface settings of the HA reserved management interface and the HA default route for the
reserved management interface

* In-band HA management interface

» HA override

* HA device priority

» Virtual cluster priority

» FortiGate host name

» HA priority setting for a ping server (or dead gateway detection) configuration

+ All licenses except FortiToken licenses (serial numbers)

» Cache

The primary FortiGate synchronizes all other configuration settings, including all other HA settings.

FortiGate
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)

* Provides seamless failover + Configure session synchronization on the

- Network applications don’t need to restart CLI

conne‘ct.tons ) config system ha
* Minimum or no impact set session-pickup enable |
A E - set session-pickup-connectionless enable
Firewall SGS_SIO”S set multicast-ttl <5 — 3600 sec>
= TCP sessions are synced by default arid

* Unless they are subject to proxy inspection

» Usually not required

« Multicast sessions are not synced
* Multicast routes are

* SIP sessions inspected by SIP ALG + Enable non-proxy TCP session sync synchronization

* Local sessions
* Not synced, must be restarted
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Session synchronization provides seamless session failover. When the primary fails, the new primary can
resume traffic for synchronized sessions without network applications having to restart the connections.

By default, the feature synchronizes TCP firewall sessions that are not subject to proxy-based inspection. An
exception to this rule is TCP SIP sessions inspected by SIP ALG. Even though SIP ALG performs proxy-
based inspection on SIP sessions, FortiGate can still synchronize such SIP sessions. Firewall sessions, also
known as pass-through sessions, are user traffic sessions that travel across FortiGate. TCP firewall sessions
that are subject to flow-based inspection or no inspection at all, are synchronized to secondary members.

You can also enable the synchronization of UDP and ICMP sessions. Although both protocols are
connectionless protocols, FortiGate still allocates sessions for UDP and ICMP connections in its session
table. Usually, the synchronization of UDP and ICMP sessions is not required because most UDP and ICMP
connections can resume communication if their session information is lost.

For multicast traffic, FortiGate synchronizes multicast routes only. That is, FortiGate doesn’t synchronize
multicast sessions, which should be fine because multicast sessions are mostly UDP-based and, as
mentioned before, UDP sessions can usually resume communication if their session information is lost. To
ensure the multicast routing information across members is accurate, you can adjust the multicast time to live
(TTL) timer. The timer controls how long the new primary keeps the synced multicast routes in the multicast
forwarding table. The smaller the timer value, the more often the routes are refreshed, and so the more
accurate the multicast forwarding table is. The recommended timer value is 120 seconds.

Local-in and local-out sessions, which are sessions that are terminated at or initiated by FortiGate,

respectively, are not synchronized either. For example, BGP peerings, OSPF adjacencies, as well as SSH
and HTTPS management connections must be restarted after a failover.
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IPsec and SSL VPN Synchronization

+ FortiGate automatically synchronizes data for:
+ |Psec
« IKE and IPsec SAs

+ Tunnels continue to be up after failover
« Sessions over |Psec require you to enable session synchronization for session failover
« SSL VPN web mode
« Authentication information

* Web mode users don't have to reauthenticate after failover
+  They must still restart connections over SSLVPN

+ FortiGate doesn’t synchronize data for SSL VPN tunnel mode users
» Tunnel mode users must restart the SSL VPN tunnel after failover
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The primary FortiGate automatically synchronizes all IKE and IPsec security associations (SAs) to secondary
members. This enables the new primary to resume existing IPsec tunnels after a failover. Note that you must
also enable session synchronization if you want the new primary to also resume existing IPsec sessions.
Otherwise, after a failover, you must still restart existing TCP connections made over IPsec tunnels, even
though the IPsec tunnels continue to be up on the new primary.

For SSL VPN, the primary FortiGate synchronizes the authentication information for SSL VPN web mode
users only. That is, they are using SSL VPN web mode, the SSL VPN users don’t have to authenticate again
after a failover. However, the users must still restart the connections made using SSL VPN web mode to
regain access to protected resources. Note that FortiGate doesn’t synchronize any information for SSL VPN
tunnel mode. That is, after a failover, SSL VPN tunnel mode users must restart their SSL VPN tunnel
connection, as well as any connection made through the tunnel.
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Knowledge Check

1. Which information is synchronized in an HA cluster?
A Firewall policies and objects
B. FortiGate host name

2. Which one of the following session types can be synchronized in an HA cluster?
A. BGP peerings
vB. Non-proxy TCP sessions
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Lesson Progress

w/ 'HA Operation Modes

e J 'HA Cluster Synchronization

|

" HA Failover and Workload

Monitoring and Troubleshooting
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Good job! You now understand HA cluster synchronization.

Now, you will learn about HA cluster failover protection types and workload for primary and secondary
FortiGate devices in an HA cluster.
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HA Failover and Workload

Objectives

+ |dentify the HA failover types

* Interpret how an HA cluster in active-active mode distributes
traffic

* Implement virtual clustering per VDOM in an HA cluster

F::RTINET
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After completing this section, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in failover types and workload, you will be able to identify how enhanced

reliability is achieved through HA failover protection. You will also learn about the distribution of traffic in an
active-active cluster and distributing traffic using virtual clustering.
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Failover Protection

+ Types:
+ Device failover
= The secondary devices stop receiving hello packets from the primary
» Link failover
= The link of one or more monitored interfaces goes down
- Remote link failover
* One or more interfaces are monitored using the link health monitor
* The primary fails if the accumulated penalty of all failed interfaces reaches the configured threshold
+ Memory-based failover
* Memory utilization on the primary exceeds the configured threshold and monitoring period
+ SSD failover
= FortiOS detects extended filesystem (Ext-fs) errors in an SSD
= Only available for devices with SSDs

* Identify failover protection type by looking at:
+ Event logs, SNMP traps, and alert email record failover events

* Enable session synchronization for seamless session failover
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The most common types of failovers are device failovers and link failovers. However, you can also configure
remote link failover and memory-based failover. When a failover event is triggered, the secondary devices
elect a new primary.

A device failover is triggered when the secondary devices stop receiving the heartbeat hello packets from the
primary.

A link failover occurs when the link status of a monitored interface on the primary FortiGate goes down. You
can configure an HA cluster to monitor one or more interfaces. If a monitored interface on the primary
FortiGate is unplugged, or its link status goes down, a new primary FortiGate is elected.

When you configure remote link failover, FortiGate uses the link health monitor feature to monitor the health of
one or more interfaces against one or more servers that act as beacons. The primary FortiGate fails if the
accumulated penalty of all failed interfaces reaches the configured threshold.

If you enable memory-based failover, an HA failover is triggered when the memory utilization on the primary
FortiGate reaches the configured threshold for the configured monitoring period. You can also enable SSD
failover, which triggers a failover if FortiOS detects Ext-fs errors on an SSD on the primary FortiGate.

There are multiple events that might trigger an HA failover, such as a hardware or software failure on the
primary FortiGate or an issue on one of the interfaces on the primary. When a failover occurs, an event log is
generated. Optionally, you can configure the device to also generate SNMP traps and alert emails.

Make sure that you enable session pickup for sessions you want to protect from a failover event. This way,
the new primary can resume traffic for these sessions.
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Failover Protection Configuration

* Device failover * Link failover
+ Always enabled + Configure one or more monitored interfaces:
« Adjust the failover time: config system ha

set monitor <interfacel> <interface2> ...

config system ha 2
end

set hb-interval <1 - 20> |
[ ——— 3 T 1
set hb-interval-in-milliseconds 100ms | 10ms|

set hb-lost-threshold <1 - 60> | « Supportedinterfaces:
snd - Physical
+ Redundant

Hearbeat el e
Number of heartbeat nterval units
« Default values vary by model
* FortiGate 2000E:
* hb-interval: 2
* hb-interval-in-milliseconds: 100ms
* hb-lost-threshold: &
+ Total failovertime=2x 100ms x 6= 1200ms

—
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When you configure HA, device failover is always enabled. However, you can adjust the settings that dictate
the failover time. To speed up failover, you can reduce the values for all three settings shown on this slide. To
reduce false positives, increase their values.

The default values for the three settings vary by model. For example, using the default values on a FortiGate
2000E model results in a device failover time of 1200 milliseconds (1.2 seconds). Note that the 10-millisecond
heartbeat interval is supported on NP6 platforms only.

To configure link failover, you must configure one or more monitored interfaces, as shown on this slide. Note
that you can configure only physical, redundant, and LAG interfaces as monitored interfaces.
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Failover Protection Configuration (Contd)

+ Remote link failover
« Configure link health monitor:
config system link-monitor
edit "portl-ha"
set srcintf "portl”
set server "4.2.2.1" "4.2.2.2"

next

end

« Configure HA settings:

config system ha
set pingserver-monitor-interface portl
set pingserver-failover-threshold 5

set pingserver-secondary-force-reset enable ——m

end ________---..

ZERTINET
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This slide shows a configuration example for remote link failover.

First, you configure link health monitor, as shown in the Routing lesson. The ha-priority setting in the link
health monitor configuration defines the penalty applied to the member after the link is detected as dead. Note
that the ha-priority setting has local significance only, and therefore, is not synchronized to other
members.

The next step is to configure the HA settings related to remote link failover. The configuration on this slide
instructs FortiGate to perform remote link failover on port1 as follows:

* When port1 is detected as dead, the nominal penalty (10) is added to the global penalty, which is initially
set to 0.

+ If the accumulated penalty reaches the penalty threshold (5), then the cluster elects a new primary. A
failover occurs when a secondary member has a lower accumulated penalty than the primary. If so, the
secondary member with the lowest accumulated penalty becomes the new primary.

* The cluster doesn’t elect a new primary again until the flip timeout (30 minutes) has passed.

If during the primary election, the accumulated penalty of all members is the same, then other criteria, such as
monitored interfaces, priority, uptime, and so on, are used as tiebreakers to elect the new primary.
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Failover Protection Configuration (Contd)

* Memory-based failover
« Configure HA settings:

config system ha
set memory-based-failover enable
set memory-failover-threshold 70
set memory-failover-monitor-period 30
set memory-failover-sample-rate 2
set memory-failover-flip-timeout 20

end ‘-‘""“-—-‘_
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The HA configuration shown on this slide instructs FortiGate to perform memory-based failover as follows:

*  When the memory on the primary reaches the threshold (70%) and stays like that for 30 seconds, then the
cluster elects a new primary.

» During primary election, a failover occurs when the memory usage on a secondary member is lower than
the configured memory threshold (70%). If so, the secondary member becomes the new primary.

* The cluster doesn’t elect a new primary again until the flip timeout (20 minutes) has passed.

+ Each member in the cluster checks its memory usage every 2 seconds.

If during the primary election, the memory usage of all members are below or above the threshold, then other
criteria, such as monitored interfaces, priority, uptime, and so on, are used as tiebreakers to elect the new
primary.
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Failover Protection Configuration (Contd)
+ SSD failover

+ Configure HA settings:

config system ha

set ssd-failover enable -

end
Fi:RTINET . -
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The HA configuration shown on this slide instructs FortiGate to perform a failover when any of the SSD disks
on the primary FortiGate report Ext-fs errors. Note that this feature is supported only on FortiGate models with
SSD disks.
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Virtual MAC Addresses and Failover

+ On the primary, each interface is assigned a virtual MAC address
« HA heartbeat interfaces are not assigned a virtual MAC address

+ Upon failover, the newly elected primary adopts the same virtual MAC addresses as the
former primary
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To forward traffic correctly, a FortiGate HA solution uses virtual MAC addresses. When a primary joins an HA
cluster, each interface is assigned a virtual MAC address. The HA group ID is used in the creation of virtual
MAC addresses assigned to each interface. So, if you have two or more HA clusters in the same broadcast
domain, and using the same HA group ID, you might get MAC address conflicts. For those cases, it is strongly
recommended that you assign different HA group IDs to each cluster.

Through the heartbeats, the primary informs all secondary devices about the assigned virtual MAC address.
Upon failover, a secondary adopts the same virtual MAC addresses for the equivalent interfaces.

The new primary broadcasts gratuitous ARP packets, notifying the network that each virtual MAC address is
now reachable through a different switch port.

Note that the MAC address of a reserved HA management interface is not changed to a virtual MAC address.
Instead, the reserved management interface keeps its original MAC address.
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Failure of a Secondary FortiGate

* Active-passive HA cluster
The primary updates the list of available secondary FortiGate devices

» Active-active HA cluster

« The primary updates the list of available secondary FortiGate devices and redistributes sessions to
prevent failed secondary devices
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As you learned earlier in this lesson, if a primary fails, a new primary is elected. But what happens if a
secondary FortiGate device fails? It depends on the HA mode.

In an active-passive cluster, the primary only updates its list of available secondary FortiGate devices. It also
starts monitoring for the failed secondary, waiting for it to come online again.

However, in an active-active cluster, the secondary devices can handle traffic. So, the primary (which tracks

and assigns sessions to each secondary) must not only update its list of available secondary FortiGate
devices, but also reassign sessions from the failed FortiGate to a different secondary FortiGate.
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Workload

* Active-passive HA cluster
+ The primary receives and processes all traffic
* The secondary waits passively

« Active-active HA cluster

« The primary receives all traffic and redirects some proxy-based sessions to secondary devices
+ Enable load-balance-all to force distribution of all sessions
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This is how the workload is distributed between roles, depending on the HA mode.

Notice that traffic workload is distributed in active-active mode only. However, keep in mind that by default,
only sessions that are subject to proxy inspection are distributed to secondary devices. If you want to force the
distribution of sessions that are subject to flow inspection or no inspection at all, then you must enable the
load-balance-all setting under HA configuration—this setting is disabled by default.
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Active-Active Traffic Flow (Proxy Inspection)
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Primary

y=virtual is\~port} port1
9 port2

primary-physical MAC-port1

1-SYN

2-SYN

M secondary-physical MAC-port1

Client

Secondary

3 — SYN/ACK
port1

ot
secondary-physical MAC-port L, Server

1. srcMAC client, dstMAC primary-virtual MAC-port1, TCP SYN dport 80

2. srcMAC primary-physical MAC-port1, dstMAC secondary-physical MAC-port1, TCP SYN dport 80 (Ethernet frame 0x8891)
3. srcMAC secondary-physical MAC-port1, dstMAC client, TCP SYN/ACK sport 80

© Fortinet Inc. All Rights Reserved 35

In active-active mode, the following occurs:

The traffic destined to the cluster is sent to the primary. Because all network ports on the primary—except
the heartbeat ports—are assigned a virtual MAC address, the traffic is destined to the virtual MAC address
of the receiving port on the primary FortiGate.

For traffic that is distributed to the secondary, the traffic destined to the endpoints is sent by the secondary.
The traffic is sourced from the physical MAC address of the egressing port on the secondary.

This slide shows the flow for distributed traffic that is subject to proxy inspection:

1.

The client sends a SYN packet, which is forwarded to port1 on the primary. The packet destination MAC
address is the virtual MAC address on port1.

The primary forwards the SYN packet to the selected secondary. In this example, the source MAC
address of the packet is changed to the physical MAC address of port1 on the primary and the destination
MAC address to the physical MAC address of port1 on the secondary. This is also known as MAC
address rewrite. In addition, the primary encapsulates the packet in an Ethernet frame type 0x8891. The
encapsulation is done only for the first packet of a load balanced session. The encapsulated packet
includes the original packet plus session information that the secondary requires to process the traffic.

The secondary responds to the client with a SYN/ACK packet that contains the physical MAC address of
port1 on the secondary as the source and the MAC address of the client as the destination.
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Active-Active Traffic Flow (Proxy Inspection) (Contd)
Primary
port1‘
4 -ACK primary-physical MAC-port1
'-\‘. 5-ACK secondary-physical MAC-port1
Client Secondary
port1 o .‘.I.W&.";(-;-,rver
4. srcMAC client, dstMAC primary-virtual MAC-port!, TCP ACK dport 80

5. srceMAC primary-physical MAC-port1, dstMAC secondary-physical MAC-port1, TCP ACK dport 80
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4. The client acknowledges the SYN/ACK by sending an ACK to the cluster. The ACK packet is destined to
port1 on the primary.

5. The primary receives the packet and knows that it matches a session that was previously distributed to
the secondary. As a result, the primary forwards the ACK packet to the corresponding secondary
FortiGate. The packet is sourced from the physical MAC address of port1 on the primary and destined to
the physical MAC address of port1 on the secondary. The three-way handshake on the client side is
complete.

FortiGate Infrastructure 7.2 Study Guide 320



High Availability

DO NOT REPRINT

ECOOPRRTINIET

O TT1iNEd L
Active-Active Traffic Flow (Proxy Inspection) (Contd)

Primary

port1 i )
port2 primary-virtual MAC-port2

primary-physical MAC-port2 7 - SYN/ACK

secondary-physical MAC-port2 “ |
8 - SYN/ACK N ~|
| ™= _Z|
Secondary 6-SYN ! 1
ort1
P port2 9-ACK Server
secondary-physical MAC-port2

6. srcMAC secondary-physical MAC-port2, dstMAC server, TCP SYN dport 80
7. srcMAC server, dstMAC primary-virtual MAC-port2, TCP SYN/ACK sport 80
8. srcMAC primary-physical MAC-port2, dstMAC secondary-physical MAC-port2, TCP SYN/ACK sport 80
9. srcMAC secondary-physical MAC-port2, dstMAC server, TCP ACK dport 80
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6. The secondary starts the connection with the server by sending a SYN packet using the physical MAC
address of port2 as the source. Note that FortiGate contacts the server after it finishes the three-way
handshake to the client, not before. The same behavior is seen when FortiGate operates in standalone
mode and performs proxy-based inspection.

7. The SYN/ACK packet from the server is sent to port2 on the primary. The destination MAC address is the
virtual MAC address of port2.

8. The primary receives the packet and knows that it matches a session that was previously distributed to
the secondary. The primary forwards the SYN/ACK packet to the corresponding secondary FortiGate. The
packet is sourced from the physical MAC address of port2 on the primary and destined to the physical
MAC address of port2 on the secondary.

9. The secondary responds to the server with an ACK packet that contains the physical MAC address of
port2 on the secondary as the source and the MAC address of the server as the destination.

The three-way handshake on the server side is also complete. From now on, packets that the client sends
follow the same flow. For example, an HTTP GET request packet from the client is first received by the
primary, which then forwards it to the secondary for proxy-based inspection. If the packet is allowed, the
secondary forwards the packet to the server. Any server response packets to the client HTTP GET request
are sent to the primary, which then forwards the packets to the secondary for inspection, and so on.

Note that the goal of active-active mode is to leverage unused CPU and memory resources on secondary

devices. The intention is not really to load balance traffic. In fact, because the traffic from endpoints is always
sent to the primary, you usually see more traffic on the primary than any secondary devices.
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Active-Active Traffic Flow (No Proxy Inspection)
Primary
primary-virtual MAC-port1 portt % port2 primary-virtual MAC-port2

4 - SYN/ACK

primary-physical MAC port1/port2

A

5 - SYN/ACK

secondary-physical MAC port1/port2 | &
Client ‘
Server
6 — SYN/ACK
port1 port2
secondary-physical MAC-port1 secondary-physical MAC-port2
Secondary
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When there is no proxy inspection, that is, when traffic is either subject to flow inspection or no inspection at
all, sessions are distributed to the secondary FortiGate only if you enable the 1cad-balance-all setting
(which is disabled by default) under HA configuration. In addition, as in proxy inspection, you will also see the
following behavior:

+ Traffic sourced from the client or server and destined to the FortiGate cluster is sent to the primary
FortiGate. The source and destination MAC addresses are the endpoint (client or server) and the primary
FortiGate virtual MAC address, respectively.

» The primary FortiGate may, in turn, forward the traffic to the secondary if the session is to be load
balanced.

*  When distributing the traffic to the secondary, FortiGate uses the physical MAC addresses of the primary
and secondary devices interfaces as the source and destination MAC addresses, respectively.

+ |If traffic is load balanced to the secondary FortiGate, any traffic sourced from the cluster and destined to
the endpoint is sourced from the secondary FortiGate. This means that the source MAC address is the
physical address of the secondary egress interface.

When compared to proxy inspection, the difference is that FortiGate does not reply to packets on behalf of the
client or server. For example, instead of replying to the SYN packet that the client sends, FortiGate forwards
the packet to the server through the secondary. Similarly, FortiGate forwards packets that the server sends to
the client through the secondary.
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Unsupported Sessions for Active-Active Load Balancing

+ Sessions that can't be load balanced
« |[CMP, multicast, broadcast, SIP ALG, IM, P2P, and IPsec VPN
« SSL VPN, HTTP multiplexing, SSL offloading, WAN optimization, explicit web proxy, and WCCP

+ HTTPS sessions are not load balanced if they are subject to proxy-based inspection

* HTTPS sessions are load balanced only when 1oad-balance-all is enabled and:

» The inspection mode is set to flow mode, or
+ The inspection mode is set to proxy mode and the HTTPS traffic is not inspected

+ Session failover and session load balancing
+ Some sessions can be synced, but not necessarily load balanced
+ For example, ICMP sessions can be synced (session-pickup-connection must be enabled)but
can't be load balanced
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In active-active mode, not all sessions qualify for active-active load balancing. This slide shows a list of
sessions that can’t be load balanced.

Most of the internet traffic nowadays is HTTPS. For this reason, it is important to understand the limitations for
HTTPS traffic load balancing. You must know that HTTPS sessions are not load balanced if they are subject
to proxy-based inspection. In fact, the only two scenarios in which HTTPS sessions are load balanced is when
the 1load-balance-all setting is enabled and:

» The inspection mode is set to flow mode, or
» The inspection mode is set to proxy mode and the HTTPS traffic is not inspected.

Do not confuse session failover with session load balancing. While some sessions can be synchronized to
secondary members for session failover protection, those same sessions aren’t necessarily supported for
active-active load balancing. For example, ICMP sessions can be synchronized to secondary members if you
enable the session-pickup-connectionless setting, but they cannot be load balanced.
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Active-Active Load Balancing Methods

none The primary handles all sessions
leastconnection Sessions are sent to the member with the least number of sessions
round-robin Default method. Sessions are distributed equally across members

weight-round-robin The more weight a member is assigned, the more sessions it handles

random Sessions are distributed randomly across members

ip Sessions with the same source and destination IP pair are handled by the same
hub member

ipport Distribution based on source address, source port, destination address, and

destination port information
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In active-active mode, when the primary device distributes sessions, it uses one of the following load
balancing methods:

* none: Load balancing is turned off. The primary handles all sessions.

* leastconnection: The primary distributes sessions to the member with the least number of sessions.

* round-robin: This is the default method. The primary distributes sessions equally across members.

* weight-round-robin: The primary distributes sessions across members based on the member weight.
The higher the member weight, the more sessions are distributed to that member.

* random: The primary distributes sessions randomly across members.

* ip and hub: The primary distributes sessions with the same source and destination IP pair to the same
member. Both methods, ip and hub, work the same way. Both names in the configuration were kept for
legacy compatibility purposes. The hub schedule will be removed in a future FortiOS version.

+ ipport: The primary distributes sessions based on the source address, source port, destination address,
and destination port information. The more diverse the traffic is, the more evenly the traffic is distributed
across members.
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Active-Active Load Balancing Methods (Contd)

+ Configure link health monitor:

config system ha

set schedule none | hub | leastconnection | round-robin | weight-round-robin | random | ip | ipport
end

* If using weight-round-robin, configure the member weight on the primary FortiGate:
config system ha

sef. weight <id> <weight>
end

« Example—33% of sessions to primary and 67% to secondary

# get system ha status

Primary: FGVM0100000c4€%2, HA operating index = 0
Secondary: FGVM010000065036, HA operating index = 1

config system ha
set weight 0 1
sel weight 1 2
end

oSk 4R Sk
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You set the load balancing method by configuring the schedule setting, as shown on this slide.

When you select the weight-round-robin method, you must also configure the weight for each member,
as shown on this slide. You indicate the member ID followed by its weight. The higher the member weight, the
more sessions are distributed to that member. You can obtain the member ID from the output of the get
system ha status command.

This slide also shows a configuration example for a weight-based distribution of 67% of sessions to the
secondary FortiGate and 33% of sessions to the primary device. That is, for every three connections that
qualify for load balancing, two of them are distributed to the secondary, and one of them to the primary.

Note that you apply the member weight configuration for all members on the primary device. That is, you don't

have to apply the weight on each member individually. The cluster will synchronize the configuration to each
member for you.
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Virtual Clustering

+ Virtual clusters are an extension of FGCP for FortiGate with multiple VDOMs
« The HA cluster must consist of only two FortiGate devices

+ Allows FortiGate to be the primary for some VDOMs and the secondary for the other
VDOMs

Active-Passive HA

v _ | L

R
- -

Secondary  Secondary
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So far, you've learned about HA clustering where each FortiGate device acts as a whole security domain.
But, if you have an HA cluster with multiple VDOMSs, you can configure virtual clusters.

Virtual clusters allow you to have one device acting as the primary for one VDOM, and as the secondary for a
different VDOM. Each VDOM has a primary and a secondary FortiGate. Any device can act as the primary for
some VDOMSs, and the secondary for the other VDOMs, at the same time. Because traffic from different
VDOMSs can go to different primary FortiGate devices, you can use virtual clustering to manually distribute
your traffic between the two cluster devices, and allow the failover mechanism for each VDOM between two
FortiGate devices.

Note that you can configure virtual clustering between only two FortiGate devices with multiple VDOMs.
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Full Mesh HA

- Eliminates a single point of failure

« Requires redundant or LAG interfaces

« If using LAG interfaces, the switch must support MCLAG or something similar
» FortiSwitch supports MCLAG

FortiGate )

FortiGate
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At the beginning of this lesson, you reviewed a simple HA topology. Now, take a look at a more robust
topology. It is called full mesh HA.

The goal of a full mesh HA topology is to eliminate a single point of failure, not only by having multiple
FortiGate devices forming a cluster, but also by having redundant links to the adjacent switches. The goal is to
have two switches for both upstream and downstream links, and then connect the redundant links to different
switches. For example, the topology on this slide shows two FortiGate devices forming a cluster, and each
FortiGate is connected to two redundant switches, using two different interfaces.

To achieve redundancy with adjacent switches, you must deploy redundant or LAG interfaces. If you use
redundant interfaces, only one interface remains active. This avoids a Layer 2 loop and a standard switch
should suffice. However, if you want to use LAG interfaces, then you must ensure that the switch supports
multichassis link aggregation group (MCLAG) or a similar virtual LAG technology that enables you to form a
LAG whose interface members connect to different switches. FortiSwitch, which is a Fortinet Ethernet switch,

supports MCLAG. You can use FortiSwitch as the adjacent switch to deploy a full mesh HA topology with
FortiGate.
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Knowledge Check

down.
< A.  Primary FortiGate
B. Secondary FortiGate

FortiGate devices with multiple VDOMs.
YA, Two
B. Four
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1. An HA failover occurs when the link status of a monitored interface on the

2. In an active-passive HA cluster, you can configure virtual clustering between only

goes
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Lesson Progress

w/ HA Operation Modes

/ HA Cluster Synchronization

\/ HA Failover and Workload

'Monitoring and Troubleshooting
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Good job! You now understand HA failover and workload.

Now, you will learn about monitoring and troubleshooting an HA cluster.
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Monitoring and Troubleshooting

Objectives

+ Verify the normal operation of an HA cluster
+ Configure an HA management interface
+ Upgrade the HA cluster firmware

F::RTINET

Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in monitoring and troubleshooting, you will be able to make sure the cluster is

synchronized properly. You will also learn how to configure and access secondary devices in an HA cluster
and how to upgrade the firmware on the HA cluster.
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Checking the HA Status on the GUI
Ef FortiGate VM4 @ 3 3 7 % £1 FortiGateVMé4 1 2
Tl "TLLT
el -
N Seees W Teese
Local-FortiGate (Primary) Remote-FortiGate (Secondary
 Refresh  # Eait X Remave device fram HA cluster
Status Priarity Hestname Serial Mo Robe Uptime Sessions Throughput
@ Synchronized 200 Locai-FortiGate FOVMO 10000064652 I Primary 3d 230 22,00 kbps | EH Best Fit All Columns
© Symbronizes 100 Remote-FortiGale FOVMO10000045038 I Sevondary [+ 5 17.00 kbps | "D Reset Table
# Edit + Sessions .
. " Throughs
_ % Remove device from HA cluster g
S — AV Evenits
+ Add Widge
Bytes
B Checksum
. Fi
Active-Active Cluster Uptime
Training CcPU
: © Local-FortiGate Down Ports
IPS Events
: & Remote-FortiGate
Packets
03235559
RAM
032354:10
Virtual Domains
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The HA page on the FortiGate GUI shows important information about the health of your HA cluster. For each
cluster member, the page shows whether the member is synchronized or not, and its status, host name, serial
number, role, priority, uptime, and active sessions.

On the HA page, you can remove a device from a cluster. When you remove a device from HA, the device
operation mode is set to standalone. You can also enable more columns that display other important
information about each member such as the checksum, CPU, and memory.

You can also add the HA Status widget on the Dashboard page. The widget provides a summary of the HA

status on the device.
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Checking the HA Status on the CLI

# get system ha status
HA Health Status: COF

Mode: HA A=P
Group: 210

Debug: 0
Cluster Uptime: 2 days 21:28:23
Cluster state change time: 2022-04-20 18:28:23

Primary selscted using:
<2022/04/20 18:28:23» vcluster-1: SNl is selected as the primary because its uptime is larger than pesr member SNZ2.
<2022/04/20 16:13:49> wvcluster-1: SN2 is sslected as the primary becauss its uptime is5 larger than pser member SNI.
ses_pickup: enable, ses pickup delay=disable

override: disable

Configuration Status:
SNl (updated 4 seconds agoc): in-sync -
SN2 (updated 4 seconds ago) : in-sync

[ Cy=tam Usage stats:
SN1({updated 4 seconds ago):

sessions=17, average-cpu-user/nice/system/idle=0%/0%/0%/100%, memory=57% _
SN2 (updated 4 seconds ago):

sessions=1, average-cpu-user/nics/system/idle=0%/0%/0%/100%, memory=56%

Note: Displayed serial numbers are not real
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You can get more information about the HA status on the FortiGate CLI by using the get system ha
status command.

The command displays comprehensive HA status information in a user-friendly output and is usually executed
as the first step when troubleshooting HA. This slide shows the first part of an example output that the
command provides. Note that the serial numbers of members have been replaced by fake ones (SN1 and
SN2), so the output fits on this slide.

At the beginning of the output, you can see the cluster status, the member model, the HA mode in use, and
the cluster uptime. The example output shows that the cluster status is good, the member model is FortiGate-
VM64-KVM, and the HA mode is active-passive. The cluster has also been up for almost three days.

Next, you can see the latest primary election events, the result, and the reason. The output indicates that a
different member was elected as the primary during the last two election events. In both cases, the member
was elected because it had a higher HA uptime.

The configuration status information is displayed next. It indicates the configuration sync status for each
member. For both members, the configuration is in sync.

Following the configuration status information, you can see the system usage statistics, which report on
performance statistics for each member. They indicate the number of sessions that each member handles, as
well as the average CPU and memory usage. Note that the sessions field accounts for any sessions that

the member handles, and not only the sessions that are distributed when the HA mode is active-active.
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Checking the HA Status on the CLI (Contd)

HEDEV stats:
SN1(updated 4 seconds ago):
port®: physical/10000full, up, rx=-bytes/packets/dropped/errors=154684218/384596/0/0, tx=352015560/4%8020/0/0
SN2 (updated 4 seaconds ago) :
port9: physical/10000full, up, rx-bytes/packets/dropped/errors=386075683/576563/0/0, tx=265160874/51€602/0/0
MONDEV stats:
SN1(updated 4 seconds ago):
portl: physical/10000full, up, rx-bytes/packets/dropped/errors=2308546316/964445/0/0, tx=13209070/157763/0/0
SNZ(updated 4 seconds ago) :
portl: physical/10000full, up, rx-bytes/packets/dropped/errors=214004265/993451/0/0, tx=6345393/37126/0/0
PINGEVE stats:
SN1(updated 4 seconds ago) :
portl: physical/10000full, up, rx-bytes/packets/dropped/errors=238546316/964445/0/0, tx=13209070/157763/0/0
pingsvr: state=up({since 2022/04/20 16:13:50), server=10.9.15.40, ha pric=5
SN2 (updated 4 seconds ago) :
portl: physical/10000full, up, rx-bytes/packets/dropped/errors=214804265/993451/0/0, t®=6345393/37126/0/0
pingsvr: state=N/A(since 2022/04/20 16:13:54), server=10.9.15.40, ha prio=5
Primary : Local-FortiGate , SN1, HA cluster index = 0
Seccondary : Remote-FortiGate, SN2, HA cluster index = 1
numbar of voluster: 1
vcluster 1: work 169.254.0.1
Primary: SN1, HA cperating index = 0
Secondary: SN2, HA operating index = 1

— Note: Displayed serial numbers are not real

© Fortinet Inc. All Rights Reserved. 49

F::RTINET

Training Institute

This slide shows the second part of the example output that the diagnose system ha status command
provides.

The output begins with the status information for the configured heartbeat, monitored, and remote link
interfaces. These interfaces enable the cluster to perform device failover, link failover, and remote link failover
protection, respectively.

Next, the output shows the role, host name, serial number, and ID information for each member of the cluster.
The output indicates that the Local-FortiGate and Remote-FortiGate devices are primary and
secondary members, respectively.
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* Display the member checksum: * Display the checksum for all members:

# diagnose sys ha checksim show # diagnose sys ha checksim cluster

is_manage primary()}=1, is root_primary()=1 ================== FGVM010000112065 =—=====—===—==—====

debugzone

global: 22 9a 60 e6 65 a% 86 4f e4 a2 dé 13 1lc 22 35 94 is_manage_primary()=1l, is_root_primary()=1

root: cb ab 48 ab €2 d3 2c d0 21 d4 c= €b 8 7d 05 1€ debugzone

all: 98 2b 5a 36 B8 aa 76 31 Oc 98 11 ff cc d2 Ob 11 global: 22 9a 60 26 65 a% B6 4f e4 a2 dé 13 1c 22 35 94
root: cb ab 48 ab €2 d3 2c d0 21 d4 ce €b =8 7d 05 16

checksum all: 98 2b 5a 36 88 aa 76 31 Oc %8 11 ff cc d2 0b 11

global: 22 9a 60 =6 €5 a9 86 4f e4 a2 dé 13 1c 22 35 94

root: cb ab 48 ab 62 d3 2c d0 21 d4 ce €6b eB 7d 05 16 checksum

all: 98 2b 5a 26 88 aa 76 31 Oc 98 11 £ff cc d2 Ob 11 global: 22 9a 60 et €5 a% 86 4f ed a2 de 13 1c 22 35 54

root: cb ab 48 ab 62 d3 2c d0 21 d4 ce €b e8 7d 05 16
all: 58 2b 5a 36 88 aa 76 31 Oc 98 11 £f cec d2 0b 11

e FEYMOIDD00065036 =

is_manage_primary()=0, is_root_primary()}=0

debugzonsa

e —

global: 22 9a 60 =6 65 a% 06 4f =4 a2 d6 13 1c 22 35 94
root: cb ab 48 ab 62 d3 2c d0 21 d4 ce &b 8 7d 05 16
all: 98 2b 5a 36 8B aa 76 31 Uc 98 11 £f cc dZ Ub 11

+ |If the checksums don’'t match, try

running. checksum ) ~
7 global: 22 9a 60 =6 65 a9 BE 4f =4 a2 dé 13 1c 22 35 G4
diagnose sys ha checksum recalculate root: b ab 48 ab 62 d3 2c d0 21 d4 ce €b e 7d 05 16

all: 58 2b 5a 36€ B8 aa 76 31 Oc 98 11 f£f cc d2 0b 11
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The diagnose sys ha checksum command tree enables you to check the cluster configuration sync
status. In most cases, you want to use the diagnose sys ha checksum cluster command to view the
cluster checksum. The output includes the checksum of each member in the cluster.

When you run the diagnose sys ha checksum cluster command, the checksum is polled from each
member using the heartbeat interface. If HA is not working properly, of if there are heartbeat communication
issues, then the command may not show the checksum for members other than the one you run the
command on. An alternative is to connect to each member individually and run the diagnose sys ha
checksum show command instead. This command displays only the checksum of the member you are
connected to.

After you obtain the checksums of each member, you can identify the configuration sync status by comparing
the checksums. If all members show the exact hash values for each configuration scope, then the
configuration of all members is in sync.

To calculate checksums, FortiGate computes a hash value for each of the following configuration scopes:

* global: global configuration, such as global settings, FortiGuard settings, and so on

* root: settings and objects specific to the root VDOM—if you configure multiple VDOMs, FortiGate
computes hash values for each VDOM

* all: global configuration plus the configuration of all VDOMs

In some cases, the configuration of members is in sync even though the checksums are different. For these

cases, try running the diagnose sys ha checksum recalculate command to recalculate the HA
checksums.
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Switching to the CLI of Another Member

+ Using the FortiGate CLI, you can connect to the CLI| of any member:

# execute ha manage <member id>» <admin username> ‘

 To listthe ID of each member, use a question mark:

# execute ha manage ?
<id> please input peer box index.
<1> Subsidary unit FGVMO0100000xxxxx

« The CLI connection is made over SSH and Ethernet frames type 0x8893

F:=RTINET
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When troubleshooting HA, you may need to connect to the CLI of another member from the CLI of the
member you are currently connected to. You do this by using the execute ha manage command to connect
to the other member.

For example, when you connect to the cluster over SSH using any of the cluster virtual IP addresses, you
connect to the primary member. If you then want to connect to another member, you can use the execute
ha manage command to access its CLI.

This command requires you to indicate the ID of the member you want to connect to and the username you
will use to log in. To get the list of member IDs, you can add a question mark to the end of the execute ha
manage command, as shown on this slide.

Note that when you switch to the CLI of another member, FortiGate establishes an SSH session to that
member over the heartbeat interface. The SSH session is then encapsulated in Ethernet frames type 0x8893.
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+ Set the primary to have a permanent secondary:

Local-FortiGate # execute ha failover set

Caution: This command will trigger an HA failover.
It is intended for testing purposes.

Do you want to continue? (y/n)

* A failover occurs, and the device remains as secondary device
+ Use the command for testing, demo, or froubleshooting purposes only
* Not recommended in production networks

+ To view the permanent secondary role status:

Local-FortiGate # execute ha failover status
failover status: set

* Revert the permanent secondary role state:

ILDcal—FDrtiGate # execute ha failover unset

F::RTINET
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You can set the primary FortiGate to have a permanent secondary role using the execute ha failover
set command. When you do this, a failover occurs, and the former primary member remains as a secondary
member permanently, regardless of the status of other members in the cluster. That is, the impacted member
never takes over the cluster even if it's the best candidate for the primary role.

You can revert the permanent secondary role state by running the execute ha failover unset

command. Note that you should set the primary member to a permanent secondary role for testing,
troubleshooting, and demonstration purposes only. Do not use this feature in production networks.
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Connect to Any Member Directly
* Reserved HA management interface * In-band HA management interface
« Qut-of-band * In-band
« Up to four dedicated interfaces « Use any user-traffic interface
« For local-in traffic and some local-out traffic = For local-in and local-out traffic
= Separate routing table « Shared routing table
» Configuration example (not synchronized): « Configuration example (not synchronized):
config system ha config system interface
set ha-mgmt-status enable edil "porLl™
config ha-mgmt-interfaces set management-ip 10.0.10.1 255.0.0.0
edit 1 set allowaccess ping https ssh snmp
set interface "portlo" next
set gateway 192.168.100.254 end
next

end
end
config system interface
edit "portlo"
set ip 192.168.100.1 255,255,255.0
set allowaccess ping https ssh snmp
next
end

F:=RTINET
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When you connect to a cluster using any of its virtual IP addresses, you always connect to the primary. You
can then switch to the CLI of any member in the cluster by using the execute ha manage command. But
what if you want to access the GUI of a secondary member or maybe poll data from it using SNMP? For this,
you need a way to access each member directly regardless of its role in the cluster.

FortiGate provides two ways for the administrator to connect to a member directly no matter what the member
role is. The reserved HA management interface is the out-of-band option. You configure up to four dedicated
management interfaces, and you assign them a unique address on each member. You can then use the
unique address assigned to each member to connect to them directly. You can also instruct FortiGate to use
the dedicated management interface for some outbound management services such as SNMP traps, logs,
and authentication requests.

Alternatively, you can configure in-band HA management, which enables you to assign a unique management
address to a member without having to set aside an interface for that purpose. You assign the management
address to any user-traffic that the member uses, and then connect to the member using that unique
management address.

If you have unused interfaces, then it's generally more convenient to use a reserved HA management
interface because the user and management traffic don’'t have to compete. Many FortiGate models come with
a management interface that you can use for this purpose. Also, the routing information for a reserved HA
management interface is placed in a separate routing table, which means that you don’t see the interface
routes in the FortiGate routing table. This allows for segmentation between data and management traffic.

This slide also shows configuration examples for both management options. For both options, the
configuration you apply on a member is not synchronized to other members in the cluster.
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Firmware Upgrade
* Apply the new firmware using the GUI or CLI _ Primay )
. . . Local # Wait for HA to be primary of all
+ Uninterruptible upgrade is enabled by default: clusters. . -
config system ha Send image to HA secondary.

set uninterruptible-upgrade enable | disable Wait for secondary to

EEREATE i wue v ke aiod s

end

* Firmware upgrade process (uninterruptible STt Tor EIESE SedondEy 1o DEHRE e
upgrade enabled): primary. n

1. The primary sends the firmware image to the : : P
d devi |F1rmware upgrade in progress....
secondary devices T
2. The secondary devices upgrade their firmware
3. The first secondary to finish becomes the primary* ~ Secondary
4. The former primary becomes a secondary device Remote # Get image from ha primary OK.
and upgrades its firmware** Check = ge- 0k
Please wait for system to restart.
Note:
* If HA mode is active-active, the primary temporarily takes over all the traffic. Firmware upgrade in progress....
** Enable the override setting on the primary to ensure it takes over the |__|fDone. . .
cluster after the firmware upgrade completes. The system is going down NOW !!
System is starting...
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You upgrade an HA cluster in the same way you do for standalone FortiGate devices. That is, you can apply
the new firmware using the GUI firmware upgrade tool. In HA, this usually means connecting to the primary
FortiGate GUI to apply the new firmware. You can also use the CLI if you prefer.

Also, like on standalone FortiGate devices, the device must reboot to apply the new firmware. However, by
default, members in a cluster are upgraded one at a time to minimize service disruption. This feature is called
uninterruptible upgrade and is enabled by default. After the administrator applies the new firmware on the
primary, uninterruptible upgrade works as follows:

1. The primary sends the firmware to all secondary members using the heartbeat interface.
The secondary devices upgrade their firmware first. If the cluster is operating in active-active mode, the
primary temporarily takes over all traffic.

3. The first secondary that finishes upgrading its firmware takes over the cluster.

4. The former primary becomes a secondary device and upgrades its firmware next.

Note that depending on the HA settings and uptime, the original primary may remain as a secondary after the
upgrade. Later, if required, you can issue a manual failover. Alternatively, you can enable the override
setting on the primary FortiGate to ensure it takes over the cluster again after it upgrades its firmware, as long
as the device is assigned the higher priority.

If you want the cluster to upgrade all members at the same time to speed up the firmware upgrade process,

you can disable uninterruptable upgrade, as shown on this slide. Just keep in mind this will result in a service
impact during the firmware upgrade.
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Knowledge Check

1. Which member is the heartbeat interface IP address 169.254.0.1 assigned to?
< A The member with the highest serial number
B.  The member with the highest priority

2. Which statement about the firmware upgrade process on an HA cluster is true?
YA, You upload the new firmware to the primary FortiGate only.
B. The members do not reboot.

F::RTINET
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/ HA Operation Modes

J HA Cluster Synchronization

.; w/ ' HA Failover and Workload

| w/ 'Monitoring and Troubleshooting
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Review

Identify the different operation modes for HA

Understand the primary FortiGate election in an HA cluster
Identify the primary and secondary device tasks in an HA cluster
Identify what is synchronized between HA cluster members
Configure session synchronization for seamless failover

Identify the HA failover types

Interpret how an HA cluster in active-active mode distributes traffic
Implement virtual clustering per VDOM in an HA cluster

Verify the normal operation of an HA cluster

Configure an HA management interface

Upgrade the HA cluster firmware

BT TN O O
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned about the fundamentals of FortiGate HA and
how to configure it.
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Diagnostics .
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- Last Modified: 13 June 2022

In this lesson, you will learn about using diagnostic commands and tools.
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- General Diagnosis

- 'Debug Flow

| CPU and Memory

Firmware and Hardware

F::RTINET

i = © Fortinet Inc. All Rights Reserved.
Training Institute 4

In this lesson, you will learn about the topics shown on this slide.
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General Diagnosis

Objectives

+ |dentify your network’'s normal behavior
« Monitor for abnormal behavior, such as traffic spikes
+ Diagnose problems at the physical and network layers

F::RTINET

Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in general diagnosis, you will be able to discover general information about the
status of FortiGate.
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* Know what normal is (baseline):
+ CPU usage
+ Memory usage

« Traffic volume
« Traffic directions Performance Graph with aseline comparison

+ Protocols and port numbers Lo
« Traffic pattern and distribution
« Why?

+ Abnormal behavior is difficult to identify,
unless you know, relatively, what normal is

Valus

Time

Now
Baseline (Average)
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Diagnosis is the process of finding the underlying cause of a problem.
In order to define any problem, first you must know what your network’s normal behavior is.

In the graph shown on this slide, the range that indicates normal is shown in blue. What exactly is this blue
line? It indicates the averages—our baseline. What is the thick black line? It's the current behavior. When the
current behavior (black line) leaves the normal range, an abnormal event is happening.

Normal is measured and defined in many ways. It can be performance: the expected CPU and memory
utilization, bandwidth, and traffic volumes. But, it can also be your network topology: which devices are
normally connected at each node. It is also behavior: traffic flow directions, which protocols are blocked or
proxied, and the distribution of protocols and applications used during specific times of the day, week, or year.
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Network Diagrams
- Why?

+ Explaining or analyzing complex networks is
difficult and time-consuming without them

« Show relationships at Layer 1 and Layer 2
* Logical diagrams:
* Include subnets, routers, logical devices
« Show relationships at Layer 3 .

Ll Ib

wan1

port4

Internet
* Physical diagrams:
+ Include cables, ports, and physical network 924683130
devices =]

port1
192.188.1.2/30

192.168.1.1/30

100 ‘0 1-'24 - -192 168.2.1/24

port2
192.168.5.130
— it |
port1
100301124

Web server
192.168.2.2124

vian 1
10.0. 20 124
g -3

g
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vian 110
10.0.50.1/24

What is the first way to define what is normal for your network?

Flows and other specifications of normal behaviour are derived from topology. So, during troubleshooting, a
network diagram is essential. If you create a ticket with Fortinet Technical Support, a network diagram should

be the first thing you attach.

Network diagrams sometimes combine the two types of diagrams:
* Physical
* Logical

A physical diagram shows how cables, ports, and devices are connected between buildings and cabinets.
A logical diagram shows relationships (usually at OSI Layer 3) between virtual LANs, IP subnets, and routers.

It can also show application protocols such as HTTP or DHCP.
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* Get normal data before problems or complaints

* Tools:
= Security Fabric
« Dashboard
+ SNMP
« Alert email
« Logging/Syslog/FortiAnalyzer

« CLI debug commands /‘

Policy Policy Troe Source Interface Destination Interface Bytes o Sessions

Full_ Access (1) Firewa o portd B porit
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Another way to define normal is to know the average performance range. On an ongoing basis, collect data
that shows normal usage.

For example, if traffic processing is suddenly slow, and the FortiGate CPU use is 75%, what does that
indicate? If CPU use is usually 60-69%, then 75% is probably still normal. But if normal is 12-15%, there may
be a problem.

Get data on both the typical maximum and minimum for the time and date. That is, on a workday or holiday,
how many bits per second should ingress or egress each interface in your network diagrams?
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statys
Version: F

ortiGate-4@F-3G4G v7.2.0,build1157,220331 (GA.F)

Firmware Signature: certifi
Virus-DB: 90.01760(2022-04-26
Extended DB: 90.81760(2022-84-26
AV AI/ML Model: 2.85403(2022-84-2
IPS-DB: 20.00384(2022-84-26 00:08
IPS-ETDB: @.00000(2001-01-01 00:
APP-DB: 20.00384(2022-84-26 @0:083)

INDUSTRIAL-DB: 6.08741(2015-12-01 82:38)

IPS Malicious URL Database: 3.80331(2822-84-25 16:10)
IoT-Detect: ©.00000(2001-01-01 ©0:00)

Serial-Number: FG48FITIOOO00K

BIOS version: @5eeeees

System Part-Number: P24695-83

Log hard disk: Not available

Hostname: FortiGate|

Private Encryption: Disable

Operation Mode: NAT

Current virtual domain: root

Max number of virtual domains: 1@

Virtual domains status: 1 in NAT mode, @ in TP mode
Virtual domain configuration: disable

FIPS-CC mode: disable

Current HA mode: standalone

Branch point: 1157

Release Version Information: GA

System time: Wed Apr 27 12:43:57 2822

Last reboot reason: power cycle

FortiGate # pget system status

Version: FortiGate-VM64-KVM v7.2.0,build1157,228331 (GA.F)

Virus-DB: 81.00091(2020-
Extended DB: 81.00891(2020-
Extreme DB: 1.00000(2013-04-09
AV AI/ML Model: ©.@0000(2001-0
IPS-DB: 6.80741(2015-12-81 02:
IPS-ETDB: 6.00741(2015-12-01 @
APP-DB: 6.20741(2015-12-01 92:38)

INDUSTRIAL-DB: 6.00741(2015-12-01 ©2:30)

IPS Malicious URL Database: 2.08797(2020-18-14 85:06)
IoT-Detect: 0.00000(2001-01-01 20:09)

Serial-Number: FGVM210090064692

License Status: Valid

VM Resources: 1 CPU/1 allowed, 2887 MB RAM

Log hard disk: Available

Hostname: FortiGate

Private Encryption: Disable

Operation Mode: NAT

Current virtual domain: root

Max number of virtual domains: 10

Virtual domains status: 1 in NAT mode, @ in TP mode
Virtual domain configuration: disable

FIPS-CC mode: disable

Current HA mode: standalone

Branch point: 1157

Release Version Information: GA

FortiOS x86-64: Yes

System time: bed Apr 27 84:16:15 2022

Last reboot reason: shutdown

F
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How can we get information about the current status? First, look at CLI commands; you can use them through
a local console, even if network issues make GUI access slow or impossible.

A few commands provide system statuses. The get system status command provides mostly general-

purpose information. The output shows:

Model

Serial number

Firmware version

Host name

FortiGuard license status
System time

Version of the FortiGuard antivirus, IPS, and IP reputation databases, and others
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Hardware Interface Information

Description
Driver Name
Board

id

oid

netdev oid
Current HWaddr

Admin

netdev status
autonego setting
link setting
speed setting
duplex setting
Speed

Duplex

link status

FortiGate # get hardware nic <interface_ name>

e0:23:ff:65:19:c

Permanent Hwaddr e0:23:ff:65:19:c8
========== Link Status ===—=======

1up
1up
=1

:1

: 1000
:0
11000
:Full

:Up

:FortiASIC NP6XLITE Adapter = || o=z
:FortiASIC NP6XLITE Driver
:40F1if
:01if
164

164

————— Counters
Rz Pkts

Rx Bytes

Tz Pkts

Tx Bytes

Host Rx Pkts
Host Rx Bytes
Host Tx Pkts
Host Tx Bytes
Host Tx dropped
FragTxCreate
FragTxOk
FragTxDrop

1509427
1231539694
1513489
:132128420
1343935
156092804
1365879
151129548
:0

:0
:0
0
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At the physical layer, troubleshooting analyzes which ports are plugged in, media capacity, and negotiated
speed and duplex mode.

At the data link layer, diagnostics often analyze how many frames are being dropped because of CRC errors

or collisions.

The get hardware nic command is used to display the FortiGate interface hardware and status information.
The output might vary depending on the model and NIC driver version.
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Hardware Interface Information (Contd)

FortiGate # get hardware nic <interface_ name>

game: . p9rt+ RX errors: 0
e, RN R Length err :

Bus: 0000:00:03.0 Rx. Buf ovestlow: 4
Hwaddr: 02:09:0£:00: Rx Crec err: 0
Permanent Hwaddr:02:09:0f:00: Rx Frame err: 0
State: up Rx Fifo overrun: 0

Link: up Rx Missed packets: 0

Mtu: 1500 Tx packets: 57752
Supported: 1000£full 10000full Tx bytes: 4993066
Advertised: .

Speed: 10000full gz zfz‘g;ZZ?Ed' g

Auto: disabled )

RX Ring: 256 TX errors: 0

TX Ring: 256 Tx Aborted err: 0

Rx packets: 670785 Tx Carrier err: 0

Rx bytes: 949908714 Tx Fifo overrun: 0

Rx compressed: 0 Tx Heartbeat err: 0

Rx dropped: 0 Tx Window err: 0

.. Multicasts: 0

Collisions: 0

Fh:HTInET © Fortinet Inc. All Rights Resenved. g
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The output on this slide shows the driver name, hardware address, administrative status, and link status,
along with send and receive packets and errors.
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ARP Table
# get system arp
Address Age (min) Hardware Addr Interface
3587 s s KT 0 OO0 29:c0Tc1 8T ports
10.200.1.254 0 DO 0=:29: e 28 0d | portl
ﬁ;;‘:mng'll-:sntlﬁ;l; © Fortinet Inc. All Rights Reserved. 10

If you suspect that there is an IP address conflict, or that an IP has been assigned to the wrong device, you
may need to look at the ARP table. The get system arp command is used for that purpose. It shows the
FortiGate interface, |P address, and associated MAC address. This command lists the information for all

external devices connected to the same LAN segments where FortiGate is connected. The current IP and
MAC addresses of FortiGate are not included.
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# execule ping-oplions

adaptive-ping Adaptive ping <enable|disable>.

data-size Integer value to specify datagram size in bytes.
df-bit Set DF bit in IP header <yes | no>.

interface Auto | <outgoing interface>.

interval Integer value to specify seconds between two pings.
pattern Hex format of pattern, e.g. 00ffaabb.

repeat-count Integer value to specify how many times to repeat PING.

$ execute ping <ip> IP address or domain name

# execute traceroute <dest> IP address or hostname

F::RTINET
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Say that FortiGate can contact some hosts through port1, but not others. Is the problem in the physical layer
or the link layer? Neither. Connectivity has been proven with at least part of the network. Instead, you should
check the network layer. To test this, as usual, start with ping and traceroute.

The same commands exist for IPv6: execute ping becomes execute ping6, for example.

Remember: location matters. Tests are accurate only if you use the same path as the traffic that you are
troubleshooting. To test from FortiGate (to FortiAnalyzer or FortiGuard, for example), use the FortiGate
execute ping and execute traceroute CLIcommands. But, to test the path through FortiGate, also
use ping and tracert or traceroute from the endpoint—from the Windows, Linux, or Mac OS X
computer—not only from the FortiGate CLI.

Because of NAT and routing, you might need to specify a different ping source IP address—the default

address is the IP of the outgoing interface. If there is no response, verify that the target is configured to reply
to ICMP echo requests.
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Knowledge Check

1. Which CLI command can be used to determine the MAC address of a FortiGate
default gateway?
Yv'A. get system arp
B. get hardware nic

2. Which CLI command can be used to diagnose a physical layer problem?
A. execute traceroute
v B. get hardware nic

F::RTINET
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Lesson Progress

' General Diagnosis

() Debug Flow
g

. | CPUand Memory

'Firmware and Hardware
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Good job! You now understand general diagnostics.

Now, you will learn about debug flow.
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Debug Flow

Objectives

+ Diagnose connectivity problems using the debug flow

F::RTINET
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in the debug flow, you will be able to diagnose connectivity problems.
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+ Shows what the CPU is doing, step-by-step, with the packets
+ |f a packet is dropped, it shows the reason

* Multi-step command
1. Define afilter: diagnose debug flow filter <filter>

2. Enable debugoutput: diagnose debug enable
3. Startthe trace: diagnose debug flow trace start <xxx> Repeat number

4. Stop the trace: diagnose debug flow trace stop

F:-=HT|nET © Fortinet Inc. All Rights Reserved. 15
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If FortiGate is dropping packets, can a packet capture (sniffer) be used to identify the reason? To find the
cause, you should use the debug (packet) flow.

The debug flow shows, step-by-step, how the CPU is handling each packet.

To use the debug flow, follow these steps:
1. Define afilter.

2. Enable debug output.

3. Start the trace.

4. Stop the trace when it's finished.
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Debug Flow Example—SYN

#diagnose debug flow filter addr 66.171.121.44

#diagnose debug flow filter port 80
#diagnose debug flow trace start 20

#diagnose debug enable

id=2 line=4677 msg="vd-root received a pa oto=6,

I10.0.1.W0:49886—>66.171.121.44:80} from pnrt3l flag [S], seq 2176713501,

ack 0, win oLgz
id=2 1ine=4831 msgﬂ“allocate a new session—OOOOchD"I ’

id=2 1ine=2582 msg="find a route: flag=04000000
gw-10.200.1.254 via portl"

id=2 1ine=699 msg4'Allowed by Policy-1: SNAT"] ;

id=2 1ine=2719 msg"SNAT 10.0.1.10->10.200.1.1:49886"]

Ao ‘
s . © Fortinet Inc. All Rights Ri d.
Training Institute S X P B

This slide shows an example of a debug flow output of the above diagnose debug flow
commands,which captures the first packet of a TCP three-way handshake, the SYN packet. It shows:

+ The packet arriving at FortiGate, indicating the source and destination IP addresses, port numbers, and
incoming interface

+ FortiGate creating a session, indicating the session ID

* The route to the destination, indicating the next-hop IP address and outgoing interface

+ The ID of the policy that matches and allows this traffic

* How the source NAT is applied
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Debug Flow Example—SYN/ACK

1d=2 line=4677 msg="vd-rool received a packel (prolLo=6,
66.171.121.44:80->10.200.1.1:49886) from portl. flag [S.], _
seq 3567496940, ack 2176715502, win 5840"

id=2 1ine=4739 msg34"Find an existing session, |;

1id-00007fc0, reply direction”
Iid=2 1line=2733 msg="DNAT 10.200.1.1:49886->10.0.1.10:49886" I-

id=2 1ine=2582 msg="find a route: flag=00000000 gw-10.0.1.10 via port3"

ZERTINET
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This slide shows the output for the SYN/ACK packet, which is from the same diagnose debug command
shown on the previous slide. It shows:

+ The packet arrival, indicating again the source and destination IP addresses, port numbers, and incoming
interface

+ The ID of the existing session for this traffic. This number matches the ID of the session created during the
SYN packet. The ID is unique for each session, and useful to trace the request/reply packets of the
session.

* How the destination NAT is applied

» The route to the destination, indicating again the next-hop IP address and outgoing interface.

If the packet is dropped by FortiGate, this debug shows the reason for that action.

This tool is useful for many other troubleshooting cases, including when you need to understand why a packet
is taking a specific route, or why a specific NAT IP address is being applied.
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Debug Flow—GUI

* From the GUI:
« Available on devices with internal storage

Packet Capture Dhebug Flow

NPU husi dwvae i Lo abiled G T v fid wavanll
o ﬁlglnv&alnm‘hmnul'aulo-nl:-wmw‘w'ﬁsahle'ln
the CLL

I Number of packets 300 I

© Filters
Fhiter type Advanced
P typa [l P

Paddress @  BEBS

Port @

Protocol [ ICMP
Ay
Specty
TcP
uoe
SCTP
ICMP

F::RTINET
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ket Cap Debug Flow

NPU hardware acceleration must be disabled on the respective fi
©  policy to seeall packets. To do so, set "auto-asic-offioad” to "di

the CLL

Number of packets 100

D Filters

Filter type Basic
IP type Lanl 1Pvé
Source 1P O 100.1.10

Source port @

Destination IP @ 8888
Destination port

Protocol ICMP

Start debug flow

© Fortinet Inc. All Rights Reserved.

The Debug Flow tool allows you to view debug flow output on the GUI in real time until you stop the debug

process.

This tool helps you to examine the packet flow details directly on the GUI.

After you stop the debug flow, you can view the completed output, and filter it by time, message, or function.

You can also export the output as a CSV file.

You can set up the Debug Flow tool to use either Basic or Advanced filter options. Basic allows you to filter
using basic criteria such as host address, port number, and protocol name. Advanced allows you to filter by

source IP address, source port, destination IP address, destination port, and protocol.
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* Real Time Analysis

Real-time flow output

+ Embedded real-time analysis page
+ Save and download the packet trace output as a CSV file

Debug Flow—GUI (Contd)

Packet Trace output

? Caghring Packets

070802 185 wd-rootsd received a packetiproto=1, 1
070807 185 allocate s raw seusion-000051 30, tun
070802 145 |
o70A07 1
070802 1
185

000

I {port3]out (]

2: gk flags-02000000, vidh 0, rut-ne- mateh, set-sceaps, lag 00000000
rowte: flap=(4000000 gw- 10.200.1.254 via port1
out[part1] sk Mags- 02000000, vid-0, ape,_id 0. url_cae jd:0

s 100004 padicy- 1, rt-Ao-match, 50t-sczept
rusre 100004 policy 0, retmatched, act-aco —
070802 145 ret-matched

070802 145 policy-Dis matched, sct-drog
070802 145  after iprope_captive_checklk
070802 145 after iprope captive_che
070807 185 Dunled by forward policy chack {policy

ched, ct-drop, idx-0
od, act-drop ide-0

. 10:2480-» 8.48.8:2048) tun_id=0.0,0.0 from portd, type«8, code<0, Id= 2460, seq=7.

F::RTINET
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After you start the debug flow, the GUI starts displaying the captured packets based on the filter.

When you stop the debug flow, FortiGate displays a Packet Trace output that you can download and save as

a CSV file.

The main difference between these two outputs is that real-time messages are displayed for real-time
analysis, but you can save the packet trace outputs and download them for future reference.
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L
Knowledge Check
1. Which information is displayed in the output of a debug flow?
¥ A.  Incoming interface and matching firewall policy
B. Matching security profile and traffic log
2. When is a new TCP session allocated?
¥A.  When a SYN packet is allowed
B. Whena SYN/ACK packet is allowed
F::RTINET . .
Training Institute © Fortinet Inc. All Rights Reserved. 20
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Lesson Progress

w/ General Diagnosis

/ 'Debug Flow

=,

'CPU and Memory

'Firmware and Hardware

F::RTINET

Training Institute

© Fortinet Inc. All Rights Reserved.

Good job! You now understand debug flow.

Now, you will learn about FortiGate CPU and memory diagnosis.
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CPU and Memory

Objectives

+ Diagnose resource problems, such as high CPU or memory
usage

« Diagnose memory conserve mode
+ Diagnose fail-open session mode

F::RTINET

Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in CPU and memory, you will be able to diagnose the most common CPU and
memory problems.
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* High CPU usage
« High memory usage

* What was the last feature you enabled?
+ Enable one at a time

* How high is the CPU usage? Why?
* # get system performance status
« # diagnose sys top 1

F:-:HTIl'IET © Fortinet Inc. All Rights Reserved 23
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Not all problems are network connectivity failures. Sometimes, there are resource problems in the devices.

What else could cause latency? After you have eliminated problems with the physical media and bandwidth
usage, you should check the FortiGate resources usage: CPU and memory.

If usage is high, there are tools that can identify which feature is consuming the most CPU. Additionally, you
can troubleshoot faster if you know precisely which change (if any) corresponds with the time the problem

began.
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High CPU and Memory Troubleshooting
# diagnose sys top
Run Time: 0 days, 0 hours and 18 minutes
10, 4N, 0S8, 95I, OWA, OHI, 0SI, 0ST; 994T, 421F
pyfcgid 248 S 2.9 3.8
newcli 251 R 0.1 1.0
merged daemons 185 3 6 0.7
miglogd 1077/ S 0.0 6.8
pyfcgid 249 S 0.0 30
pyfegid 246 5 0.0 A,
reportd i 2 B s 0.0 2l
cmdbsvr 113 S 0.0 2.4
ﬁ;;r:rg'll-rlasntlﬁz; © Fortinet Inc. All Rights Reserved. 24

Next, examine the output for diagnose sys top. It lists processes that use the most CPU or memory.
Some common processes include:

* ipsengine, scanunitd, and other inspection processes

* reportd

+ fgfmd for FortiGuard and FortiManager connections

* forticron for scheduling

+ Management processes (newcli, miglogd, cmdb, sshd, and httpsd)

To sort the list by highest CPU usage, press Shift+P. To sort by highest RAM usage, press shift+M.
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+ FortiOS protects itself when memory usage is high
« It prevents using so much memory that FortiGate becomes unresponsive

+ Three configurable thresholds:

Green Threshold at which FortiGate exits conserve mode 82%
Red Threshold at which FortiGate enters conserve mode 88%
Extreme Threshold at which new sessions are dropped 95%

config system global
set memory-use-threshold-red <percentage>
set memory use threshold extreme <percentage>
set memory-use-threshold-qreen <percentage>
end

F:-=HT|nET © Fortinet Inc. All Rights Reserved. 25
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If memory usage becomes too high, FortiGate may enter into memory conserve mode. While FortiGate is in
memory conserve mode, it must take action to prevent memory usage from increasing, which could cause the
system to become unstable and inaccessible.

Memory conserve mode is never a desirable state because it impacts the user traffic.

Three different configurable thresholds define when FortiGate enters and exits conserve mode. If memory
usage goes above the percentage of total RAM defined as the red threshold, FortiGate enters conserve mode.
The actions that the device takes depend on the device configuration.

If memory usage keeps increasing, it might exceed the extreme threshold. While memory usage is above this
highest threshold, all new sessions are dropped.

The third configuration setting is the green threshold. If memory usage goes below this threshold, FortiGate
exits conserve mode.
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What Happens During Conserve Mode?

+ System configuration cannot be changed

+ FortiGate skips quarantine actions (including FortiSandbox analysis)

* For packets that require any flow-based inspection by the IPS engine:
config ips global
set fail-open |enable|disable]
end
+ enable: Packets can still be transmitted without IPS scanning while in conserve mode

* disable: Packets are dropped for new incoming sessions, but FortiGate ties to make the existing sessions
work in the same way as non-conserve mode

F:=RTINET

i = © Fortinet Inc. All Rights Reserved 26
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What actions does FortiGate take to preserve memory while in conserve mode?

+ FortiGate does not accept configuration changes, because they might increase memory usage.

+ FortiGate does not run any quarantine action, including forwarding suspicious files to FortiSandbox.

* You can configure the fail-open setting under config ips global to control how the IPS engine
behaves when the IPS socket buffer is full.

If the IPS engine does not have enough memory to build more sessions, the fail-open setting determines
whether the FortiGate should drop the sessions or bypass the sessions without inspection.

It is important to understand that the IPS fail-open setting is not just for conserve mode —it kicks in
whenever IPS fails. Most failures are due to a high CPU issue or a high memory (conserve mode) issue.
Enable the setting so that packets can still be transmitted while in conserve mode (or during any other IPS
failure) but are not inspected by IPS. Disable the setting so that packets are dropped for new incoming
sessions, but allow FortiOS to try to make the existing sessions work in the same way as non-conserve mode.

Remember that the IPS engine is used for all types of flow-based inspections. The IPS engine is also used
when FortiGate must identify the network application, regardless of the destination TCP/UDP port (for
example, for application control). Note that NTurbo doesn’t support the fail-open setting. If fail open is
triggered, new sessions that would typically be accelerated with NTurbo are dropped, even if the fail-open

setting is enabled.
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+ For traffic that requires any proxy-based inspection (and if memory usage has not
exceeded the extreme threshold yet):

config system global
set av—failopen [off | pass | one-shot]

end
« off :All new sessions with content scanning enabled are not passed
* pass (default): All new sessions pass without inspection

* one-shot: Similar to pass in that traffic is not inspected. However, it will keep bypassing the antivirus proxy
even after leaving conserve mode. Administrators must either change this setting, or restart the device, to
restart the antivirus scanning

* The av-failopen setting also applies to flow-based antivirus inspection

* If memory usage exceeds the extreme threshold, all new sessions that require
inspection (flow-based or proxy-based) are blocked
F:=RTINET
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The av-failopen setting defines the action that is applied to any proxy-based inspected traffic, while the
unit is in conserve mode (and as long as the memory usage does not exceed the extreme threshold). This
setting also applies to flow-based antivirus inspection. Three different actions can be configured:

« off: All new sessions with content scanning enabled are not passed but FortiGate processes the current
active sessions.

+ pass (default): All new sessions pass without inspection until FortiGate switches back to non-conserve
mode.

*+ one-shot: Similarto pass in that traffic passes without inspection. However, it will keep bypassing the
antivirus proxy even after it leaves conserve mode. Administrators must either change this setting, or
restart the unit to restart the antivirus scanning

However, if the memory usage exceeds the extreme threshold, new sessions are always dropped, regardless
of the FortiGate configuration.
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Diagnostics

# diagnose hardware sysinfo conserve
memory conserve mode:

total RAM:

memory used:

memory freeable:

memory used threshold red:

memory used threshold green:

ZERTINET

Training Institute

memory used + freeable threshold extreme:

System Memory Conserve Mode Diagnostics

on«d‘lIIIIIIIIIIIIIIIIII

3040
2706

334
2887
2675
2492

© Fortinet Inc. All Rights Reserved.
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89%
11%
95%
88%
82%

of total
of total
of total
of total
of total

RAM
RAM
RAM
RAM
RAM
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The diagnose hardware sysinfo conserve command is used to identify if a FortiGate device is

currently in memory conserve mode.
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* The following setting controls how FortiOS handles a session that is impacted by a UTM
scan error when doing http/mapi proxy or explicit webproxy

config system global
set av-failopen-session [enable | disable]

» enable = Sessions are allowed
* disable (default) = Block all new sessions that require proxy-based inspection

F::RTINET
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Another undesirable state for FortiGate is the fail-open session mode. This mode kicks in, not during a high-

memory situation, but when a proxy on FortiGate runs out of available sockets to process more proxy-based
inspected traffic.

If av-failopen-session is enabled, FortiGate allows all the sessions. Otherwise, by default, it blocks new
sessions that require proxy-based inspection until new sockets become available.
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Knowledge Check

1. Which action does FortiGate take during memory conserve mode?
YA. Configuration changes are not allowed.
B. Administrative access is denied.

2. Which threshold is used to determine when FortiGate enters conserve mode?
A. Green
¥'B. Red

F::RTINET

Training Institute
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Good job! You now understand FortiGate CPU and memory diagnosis.

Now, you will learn about FortiGate firmware and hardware diagnosis.
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Firmware and Hardware

Objectives

« Format the flash memory

* Load a firmware image from the BIOS menu
* Run hardware tests

+ Display crash log information

F::RTINET

Training Institute

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in firmware and hardware, you will be able to diagnose the most common
firmware and hardware problems.
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FortiGate-81E-POE (12:25-10.04.2016)
v U500000
FGBlEPXXXXXXXXXX
CPU: 1000MH=z
Total RAM: 2 GB
Initializing boot device...
Initializing MAC... nplite#0
Please wait for 0OS to boot or|press any key to display configuration menu
[C]: Configure TFTP parameters.
[R]: Review TFTP parameters.
[T]: Initiate TFTP firmware transfer.
[F]: Format boot device.
[I]: System information.
[B]: Boot with backup firmware and set as default.
[Q@] : Quit menu and continue to boot.
[H]: Display this list of options.
Enter C,R,T,F,I,B,Q,0r H:
F:=RTINET . .
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On the FortiGate BIOS, administrators can run some operations over the flash memory and firmware images.
To access the BIOS menu, you must reboot the device while connected to the console port. The booting
process, at one point, shows the following message:

Press any key to display configuration menu

While this prompt is displayed, press any key to interrupt the booting process and display the BIOS menu. In
the BIOS menu, you can see the options shown on this slide.
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Firmware Installation From Console

Make sure that a TFTP server application is
installed on your PC

Configure the TFTP server directory and copy
the FortiGate firmware [image.out]

Connect your PC NIC to the FortiGate TFTP
install interface

Select get firmware image from the BIOS
menu

F::RTINET
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After reformatting the flash memory, you must install the firmware image from the BIOS menu. Follow these
steps:

1. Run a TFTP server.

2. Configure the TFTP server with the folder where the firmware image file is stored.

3. Connect the PC Ethernet port to the FortiGate TFTP installation interface.

4, Selectget firmware image from the BIOS menu.

The interface assigned as the TFTP installation interface depends on the model. However, and in most cases,
it is either the port1 or internal interface.
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Format Flash Memory

[C]: Configure TFTP paramelers.
[R]: Review TFTP parameters.

T]l: Initiate TFTP firmware transfer.
F]: Format boot device.

[I]: System i rmation.

[B]: Boot with bagkup firmware and set as default.
[@]: Quit menu and ntinue to boot.

[H]: Display this lis

Enter C,R,T,F,1,B,Q,0r H: F

All data will be erased,continue: [Y/N]?
Formatting boot device...

Format boot device completed.

FE:RTINET ©Fortinet Inc. All Rights Reserved. 35
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From the BIOS menu, select F to format the flash memory.
Doing this might be required if the firmware gets corrupted, or if the administrator wants to do a clean

installation of new firmware. Keep in mind, though, that formatting the flash memory deletes any information
stored on it, such as firmware images, configuration, and digital certificates.
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[P]:

[D] :
[I]:
[S]:
[G]:
[v]:
[T]:
[F]:
[E]:
[R]:
[N]:
[Q]:
[H]:

Set
Set
Set
Set
Set
Set
Set
Sel

Reset TFTP parameters to factory defaults.

CODRTINET
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Configure TFTP Parameters

Enter C,R,T,F,1,B,Q,0r H: C

firmware download port.

DHCP mode.

local IP address.

local subnet mask.

local gateway.

local VLAN ID.

remote TFTP server IP address.
firmware file name.

Review TFTP parameters.
Diagnose networking (ping) .
Quit this menu.

Display this list of options.

Enter p,D,I1,S,G,V,T,F,E,R,N,Q,or H:

F::RTINET
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From the BIOS menu, select C to configure TFTP parameters. Use the menu options to configure parameters,

such as local IP address, subnet mask , gateway address, and firmware file name.
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General
Enter P,D,I,S,G,V,T,F,E,R,N,Q,or H: R B r— T
It;mmm$ need to ask your network administrator
Image download port: MGMT gmmmmm”’m’_“"*
DHCP status: Disabled 09 e oS T At I
Local VIAN ID: <NULL> e et L1905 35 L |
Local IP address: 192.168.1.99 bt skl w
Local subnet mask: 255.255.255.0 Default gateway: | 192.168. 1 .99 |
Local gateway: 192 Y681 -1 o R
TFTP server IP address: 192.168.1.1 cumisinedae ’“
Firmware file name: image.out @) Use the following DNS server addresses:
Prefermed DNS server: .. E
Alternate DNS server:
[ valickate settngs upon exit R e
F::=RTINET . .
Training Institute © Fortinet Inc. All Rights Reserved. a7
Press R to review the TFTP configuration settings.
After you have configured the TFTP parameters, press Q to return to the main configuration menu.
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BIOS Firmware Transfer

Enter C,R;T,F,1,.B;0,0r H: T

Enter TFTP server address []: 192.168.1.1
Enter local address []:192.168.1.99

Enter firmware image file name []:image.out
MAC:00090FC371BE

i ddd Attt ARt RAEEE

Total 23299683 bytes data downloaded.
Verifying the integrity of the firmware image.

Total 40000kB unzipped.

Save as Default firmware/Backup firmware/Run image without saving:[D/B/R]? D
Programming the boot device now.

Reading boot image 1375833 bytes.

Initializing firewall...

System is started.

Formatting shared data partition ... done!

Fi:RTINET 3
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From the BIOS menu, press T to initiate the TFTP firmware transfer.

The BIOS requires you to enter:

* The IP address of the TFTP server

* The FortiGate IP address (it must be in the same class-C subnet as the TFTP server)
* The name of the firmware image

If everything is OK, you should see a series of pound signs, indicating that the device is downloading the
image. The BIOS will then verify the integrity of the file and give you the following three options:

* Save it as the default firmware
* Save it as the backup firmware
* Run the image without saving it

If the firmware is going to be used in production, select the first option: Save it as the default
firmware.

The last option (Run the image without saving it) allows you to run and test firmware without
overwriting any existing firmware in the memory. After you have finished the tests and are ready to roll back
the change, you must reboot the device, and the previously existing firmware will be used.
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Hardware Tests

+ Designed for both manufacturing testing and for end users to verify major hardware
components:
« CPU
* RAM memory
« Network interfaces
+ Hard disk
« Flash memory
+ USB interface
» Front panel LEDs
« Wi-Fi
« And soon

F::RTINET

i = © Fortinet Inc. All Rights Reserved. 39
Training Institute 4

As with any other electronic device, damage to RAM can cause intermittent crashes.
If you suspect hardware failure, you can run hardware tests.

How do you run the hardware tests? It depends on the FortiGate model.
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How to Run the Hardware Tests

* In some E,F, and D-series models, the hardware tests can be run directly from FortiOS
+ Can run a single test, or multiple tests
* For other models, a special HQIP image must be loaded using TFTP and run from the
BIOS menu

 Instructions: https://support.fortinet.com/Download/HQIPImages.aspx

F:-:HTIl'IET © Fortinet Inc. All Rights Reserved 40
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For some FortiGate E, F, and D-series models, you can run the hardware tests directly from the FortiOS CLI.

For other models, you must download special HQIP hardware testing images from the Fortinet Technical
Support website.

The steps for uploading the hardware test image are the same as the ones used for uploading a firmware
image. You can run the hardware test image without saving it in the flash memory, so any existing firmware

image won’t be overwritten.
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—
FortiOS Hardware Tests Command

4 diagnose hardware test suite all

- Please connect ethernet cables:

[WAN - Any of PORTLl...PORT4]

To skip this test, please press 'N'.

Do you want to continue? (y/n) (default is n) N

Following tests will request you to check the colours of the system LEDs.
To skip this test, please press 'N'.

Do you want to continue? (y/n) (default is n) N

Following tests will request you to check the colours of the NIC LEDs.
— Please connect ethernet cables:

[WAN - Any of PORT1...PORT4]

To skip this test, please press 'N'.

Do you want to continue? (y/n) (default is n) N

Test Begin at UTC Time Wed May 05 21:08:53 2021

F=Z:RATINET 41
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For some models, the command diagnose hardware test suite all runs the hardware tests from
FortiOS. The hardware tests require user interaction while running. Users can skip some of the steps. Some
tests require connecting external devices (such as USB flash drives) or network cables to FortiGate.
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* Inspect crash logs for debugging purposes
« Any time a process closes, it is recorded as killed
+ Some are normal (for example, closing scanunit to update definitions)
# diagnose debug crashlog history
Ccrash log interval is 3600 seconds
httpsd crashed 1 times. The last crash was at 2022-06-03 02:31;
# diagnose debug crashlog read
97: 2022-05-24 01:59%:31 from=license sn=FGVM010000 €& msg=License status changed to VALID
98: 2022-06-03 02:31:34 Signal <11> was sent to process <31308> by user <admin>
99: 2022-06-03 02:31:34 <31308> firmware FortiGate-VM64-KVM v7.2.0,build1157b1157,220331 (GA.F)
100: 2022-06-03 02:31:34 <31308> application httpsd
101: 2022-06-03 02:31:34 <31308> *** signal 11 (Segmentation fault) received ***
102: 2022-06-03 02:31:34 <31308> Register dump:
103: 2022-06-03 02:31:34 <31308> RaX: 000000000000002b RBX: 0000000000000000
F:-:HTIHET © Fortinet Inc. All Rights Resenved. 42
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Another area you might want to monitor, purely for diagnostics, is the crash logs. Crash logs are available
through the CLI.

Any time a process is closed for any reason, the crash log records this as a crash. Most of the logs in the
crash log are normal. For example, any time the antivirus definitions package is updated, the scanunit

process needs to close down in order to apply the new package. This is a normal shutdown. Some logs in the
crash log shows they are initiated by a user, which indicates the administrator manually restarted a process.

Some logs in the crash log might indicate problems. For that reason, the crash logs are frequently requested
by Fortinet Technical Support for troubleshooting purposes.

This slide shows the commands you have to use to get a crash log. The crashlog output shows the http
process is restarted by the administrator.

Two commands can show information from the crash logs:

* diagnose debug crashlog history lists a summary of the processes that have crashed, how many
crashes have happened, and the time of the last crash.

*+ diagnose debug crashlog read provides details about each crash, in addition to other system
events, such as conserve mode entry and exit times.
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* The crash log also records conserve mode events

« Entering:

12: 2021-04-06 14:10:16 logdesc="Kernel enters conserve mode" service=kernel
conserve=on free="127962

13: 2021-04-06 14:10:16 pages" red="128000 pages" msg="Kernel enters conserve

mode™"

= Exiting:

14: 2021-04-06 14:19:55 logdesc="Kernel leaves conserve mode" service=kernel
conserve=exit

15: 2021-04-06 14:19:55 free="192987 pages" green="192000 pages" msg="Kernel
leaves conserve mode"

F:-=HT|nET © Fortinet Inc. All Rights Reserved. 43
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This slide shows the entries generated in the crash logs when FortiGate enters and exits memory conserve
mode.

FortiGate Infrastructure 7.2 Study Guide 384



DO NOT REPRINT

Diagnostics

CODRTINET
TN TIINL- 1

Knowledge Check

1. Which types of information are stored in the crash log?
YA Process crashes and conserve mode events
B. Traffic logs and security logs

2. Which protocol is used to upload new firmware from the console?
A. HTTP/HTTPS
¥'B. TFTP

F::RTINET
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Lesson Progress

' General Diagnosis

.; / Debug Flow
'u'

.; ,/ CPU and Memory

 Firmware and Hardware

F::RTINET
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Congratulations! You have completed the lesson.

Now, you will review the objectives that you covered in this lesson.
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Identify the normal behavior of your network
Monitor for abnormal behavior, such as traffic spikes

Diagnose problems at the physical and network layers

Diagnose connectivity problems using the debug flow

Diagnose resource problems, such as high CPU or memory usage
Diagnose memory conserve mode

Diagnose fail-open session mode

Format the flash memory

Load a firmware image from the BIOS menu

Run hardware tests

Display crash log information

NS S NS S S S S
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to use diagnostic commands and tools.
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