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In this lesson, you will learn about the key features of FortiManager and how FortiManager fits into your
existing network infrastructure.

FortiManager 7.6 Administrator Study Guide 4



Introduction and Initial Configuration

DO NOT REPRINT

CORTINET
O TN Lo

Lesson Overview

> Key FortiManager Features and Concepts

> Initial Configuration

> Use Cases
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In this lesson, you will learn about the topics shown on this slide.
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Key FortiManager Features and Concepts

Objectives

» Describe the purpose of FortiManager and its key features
* Describe the management module framework
» Describe the management task cycle

F::RTINET
Training Institute
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding FortiManager key features and concepts, you will be able to
use FortiManager more effectively in your network.

FortiManager 7.6 Administrator Study Guide 6
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What Is FortiManager?

 Single-pane management and provisioning

* Reduces operation costs for large
deployments

» Helps maintain regulatory compliance

* Local FortiGuard cache server <((.))> .I) E )<:

* Provides centralized device management

FortiManager

for many Fortinet devices \ %%I;g)cltg Maﬁsger M;%Eer Eﬂﬁﬁggz: Fmr?;vgi;crh J
* Automates mass device provisioning and ForiGuard \Device S
maintains policies e
* Local distribution and control point for firmware .
A pelley Upeees e, e
+ Complex mesh-and-star IPsec VPN Protoco'\

 Can act as logging and reporting device

amn Mana edDevice
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In large enterprises and managed security service providers (MSSP), the size of the network introduces
challenges that smaller networks don’t face. Some of these challenges include mass provisioning; scheduling
rollout of configuration changes; and maintaining, tracking, and auditing many changes.

FortiManager provides automation-driven, centralized management of your Fortinet devices from a single
console. Centralized management through FortiManager can help you to more easily manage many
deployment types with many devices and reduce cost of operation.

What can FortiManager do?

* Provision firewall policies across your network.

» Act as a central repository for configuration revision control and security audits.

* Deploy and manage complex mesh-and-star IPsec VPNs.

» Act as a private FortiGuard Distribution Network (FDN) server for your managed devices.

+ Automate device provisioning and keep track of policy changes.

FortiManager 7.6 Administrator Study Guide 7
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Key Features
» Centralized management  Scripting
* Administrative domains (ADOM) * Pane managers — VPN, FortiAP, FortiSwitch, and

+ Configuration revision control and tracking elas Vieey (Seeun gy =)

* Local FortiGuard service * Logging and reporting

- Firmware management * Management extension applications (MEA)

- FortiGate FortiAnalyzer

e
Branch &. %% ™

office \\W\\

Headquarters
Data Center

FortiGate
”””””””” “({f -

; FortiGate

’ e e
Branch /\//}“3’ ’
«  office g

FortiManager
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Training Institute

© Fortinet Inc. All Rights Reserved 5

FortiManager can help you to better organize and manage your network. Key features of FortiManager
include:

+ Centralized management: Instead of logging in to hundreds of FortiGate devices individually, you can use
FortiManager to manage them all from a single console.

+ ADOMs: FortiManager can group devices into geographic or functional ADOMs, ideal if you have a large
team of network security administrators.

» Configuration revision control: Your FortiManager keeps a history of all configuration changes. You can
schedule FortiManager to deploy a new configuration or revert managed devices to a previous
configuration.

* Local FortiGuard service provisioning: To reduce network delays and minimize internet bandwidth use,
your managed devices can use FortiManager as a private FortiGuard server.

+ Firmware management: FortiManager can schedule firmware upgrades for managed devices.

» Scripting: FortiManager supports CLI and Tool Command Language (Tcl)-based scripts to simplify
configuration deployments.

* Manager panes (VPN, FortiAP, FortiSwitch, Fabric View): FortiManager management panes simplify the
deployment and administration of VPN, FortiAP, FortiSwitch, and Fabric View.

* Logging and reporting: Managed devices can store logs on FortiManager. From that log data, you can
generate SQL-based reports because FortiManager has many of the same logging and reporting features
as FortiAnalyzer.

+ MEAs: allow you to enable licensed applications that are released and signed by Fortinet. The applications
are installed and run on FortiManager as docker containers. Refer to the Fortimanager Administrator Guide
for more details.

FortiManager 7.6 Administrator Study Guide 8
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LDAP / RADIUS / SAML / [_::‘ FortiGuard z " Fortinet Security
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Inside FortiManager, there are several management layers that are represented as panes on the GUI.
The default panes include:

+ Device Manager: Add and authorize devices, create device configuration changes, and install device and
policy packages.

» Policy & Objects: Centralize the management of firewall policies, objects, and security profiles, among
others.

» VPN Manager: View and configure IPsec VPN and SSL VPN settings that you can install on one or more
devices.

+ AP Manager: Manage FortiAP access points (AP) that are controlled by FortiGate devices.

+ FortiSwitch Manager: Manage FortiSwitch devices that are controlled by FortiGate devices.

+ Extender Manager: Manage connected FortiExtenders.

» Fabric View: View Security Fabric ratings of configurations for FortiGate Security Fabric groups, as well as
create Fabric connectors.

» FortiGuard: Provide FortiGuard services for FortiManager system and its managed devices and FortiClient
agents.

+ System Settings: Manage system options for FortiManager.

You can add other menus, depending on the requirements of your network, for example, when you add
FortiAnalyzer features.

FortiManager 7.6 Administrator Study Guide 9
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ADOMs

+ ADOMs allow you to group devices logically for administrators to manage
* Adevice is assigned to an ADOM and administrators are assigned to one or more ADOMs

« ADOMs can work in two device modes: normal or advanced.
* In advanced mode, each FortiGate virtual domain (VDOM) can be assigned to a different ADOM

» Accounts with the Super_User profile can manage devices in all ADOMs

/\"\. /\"\.
&y <2
SR S
FortiGate 1 FortiGate 2

i oogd
"J’}/ |
FortiGate 3 FortiGate 4
VDOM 1

\ Admin A /

Admin A have access to ADOM1 and ADOM2
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FortiGate 4  FortiGate 4
VDOM 2 VDOM 3

\ Admin B /

Admin B have access to ADOM3 which
includes some VDOMSs from FortiGate4
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FortiManager administrators can use ADOMs to group devices logically, and then specify which

administrators can manage them. For example, you can create an ADOM for each branch office, and then
restrict administrators to manage devices only on their assigned branches.

ADOMs can be used in two device modes: normal or advanced. When advanced mode is enabled, you can
assign different FortiGate VDOM s to different ADOMs.

Administrator accounts can be tied to one or more ADOMs and can only manage those devices or VDOMs
that belong to the ADOMs to which they are assigned.

Administrator accounts with the Super_User profile, such as the admin account, can manage all ADOMs and
the devices within them.

FortiManager 7.6 Administrator Study Guide
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Managing FortiAnalyzer

* You can add and then manage most FortiAnalyzer
features from FortiManager o SP—r——

B Managed Fortifnalyzer (1)

+ Tasks that can be done from FortiManager include:
* View logs and run reports on FortiAnalyzer
* Manage incidents and events

+ Recommended solution for dealing with a high
volume of logs
* Logs are stored on FortiAnalyzer, not FortiManager

You cannot enable advanced ADOM mode when
FortiManager is managing FortiAnalyzer

F::RTINET
Training Institute
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You can add and then manage most FortiAnalyzer features from FortiManager. This is the recommended
solution for environments with a high volume of logs.

After you add a FortiAnalyzer device, the following panes are enabled automatically on FortiManager:

+ FortiView and LogView: provide visibility of FortiAnalyzer logs.

* Incidents & Events: allows you to manage FortiAnalyzer incidents, events, handlers, and work with the
threat hunting tool and outbreak alerts,, when available.

* Reports: allow you to manage FortiAnalyzer reports.

FortiManager can manage multiple FortiAnalyzer devices, but each FortiAnalyzer must be in its own ADOM.
You can add the same FortiAnalyzer to more than one ADOM. When you do this, the FortiAnalyzer features
and visibility in the ADOM are limited to the logging devices included in that ADOM.

Note that you cannot enable advanced ADOM mode when FortiManager is managing FortiAnalyzer.
Advanced ADOM mode is discussed in this course.

FortiManager 7.6 Administrator Study Guide 11
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FortiManager With FortiAnalyzer Features

* Enable FortiAnalyzer features manually to make
FortiManager a logging and reporting device
* More CPU, memory, and disk space are required for
the additional functions
* Log rate and daily log quota restrictions are in
place
» FortiManager supports up to 150 logs per second only
+ FortiAnalyzer-related licensing is not stackable

* FortiManager stores and manages logs

+ Solution feasible for low volume of logs only
* For example, a testing environment

If FortiAnalyzer features are enabled, you cannot
add FortiAnalyzer to FortiManager, and you cannot
enable FortiManager high availability (HA)

F::RTINET
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FortiManager can act as a logging and reporting device for your network when you manually enable
FortiAnalyzer features. Keep in mind that FortiManager requires additional resources (CPU, memory, disk
space) to process and store logs and reports.

Additionally, logging rate restrictions considerably reduce the supported log rates compared to the capabilities
of FortiAnalyzer. For example, the highest log rate FortiManager supports is 150 logs per second. However,
FortiAnalyzer’s lowest supported log rate is 500 logs per second, and it can reach 150,000 logs per second in
high-end models.

Another restriction is that the licensing for FortiAnalyzer features is not stackable. For these reasons, this
solution is feasible only for environments that have a low volume of logs. For example, it could be used for
testing purposes. For high log volumes, you should use a dedicated FortiAnalyzer.

When you enable FortiAnalyzer features, all log and storage settings are configured on FortiManager. This
means that you must specify how much disk space to use, and for how long to store the logs for each ADOM.
You can monitor disk utilization for each ADOM and adjust storage settings for logs, as needed.

If FortiAnalyzer features are enabled, you cannot add FortiAnalyzer to FortiManager. You will also not be able
to configure FortiManager HA.

FortiManager 7.6 Administrator Study Guide 12



Introduction and Initial Configuration

DO NOT REPRINT

N1 L |
Knowledge Check

1. Which solution should you use in environments with a high volume of logs?
A. Enable FortiAnalyzer features manually on FortiManager.

+'B. Add and manage FortiAnalyzer from FortiManager.

2. What is the main benefit of using FortiManager as a local FDN?
YA. The reduction of network delays and internet bandwidth use
B. The maintenance of local active directory servers and users

F::RTINET
Training Institute
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Lesson Progress

4 > Key Features and Concepts

> Initial Configuration

> Use Cases
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Good job! You now understand FortiManager key features and concepts.

Now, you will learn how to initially configure FortiManager.

FortiManager 7.6 Administrator Study Guide

14



Introduction and Initial Configuration

DO NOT REPRINT
FORHNET -—
|

Initial Configuration

Objectives

+ Identify TCP and UDP ports used by FortiManager
* Perform the initial configuration of FortiManager

F::RTINET
Training Institute

© Fortinet Inc. All Rights Reserved. 12

After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in the initial configuration of FortiManager, you will be able to add
FortiManager to your network and perform basic administrative tasks.

FortiManager 7.6 Administrator Study Guide
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FortiManager Placement and Connectivity

* Best practices: .
) . . Administrator remotely accesses
» Deploy FortiManager behind a firewall FortiManager through virtual IP
+ Allow only necessary ports

FortiGate _ ///\\\_

i
e

i

//EgdiGate g
- R e
= //\}- &>

Management
Computer

FortiGate

FortiManager
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Often, your first consideration is where you should place FortiManager in your network.

Typically, you should deploy FortiManager behind a firewall, such as FortiGate. On the perimeter firewall,
allow only relevant ports in the firewall policy for FortiManager. If administrators or remote FortiGate devices
will make inbound connections to FortiManager from outside your local network, such as from the internet,
create a virtual IP (VIP).

To safeguard against losing access if your network is down, connect your management computer directly to
FortiManager or through a switch.

FortiManager 7.6 Administrator Study Guide 16



Introduction and Initial Configuration

DO NOT REPRINT

TN L |
FortiManager Ports Used to Manage FortiGate

* FortiManager uses many ports to perform its functions

* Knowing which ports FortiManager uses helps when troubleshooting FortiManager
network issues

* The table below shows the ports FortiManager uses to manage FortiGate devices
» FortiManager uses the entries marked with an asterisk only when it acts as a local FortiGuard server

Functionality Protocol and Port(s)

Incoming ports

Web filter queries, antivirus, and IPS updates* UDP 53, UDP/TCP 8888, TCP 80
Antispam* UDP/TCP 8889
Registration for license validation and UTM updates (antivirus, IPS)* TCP 8890, TCP 443
FortiGuard and FortiClient web filter and email filter* TCP 8900, TCP 443
Outgoing ports
Antivirus and IPS push updates* UDP 9443
Incoming and outgoing ports
FGFM management TCP 541 (IPv4), TCP 542 (IPv6)
* Used only when FortiManager acts as a local FortiGuard server
F::RTINET

© Fortinet Inc. All Rights Reserved 14
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Knowing which ports FortiManager uses can help you analyze, diagnose, and resolve common network
issues. This is especially true if FortiManager is deployed behind a firewall.

FortiManager uses many TCP and UDP ports to perform tasks. The table on this slide includes some of the
ports that FortiManager uses to manage FortiGate devices. Visit https://docs. fortinet.com to see the
complete list of ports.

By default, the standard management ports are:

* HTTP: port 80 (TCP)
« HTTPS: port 443 (TCP)
» SSH: port 22 (TCP)

FortiManager 7.6 Administrator Study Guide 17
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Security Recommendations

* Deploy FortiManager in a protected and trusted private network
* Use secure communication, even in a private network (HTTPS or SSH)
» Configure trusted hosts

« If access from the outside is required:
* Open only the ports necessary for secure communications
» Set up special users and use only secure protocols (HTTPS/SSH)

* Use secure passwords and the password policy feature
* Check event logs frequently
Configure the external syslog and email servers for quick notifications

F::RTINET
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FortiManager manages all your Fortinet network security devices, so it is vital that you secure and protect
FortiManager and FortiManager data.

Here are some security recommendations:

Deploy FortiManager in a protected and trusted private network. You should never deploy directly on the
internet.
Always use secure connection methods for management: HTTPS for web-based management or SSH for
CLI management. Fortinet strongly discourages using insecure methods like HTTP.
Use trusted hosts to allow logins only from specific locations.
If you must open outside access to the device so that remote devices can connect, open only the required
ports. If you must open direct login access from the outside, you must set up dedicated user accounts for
this purpose.
Use secure, strong passwords and a password policy to enforce their use.
You can enable and configure the following password policies:
* Minimum length: Specify the minimum number of characters that a password must be, from 8 to
32. The default is 8.
* Must contain: Specify the types of characters a password must contain.
+ Expiration: Specify the number of days a password is valid for. When the time expires, the
administrator is prompted to enter a new password.
Check event logs frequently.
Configure the external syslog and email servers for quick notifications.

FortiManager 7.6 Administrator Study Guide
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Factory Default Settings

+ Use factory default settings to initially log in to FortiManager and begin your own
network configuration.

* Default settings:
» Port 1 is the default management port:
» Port1 interface IP: 192.168.1.99/24
+ HTTPS and SSH protocols are enabled for management access
* Username: admin
+ Password: (blank)
* You will be prompted to set a new password

 If you are deploying FortiManager VM in the cloud, the management IP address and its
assignment depends on the provider you use

&
F..‘..‘FlTInEt © Fortinet Inc. All Rights Reserved 16
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It is important to know the factory default settings, such as the default username and password, the IP
address of port1, netmask, and default supported management access protocols, so that you can initially
connect and configure FortiManager for your network.

Different FortiManager models have different numbers of ports, but port1 is the management port and will
always have the IP address 192.168.1.99 configured by default.

If you are deploying a FortiManager in the cloud, the management IP address and its assignment depend on
the cloud provider you use.

To log in to the FortiManager GUI for the first time, open a browser and enter the URL https:// <the
factory default IP address>. Afterthe login screen appears, use the factory default administrator
credentials to log in. The default credentials are username admin and a blank password.

After you log in for the first time, the FortiManager Setup wizard opens.

FortiManager 7.6 Administrator Study Guide
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FortiManager Setup Wizard
* When you first access FortiManager, The FortiManager Setup wizard opens
* The FortiManager Setup wizard lets you perform the following actions:
- Register and enable SSO with FortiCare (required step) | _"ortiManaser Setup - Welcome (1/4)
» Or import entitlement file wel
* Specify a host name ceome
. Change your password Perfarm the fallewing steps to complete the setup of this FortiManager,
. Upgrade the f|rmWare 1. Register and 550 with FortiCare
O Import the Entitlement File
2, Specify Hostname
3. Change Your Password
4. Upgrade Firmware
FE:E Frl-lnEt © Fortinet Inc. All Rights Reserved 17
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When you log in to FortiManager for the first time, the FortiManager Setup wizard opens to help you set up
FortiManager by performing the following actions:

* Register with FortiCare and enable FortiCare single sign-on (SSO).
» Specify a host name.

+ Change your password.

» Upgrade the firmware.

The FortiManager Setup wizard requires that you complete the Register and SSO with FortiCare step
before you can access FortiManager . This step requires internet access, unless FortiManager is operating in
a closed network, in which case, you must request account entitlement files from Fortinet Customer Service
and Support, and then upload the files using this wizard, or later from the FortiGuard pane.

After you complete all of the steps in the wizard, the wizard no longer opens when you log in to FortiManager.

FortiManager 7.6 Administrator Study Guide
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Initial Configuration

* Initial configuration involves
configuring: ExR NebworkInterace - potl %
* Network interfaces
* Administrative access
* Primary and secondary DNS server IP
addresses —
« Default gateway iy (B B Boe B Coue

= wvel = ForbManager
a Service a Fabric
O HTTRES [ HTTP [ PING [ 55H [ sNmp

— Web — FortiManager
= Service O Fabric

MName

Mode W DHCP
i

- I 192.168.1.120/255.255.0.0 I

& Administrative Access

FortiGate Updates

Bind to 1P Address ) 0.0.0.0/0.0.00
DNS
Web Filtering
imary DNS Sevves
s Bind to IP Address @ 0.0.00/0.0.00
Status [ s}

0 i . Type 1B/ hstmask = Gteweay = Interface

EE e TTemenes weree _-
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The initial configuration of FortiManager is very similar to FortiGate. To configure FortiManager for your
network, you must set the IP address and netmask, select supported administrative access protocols, and
specify a default gateway. You can do all of this from the Network page.

Port1, the management interface, has a default IP address and netmask: 192.168.1.99/24. If your
management subnet uses a different subnet, or uses IPv6, change these settings accordingly. The IP address
must be a unique static IP address. Additionally, enter the IP address of the next hop router, and specify your
DNS servers. By default, FortiGuard DNS servers are configured in the DNS window, to help guarantee
connectivity for FortiGuard downloads and queries. However, you can specify a local DNS server instead.

Service access allows you to enable the FortiManager response to the requests from managed devices for

FortiGuard services on each interface. This includes FortiGate updates and web filtering. By default, all
services to managed devices are enabled on port1 and disabled on other ports.

FortiManager 7.6 Administrator Study Guide 21
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Enabling ADOMs

+ Enabled and disabled in the System Information
widget or in System Settings > ADOMs

+ After ADOMs are enabled, the GUI navigation
changes after login:
* Must select an ADOM from the list of configured ADOMs
Select an ADOM

ADOMs are not enabled by default!

0

System Information

®

FortiManager

FMG-VMTM24012945

"

FMG-VM&4-KVM

Standalone

x Fri Dec 20 15:20:44 2024 PST

w7.6.1 build3344 (Mature)

Qe i
Last Backup: Fri Nov 22 07:11:15 2024

B

Global Database
Global 7.6

s admin / 1 in total

24 minutes 27 seconds
in

+ Switch between ADOMs in the upper-right side of the GUI

& @ Enable ADOM |

O

t

* From the CLI:
config system global

MName + Firmware Version

set adom—statusl{enable Idisable}l
end

FortiGate 7.6

FortiManager Cloud does
not support ADOMs!

F::RTINET
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ADOMs are not enabled by default and can be enabled (or disabled) only by an administrator that has the
Super_User profile.

After you change the ADOM mode, the system logs you out so the it can reinitialize with the new settings.
When you log in with ADOMs enabled, you must select the ADOM you want to manage from the list of
configured ADOMs. You can easily switch between ADOMs by clicking the ADOM list on the upper-right side
of the GUI.

The maximum number of ADOMs varies by FortiManager model or VM license.

FortiManager cloud does not support ADOMs. For more information, see the Limitations of FortiManager
Cloud document in the FortiManager Cloud section at www.docs.fortinet.com.

FortiManager 7.6 Administrator Study Guide
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Creating ADOMSs

* You can create a new ADOM in System Settings > ADOMs

« Visible to administrators with the Super_User profile

-——> Create ADOM %
1 | | € Disable ADOM | | g LR
Mew_ADOM

T
O |Names Firmware Viersion = Central Management 2 Harre:

1
Teme Zone Sysh Zone -

o oot FortiGate 7.6 DVEN T FortiaP R FortiSwitch Diescristion
a FartiProxy FortiProxy 7.4 S vPn B FortiaP @ FortiSwitch
[m] FartiFirewallCarrier FartiFirewallCarrier &2 @PN F FortiaAP B FortiSwitch |
(m] FortiFirewall FortiFirewall .2 QPN T ForiiaP B FartiSwiteh Uf'l.z.ﬁ
[m] FortiCarrier FortiCarrier 7.6 @YEN F FortiaP # FortiSwitch s [ Select Device Search.. @ o
o Global Database Global 7.6 DvrN O FortiaP @ FortiSwitch O Mames: P Address = Platform = B
& Backup Mode (0)

B Other Device Types (12)
=] Chassis - 2 Mode
[m] Syslog Sysiog el Mkt

Defautt Device Selection for install

Perfarm Policy Check Before Every instal

Autg-Push Policy Packages When Device
Back Onling
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With ADOMs enabled, administrators with the Super_User profile have access to the ADOMs page, where all
default ADOMs and custom ADOMSs created by the administrator appear.

If the default ADOMs do not fit your requirements, you can create your own.

The ADOM type you create must match the device type you are adding later. For example, if you want to
create an ADOM for FortiGate devices, you must select FortiGate as the ADOM type. The exception to this
rule is the Fabric type, which allows you to add FortiGate devices and other types of devices. Additionally,
you must select the firmware version for each new ADOM. This is because different firmware versions have
different features, and therefore may use different CLI syntax. Your ADOM settings must match the device
firmware.

The default ADOM operation mode is Normal. In the Central Management field, you can select VPN to

centrally manage IPsec VPNs for all managed devices in that ADOM. By default, FortiAP and FortiSwitch
central management are selected.

FortiManager 7.6 Administrator Study Guide 23
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Knowledge Check

1. Which service access can you enable on a FortiManager interface?
YA. FortiGuard updates and web filtering
B. FortiSwitch and FortiAP

2. Which port is used between FortiManager and FortiGate for IPv4 remote configuration
management of FortiGate devices?

YA. TCP 541
B. TCP 514

F::RTINET
Training Institute
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Lesson Progress
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Good job! You now understand how to initially configure FortiManager.

Now, you will learn about some use cases for FortiManager based on different organizations.
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Use Cases
I
Objectives

* Identify FortiManager use cases based on different
requirements
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After completing this section, you should be able to achieve the objective shown on this slide.

By understanding FortiManager use cases, you will be able to see the ways in which FortiManager is
commonly used in other organizations and, if applicable, employ some of these strategies.
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Use Case—Retail

« Management of a large corporate network
» Example: retail or finance

» Characteristics:

* Many remote sites (hundreds, maybe thousands) and several central hub sites and
data centers

» Operations team centrally provisioning and managing the firewall
 Simple initial deployment—phone home configuration

Shared firewall objects across many firewalls: addresses and services
Firewall policies common to many sites

F::RTINET
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One common FortiManager use case is managing large retail customers or distributed enterprises. These
types of organizations often have many smaller customer premises equipment (CPE) devices in their
branches, along with remote sites and multiple main locations. These customers benefit from centralized
firewall provisioning and monitoring.

In large-scale enterprise deployments, administrators usually prefer a basic initial configuration that the
installation technician loads through a USB drive or copy and pastes into the console. This basic configuration
allows FortiGate to contact FortiManager, where the administrator can add that FortiGate to the appropriate
device group or ADOM, and then send the full configuration to that FortiGate.
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Use Case—MSSP

* Management of customer devices

* Characteristics:
* Many smaller CPE devices or customer VDOMSs on a large firewall platform in the data center

» Customers typically have read-only access to their firewalls/VDOMs to monitor their
infrastructure and open change requests

» Few shared objects between customers

* No direct customer interaction with the managed firewall

 Service provider may want to automate some of their provisioning

* Pay-as-you-go business models pass cost savings to end-user customers

F::RTINET
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Another common use case involves Managed Security Service Providers (MSSP).

Carriers often have many powerful firewalls and require strict configuration control, which is achievable by
restricting configuration from FortiManager. MSSPs may subdivide their firewalls into virtual firewalls that they
provide to customers, or they may manage devices on customer premises. In both cases, they need to
maintain configuration revisions for the customer and, optionally, provide a portal where customers can view
or edit some of their settings.

Another important use case for MSSPs is being able to determine (or report) which firewall or configuration
objects are in use or not in use. Firewall policies change over time and associated objects are substituted for
other new objects. However, administrators often want to keep the old objects temporarily, in case they need
to revert changes. Eventually, unused objects clutter the FortiGate configuration, making it difficult to
understand and troubleshoot. So, periodically cleaning up orphan configuration objects is beneficial.

FortiManager allows MSSPs to avoid the overhead of perpetual licenses using the Fortinet VM On-Demand
Program with auto scaling. When an auto-scale event is triggered, the public cloud platform launches a new
FortiGate-VM that appears automatically on FortiManager as an authorized device in the Device Manager.
When a scale-in event occurs, the device is automatically removed from FortiManager.
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Requirements for Different Organizations

ADOMs and policy package structure varies by use case

* Use case—Retail
+ Single ADOM with one policy package for all devices
or
+ Single or multiple ADOMs with multiple policy packages

* Use case—MSSP

» Each customer has one or more dedicated ADOMs

e |

T = o - g S || Eoroate
FortiGat FortiGate = FortiGate FortiGate FortiGate orifbate ]
FortiGate CRIEEE = o) = @ =] =l
— 5] 1=l =1
[E] q & Site #3 Site #4 Customer#1  Customer #2 Customer#g = Customer #4
Site #1 Site #2 o A
ADOM 1 ADOM 2 ADOM 3 ADOM 1 ADOM 2 ADOM 3
Retail MS_SP
FortiManager FortiManager
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Organizations may use FortiManager ADOMs and policy packages differently.

In a retail organization, you may see a single ADOM with many FortiGate devices, or multiple ADOMs with
one FortiGate each. In the case of MSSPs, each customer’s FortiGate devices are placed in their dedicated
ADOM.

In this lesson, you will learn the practical skills necessary to manage devices for diverse organizations.
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Closed Network Topologies
» Cascade mode * Air gap mode
* Only FMG-A has internet access and downloads the * Only FMG-A has internet access and downloads the
updates from FortiGuard updates from FortiGuard
+ Other FortiManager devices download the updates » There is no connection between FMG-A and the other
directly from FMG-A FortiManager devices

+ FMG-A exports the downloaded packages
» Other FortiManager devices import the packages

FMG-A PR S FMO-4 FortiGuard Server
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You can operate FortiManager as a local FortiGuard Distribution Service (FDS) server for managed devices
with no internet connectivity.

More complex scenarios may require the use of several FortiManager devices. This slide illustrates two
possible topologies that can be used in such scenarios.

In both examples, only one FortiManager is connected to internet, and it downloading the updates from

FortiGuard. There are two modes for distributing the FortiGuard updates from FortiManager to the rest of the
devices:

+ Cascade mode: The main FortiManager device is connected to the other devices, and they download the
updates directly from the main FortiManager device. FortiGate devices can then download the updates
from their associated FortiManager device.

» Air gap mode: There is no connection between the main FortiManager device and the rest of the devices,
so the downloaded packages must be exported and then imported into the other FortiManager devices.
FortiGate devices can then download the updates from their associated FortiManager.
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Knowledge Check

1. Which statement about a large MSSP using FortiManager is true?
A. Each customer must have a dedicated FortiManager device.
+B. ADOMs can be used to separate customers.
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Congratulations! You have completed this lesson. Now, you will review the objectives that you covered in this

lesson.
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Review

Describe the purpose of FortiManager and its key features
Describe the management module framework

Describe the management task cycle

Identify TCP and UDP ports used by FortiManager

Perform the initial configuration of FortiManager

Identify FortiManager use cases based on different requirements

DN N N NN
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned the basics of FortiManager and how to use it
in your network.
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In this lesson, you will learn how to set up and administer FortiManager. You will also learn how to use
features that are critical to day-to-day use, such as ADOM locks, administrative access controls, and
configuration backup and restore.
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) Concurrent Administrators

)ADOM Best Practices and Troubleshooting

) Backup and Restore
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In this lesson, you will learn about the topics shown on this slide.
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ADOM Modes and Organization

Objectives

* Describe ADOM operation modes and ADOM device modes
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After completing this section, you should be able to achieve the objective shown on this slide.

By demonstrating competence in administrative domains (ADOM), you will be able to organize FortiGate
devices effectively within FortiManager.
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ADOM Operation Modes
Normal mode: Backup mode:
* Default mode * ADOM is read-only
* ADOM is read/write * Not all management panes available
* All management panes available * Must make changes directly on managed
- Can make configuration changes to devices

ADOMs and managed devices * Only scripts can be used to make

ot Marag changes from FortiManager to the
managed devices

E| FortiManager

@ Dashboard B Extender Manager

B Fabric View

© Fortil

@ FortiGuard

=d VPN Manager

£ System Settings

Do not confuse ADOM ® FortiGuard
AP Manager normal operation mode P s o
. . System Settings
with normal device
F::RTINET mode!
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When you create or configure ADOMs, you can choose between two operation modes: normal or backup.

By default, ADOMs run in normal operation mode which keeps all management panes available. An ADOM in
normal operation mode is read-write, which allows you to make configuration changes to managed devices
stored in the ADOM database, and then install those changes on managed devices. You can also make
configuration changes to each managed device through the FortiGate CLI or GUI.

You can configure ADOMs in backup operation mode if all configuration changes must be done directly on the
managed devices and you want to use FortiManager only for revision control and tracking purposes.

When in backup operation mode, an ADOM is read-only, and some management options are not available
while others are restricted. For example, in the Device Manager pane, you can add and delete devices, but
the device-level settings are not available for configuration and installation.

In backup operation mode, you can import firewall address and service objects into FortiManager, and
FortiManager stores the objects in the Device Manager database. You can view the objects on the Policy &
Objects pane, but they are not stored in the central database. This lets you maintain a repository of objects
used by all devices in the backup ADOM that is separate from the central database.

To make configuration changes from FortiManager to managed devices while in backup mode, you must use
the script feature. Additionally, if you make changes directly on the managed device, those changes need to
meet specific conditions for the device to send the configuration revision to FortiManager. For example, if you
make a configuration change, and then you log out of or reboot the device, a configuration revision is sent.
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* ADOMs have two device modes: Normal (default) and Advanced
+ System Settings > Advanced > Misc Settings

Workspace | Mail Server | Syslog Server | Meta Fields [RETESnlyi-
Advanced Settings
Offline Mode @ @
ADOM Mode @ Advanced
» Normal Do not confuse ADOMs
. . . . Normal operation mode
* You can add a FortiGate device and its VDOMs to a single ADOM only T N e Al
+ Advanced mode!

* You can assign different VDOMs from the same FortiGate to different ADOMs
 Applies globally to all ADOMs
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An ADOM can work in two device modes: Normal, which is the default mode, and Advanced.

In Normal mode, you cannot assign different FortiGate virtual domains (VDOMSs) to different FortiManager
ADOMs.

In Advanced mode, you can assign different VDOMs from the same FortiGate device to different ADOMs.
The system applies this setting globally to all ADOMSs. This results in more complex management scenarios,
and it is recommended for advanced users only.
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Knowledge Check
1. What is the main purpose of backup ADOM mode?
Y’A. To maintain the backup configuration of managed devices
B. To install policy package changes offline
2. Which action can you perform in advanced ADOM mode?
YA. You can assign different VDOMs from FortiGate to different ADOMs.
B. You can assign the same VDOM from FortiGate to different ADOMs.
FE.:E.F'TInEt © Fortinet Inc. All Rights Reserved 6
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> Administrator Accounts

) Concurrent Administrators

)ADOM Best Practices and Troubleshooting

) Backup and Restore

F::RTINET
Training Institute

© Fortinet Inc. All Rights Reserved

7

Good job! You now understand ADOMs.

Now, you will learn about administrator accounts on FortiManager.
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Administrator Accounts

Objectives

» Control administrative access using administrator profiles,
trusted hosts, and ADOMs

* Authenticate administrators using external servers
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in using administrative access controls, you will be able to better safeguard the
administration and management of FortiManager and the managed devices.

FortiManager 7.6 Administrator Study Guide 41



Administration and Management

DO NOT REPRINT

COAORTINIET

JINTIITNL | -
Types of Administrator Profiles

System Admin Restricted Admin

« Wider scope and granularity + Delegated management of specific security
profiles for each ADOM

« Scope is only three security profiles
* Intrusion protection system (IPS) sensors
+ Web filter profiles
* Application sensors

» Custom profile options control administrator access

New Frafile

Prafie Mame System_Admin_Profile

Destription

HNew Praofile L
Prafile Name Restricted_Frofile

Diescriptian

01024

e adn—m ADIOM Seriped A
.

Ao ta Inszall
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You can configure administrator profiles in one of two types: System Admin and Restricted Admin. Only
administrators with full system permissions can modify administrator profiles.

For the System Admin type, you can modify one of the predefined profiles, or create a new custom profile.
Depending on the nature of the administrator’'s work, access level, or seniority, you can allow them to view
and configure as much, or as little, as required.

Profiles with the Restricted Admin type allows you to delegate administrators the management of web
filtering profile, IPS sensors, and application sensor associated with their ADOM. When a restricted
administrator logs in to the FortiManager, they enter the Restricted Admin Mode.
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Multiple Administrators and Security

* You can divide administrative tasks among _

multiple employees by creating additional
administrator accounts s

» Several methods to control administrator access i

* Most used access control methods are: i
- ADOMs s o — :
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Depending on your deployment, you may want to divide FortiManager administrative tasks among multiple
employees by creating additional administrator accounts.

You can control and restrict administrator access using several methods, but the following are the most used:

+ ADOMSs: Administrators have access to only those ADOMs to which they are assigned.

« Administrative profiles: The level of access is determined by the administrative profile selected. When the
administrators are restricted to specific ADOMs, you can assign different profiles for each ADOM, or the
same profile for all ADOMs.

» Trusted hosts: This option restricts administrators to log in only from specific IP addresses or subnets. The
trusted hosts you define apply to both the GUI and the CLI when accessed through SSH. This feature is
available for IPv4 and IPv6 addresses.
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Secure Connection (s
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Instead of creating local administrators, where logins are validated by FortiManager, you can configure
external servers to validate your administrator logins. You can use RADIUS, LDAP, TACACS+, and public key

infrastructure (PKI) as means of verifying the administrator credentials.

Additionally, you can configure two-factor authentication using FortiAuthenticator or FortiToken cloud. Refer to
the FortiManager Administration Guide for more details.
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Monitoring Administrator Sessions

* You can monitor currently logged in administrator accounts
* Logged in - green check mark
* Logged out > no check mark

* Only the default admin administrator or administrators with Super_User profile can see
the complete list of administrators

All ADOMs

All ADOMs

Standard_User

LOCAL Py _ADOM

Al 2074/09/1500...
202470971500
2024/09/1500...

Information

studant@Forti Adel Systenmlink itor 1

Information studant@FortiManager Add routerstatic 2

Information student@FortiManager Add firewall.policy 3

2024/09715 00... Information = student@FortiManager Add firewall.policy 2

System Events.
= = 202409715 00...

Information 2 student@FortiManager Edit firewallpolicy 1

2024/09/1500... Information student@FortiManager | Add firewall.address LINUX
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To track administrator user sessions, including who is currently logged in and through what trusted host, click
System Settings > Administrators. Only the default admin administrator, or administrators with the
Super_User profile can see the complete administrator’s list.

To track installation changes made by the FortiManager user, click Log & Report > System Events on the
managed FortiGate device.

FortiManager 7.6 Administrator Study Guide 45



Administration and Management

DO NOT REPRINT

EODRDTINIET
\ Y B |

Knowledge Check

1. How can you restrict an administrator’s access to only a few ADOMs on FortiManager?
A. By disabling concurrent access to ADOMs
+ B. By assigning ADOMs to the administrator account

2. Which feature is available in the Restricted Admin profile?
A. Device registration
¥ B. IPS sensor
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+ ) ADOM Modes and Organization

) Administrator Accounts

) Concurrent Administrators

)ADOM Best Practices and Troubleshooting

) Backup and Restore
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Good job! You now understand administrator accounts.

Now, you will examine concurrent administrators on FortiManager.
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Concurrent Administrators

Objectives

* Explain why workspace mode is important for concurrent
ADOM access

+ Use ADOM locking to make configuration changes
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in using ADOM, device, or policy package locking, you will be able to better
safeguard the administration and management of FortiManager and the managed devices.
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Concurrent ADOM Access—Workspace Default

* By default, multiple administrators can log in and make changes in the same ADOM
 This occurs because workspace mode is set to disabled out of the box

get system global Mail Server | Syslog Server | Meta Fields | Misc Settings

Workspace Settings

[workspace-mode : disabled | Mode [EEED vworkspace (ALLADOMS) | Woriq

» This concurrent access may cause conflicts if two or more administrators try to change
the same setting at same time

[1 MName Type Prohle JS0OMN API Access ADOMs

(] | AQ acmin LOCAL Super User None All ADOMs

O S student LOCAL Standard_User Nonc My_ADOM

a | F [ tortiret 1 OCAl Super_User None AllADDMs
F:ERTINET
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By default, multiple administrators can access the same ADOM concurrently because workspace-mode is
setto disabled.

Usually this is acceptable, especially if you configured administrator profiles with non-overlapping

permissions. However, the probability of two administrators changing the same setting in a network with many
devices is still possible and should be avoided. The solution for such a scenario is to enable workspace mode.
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* You can enable workspace mode from the GUI and from the CLI

Workspace Settings

Mode Disable| Ry ELC e LN 0 e VSR Workspace (Per-ADOM) | Workflow (ALL ADOMs}l
Per-Policy Lock o (o ] I \
y & A 4

config system global config system global config system global
set workspace-mode normal| set workspace-mode per-adom| set workspace-mode workflow
end end end

* You can choose from three options: Always notify other administrators

* Workspace (ALL ADOMs) before enabling workspace mode so
* Workspace (Per-ADOM) they can save their work and avoid
« Workflow (ALL ADOMSs) losing unsaved data

* Optionally, you can enable Per-Policy Lock
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You can use the CLI or the GUI to enable workspace mode and prevent concurrent ADOM access. This
allows administrators to lock entire ADOMs, as well as specific devices, policy packages and objects.

You have the following three options:

* Workspace (ALL ADOMs): All ADOMs can be locked.

» Workspace (Per-ADOM): Only ADOMs configured for workspace mode can be locked.

+ Workflow (ALL ADOMs): In addition to locking ADOMs, this mode is used to ensure that all changes are
reviewed and approved by authorized administrators before they are applied.

Optionally, you can enable Per-Policy Lock, which allows you to lock individual policies.
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Effects of Enabling Workspace Mode

+ Disables concurrent read/write access to locked items
* Read/write access for only one administrator—all others have read-only access

* Once enabled, you can create locks at different levels:

+ ADOM
& ADOM: My ADOM

B . Locking an ADOM automatically removes
* Specific devices [peyice Name - locks on devices and policy packages that
you have locked within that ADOM

& # Local-FortiGate

» Policy packages | @ & Local-FortiGate_root If another administrator locked devices or
Firewall Policy policy packages, you cannot lock the ADOM
Installation Targets containing those devices or policy packages
O Objects Name = Type ~
& SSLVPN_TUMNEL, Address
# Name From
* You can lock individual policies if you enable Per-Policy Lock. | &1 public Access [Mpertl
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Enabling workspace mode allows you to lock different items in FortiManager, effectively preventing concurrent
read/write access to any locked item. Only the administrator that initiated the lock has read/write access to
that item, while all other administrators have read-only access.

You can lock entire ADOMs, as well as specific devices, policy packages, objects, and individual policies.

After you make all required configuration changes, you can unlock the item manually. Another way that you
can release the locks is to log out of FortiManager.

When you lock an ADOM, all existing locks on devices and policy packages that you created within that

ADOM are removed. Additionally, if another administrator locked devices or policy packages, you cannot lock
the ADOM that contains those devices or policy packages.
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Example—Process to Work With ADOM Locking
1 Admin A locks the ADOM prior to making changes 2 Admin B can’t make changes to ADOM while it's locked
[] ADOM ADOM [}
Read/Write _— | Read only
3 Admin A unlocks the ADOM and Admin B sees 4 Admin B locks the ADOM, has read-write access
the unlock icon
[ JADOM[ | ADOM []
A —_—
TUnIock I e Read/Write
FE‘:E‘HTInE.rr © Fortinet Inc. All Rights Reserved 19
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The example in the slide shows an example of the process of working with locked ADOMs when workspace
mode is enabled.

1.

2.

Prior to making changes, Admin A locks the ADOM. A closed lock icon with a green background appears.
Admin A now has read/write access and can make changes to the managed devices in that ADOM.
During this time, Admin B sees a closed lock icon with a red background on the ADOM. Admin B has
read-only access to that ADOM and cannot make changes.

When Admin A finishes making changes, he saves the changes and then unlocks the ADOM. The icon
changes to an open lock icon. Admin B sees that the ADOM is now available for use.

Now, Admin B locks the ADOM, and again the lock icon changes accordingly. Admin B now has read-
write access and can safely make changes without risk of conflicts.
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Locking an ADOM (Workspace Mode)

Select an ADOM x

* ADOMs can be locked in upper-right
corner of GUI
1. Select ADOM to be locked
2. Click lock icon before making changes

If you made changes on the managed device
configuration on FortiManager, you must save
changes prior to installing them

[E] Fortimanager = & Install Wizard -
IF

Search...

B 1% default

Open lock icon = ADOM unlocked ‘ & ADOM: My ADOM

Closed lock icon with green background |
indicates an ADOM locked by you ‘ & ADOM: My ADOM

Closed lock icon with red background
indicates an ADOM locked by another
administrator

3. Click the lock icon again to unlock the ADOM
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To enable exclusive read/write permission, and make changes to an ADOM, you must lock the ADOM.

You can lock the ADOM in the upper-right corner of the GUI. After you lock the ADOM, you can safely make
changes to the managed device settings, in that ADOM, without worrying about conflicts. If you make changes
to the managed device configuration or policy packages, the changes must be saved prior to attempting to
install them. Other administrators can’t make changes to the ADOM because they have read-only
permissions.

There are three lock status icons:

» Open lock icon: The ADOM is currently unlocked.

+ Closed lock icon with green background: The ADOM is locked by you. You can make changes in that
ADOM.

» Closed lock icon with red background: The ADOM is locked by another administrator. You have read/only
access and must wait for the ADOM to be unlocked before you can make changes.
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Knowledge Check

1. When should an administrator consider using workspace mode?
YA.  When multiple administrators require concurrent access
B. When multiple managed FortiGate devices have a single administrator

2. Which statement about locking an ADOM is true?
YA. It automatically removes locks on devices and policy packages.
B. Other administrators have read/write access.

F::RTINET
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Lesson Progress

+ ) ADOM Modes and Organization

J) Administrator Accounts

J) Concurrent Administrators

)ADOM Best Practices and Troubleshooting

) Backup and Restore
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Good job! You now understand how you can use workspace mode to handle concurrent administrator
sessions.

Now, you will learn about ADOM best practices and troubleshooting.
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ADOM Best Practices and Troubleshooting

Objectives

+ Identify concurrent firmware supported by an ADOM
* Organize devices by ADOM
* Upgrade ADOMs and devices following best practices

F::RTINET
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in ADOM best practices and troubleshooting, you will be able to organize and
manage your FortiGate device more effectively within FortiManager.
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« Each ADOM is associated with a specific firmware version
+ Allows devices to share a common database to ensure compatibility

* The ADOM version determines which device firmware is supported by FortiManager
» Support varies depending on the FortiManager version. Refer to the specific documentation for details

* FortiManager 7.6.2 supports ADOM versions 7.2, 7.4, and 7.6 as follows:

ADOM version Device management support

7.2 Manage devices with firmware versions 7.2 and 7.4
7.4 Manage devices with firmware versions 7.2 and 7.4
7.6 Manage devices with firmware versions 7.2, 7.4, and 7.6

You should avoid using multiple firmware versions in the ADOM.

F::RTINET
Training Institute

© Fortinet Inc. All Rights Reserved 24

In FortiManager, each ADOM is associated with a specific firmware version based on the firmware version of
the devices that are in that ADOM. The firmware version determines the appropriate database schema.

Some ADOM versions can also manage FortiGate devices that are using earlier or later firmware versions.
For example, in FortiManager 7.6.2, the 7.6 ADOM can manage FortiGate devices on firmware versions 7.6.x,
7.4.x and 7.2.x. Therefore, the devices on those firmware versions can share a common FortiManager
database.

In the case of having multiple FortiOS firmware versions on the same ADOM, it is recommended to use
separate ADOMs instead. The compatibility of multiple FortiOS on the same ADOM is performed on a best-
effort basis, some features of the FortiOS firmware may be restricted due to configuration syntax.

Also note when you upgrade the FortiManager firmware version the existing ADOMs are not automatically
upgraded.
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* You can organize managed devices based on several parameters:

* Firmware version (recommended method)
 Assigned administrator

» Geographic region

» Customers (MSSP scenario)

» Organizational needs

« A combination of parameters ———

== [GT 7.4 America

== FGT 7.6 America

o Fabric 7.4 Europe

Grouping by the firmware version ensures
that the command syntax is compatible
with the managed devices in the ADOM

F::RTINET
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Before designing your ADOM structure, verify the maximum number of ADOMs and the maximum number of
managed devices that your FortiManager model supports. You can find this information in the License
Information widget, or by using the get system status command.

You should use a scheme that simplifies management. For example, you could organize your devices by:

» Firmware version: You can group all devices with the same firmware version in the same ADOM. For
example, if FortiGate devices are running firmware version 7.6, you can group these devices in a version
7.6 ADOM. This is the recommended method for grouping devices.

+ Assigned administrators: You can group devices into separate ADOMs and assign them to specific
administrators.

» Geographic regions: You can group all devices for a specific geographic region into one ADOM.

» Customers: You can create a dedicated ADOM for each customer.

» Organizational needs: You can group devices based on their department or function. For example, you can
create dedicated ADOMs for production, development, and test networks.

When you organize managed FortiGate devices, it is highly recommended that you group them based on their
FortiOS firmware version. This is because valid command syntax varies by firmware version, which affects
script compatibility and other features. For example, if you have FortiGate devices running FortiOS 7.4 and
FortiOS 7.6 firmware in the same region, you should create an ADOM for each firmware version.
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ADOM Upgrade

* You can upgrade the ADOM before, or after you have upgraded the firmware of all the
devices it contains

* It is recommended to upgrade all devices first, and then upgrade the ADOM

ADOM Version 7.4

FortiGate 7.6

F::RTINET
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You can upgrade the ADOM version before or after updating all devices in that ADOM. However, it is
recommended to upgrade the devices first, and then upgrade the ADOM.

Note: If there are many ADOM revisions, FortiManager requires more system resources, and the ADOM
upgrade can take more time to complete. You will learn about ADOM revisions later in this course.
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Ede ADOM - ADOML

One-Click ADOM Upgrade

* You can upgrade an ADOM in System Settings > ADOMs
 Right-click the ADOM, and then select Upgrade, or edit the ADOM
» Can upgrade to one version higher at a time

Plame Ancen
Type i
Diescrption

Upgrade ADOM

Do you want to upgrade ADCOM “ADOMI" fram version 7.4 to 747

ak |

Cances
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You must upgrade the Global Database ADOM first if global objects are referenced in the ADOM
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You can upgrade the ADOM in System Settings > ADOMs. You can upgrade an ADOM one version at a
time. For example, you can upgrade an ADOM running version 7.2 to version 7.4 first, and then repeat the

process to upgrade it to version 7.6.

The upgrade process only updates database of the selected ADOM. If the ADOM is using global ADOM
objects you must upgrade the global ADOM database to same version first; otherwise, you will lose some of

the configuration.

FortiManager 7.6 Administrator Study Guide

60



DO NOT REPRINT

Administration and Management

Devices

FortiGate-VMé&4-KVM, 100.65.1.111 =
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Moving Registered Devices Between ADOMs
» Can move devices between ADOMs after registration
+ By default, restricted to administrators with Super_User access
Edit ADOM - root
- - Select Device x
Type [ Gat - Search &/
i Cones RN e o e Mame = Version = From ADOM = n
DS - System DG Bfv=uiid
Pesaipie :;r:!fg:r\]c(-;\mw-wm. 10013254 0 My ADOM
m BR1-FGT-1 76 My_ADOM
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You can move devices between ADOMSs after registering them on the ADOMs page. You can move devices
between ADOM s by editing the destination ADOM to which you want to add the device, and then selecting the

device to add to it.
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ADOM Best Practices—Before and After Upgrades

Before upgrades
« Install any pending device settings and policy package changes, or retrieve the device configuration

+ After installation, make sure policy packages and device configurations are all synchronized

After upgrades—devices and ADOMs
» Check installation preview to identify any changes caused by the upgrade
« Check if the changes to be installed are acceptable

Device migrated to different ADOM
» Shared policy package and objects will not move to the new ADOM

« Can import policies and objects

&
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Before an ADOM upgrade, you should install any pending device settings or policy package changes to the
managed devices and get all devices and policy packages synchronized.

Once you have upgraded the devices and the ADOM, you should examine the installation preview. The
Install preview shows you any changes that occurred during the upgrade process. You will need to check
that all the to-be-installed changes occurred during the upgrade process, and make corrections if required.

When you move devices from one ADOM to another ADOM, shared policy packages and objects do not move
to the new ADOM. You will need to import policy packages from managed devices.
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Knowledge Check

A. Push the policy package and run a script to update the objects.
+B. Check the installation preview to identify any changes caused by the upgrade

F::RTINET
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1. Which step should you take as a best practice after a FortiGate firmware upgrade?
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Lesson Progress

+ ) ADOM Modes and Organization

J) Administrator Accounts

J) Concurrent Administrators

J) ADOM Best Practices and Troubleshooting

) Backup and Restore
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Good job! You now understand ADOM best practices and troubleshooting.

Now, you will learn about backup and restore on FortiManager.
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Backup and Restore

Objectives

* Back up, restore, and reset the FortiManager configuration
* Describe the purpose of offline mode

F::RTINET
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in backup and restore, you will be able to ensure that if there is a severe
hardware failure, you can quickly restore FortiManager to a working state without affecting the network. This
is, after all, your central network management system, and you will probably be investing considerable time
and resources in building and maintaining your firewall policies. So, you will learn how to keep the data safe.

FortiManager 7.6 Administrator Study Guide 65



Administration and Management

DO NOT REPRINT

CODTINICT
O\ TN U
FortiManager Backup
° BaCkS Up. System Information Fs I Ew
© A" deViceS t Marr FortiManager £
* Global database | FMG-VMTM24012945 W
« Flash configuration Ko ot
A Stat Standalone
* Does not back up logs, FortiGuard objects, Time Mon Dec 23 21:01:58 2024 PST 7
v s v7.6.1 build3344 (Mature) &

and saved firmware images

Last Backup: Fri Mov 22 07:11:15 2024 5

» Schedule backups from the GUI and CLI urrent Administrators  ademin /1 total o
° SuppOl‘tS FTP, SCP, and SFTP T & hours 52 minutes 1 second
Backup System / /
Backup Now Backup History
Backup System x
nat i ack
Erbie:rbidue Eac © Schedule Backup | Backup Histary
Backup Configuration File to Password
Confirm Password
Server IP/FQDN server name / IP:port
P "
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At any time, you can back up the FortiManager configuration in the System Information widget on the GUI.
By default, encryption is enabled when you use the GUI for backups. If you use encryption, you must set a
password that is used to encrypt the backup file. The backup file can’t be restored unless you provide the
same password. Note that Fortinet Technical Support usually requests the FortiManager backup in
unencrypted format.

The backup contains everything except the logs, FortiGuard cache, and firmware images saved on
FortiManager.

You can schedule backups at regular intervals using the GUI and the CLI.
After performing a backup, you can view the backup history to see all backups performed on FortiManager.

You can restore the configuration from any of backup you performed.
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Password

Add files by drag & drop here or Add Files

Maximum password length: 63

& Ovenwrite current I, routing and HA settings

Restore in Offine Mode @
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Restoring a FortiManager Configuration
* Reboots FortiManager 'Dashboard
System Information = k =

* Supports restore from GUI and CLI N—— "

FMG-VMTM24012945 ™

FMG-VM64-KVM

Standalone

Mon Dec 23 21:01:58 2024 PST ®

v7.6.1 build3344 (Mature) &

Last Backup: Fri Now 22 07:11:15 2024 =8 ]

admin / 1 in total B

& hours 52 minutes 1 secord

©

>

/
Restore System
Backup File

34

You can restore the FortiManager configuration using the GUI or CLI. When you perform a restore,

FortiManager restarts, and the changes take effect.

The two options in the Restore System window are:

+ Overwrite current IP, routing and HA settings: By default, this option is enabled. If FortiManager has an

existing configuration, restoring a backup overwrites everything, including the current IP address, routing,

and HA settings. If you disable this option, FortiManager will still restore the configurations related to

device information and global database information but will preserve the current HA and network settings.
* Restore in Offline Mode: By default, this option is enabled and grayed out—you cannot disable it. While

restoring a backup, FortiManager temporarily disables the communication channel between FortiManager
and all managed devices. This is a safety measure in case any devices are being managed by another

FortiManager device.
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Migrating a FortiManager Configuration

You can migrate the configuration from one FortiManager model to another FortiManager
model

1. Back up the FortiManager configuration on the first FortiManager
2. On the CLI of the second FortiManager, run the following command:

O TN L

’execute migrate all-settings < ftp | scp | sftp > <server> <filepath> <user> <password> [cryptpasswd]

F::RTINET
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You can back up the configuration on one FortiManager model and restore this configuration on a different
FortiManager model. This can be useful for:

» Troubleshooting purposes, by restoring the configuration to a different FortiManager model.
» Upgrading FortiManager to a bigger model, because it will preserve your already-configured devices and
task manager database. System settings are not preserved.

The steps required to migrate the configuration are simple. You need to back up the configuration on the first
FortiManager model, and then run the exec migrate all-settings command on the second

FortiManager.

If the original FortiManager has databases from FortiGuard (antivirus, antispam, webfilter, etc.), they will not
be included in the configuration file. After migrating, export the packages from the original FortiManager and
import them to the other FortiManager.

FortiManager supports FTP, SCP, and SFTP protocols to migrate a configuration from one FortiManager
model to another FortiManager model.
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* Disabled by default
* Enabling offline mode disables FGFM management protocol (TCP 541)

Workspace Mail Server Syslog Server Meta Fields

Advanced Settings

Offline Mode @ [« |
ADOM Mode @ m Advanced

* By default, offline mode is enabled when a backup is restored

FMG-VM64 # get sys status
Platform Type : FMG-VM64-KVM
Platform Full Name : FortiManager-VM64-KVM

Offline Mode : Enabled
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By default, offline mode is disabled, allowing FortiManager to manage the devices.

When you perform a configuration restore, FortiManager restarts in offline mode, which effectively disables
the FortiGate-FortiManager (FGFM) protocol. You can manually enable or disable offline mode in System
Settings > Advanced > Misc Settings.

When should you enable offline mode? You can enable offline mode manually to troubleshoot problems.
Offline mode allows you to change FortiManager device settings without affecting managed devices. You can
also restore a backup on a second FortiManager for testing purposes. That way, the second FortiManager
cannot automatically connect to your FortiGate devices and start managing them.
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How to Reset Settings

* Back up, then reset using the local console

* Resetting all settings will
» Reset FortiManager to factory default settings
 Erase the configuration on flash, including IP addresses and routes
« Disconnect all the sessions and reboot FortiManager

’ execute reset all-settings ‘

* Reset all configurations except IP address and routing configuration

’ execute reset all—except—ip‘

* Format command will
* Delete all databases and logs, and repartition the hard disks

’ execute format {disk | disk-ext3 | disk-ext4} <RAID-level> deep-erase <erase-times>

&
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If you need to factory reset FortiManager, connect using the console port and use the appropriate command.

The execute reset all-settings command returns FortiManager to its factory default settings and
reboots FortiManager.

The execute reset all-except-ip command resets everything except IP addresses, so you can keep
your network connection settings.

The execute format disk command erases all device settings and images, FortiGuard databases, and
log data on the FortiManager hard drive.

To completely erase all configuration databases, reset all settings, then format the disk.

Formatting your disks destroys only the file system tables; the files remain, and attackers could use forensic
tools to recover the data. Failure to overwrite your configuration databases jeopardizes the security of your
entire network. So, if you will be replacing or selling your FortiManager, or replacing the hard disk, you should
use a secure (deep-erase) disk formatting process to overwrite the hard disk with random data.
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Knowledge Check

A. Logs and firmware images
+B. The global database and all devices

2. Which statement about scheduled backups of FortiManager is true?
+A. Scheduled backups support FTP, SCP, and SFTP.
B. Scheduled backups can be configured using the CLI only.

F::RTINET
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1. Which information is included when you perform a FortiManager backup?
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Lesson Progress

+ ) ADOM Modes and Organization

v > Administrator Accounts

J) Concurrent Administrators

J) ADOM Best Practices and Troubleshooting

,/) Backup and Restore
s
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Describe ADOM operation modes and ADOM device modes

Control administrative access using administrator profiles, trusted
hosts, and ADOMs

Authenticate administrators using external servers

Explain why workspace mode is important for concurrent ADOM
access

Use ADOM locking to make configuration changes

Identify concurrent firmware supported by an ADOM
Organize devices by ADOM

Upgrade ADOMSs and devices following best practices
Back up, restore, and reset the FortiManager configuration
Describe the purpose of offline mode

F::RTINET
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Review

This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to set up and administer FortiManager.
You also learned how to use features that are critical for day-to-day use, such as ADOM locks, administrative
access controls, and configuration backup and restore.
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FortiManager Administrator

Device Registration

£2% FortiManager 7.6
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Network
Security

Last Modified: 29 April 2025

In this lesson, you will learn about the primary functions of the device manager, and how to register FortiGate

devices on FortiManager.
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Lesson Overview

> Provisioning Common Settings

> Registering Devices

> Device Discovery Troubleshooting
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In this lesson, you will learn about the topics shown on this slide.
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Provisioning Common Settings

Objectives

» Configure provisioning templates
* Copy system templates between administrative domains (ADOM)
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in provisioning common settings, you will be able to use FortiManager to
configure common settings for many FortiGate devices.
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Provisioning Templates

» Templates allow you to apply common device settings to many devices
* You can modify and reapply settings when needed
+ Some templates are based on common device settings:

Feature Visibility

Template Groups

IPsec Tunnel [ BGP
System Templates Static Route
O ips [J NSX-T Service
cLi

. O Fabric Authorization O Certificate

[ Threat Weight

. gou_ can create template groups if multiple templates are frequently applied to the same
evices
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Provisioning templates allow you to create profiles that contain device-level settings. These templates
facilitate the configuration of identical device-level settings across many devices. You can edit and reapply the
templates as needed. Note that by default, only some of the templates are visible. You can choose which
templates are visible by selecting them under Feature Visibility.

FortiManager includes many templates for commonly encountered scenarios, such as system templates,
IPsec tunnel, SD-WAN, and several more.

The name of each template indicates its purpose. For example, you can use system templates to create and
manage common system-level settings for the managed devices, and SD-WAN templates to configure SD-
WAN for one or more devices. Refer to the FortiManager Administration Guide for more details.

Note that the provisioning templates are based on specific ADOM versions. Because of this, some settings
may not be available.
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System Templates

» Subset of model device configuration—system-level settings
» Configure or modify common settings

* You can:
* Create new templates
* Inherit the system settings of a managed device using the import feature
» Associate managed devices with existing templates

Import System Template
Template Name Import from HQ-NGFW
Device 4 HO-NGFW
Comment
Asgign o Devices/ Groups o ox

Systemn Template

M) s hif iy har multiple seiectians snd double click tor moving one ftem. x

Aovaiiable Entries i) | Selected Entries (1)
o I

FE:EHTInEt sy || 4 e
Training Institute
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The System Templates page contains one generic template named default, which is a subset of the model
device configurations and contains several widgets such as DNS, Alert Email, Admin Settings, and several
others.

You can create a new system template and configure the settings in the included widgets, or you can import
the settings from a specific managed device to inherit the system-level settings of that managed device.

You can use the Assign to Device/Group button to associate devices with a template.

Applying these templates to multiple devices within the same ADOM facilitates identical device-level settings
across all those devices.
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Copying System Templates Between ADOMs

+ Each ADOM has its own system templates
* You can export templates from one ADOM to another ADOM

+ Useful when same set of templates is required by devices in different ADOMs

+ Steps
« Export template from first ADOM In the CLI templates are referred to as profiles

execute fmprofile export-profile <ADOM name> <profile-id> <output file name> |
A

* Import template to second ADOM \_

execute fmprofile import-profile <ADOM name> <profile-id> <full path of exported file>

+ Example: exporting system template from ADOM1 and importing it to ADOM2

execute fmprofile export-profile ADOM1 5244 Training
output dump to file: [/tmp/Training]

execute fmprofile import-profile ADOM2 5595 /tmp/Training
Successfully import from file [/tmp/Training] to profile [default
A 4
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You can export and import system templates from one ADOM to another ADOM using the CLI. To avoid
unexpected results, both ADOMs should be running the same firmware version.

The first step is to export the system template from the original ADOM with the execute fmprofile
export-profile command, and then you can import that profile into the other ADOM with the execute
fmprofile import-profile command.

An example of these steps is shown on this slide.
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Knowledge Check

1. Which statement about system templates is true?
Y'A. They facilitate identical device-level settings across many devices.
B. You can use them to install a common policy package across multiple devices.

2. What is the main benefit of exporting a template from one ADOM to another?
A. You can use existing policy packages in multiple devices assigned to the template.
+'B. You can use the same template across devices in multiple ADOMs.
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Lesson Progress

w/> Provisioning Common Settings

> Registering Devices

> Device Discovery Troubleshooting
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Good job! You now understand how to configure provisioning templates to apply common settings to several

devices.

Now, you will learn about device registration methods.
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Registration Methods

Objectives

* Register devices using multiple methods
* Explain the import report
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in device registration, you will be able to add devices to FortiManager for
management and administration.
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Wizards

* Assist with various tasks =g

mAddDevice ~ 98 Device Group » 4§, Install Wizard
* Main wizards:

» Add Device

* Install Wizard

* Import Configuration

* Re-install Policy

* Quick Install (Device DB)

Connecti...

Wconn. @
4+ BR1-FGT-1
£+ HO-NGFW
Unautharized Devices (2]

[ s Edit | [ Delete | [ & mport Configuration | (& nstail~ | [@ | [ 1 + | [2] [@
I | 1 (A

[] @ Device Name Canfig Status ) Remote Access ana|

[0 4 BR1-FGT-1 ~ Synchronized 15 Quick Install {Device DS} i

< 4 HO-NGFW VAuto-update | x instal Wizard L

2] Import Configuration
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Under Device & Groups you can find several device and installation wizards to help you perform
administrative and maintenance tasks. Using these tools can help you shorten the amount of time it takes to
do many common tasks.

There are four main wizards:

» Add Device: Adds devices to central management and imports their configurations.

+ Install Wizard: Installs changes to device settings and/or policies to the managed devices. It allows you to
preview the changes and, if the administrator doesn’t agree with the changes, cancel and modify them.

« Import Configuration: Imports interface mapping, policy database, and objects associated with the
managed devices into a policy package under the Policy & Objects pane. You can run it while using the
Add Device wizard and at any time from the managed device list.

+ Re-install Policy: Installs the policy package already assigned to the device quickly. It also shows you a
preview of the changes that will be installed on the managed device.

* Quick Install (Device DB): Pushes device configuration from the FortiManager device layer to a FortiGate
device. This operation does not have an installation preview, and you cannot cancel this operation.

You can access these wizards from the top bar in the GUI, or by right-clicking your device under Managed
FortiGate.
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Methods of Device Registration

Method 1: Add Device wizard
1. The FortiManager administrator uses the Add Device wizard to register the device
2. If the device is supported and the details are correct, FortiManager registers the device

Method 2: Request from supported device
1. The administrator of the supported device creates a registration request
2. The FortiManager administrator accepts (or denies) the request

F::RTINET
Training Institute

© Fortinet Inc. All Rights Reserved "

There are two ways you can register a device using FortiManager.

The first method involves the FortiManager Add Device wizard. If the device is supported and all the details
of the device are correct, FortiManager registers the device.

The second method involves a request for registration from a supported device. When the FortiManager
administrator receives that request, the request is accepted (though it can be denied).
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Method 1—Add Device Wizard

* Allows you to:
» Add devices to be centrally managed by your FortiManager

 Import all the policies and their dependent objects, or all objects from a device into the Policy &
Objects database

» Add devices that are online, and devices not yet online (add model device)
* Add FortiGate HA clusters
* Import devices from a CSV file

* Performs multiple checks on items being imported
* Prevents potential problems, such as duplicate names and conflicts

» Often new devices are added with a minimal call home configuration (model device)

FE:RTINET
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Using the Add Device wizard, you can add a FortiGate device with an existing configuration (which includes
its firewall policies) or add a new FortiGate device that is not yet online. FortiGate is usually provisioned with a
call home configuration, which is the minimum configuration needed to reach FortiManager (the central
management server). Such configurations are typically installed by a technician and the actual firewall
configuration is done by the administrator in the security/network operations center where FortiManager
resides.

This wizard also allows you to add FortiGate HA clusters and devices from a CSV file.

When you import a device that has an existing configuration, you can choose to import the device firewall
policies into a new policy package (which you can rename). Objects share the common object database for
the ADOM. FortiManager saves the objects in the ADOM database, which you can share or use among
different managed FortiGate devices in the same ADOM. FortiManager also checks for duplicate or conflicting
objects.
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* Add a device through Device
Manager

Add Device - Choose Add Device Type (1/2)

* If you created a custom ADOM O themerboks: _
based on the device type you T ————
are registering, switch to the
CUStom ADOM before you add - ?a’.‘.d“‘:;l‘ubi::eﬂisno‘ onfing, Configure 3 mogel device to complete authorization when the device is onlil
a device using the wizard R e

) Aadd Model HA Cluster

Ading an operating: FortiGats HA duster to Device Manager pane is similar to adding a standalone device. Specify the 1P address
of the primary device.

() Impart Made! Devices from CSV File
Impart multiple device definitions for devices that are not yet onfine,

P
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With the Add Device wizard, the FortiManager administrator proactively initiates and, ultimately, performs
the device registration. This method requires that the administrators know specific details about the device

that they are registering.

You can launch the wizard from the Device & Groups pane by clicking Add Device on the top bar. If you
have enabled ADOMs and want to add the device to a specific ADOM, select that ADOM from the ADOM list
before starting the Add Device wizard.
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Add Device Wizard—Discover Device and the OAuth Protocol
* Add Device wizard and discover mode can use f2 Prsionprvenied thissis ey cioning S somite irdaw |
the OAuth protocol for the authorization step Beeiersrces Jig
» Disable the Use Legacy Device Login option
* Allow pop-ups for the IP address you use to
manage FortiManager
Add Device - Provide Online Device Info (1/3) o x MR Pl o e e i o
[e— Fortinet
Device will be probed using a provided IP address and credentials to Fortinet geg u.r|ty
determine model type and other important information 5 : 1 apric
IPAddress F:g:gty % Root FortiGate  20.200,L.1
10.0.13.254 =] I : —
Use Legacy Device Login raperes st e R e
et 3 @ MG YMOLTE001 582 B e
——
T o
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To use the Add Device wizard and discover mode with the OAuth protocol, you must type in the IP address of
the FortiGate management port, and make sure the Use Legacy Device Login option is disabled. After you
click Next to continue, the following actions occur:

1. FortiManager connects to the online FortiGate device.
A window opens to let you log in to FortiGate as part of the authorization process. Note that you must
allow pop-ups for the FortiManager page to be able to continue.

3. When FortiManager connects to FortiGate, it retrieves the FortiOS management IP address and
management port.

Depending on your network topology, it is possible that FortiManager can access the FortiGate management
IP, but the management computer you use cannot. To ensure this method works you must specify a
management IP address and port on FortiOS that can be reached from the management computer you use to
connect to FortiManager.
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Add Device Wizard—Discover Device—Legacy Login

* Enter the FortiGate IP address and login credentials
* Must provide credentials with full read-write permissions on the FortiGate device

 This allows FortiManager to fully discover and install configuration changes to the
managed device

Add Device - Provide Online Device Info (1/3) 8 x

Device will be probed using a provided IP address and credentials to
determine model type and other important information
IP Address

10.0.13.254 2

Use Legacy Device Login
[ =]
User Name

admin ;]

Password

F::RTINET
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As an alternative to using the OAUTH method, you can use the legacy login for the Add Device wizard with
discover mode. If you are adding a FortiGate running FortiOS 6.4.x or older, you must use the legacy login.

The legacy login method is useful for certain topologies where the management computer used to connect to
FortiManager cannot connect to the FortiGate device.

You use the Use Legacy Device Login options to add an existing device. Here, you must enter the login
credentials for the FortiGate device—IP address, username, and password.

To fully discover the device and add the full configuration, the login credentials that you enter must have full

read-write access on FortiGate. This also allows FortiManager to install the required configuration on the
managed FortiGate.
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* FortiManager discovers the
following information about the
device:

* |IP address

* Host Name

» Serial number

* Model

* Firmware version

* HA status

* Administrator username

* You can apply system templates
for specific common device-level
settings

F::RTINET
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Add Device - Discover Device (2/3) B x

The following information has been discovered from the device:

IP Address 10.0.13.254

Host Name HO-NGFW-1

5N FGVYMO2TM24013423

Model FortiGate-VM&4-KVM

Firmware Version 7.6.0, build 3401 (GA)

HA Status Standalone

Administrator admin

Please input the following information to complete addition of the device:

Name HOQ-NGFW-1

Description Description

Pravisicning Templates

Add To Folder s J

Add To Device Group (s ]

Copy Device Dashboard Click to select -
m Cancel

© Fortinet Inc. All Rights Reserved.
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-—
Add Device Wizard—Discover Device—Legacy Login (Contd)

In this step, FortiManager determines whether the FortiGate device is reachable and discovers basic
information about the device, including IP address, hostname, administrator username, device model,
firmware version (build), serial number, and high-availability mode.

Administrators can apply an existing provisioning template to new devices as they are being added to
FortiManager. Templates save time by removing the need to repeat common configuration settings multiple

times.
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Add Device Wizard—Import Options

 Discovers and creates the initial
configuration file
* Retrieves support contract and IPS signatures

« Choose when to import policies and objects
o Import Now Add Device - Adding Online Device (3/3) - x
» Policy package created i
» Objects added in common ADOM database | =
* Import Later
* No policy package and objects added

» Can be imported later using the Import
Configuration wizard

&
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In the next step, FortiManager checks the addition of the FortiGate device and creates the initial configuration
file in the revision history. This is the full configuration that contains all used and orphaned objects along with
the firewall policies on FortiGate. It also checks the support contract, which is useful in the event FortiManager
is used as the local FortiGuard server for the managed FortiGate.

There are two options for importing policies and objects:

+ Clicking Import Now adds the policies to a new policy package and objects in the common shared ADOM
database. These objects can be used by multiple FortiGate devices in the same ADOM.

+ Clicking Import Later adds only the device-level settings to the device database. The firewall policy and
objects are not imported into Policy & Objects. You can import these later using the Import
Configuration wizard.
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Device Registration

U
Add Device Wizard—Model Device
» Supports zero-touch, on-site FortiGate Add Device | Provide Model Device Info (1/2) =
deployment by automatically promoting a
R A Mame
model device to a managed device —r —
* Provisions a device in FortiManager, that | seome Serial Nuber |
|S not yet Onllne Usc-Dewco Blueprint [ ]
Device Model Click to select -
* You can link a device by either: Automatically Link to Real Device ©
. Enforce Firmware Version » 7.6(By Default)
° ItS Se“al number Enforce Device Canf:r;ural:iono [ ]
« A pre—shared key Managed by SD-WAN Manager >
. . . Add to Device Group »
* Zero-touch provisioning involves the i -
following general steps: Fabic Authorizaton Template >
« Add model device and configure settings in Prehun CL et >
Fortl Manager Assign Policy Package [
+ Connect FortiGate to the network and ks — —
Conﬁgure |t for Central management Metadata Variables Edit Variable Mapping
Copy Device Dashboard ick to select -
« Confirm deployment is successful (it may take it
several minutes) _
< Back Next = Cancel
FE:E FlTInEt © Fortinet Inc. All Rights Reserved 18
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The second option in the Add Device wizard is Add Model Device, which allows you to add a device that is
not yet online. This option is intended for new FortiGate deployments, where no pre-existing configuration
must be preserved. The configuration you create with this option in FortiManager is associated with the model
device and overwrites the configuration of the FortiGate after it is registered.

You can link to the real device using one the following two methods:

» Serial Number: The serial number of the device you want to add.
» Pre-shared Key: A unique pre-shared key for each device you want to add. Useful when the exact device

model is not known.

With both options you can select several parameters that will be applied to the managed device once it is

registered.
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Model Device—FortiGate Configuration (CLI)

+ Execute the following commands on the FortiGate side:
+ Step 1

config system central-management

set type fortimanager

set fmg <FortiManager IP>
end

» Step 2

execute central-mgmt register-device
<fmg-serial-no> <pre-shared key> >

The pre-shared key in step 2 is required in all cases. You can type any
string when the serial number is used in the model device configuration.

autolinktitle
Push config to device

F::RTINET
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You can use the GUI and the CLI to send a registration request from FortiGate. Regardless of the device
model option you use, you must configure the central management type as fortimanager, and point to the

IP address of the FortiManager using the command sequence shown on this slide as step 1.

After the first step, if a pre-shared key was used in the model device, FortiGate shows as an unregistered
device in the root ADOM. If the serial number was used, FortiGate shows as an unregistered device in the
ADOM where it was pre-staged.

The second and final step consists of running the execute central-mgmt register-device command
on FortiGate. This command requires the FortiManager serial number and a pre-shared key. The pre-shared
key must match the value used when the device model was added. However, if the model device used the
serial number, you can type any text as the pre-shared key since the device authentication uses the serial
number instead.

If all parameters are correct, the FortiGate device is registered in the ADOM where you configured the device
model.
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Add Device Wizard—Device Blueprints

+ A device blueprint simplifies configuration of certain device settings, including:
* Device groups

Create New Device Blueprint x
+ Configuring pre-run templates
o PO|Icy package Name FortiGate-KVM
T Device Model FortiGate-Vhéd-Kvh .
* Provisioning templates Pt Providoig ikt s :
Automatically Link to Real Device ©
Enforce Firmware Version @
Enforce Device Configuration @ s}
g Device Group = §, Install Wizard Managed by SD-WAN Manager @
Add to Device Group (s ]
Add to Folder >
=@ Device Manager Fabric Authorization Template =
Pre-Run CLI Temglate = J
Device & Groups = Assign Policy Package (s ]
vices Provisioning Templates +
HA o
C o Imes
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You can create device blueprints to simplify configuration of certain device settings, including device groups,
configuring pre-run templates, policy packages, provisioning templates, and so on. Once a device blueprint
has been created, it can be selected when adding a model device or when importing multiple model devices
from a CSV file.

Devices that are assigned a blueprint are automatically configured with the settings specified by that blueprint
when they are added to FortiManager.
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Method 2—Request From Supported Device
+ Configure the central management setting to point to FortiManager

= Central Management Settings

Request Sent & Received
| FortiGate Cloud | Fertivansger e A ?Mfgmrgﬂzﬁiofg.taril;:;:\;sFm-iGatev&I[begr:i._tedtnFMG- ’
onnectionstatus @ Connecte ) 3080 .
LAR ) t t BCRefre.rt\d '
% D=y Verifiedserials  E FMGVMTM24012945 “
: ; n VIRUE CdLKL
x

You don’t need to enable the FGFM access in any port when FortiGate initiates the registration request

F::RTINET
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To initiate a registration request from FortiGate, you must configure the central management settings with the
FortiManager IP address.

After this, a window opens stating that the management request has been sent to FortiManager. Click OK to
open the FortiManager Status window, where you can authorize the FortiGate device if you have the proper
credentials.

The example on this slide shows the configuration in the GUI but you can also use the CLI.
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* Unauthorized devices requesting registration appear under Device & Groups

k2

+ Can enable automatic registration—the default is disabled

config system admin setting
set allow register {enable ||disable|t

» Can add FortiGate to a different ADOM

Autharize Device - x

At the follovwing cevicels) to ADDM:
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After the request is made from the supported device, it appears under Device Manager > Device & Groups
> Unauthorized Devices on the FortiManager root ADOM.

The FortiManager administrator should review the details of the unauthorized device and, if satisfied,
authorize the device. Finally, authorizing a device does not create a policy package automatically. For that

reason, you must run the Import Configuration wizard to import the device firewall policy into a new policy
package.

If ADOMs are enabled, the device appears in the root ADOM by default, and you can authorize FortiGate to
join a different, previously created ADOM.

Optionally, you can enable automatic authorization of unauthorized devices from the FortiManager CLI.
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U
Add Multiple Devices
+ Can add multiple devices from the Device Manager
* Policy package must be imported after devices are added
ki Add Multiple Devices B x
o o & ¥ Delate | Search 8
o W | Mame = Device Type = IP Address = Adimin Usar &
HO-NGFW-1 FortiGate - 10013254 admin
o BR1-FGT-1 FortiGate - 100.65.1.111 admin
[0 | Device Name = Conifig Status = Policy Package Status =
[0 4 BR1-FGT-1 + Synchronized ANever Installed
[0 4« HQ-NGFW-1 ~ Synchronized A Never Installed
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If you need to add multiple FortiGate devices at the same time you can use the More button under Manage

Devices. You can click Add and enter the IP address, username, and password of each FortiGate device that
you want to add.

Like in the case of adding an unauthorized device, policy packages are not automatically created. You must
run the Import Configuration wizard to import the device firewall policies into a new policy package.
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Viewing Authorized Devices

* Device Manager lists all authorized (and unauthorized) devices

[E] FortiManager m Add Device ~ @ Device Group » ¥, Install Wizard

L L g Connectivity Device Con...
2 Deyice Manager e B Connecti.. @) W Synchron... €
Device & Groups 4+ HO-NGFW-1
& 3] t Configurat &, Install v | | [ Table View | | i Morew | | r 2 Full Screen
[0 | Device Name = Config Status ~ Policy Package Status - Host Name ~
[J |4 BRI-FGT-1 v Synchronized ANever Installed BRI-FGT-1
(] 4+ HQ-NGFW-1 ~ Synchronized A Mever Installed HQ-NGFW-1
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After you register FortiGate devices, they appear on the Device Manager in the ADOM to which they were
added.
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Chassis Management

Some FortiManager devices support chassis
management b

Otfling Mode @

* Enable chassis management under System | oo
Settings > Advanced > Misc Settings —

» Added under default chassis ADOM

1. Type the IP address of the shelf manager [E FortiManager
running on the chassis d

2. You can select FortiGate, FortiCarrier, or
FortiSwitch as a slot

[~ e
© Fortinet Inc. All Rights Reserved 25
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Some FortiManager models can work with the Shelf Manager to manage the FortiGate 5000 series chassis.
To do so, you first must enable Chassis Management on System Settings > Advanced > Misc Settings.
After you enable it, you can add the chassis in the default chassis ADOM.

The dashboard for the chassis provides the information related to slot number, slot information, current state

of blade, and various other parameters. On the dashboard, you can view or configure information related to
the blades, power entry modules (PEM), fan tray, shelf manager, and shelf alarm panel (SAP).
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Device Count on FortiManager

* Maximum number of managed devices/VMs is determined by model and license
» Check product data sheet model limits

» Each FortiGate HA cluster counts as one device
« Each VDOM counts as one device

Total 4 devices
3 devices

FortiGate with 3 VDOMs FortiManager

P
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FortiManager physical devices or VMs support a limited number of managed devices. That number depends
on the FortiManager model and license.

A FortiGate high availability (HA) cluster counts as a single managed device in FortiManager. This is because
the bulk of the configuration relates to the firewall policies and objects, and devices in the cluster are running
the same configuration.

When using VDOMs, each one counts as one managed device. This is because each VDOM is logically a
separate firewall and has its own configuration.

On the example on the slide, there is a FortiGate cluster with two device members, and another FortiGate with
three VDOMs. This yields a total of four devices managed by FortiManager. Note that in this example the
physical FortiGate is not managed by FortiManager.
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Considerations When Managing FortiGate HA Clusters

A FortiGate cluster is managed as a single device
* You can use diagnose dvm device list to see the cluster members
FortiManager reports the FortiGate HA sync status received from the cluster

The FortiGate HA configuration is read-only in FortiManager
+ One exception: You can promote a secondary device to be the primary device

Local changes to the cluster configuration do not cause an out-of-sync state in
FortiManager

You should not use the ha-mgmt-interface or the standalone management VDOM to
establish the FGFM connection

F::RTINET
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A FortiGate HA cluster is managed as a single device from FortiManager, and has a unique ID. You can use
the diagnose dvm device 1list command on the CLI to view the cluster device members.

FortiManager reports the FortiGate HA synchronization status it receives from the cluster, allowing you to
identify possible network issues. You need to refresh the GUI session to see the most up-to-date status
information.

FortiManager has read-only access to the FortiGate HA configuration. However, you can promote a
secondary cluster member to become the primary from FortiManager.

FortiGate configuration changes concerning HA parameters do not modify the system checksum for
FortiManager (get system mgmt-csum) and do not cause an out-of-sync state.

It is not recommended that FortiGate devices in an HA cluster use the ha-mgmt-interface or the standalone
management VDOMs to establish the FGFM connection since they are designed specifically to manage the
cluster directly.
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Knowledge Check

1. Which combination of methods can you use to link the model device to the real
device?
Y'A. IP address and serial number
B. Serial number and pre-shared key

2. Which information can you obtain with the # diagnose dvm device list
v command?
A. The individual cluster members of the FortiGate HA cluster
B. Alist of pending device configuration changes
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Lesson Progress

w/> Provisioning Common Settings

4 > Registering Devices

> Device Discovery Troubleshooting

F::RTINET
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Good job! You now understand how you can register devices on FortiManager.

Now, you will examine common device discovery issues and how to resolve them.
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Device Discovery Troubleshooting

Objectives

* Identify the steps involved in the device discovery and add
process

» Troubleshoot basic device discovery issues

F::RTINET
Training Institute
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in device discovery troubleshooting, you will be able to diagnose and resolve
issues related to device discovery.
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FGFM Management Protocol

* An FGFM daemon runs on both:
* In FortiGate: process fgfmd
* In FortiManager: process fgfmsd

« Secure communication tunnel uses port TCP 541
+ Established between FortiManager and all managed FortiGate devices
* TCP-based, therefore supports port-based NAT

* The protocol must be enabled for each interface on FortiGate (FMG-Access)

Link-level addresses are used for the management traffic tunneled over the secure
connections

Once FortiGate is managed, the FGFM tunnel is authenticated and established using
the serial number of the FortiGate

F::RTINET
Training Institute
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The management protocol FGFM runs on both FortiGate (fgfmd) and FortiManager (fgfmsd). FortiManager
and FortiGate create a secure tunnel using port TCP 541. Being TCP-based, the connection works with port-

based NAT, which allows both FortiGate and FortiManager to be behind a NAT device. On the FortiGate side,
you must enable the FMG-Access setting for each interface facing FortiManager.

Once you have configured the management tunnel, it can be established in either direction—by FortiManager
or by the managed FortiGate device. FortiManager uses link-level addressing from the 169.254.0.0/16
subnet for the tunnel. The 169.254.0.1 IP address is reserved for FortiManager and managed devices are
allocated to other IP addresses in the 169.254.0.0/16 range.

A keepalive message is sent from the FortiGate device. The keep-alive message includes the checksum of
the FortiGate configuration, which calculates the synchronization status.

FortiGate login credentials are required when discovering the device for the first time or reclaiming the tunnel.

The login credentials are to set the serial number. After the login credentials have been entered, the serial
number becomes the basis of authentication.
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Device Discovery and Add Process

* When FortiGate is added to FortiManager, it goes through two steps:
1. Discovery

« Secure tunnel established and a get system status is executed to obtain minimal information
to start modeling the device

2. Adding

« Various other configuration details are obtained through CLI commands. The configuration is
retrieved and stored in the device database

* The FGFM tunnel is initiated by either of the following:
* By FortiManager, during add and discovery process
+ By FortiGate, if a management request is sent by FortiGate

F::RTINET
Training Institute
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There are two steps involved when FortiGate is registering on FortiManager:

1. Discovery: In this step, FortiManager sends a get system status CLI command to obtain the
minimum information for FortiGate.

2. Adding: During this step, complete configuration details of FortiGate are obtained by FortiManager and
FortiGate configuration is stored in the device database.

The secure FGFM tunnel can be initiated by either device, FortiGate or FortiManager, depending on the
registration method used.

If the tunnel is initiated by FortiGate, the device is added to the FortiManager unauthorized device list in the

root ADOM. At this point, it has not been discovered. The complete discovery and add process starts once the
device is authorized.
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Device Discovery and Add Process (Contd)

+ Commands sent by FortiManager during discovery and add device process

get sys status

get system interface
get system interface physical
get hardware status

config system central-management

set type fortimanager

unset serial-number

set serial-number "FMG-VMOA16001583"

set fmg “10.0.13.254"
end

get ips decoder status
get application name status

F::RTINET
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When FortiManager is discovering and adding FortiGate, it sends several commands to FortiGate to get its
complete information. This slide shows only some of those commands.

To see the complete list of commands, you can run the diagnose debug cli 8 command on FortiGate,
while you add it to FortiManager.
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Basic Discovery Failure Checklist

What to investigate

Does the FortiManager administrator have Check the FortiManager administrator profile
sufficient privileges to add FortiGate?

Is FortiManager in offline mode? Disable offline mode in the system settings
Are the FortiGate parameters correct in the Add Confirm that the FortiGate IP address, credentials,
Device wizard? serial number, and pre-shared key are correct

Is FGFM access on FortiGate interface disabled? Enable FGFM access on the FortiGate interface
facing FortiManager

+ Additionally, you can check if the required ports are open in all intermediary devices and
run the diagnose sniffer packet command to examine the traffic sent and
received
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Refer to this basic checklist if FortiManager is having issues discovering FortiGate devices:

» Verify that you have sufficient administrator privileges in FortiManager to add a FortiGate device.

+ Verify that offline mode is disabled. Remember that offline mode is enabled after a configuration restore.

» Verify that parameters like credentials, IP address, serial numbers, and pre-shared keys are correct in the
Add Device wizard.

+ Verify that FGFM access is enabled on the FortiGate interface facing FortiManager.

Additionally, you can check if the required ports are open in all intermediary devices and run the diagnose
sniffer packet command to examine the traffic sent and received.
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Knowledge Check

1. Where do you enable FGFM access on FortiGate?
YA. At the FortiGate interface level
B. At a FortiGate fabric connector

2. Which FGFM process runs on FortiGate?
A. fgfmsd
+'B. fgfmd
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Device Registration

JINTIINL |

Lesson Progress

w/> Provisioning Common Settings

v > Registering Devices

/> Device Discovery Troubleshooting
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Review

Configure provisioning templates

Copy system templates between ADOMs
Register devices using multiple methods
Explain the import report

DN N N NN

Troubleshoot basic device discovery issues
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Identify the steps involved in the device discovery and add process
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned about the primary functions of the device

manager, and how to register FortiGate devices on FortiManager.
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FortiManager Administrator

Device-Level Configuration and Installation

2% FortiManager 7.6

Last Modified: 29 April 2025

In this lesson, you will learn how to configure device-level changes, understand the status of a managed
FortiGate on FortiManager, and install changes to managed FortiGate devices. You will also learn how to use
the revision history for troubleshooting, and you will learn about the capabilities of scripts and device groups.
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Lesson Overview

> Device-Level Settings and Managed Device Status

> Installing Configuration Changes

> Revision History

> Scripts and Device Groups
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In this lesson, you will learn about the topics shown on this slide.
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Device-Level Settings and Managed Device Status

Objectives

* Manage device-level changes with Device Manager
* Interpret the configuration status of managed devices
» Determine which actions to take based on configuration status
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding FortiGate configuration status and synchronization behavior,
you will be able to diagnose and take action based on the status of FortiGate.
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You can configure device-level settings by selecting the desired device under Device & Groups > Managed
FortiGate. You can manage the available settings by selecting them from the toolbar, which includes tabs to
configure network, VPN, and system settings, among others. Most of the settings that you find here have a

one-to-one correlation with the options that you would see if you logged in locally using the FortiGate GUI or

CLL.

When you make changes to device-level settings, you must install them in order to apply them. You will learn

about installing configuration changes in this lesson.

You can choose the options that you want to hide or show on the toolbar. The available options are

determined by the features supported by the device and the firmware version.
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This diagram shows the different statuses a managed FortiGate can have. FortiManager keeps FortiGate
configurations in the revision history. FortiManager compares the latest revision history with the FortiGate
configuration to provide the configuration statuses. FortiManager also compares the latest revision history with
the FortiGate device-level database, which indicates if FortiGate configuration has changed on the
FortiManager.

Knowing the overall configuration status of a managed device helps the administrator identify issues and take
appropriate actions on FortiManager. Device statuses are as follows::

+ Synchronized / Auto-update: The latest revision history configuration entry (whether an install, retrieve,
or auto-update) is aligned with the configuration on FortiGate.

* Modified: Configurations are modified on FortiManager and not synchronized between FortiManager and
the managed device.

« Out of Sync: The latest revision history configuration entry does not match the configuration on the
FortiGate due to configuration changes made locally on FortiGate or a previous partial install failure. It is
recommended that you perform a retrieve from FortiManager.

» Conflict: An installation failed. This status can also indicate that changes made locally on Fortigate were
not retrieved and changes were made on FortiManager. To resolve this conflict, you can retrieve the
configuration or install the changes from FortiManager.

* Unknown: The FortiManager is unable to determine the synchronization status because FortiGate is not
reachable or due to a partial install failure. It is recommended that you perform a retrieve from
FortiManager.
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* Use the diagnose dvm device list command to display details of all managed and
unregistered devices

* The configuration of each FortiGate is stored in a separate device-level database (dev-db)

diagnose dvm device list
urrently 1 devices/vdoms man -
--- There aré@Qurrently 1 devices/vdoms cour@yf for license --

TYPE 01D SN HA IP NAME ADOM | IPS FIRMWARE
fmgfaz-managed | 247 FGVMB2TM240813423 - 18.8.13.254 HQ-NGFW-1 | root | 29.80906 7.9 MR6 (3481)
|- STATUS:ldev-db: not modified; [conf: in sync;”cond: OK;ldm: retrieved;lccnn: up |

|- vdom:L&]root flags:® adom:root : [never-install
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The diagnose dvm device list command provides the list of all devices managed by FortiManager, as
well as any unregistered devices. Registered VDOMs are also listed here. This output provides the serial

number, connecting IP address, firmware, high availability (HA) mode, status for device-level settings and
policy packages, and more.

The example on this slide shows that the FortiGate configuration is synchronized with the latest running
revision history. However, changes have been made to the device-level settings on FortiManager. That is why
the CLI output shows db:modified and the condition as pending. After you install the changes on FortiGate,
the output displays db: not modified and cond: OK.

Finally, this command also shows whether the FortiGate-FortiManager (FGFM) communication protocol
tunnel between FortiGate and FortiManager is up or down.
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Installation Preview
* Displays device-level changes made on FortiManager
« Example: adding a new static route
» Does not display ADOM-level changes
* Changes have not been installed on the managed device
|Conﬁgurat‘ion and Installation | 2 o =v
Install Preview of HQ-NGFW-1 x
Configuration
|Cnnﬁg e B | Assigned Devices 3 HQ-NGFW-1 [root] -
Provisioning Template + HQ-NGFW-1 [root]
Install Preview @
Search, "I
Revision L === Preview result --
Total Revision -‘i.'l_:'t gateway 100.66.0.254
Last Installation Revision-8 (2024-12-26 15:22:30) Installed By: 3 > i device “port3”
Device Configuration DB % |E3 ng i
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You can view the changes made to the device database on FortiManager by clicking Install Preview in the
Configuration and Installation widget. The preview includes the exact commands that will be installed on
FortiGate during the next installation.

This slide shows a new static route that will be pushed to FortiGate during the next installation. Because a
configuration change was made, but it still hasn’t been installed on the device, the Config Status is Modified.
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FGFM Session List and Refresh Connection

* Use the diagnose fgfm session-1ist command to display the status of FGFM
tunnels for all managed devices

* Includes the link-local IP address used in the tunnel

FortiManager # dia fgfm session-list
HQ-NGFW-1(247) sn(FGVMB2TM24913423) ip(10.0.13.254)

state(tunnel) |[tunnel(169.254.8.4) |uptime:Thu Dec 26 15:22:14 2024
Session count = 1 (tunnel 1)

* Click Refresh Device to reestablish the connection
* Recovers basic information about the managed device

[ Edit ifEI?'J’f’“-‘"| 3] Import Configuration

ewv || § Morev | "_ © Show Charts v |
Device Mame Config Status ¥5 Configuration |
¥ 4 HO-NGFW-1 ~ Synchronized &8 Grouping ]l
& Add VDOM

(® Run Script

| L Remote Access
&3 Refresh Device
FE:EF‘TInEt . B Firmware Upgrade
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You can use the diagnose fgfm session-1ist command to verify the FGFM tunnel uptime between
FortiManager and FortiGate devices, display the connecting IP addresses of all managed devices, and show
the link-local addresses assigned by FortiManager to FortiGate devices for management traffic.

If you need to reestablish the connection between the selected device and FortiManager, you can use the

Refresh Device option to update the device status and retrieve basic information about the managed device,
such as serial number, firmware version, support contracts, and FortiGate HA cluster member information.
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Knowledge Check

1. How does FortiManager determine that the configuration status of a managed device
is Out of Sync?
Y'A. It compares the current revision history with the FortiGate configuration.
B. It compares the device-level database with the FortiGate configuration.

2. What does a configuration status of Modified indicate ?
A. Configuration changes made directly on FortiGate were automatically updated on FortiManager.
+'B. Device-level configuration changes were made on FortiManager for the managed device.
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Lesson Progress

v > Device-Level Settings and Managed Device Status

> Installing Configuration Changes

> Revision History

> Scripts and Device Groups
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Good job! You now understand the device-level settings and statuses of managed devices on FortiManager.

Now, you will learn how to install configuration changes from FortiManager.
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Installing Configuration Changes

Objectives

* Install device-level changes on FortiGate using the
Install Wizard
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After completing this section, you should be able to achieve the objective shown on this slide.

By demonstrating competence in installing configuration changes, you will be able to successfully make
changes to managed devices through FortiManager.
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Device Manager
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This slide shows what happens when the configuration status of a managed FortiGate is updated after you
make a change on FortiManager, as well as the process that takes place when you run the Install Wizard to
install those changes.

FortiManager keeps FortiGate configurations in the revision history. The latest revision history is compared
with the FortiGate configuration to provide the configuration status and the status is updated if needed.

When you install a new configuration, FortiManager compares the latest configuration revision with the
changes made on FortiManager. If they are different, FortiManager creates a new revision and installs the
changes on the managed device.
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Installing Device Settings

* Use the Install Wizard to apply the new settings on one or more FortiGate devices
» Two options are available:

Install Device Settings (only) Install Policy Package & Device Settings
» Install only device settings for a select » Install a selected policy package
set of devices * Any device-specific settings for devices
» Policy and object changes are not associated with the package are also
installed installed

* Launch the Install Wizard from Device Manager
« Select Install Device Settings (only) to install device-level changes

IF | Seach a Conieiteil i R, Install Wizard - Choose What to Install (1/4) O x
& Mansged FortiGate (1] Beeeee @ 4 s WITET
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Configuration changes you make on the Device Manager do not take immediate effect—you must install
them. Until you install the changes, the configuration status of the device remains as Modified. You use the
Install Wizard to install changes.

During installation, you are asked to choose between two different installation types.
If you choose Install Device Settings (only), the wizard installs only device-level configuration changes
made from FortiManager. If you have made changes to the device-level configuration and policies in the

policy packages, you can choose Install Policy Package & Device Settings, which installs policy package
changes and any device-specific settings. You will learn about policy packages in this course.

To launch the install wizard, click Install Wizard on the toolbar or click Install and choose Install Wizard.

In the example on the slide, Install Device Settings (only) is selected. After the installation is complete,
FortiManager and FortiGate will be back in sync, and the Config Status will change from Modified to
Synchronized.
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After you choose the installation type, you need to select the device on which you want to install the changes.
If you have made device-level changes to multiple devices on Device Manager, you can select multiple
devices on which to install those changes.

The next step is validation. The Install Wizard checks the device settings and compares them with the latest
running revision history. At this point, you can click Install Preview to view the configuration changes that will
be installed on the managed FortiGate. You can click Download to download the preview. The file is saved in
a TXT file.

As a best practice, you should always preview and verify the changes before you commit them to FortiGate. In
the case of a conflict, you can cancel the installation. Then, you can review and correct the conflicting
configuration under Device Manager and relaunch the Install Wizard.

In the example shown on this slide, a new static route has been added.
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The final step performed using the Install Wizard is the installation. After the installation is complete, you can
view the installation log to see the list of devices on which the configuration changes were installed.

The log also shows any errors or warnings that occurred during the installation process. Click View
Installation Log to view the configuration changes installed on the managed FortiGate. If the installation fails,
the installation log provides an indication of the stage where the failure occurred.

Optionally, you can download the installation log for your records, or to use it as a reference for future
installations.

In the example shown on this slide, the installation was successful and FortiManager created a new revision
history for the installation.
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The Quick Install (Device DB) option enables you to perform a quick installation of device-level settings

without launching the Install Wizard.

When you use this option, you cannot preview the changes before installing them. Administrators should be
certain of the changes they intend to make before using this option because the installation can’t be cancelled

after the process is initiated.

If you are not sure about the changes, you must use the Install Wizard to preview changes before committing

them.
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Knowledge Check

1. Which option should you select when installing policy package changes?
A. Install Device Settings only
+'B. Install Policy Package and Device Settings

2. Which installation option allows you to preview changes before installation?
YA. Install Wizard
B. Quick Install (Device DB)
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Good job! You now understand the steps involved in installing device-level configuration changes.

Now, you will learn about the revision history repository for the managed FortiGate devices on FortiManager.
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Revision History

Objectives

* Understand when a new configuration revision is created

* Understand how you can use the configuration revision history
for diagnosing and troubleshooting
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in using the configuration revision history, you will be able to diagnose and
troubleshoot common issues related to FortiGate configuration changes.
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Configuration Revision Creation and Troubleshooting

* FortiManager creates a configuration revision when:
» FortiGate is added to FortiManager
+ Device changes are installed from FortiManager
+ FortiGate configuration is retrieved from FortiManager
» Alocal change on FortiGate causes an automatic update
+ Scripts that you run directly on remote devices also cause automatic updates and create a revision history

* How to check managed FortiGate configuration issues:
« Compare differences between revisions
* View who made the changes
* View what was installed on the managed device
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Several operations, such as adding a device, installing changes, retrieving a configuration, or the occurrence
of an automatic update cause the creation of a configuration revision.

FortiManager maintains a repository of the configuration revisions associated with its managed devices. This
collection is the configuration revision history and allows the FortiManager administrator to examine
configuration changes between revisions, view the installation history, and view which administrator or
process created the new configuration revision. This is very useful for troubleshooting.
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» The repository stores all configuration revisions for devices
» Tags each revision with an ID number
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* View the version history
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To examine the revision history, select the device and use the Configuration and Installation widget to view,
download, or compare the differences between revisions.
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View Device HQ-NGFW-1 Config x View Installation Log of revision 12
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Several important pieces of information are available when you examine the Configuration Revision
History. The Installation and Created by columns provide details about the action, process, and
administrator that created the revision.

You can select any revision to view or download the corresponding configuration revision. This includes the
complete configuration of the managed device, not just the device-level configuration.

You can also compare the differences between versions by clicking Revision Diff. You can compare the
revision history to a previous version, select a specific version, or compare it to the factory default
configuration. You can choose to show the full configuration with differences, or just the differences like the
example on this slide.

The View Install Log option is available only from entries with the status of Installed. You can use this option
to see which commands were sent to and accepted by, the device, as well as the commands that were not
accepted if any errors occurred.

You can download all of the configuration and installation details to a file. One way that you could use the
information in the file to create configuration scripts.
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”
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Revision ID: 11 Revision 1D: 12
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Deleted 4 Added 0
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edit 2
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next
end 35 end
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Several important pieces of information are available in the Configuration Revision History window. The
Installation and Created by columns provide details about the action, process, and administrator that created
the revision.

You can select any revision to view or download the corresponding configuration revision. This includes the
complete configuration of the managed device, not just the device-level configuration.

You can also compare the differences between versions by clicking Revision Diff. You can compare the
revision history to a previous version, select a specific version, or compare it to the factory default
configuration. You can choose to show the full configuration with differences, or just the differences, like the
example on this slide.

The View Install Log option is available only from entries with the Installed status. The log shows which
commands were sent to, and accepted by, the device, as well as the commands that were not accepted if any
errors occurred.

You can download configuration revision information to a file. One way that you might use this information is
to create a configuration script.
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Revision Hist Retri
* Retrieves the current configuration
* Updates FortiManager revision repository
Configuration Revision Histary
T Marew | | Search o o | [P ==
D= Date & Time Mame Crezted by = Installation Comments = Sk &
L1200 2024-12-26 160944 HO-NGFW-1  admin Installed o i el A e S ey n
10-NGAW-L 8% 5 Retririry; configuratcn
A 4 2% I
Retrieve Device Revision = ox 56%
O, 15
HO-NGRW-1 B s
= HO-NGW-1 553 s
25 : HO-MNGRW-1 iy 1= Retrimar frish I
Time Used + Status =
1 HO-NGRW-1 23 Retrieve firish
A 4
Configuration Revision History k|
| B8 View Config | | M1 View Install Log | | GJ Revision Diff | | 3 Retrieve Config || § Marew | Search @
IDs Date & Time Mame = Created by = Installation = Comenents = n
S13 2004-12-26 163625 admin Retricve
E::RATINET 12 2024-12-26 160944  HO-NGFW-1  admin Installed
Ha ]
-_-'_ . : © Fortinet Inc. All Rights Reserved 24
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You can use the Configuration Revision History window, to create a new revision that is based on the
current configuration of a managed device. When you click Retrieve Config, FortiManager retrieves the
selected device configuration and creates a new revision.

You can use this option to resynchronize FortiGate with the FortiManager device database. After you retrieve
the configuration, you must use the Import Configuration wizard to ensure the policy information is also
synchronized.

The Comments column automatically generates a comment when a retrieve operation is performed.
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U
Revision History—Retrieve (Contd)
+ Usually, the top revision entry corresponds to the device manager database
configuration, which is synchronized with the FortiGate configuration
* You can revert to a previous configuration revision
* Reverts only the device database to the previous revision
* Does not revert policies and objects—you must import them
* You must install reverted changes on FortiGate
Configuration Revision History
|::,; 1 [ view Instal rI [ Revision Dif
D Diate & Tirne » Mo Configuration Revision History 1
2024-12-26 16:43:59 AutoUpdate
13 2024-12-26 16:36:25 G Revision Diff | |(3 Retrieve Config | [ § Morew | | Search @
f fz:f:jf |_=‘o.\f||".v.fl'2m|ﬁ.'v|- -t ID Date & Time Name Created by Installation Comments E
10 2024-12-26| ) View Install Log 14 2024-12-26 16:43:59  AutoUpdate AutoUpdate Auto Updated Autoretrieve merged config
g 2024-12-26 Revision DIl 13 2024-12-26 16:36:25 admin Retrieved Retrieve
g 2024-12-26| (@ Revert I >= 12 2024-12-26 16:09:44  HQ-NGFW-1  admin Revision Revert  Reverted from 1D 14 by admin. A new...
¢ 20241226 a Detgte 11 2024-12-26 16:04:21  HQ-NGFW-1  admin Installed
1 2024-12-24 [# Rename
FE.:E.F'TInEt © Fortinet Inc. All Rights Reserved 25
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The green checkmark in the revision history indicates which revision history configuration corresponds to the
device manager database configuration. It is usually the top entry, which is synchronized with the FortiGate
configuration.

A revert operation reverts the device database configuration to a previous configuration state. You must install
these reverted changes on FortiGate. FortiGate then creates a new revision entry which is a copy of the
reverted revision and is synchronized with the FortiGate configuration.

You can revert to any previous revision by right-clicking the entry and then clicking Revert. The selected entry
automatically updates the Installation column to Revision Revert. FortiManager also updates the
Comments column with the number of the revision it is reverted from and indicating that a new revision ID will
be generated on an install.

Performing a revert operation followed by an installation only reverts device-level changes and does not revert

policy packages. To achieve full synchronization, you must run the Import Configuration tool on
FortiManager to synchronize the policy package.
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Revision History—Automatic Update

» Changing the configuration directly on a managed device creates a new revision

Configuration Revision History

More v Search

7 | | (3 Retrieve Config | | H

1 Date & Time MName Created by Installation Comments

| Auto Updated | Autoretrieve merged config

J 14 2024-12-26 16:43:59 AutoUpdate AutoUpdate

*
Lo

+ Config Status is updated automatically in Device Manager

[&ln mv|ygﬁmhszV]Li
[ | Device Name Config Status Host Name
O 4 HQ-NGFW-1 | v Auto-update | HQ-NGFW-1

* You can disable automatic update behavior on the FortiManager CLI
» Default enabled

config system admin settings
set auto-update disable
F:ERTINET end
Training Institute

+ FortiManager will still show a synchronized status, even if the configurations are different

© Fortinet Inc. All Rights Reserved 26

By default, all changes made on a managed FortiGate device are automatically updated on FortiManager and

reflected in revision history and configuration status of that device.

You can use the commands shown on this slide to disable the default automatic update behavior.

If you disable the automatic update, changes made to FortiGate will not cause updates

to the FortiManger

device-level database. FortiManager will still show a synchronized status, even if the configurations are
different. Disable automatic updates only when you do not want FortiGate changes to override the

FortiManager device-level database.
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Resolving Device-Level Configuration Issues

* Retrieve the configuration of a managed device
* Modify the configuration locally on a managed device
* Install configuration changes on FortiGate after modifying the configuration on FortiManager

* Revert to the previous working configuration

&
F-.--.FlTlnEt © Fortinet Inc. All Rights Reserved 27
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If you are not satisfied with the configuration that is running, there are multiple ways to resolve the
configuration issues. You can:

+ Retrieve the configuration of the managed device.

Modify the configuration directly on the managed device.

Modify the configuration on FortiManager and then install it on the managed device.
» Revert to a previous working configuration.

After every retrieve, auto-update, or revert operation, you must use Import Configuration to ensure the
policy information is synchronized.
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Knowledge Check

1. How can you use the revision history?
A. To modify FortiManager system settings
+'B. To view and download a FortiGate configuration revision

2. How can an administrator use the FortiManager revert feature?
Y'A. The administrator can revert the device database to a previous revision.
B. The administrator can perform a factory reset on FortiManager.

F::RTINET
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Lesson Progress

v > Device-Level Settings and Managed Device Status

{) Installing Configuration Changes

J> Revision History

> Scripts and Device Groups

F::RTINET
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Good job! You now understand the purpose of the revision history and how you can use it..

Now, you will learn about scripts and device groups.
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Scripts and Device Groups

Objectives

» Configure and install scripts on managed devices
» Use device groups to manage FortiGate devices

F::RTINET
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in using scripts, you will be able to make bulk configuration changes to many
managed FortiGate devices. Using device groups, you will be able to administer and manage your FortiGate
devices more effectively and efficiently.
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Scripts

* Automate and simplify bulk changes while ensuring consistency.

> @ Dzw O admin
Create New SL”pl ¢l
Type S Soript Device Database

b g fa 3
Waligation device patform @ | Fo

Policy Package or ADOM Database

Seript detais

Remote FortiGate Directly (via CLI)

[®] Format CLI script© #9 Rievert A1l Changes

Advanced Device Filters >

[EpEm—— | validate Cancel

CLI scripts are enabled by default

F::RTINET
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You can use scripts to make configuration changes to multiple managed devices at once. By using scripts to
automate and simplify bulk changes, you ensure a higher degree of consistency and a decreased chance of
errors.

You can run scripts in three different locations. Choose where you run the script based on the changes you
are making. :

+ Device Database: Scripts are executed on the device database by default. When you run a script or make
changes to the device database, you can view which configuration changes are sent to the managed
device. After you run a script on the device database, you can then install the changes on a managed
device using the installation wizard.

+ Policy Package or ADOM Database: If a script contains changes related to ADOM-level objects and
policies, run it on Policy Package or ADOM Database instead, and then install the changes using the
installation wizard.

* Remote FortiGate Directly (via CLI): When you execute a script directly on a device, the changes are
automatically applied on the device. You do not need to take any further action to apply the changes;
however, you cannot preview the changes before they are applied.

CLI scripts are enabled by default.

FortiManager 7.6 Administrator Study Guide 141



Device-Level Configuration and Installation

DO NOT REPRINT

COAORTINIET

O\ TN L |
Type of Scripts

* CLI—A sequence of FortiGate CLI commands

» Tool Command Language (Tcl}—A dynamic scripting language that provides more functionality to
your scripts, including global variables and decision structures

Type CLI Seript |-\ i
3| CLI Script

Run script on Device Database

TCL Script

Validate on change | Q

Validation device platform o 3
Device Database

Script details X
Policy Package or ADOM Database

Remote FortiGate Directly {via CLI)

* Tcl scripts are not run through the FGFM tunnel like CLI scripts. They use SSH and require SSH

authentication.
config system admin setting
set show_tcl_script enable
end
E::RTINET TCL scripts are enabled on the FortiManager CLI

© Fortinet Inc. All Rights Reserved 32

Training Institute

FortiManager supports two types of scripts:

» CLI: These scripts include only FortiOS CLI.
+ Tcl: These scripts allow for the use of global variables and decision structures. You must be familiar with
Tcl and regular expressions to use it. For more information about Tcl scripts, visit: http://www.tcl.tk

To use Tcl scripts you must enable them using with the command shown on this slide.

Note that Tcl scripts do not run through the FGFM tunnel like CLI scripts do. Tcl scripts use SSH to tunnel
through FGFM and they require SSH authentication to do so. If FortiManager does not use the correct
administrative credentials in the device manager, the Tcl script fails.

CLI scripts use the FGFM tunnel and the FGFM tunnel is authenticated using the FortiManager and FortiGate
serial numbers.

In this lesson, you will learn about CLI scripts only.
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CLI Templates

[E] FortiManager = & Install Wizard
& D — B Template Groups
2 IPsec Tunnel

[ System Templates

=% Static Route

[E] Feature Visiblity

[ Taggle Harizontal Menu

F::RTINET
Training Institute

+ Create Mew v

& Pre-Run CLI Template (3) @

O  provision_interfac..  Jinja

+ | B cu O  split_hardware_sw... CLI

[0  split_hardware sw.. CL

Jinja is enabled by default

» Automate and simplify bulk changes while ensuring consistency

Create New CLI Template x
Type CLI -
Comments ¢

CLI
Jinja y
0/4096
Validate on change s ]
Walidation device platform o FortiGate-VM&4 -
Seript Details Search... + ¥
[= Format CLI script | #5 Revert All Changes
Validate “ Cancel
© Fortinet Inc. All Rights Reserved 88

You can use CLI templates to make configuration changes to multiple managed devices at once. By using
templates to automate and simplify bulk changes, you ensure a higher degree of consistency and a decreased

chance of errors.

FortiManager supports two types of CLI templates. The standard CLI templates include only the FortiOS CLI
commands that you would use on FortiGate. Jinja CLI templates include placeholders or variables, similar to

Python. For more information, see the Jinja Filters and Functions in CLI Templates document in the
FortiManager section at www.docs.fortinet.com.

FortiManager 7.6 Administrator Study Guide

143



DO NOT REPRINT

Device-Level Configuration and Installation

CODRDTINET
UINTITNL ]

Configuring Scripts

E| FortiManager

Type

Platform
Build
Device
Host name
SN

Fi:RATINET

Create Mew Script

Run script on
Validate an change
Validation device platform 0

Script details

CRCECNC

Advanced Davice Filters >

CLI Script
Device Database
s J
FortiGate-¥Mé4
Search...
1 config system interface

2 edit “portl”
set vdom “root™

B next
¢ end

]

F::RTINET
Training Institute

[& Format. CLI script

4 set ip 192.168.1.16@ 255.255.48.@
5 set allowaccess ping https ssh http

Cancel

A Scrintvahidated with ermors. %

CLI Seript
ript on Device: Databiase
e on change [s }
ltion device platform o FortiGate-viod
dlistaily Search..

1 contig system imtertace
wdit portl

] nat;

ond

© Fortinet Inc. All Rights Reserved. 34

You can configure the following options on scripts:

+ Advanced Device Filters allows you to restrict the scripts to run on managed devices, only if the device
matches the set criteria. For example, you can limit the script to run on only a subset of the managed
devices or on only devices running on a specific platform.

* Format the CLI script adds spaces at the beginning of the script lines for easy recognition of sublevel

configurations.

+ Validate checks for syntax errors, fixes issues, and adds a red circle next to the line number to show the

error.
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Running and Scheduling Scripts -

* Two ways to execute scripts
* Run scripts now
» Schedule scripts

* Must perform and install when you run a
script on the Device Database or the

MName =

+ Create New | [ Edit | [ iy Delete | [ ® Run Script |
%

Type = Schedule

[# Edit
T Clone
i Delete

<] Import CLI Script

Policy Package or ADOM Database B St st
@ Schedule Script
« Can clone, export, or import scripts from 7
a local computer S .
» Cannot schedule scripts to be run on o
Policy Package or ADOM Database e .
@
confj_g system admln settlng o Ukse Shift Joey Tor multiple selections and double click for moving one itern.
set show_schedule_script enable [Tt B 11 Tt B 1)
end N‘ L
< T 4 HO-NGPW-1 18 10.0.13,254, Platinem: FortiGase-4h

F::RTINET
Training Institute
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You can run scripts manually by selecting Run Script or you can schedule them to run at a specific time.
Scheduling scripts to run outside of business hours to avoid network interference is a common practice.

To schedule a script, right-click the script and then click Schedule Script. You cannot schedule scripts to run

on Policy Package or ADOM Database.

You can also edit, clone, delete and export scripts text files. You can import scripts as text files as well.

You can view the script running history in the Configuration and Installation Status widget of each

managed device, as well as by clicking System Settings > Task Monitor.
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Starting log (Run on device)

config router static

edit 1

set gateway 10.200.1.254
set device "portl”

Advanced Use of CLI Scripts

* Getting information from FortiGate

+ Typically involves one line of script to view
FortiGate configuration
» Output available on FortiManager GUI

» These scripts should be run on Remote
FortiGate Directly (via CLI)

* Running on databases doesn’t provide any
useful information

» Special CLI syntax for dynamic mappings
Used to create dynamic mapping for
objects, interfaces

» Must be run on Policy Package or ADOM
Database

Local-FortiGate §show router static

Starting log)(Run on database)

Running script{Routes_show) o

success

End of Log

TrEC
Hun script an

Scrigt details

CLI Script

FPolicy Fackage or ALOM Dapfizs=

cunilin lirewall address I

cuniliy dynamic

e
sel subiel 192.168.1.0 255.255.255.0

UEELS

Elgle

F::RTINET
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You can also use scripts to get information from FortiGate. A script written for this purpose usually consists of
a single line that uses a show or get command and should be set to run on Remote FortiGate Directly (via
CLlI). If you run a script like this on the device database or the ADOM database, it does not provide any useful
information or simply fails with an error.

FortiManager supports the dynamic mapping of interfaces and objects so that they can be used with multiple
policy packages. You can configure dynamic mappings from the FortiManager GUI in the Policy & Object
pane. But what if you need to configure dynamic mappings for hundreds of FortiGate devices for an address
object or interface?

In cases like this, you can use a script that requires special CLI syntax that is applicable to FortiManager
internally and is used to create dynamic mappings. Scripts like this are composed of two types of syntax:

* Regular FortiOS CLI syntax that defines the object

» Special FortiManager CLI syntax that creates the dynamic mapping for the defined object or interface
defined.
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Best Practices for Creating CLI Scripts

* Use complete FortiOS CLI commands
* Incomplete syntax may cause the script to fail

v x

’ config router static ‘ ’ con rou stat ‘

* Aline that starts with the number sign (#) is considered a comment and will not execute

“Elconfig system dns ‘ x

» Ensure console output on FortiGate CLI is set to standard, otherwise scripts and other
output longer than the screen length will not execute or display correctly

config system console
|set output standard
end

F::RTINET
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When you create CLI scripts, follow these best practices:

+ Use complete FortiOS CLI commands. Partial syntax can be used; however, it may cause the script to fail.
* Do not start a line with a number sign (#) because it is considered a comment and will not execute.

+ Ensure that the FortiGate CLI console output is set to standard. Otherwise, scripts and other output
longer than a screen in length will not execute or display correctly.
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» Check the script running history

E ger =

(]

mAddDevics v B Device Group = b, Install Wizard

Drshbaard; Surmmary

& Managed FortiGate |2)
& FOVMOZTM24013..
#+ HO-NGPW-1

3 Unsuthorized Devices (2]

25 Device Manager

Canfigiratian

Corh Slatss
Frowisinning Tnmplate:
Hewisan

Total Revisicn
Last Installation

Diewicr: Canfguratian DR

Last Run

+ A Wicket | [ O Reset 1o Deta

uilt

Configuration and Instaltaticn

o =~
 Auto-update
+

=
None =
L]
@ Script por
Fri Feb 7 17:32:33 2025

o @ s oo @

-—
Best Practices for Creating CLI Scripts (Contd)

Script Runréing History I x

Serrhy m

# Seript Narme Statiis 4 Exteetitin Time: m:nn
m Serigt portiflacat DD @ Viewlog |Frifeb 7173200 &
1 Setecled

F::RTINET
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v
View the log of script Script portl: running on device HQ-NGFW-1

-=-=—=-Executing time: Fri Feb 7 17:32:33 2025-----+-=-=-

Starting log (Run on database)

config system interface

edit "port1”

set vdom "root”

set ip 192.168,1,100 255.255.0.0

set allowaccess ping https ssh hitp

set type physical

set alias WAN

set snmp-index 1

next

Running script(Script port1) on DB success

End of Log

© Fortinet Inc. All Rights Reserved 38

You can access to the entire running history of each FortiGate device.

Click Device Manager > Device & Groups > Managed FortiGate > Select FortiGate > Dashboard >
Configuration and Installation > Scripts Status to find more about the Script Running History.
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Common errors Common causes Common solutions

command parse error Misspelled keyword or incorrect command Check the script output
format*
unknown action Previous line of the script was not executed Check the script output

Device <name> failed-1 Problem with the end of the script. Usually, the = Check the script output
script has no end statement Add an end statement
FortiGate not synchronized with FortiManager = Resync FortiGate by retrieving
the configuration

* There should be no punctuation at the start or end of the lines

* Only whitespace is allowed on the same line as the command. This is useful in lining up
end and next commands for quick and easy debugging of the script

F:=RTINET
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The table on the slide includes common errors and causes of script failures. You can use this information to
diagnose and troubleshoot script failure issues.

The common errors and causes of script failures are as follows:

* command parse error: It was not possible to parse this line of your script into a valid FortiGate CLI
command. This is usually caused by a misspelled keyword or an incorrect command format.

*+ unknown action: Generally, this message indicates that the previous line of the script was not executed,
causing the following CLI commands to fail to execute properly.

* Device <name> failed-1: This message usually means there is a problem with the end of the script.
The <name> is the name of the FortiGate on which the script is executed. If a script has no end statement,
or that line has an error in it, you may see this error message. You may also see this message if FortiGate
is not synchronized with FortiManager.

To resolve these script issues, use the script history to examine which CLI commands are executed, and
which commands are failing to execute.
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* You can view the details of scripts from the script execution history available at:

Configuration and Installation Status widget of each managed device
Task Monitor under System Settings

Wiew the log of script script1: running on device HO-NGFW-1
E View Detally  Task 35; Run Script x

m |ID Source Description Totak 1/1.€ Success: 1, 4 Wamning: 0,€) Error 0 © Show Detail | -~ EvecyEing Hrmie YR Dee 26 140N A1 erereee

S
|k Seript Execution  Fun Script 3V Execution Search... ® “1

= Searting fog {Run on datsbass]
34 Script Execution  Run Script # Mame = Time Used Status < 4
1 HO-NGFW-1 [seriptl) 25 | Seript script] executed on local db of HQ-NGFW-1. Vie
ﬂ.;“‘:'-n_\‘;\‘lv:ir?

* Execution details are also available in event logs
* The following example shows two logs in raw format:

type=event subtype=dm pri=information desc="Script install status" user="admin" msg="script script1 successfully installed on HQ-NGFW-

1" device="HQ-NGFW-1" adom="root status="successfully"|session_id=60442 operation="Install script" performed_on="HQ-NGFW-1"
changes="script script1 sucessfully installed on HQ-NGFW-1" script="script1"

type=event subtype=dm pri=information desc="Script install status" user="admin" msg="Install script failed: Script script1 executed on local
db of HQ-NGFW-1 failed. Reason: invalid value - [line 4] > sr" device="HQ-NGFW-1" adom="root"|status="failed"|session_id=60442

F::RTINET
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When troubleshooting scripts, you can check the script execution history to see details about the script. This is

available in the Configuration and Installation Status widget of each managed device, as well as by clicking
System Settings > Task Monitor.

Additionally, you can examine details related to the script execution in event logs.
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* Allow you to run an operation on multiple devices instead of a single device
* For example, you can install device changes or run scripts on multiple devices at once
» Useful when you are upgrading the firmware on a group of managed devices
@ D i | 15 | Search.. Action Adr o Existing Groupis)
8 Managed FortiGate (2) A Z Lt e sl
=3 Device Manager Bk
4+ BR1-FGT-1 ¥ Delete Group
Device & Groups 4 HQ-NGFW-1 J iz
(W] Device Mame = Type = Platfarm = Pz Firmware Version =
Run Script - scriptl (m} # BRIHGI1 Uesice Forhiliate- VM. 1651111 Forbliate F6UDbuid 3401 LA)
O  # HO-WNGRW-1 Device: FortiGate-viéd- 100.13.25¢ FortiGate 7.6.0build3401 [GA)
@ Use Shift key for multiple selections and double click for maving one item. 2
. -
Available Entries {2) Selected Entries (1)
Q LS
0 4 BR1-FGT-1(IP: 100.65.1.111. Platform: FortiGate-VM| O dBALL_FGT |
OO 4 HQ-NGFW-1 (IP; 10.0.13.254, Platform: FortiGate-V ‘ -
F=_-=_FlTInE.r’ © Fortinet Inc. All Rights Reserved. 41
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You can create device groups in an ADOM to simplify management tasks. For example, you can provide a
target that represents multiple devices for scripts, firmware upgrades, and configuration changes.

You can create a new device group by clicking Device Group > Create New Group and selecting the
devices to be added.

To delete a device group, you must delete all devices from the group first. Similarly, to delete an ADOM, you
must delete all device groups from that ADOM first.
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Knowledge Check

1. Which types of scripts can you create in FortiManager?
YA, CLl and Tcl scripts
B. Bash and Linux Shell scripts

Directly (via CLI) option?
YA.  Auto-Updated

2. Which status will a device have after you execute a script using the Remote FortiGate

B. Modified
FE.:E.F'TInEt © Fortinet Inc. All Rights Reserved 42
Training Institute
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Lesson Progress

v > Device-Level Settings and Managed Device Status

J) Installing Configuration Changes

J> Revision History

4 > Scripts and Device Groups

F::RTINET
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Review
v" Manage device-level changes with Device Manager
v" Interpret the configuration status of managed devices
v Determine which actions to take based on configuration status
v" Install device-level changes on FortiGate using the Install Wizard
v" Understand when a new configuration revision is created
v" Understand how you can use the configuration revision history for
diagnosing and troubleshooting
v Configure and install scripts on managed devices
v Use device groups to manage FortiGate devices
F:ERTINET P R S
Training Institute )

This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to configure device-level changes,
understand the status of a managed FortiGate on FortiManager, and install changes to managed FortiGate
devices. You also learned how to use the revision history for troubleshooting and the capabilities of scripts
and device groups.
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In this lesson, you will learn how to manage policies and objects on FortiManager for FortiGate. You will also
learn how to configure policies and objects on FortiManager, and then install them on FortiGate.
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In this lesson, you will learn about the topics shown on this slide.
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding, configuring, and using policies and objects, you will be able
to create customized access and policies based on the needs of your organization.
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Policy packages simplify centralized firewall policy management by providing a useful container for your
firewall rule set. Policy packages contain firewall policies which, in turn, link to the objects you define on the
Firewall Objects pane. Objects share the common object database for each ADOM. You can share objects
among multiple policy packages in the ADOM.

You can manage a common policy package for many devices in an ADOM, or have a separate policy
package for each device. Policy packages allow you to maintain multiple versions of a rule set. For example,
you can clone a policy package before you make changes, which allows you to preserve the previous rule set.

Note that while policy packages allow for multiple versions of a firewall policy rule set, the objects referenced
in those packages do not have multiple versions—they use only a current value.

For example, say you clone a policy package, add a new rule, and then change the value of a shared object. If
you return to a previous version of the policy package, you will back out of the rule that you added, but not the
modification to the shared object. The only way to return to a previous version of the policy package, including
backing out of the rule that you added and the modification to the shared object, is to use ADOM revisions,
which takes a snapshot of the Policy & Objects database for that ADOM.
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In a single ADOM, administrators can create multiple policy packages. FortiManager allows you to customize
the policy packages for each device or VDOM in a specific ADOM, or apply a single policy package to multiple
devices in an ADOM. By defining the scope of a policy package, an administrator can modify or edit the
policies in that package, without changing other policy packages.
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All objects in an ADOM are managed by a single database that is unique to that ADOM. Objects inside the
database include firewall objects, security profiles, users, and devices, among others.

Objects are shared in the ADOM and can be used in multiple policy packages. This simplifies the job of the
administrator. For example, you can create a security profile once and attach it to multiple policy packages for
installation on multiple FortiGate devices.

To create or edit existing objects, click Policy & Objects > Firewall Objects and select the object type. On
this slide, the Addresses tab is selected.
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The Feature Visibility window allows you to display specific features on the GUI. The available options
depend on the ADOM version and vary from one ADOM to another.

By default, when you open Feature Visibility, the checkboxes for the most common options are selected.
You can show or hide a feature in Feature Visibility by selecting or clearing the checkbox beside the feature.
You can show all the options in a category by selecting the checkbox beside the category name or show all
the categories by selecting Check All at the bottom of the Feature Visibility window.

You can also enable additional firewall policy types such as NAT64, IPv6, and interface policies on the
Feature Visibility window.
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A policy package has an installation target on one or more devices or VDOMSs. Policy packages can share the
same installation target; however, only one policy package can be active on a device or VDOM. The active
policy package is listed on the Device Manager pane.

You can add, edit, or delete an installation target in the Installation Targets window.
After you add an installation target, it appears in the list of Installation Targets. When you install a newly
assigned policy package on a target, the installation wizard displays a warning message that contains the

name of the previously assigned policy package.

After you install the new policy package, it appears as the active policy package for these devices or VDOMs
in the Device Manager window, in the Policy Package Status column.
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What if you need to share a policy package among many devices, but some of the policies in the package

apply to only specific FortiGate devices?

You can set specific installation targets per rule in policy. In a policy, you use installation targets to add,

remove, or set default devices for each rule.

Using installation targets, you can share a policy package among multiple devices, and define rules per
device in the policy. In environments where many devices need to share common policies, share policies

eliminate the need for multiple policy packages.
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All objects in an ADOM are managed by a single database that is unique to the ADOM. Many objects now
include the option to enable dynamic mapping. You can use dynamic objects to map a single logical object to
a unique definition, per device. You can dynamically map common features such as addresses, interfaces,
virtual IP addresses, and IP address pools. A common example is a firewall address. You may have a
common name for an address object, but use a different value, depending on the device it is installed on.

In the example shown on this slide, the dynamic address object LAN refers to the internal network address of
the managed firewalls. The object has a default value of 10.0.0.0/8. The mapping rules are defined per
device. For BR1-FGT-1, the address object LAN refersto 172.20.1.0/24, whereas for HQ-NGFW-1, the
same object refers t0 10.0.11.0/24. The devices in the ADOM that do not have a dynamic mapping for
LAN have a default value of 10.0.0.0/8.

To add devices for dynamic mapping, click Per-Device Mapping, and then, in the Per-Device Mapping
section, click Create New. In the window that opens, select the device and set the IP range/subnet.
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Default normalized interfaces are created when ADOMSs are created. Default normalized interfaces contain
several per-platform mapping rules for all FortiGate models.

In the example shown on this slide, interface internal1 is mapped to internal1 for the platforms highlighted.
Default per-platform mapping rules allow you to install policies on FortiGate devices without first creating

custom mapping rules.

You can map normalized interface names to different physical interface names on different FortiGate models.
In the example shown on this slide, the normalized interface named Inside is mapped to port4 for HQ-

NGFW-1 and to port1 for BR1-FGT-1.

You can also select normalized interfaces when you create virtual wire pairs.
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* Policy view of Interface and Zone on the managed FortiGate
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In this example, Inside is mapped to port4 on HQ-NGFW-1. Therefore, after a firewall policy is installed on

the managed FortiGate, the Inside interface will appear as port4.

Outside, however, remains untouched, because it is installed on the device as a zone and the port2 and

port3 interfaces are part of it.
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On FortiManager, it is possible to delete a used object. FortiManager will display a warning message stating
that the object is currently used by other firewall policies or objects. To view the references for this object,
click Where Used. If the object that you want to remove is referenced by other policies or objects, you must
change the policy or remove the object from the policy before deleting the object to prevent empty or null
objects on the policy layer.
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Find Unused Objects is a built-in GUI tool that you can use to locate all unused firewall objects in the
FortiManager ADOM object database. Find Unused Objects searches all types of firewall objects and
displays the results in a pop-up window. You can delete unused objects directly in the Unused Objects
window. This removes the selected object from the FortiManager ADOM objects database.

Similar to Find Unused Objects, the Find Duplicate Objects tool searches the FortiManager firewall object
database and displays all objects that have duplicate values assigned to them. In the example shown on this
slide, the tool found that the custom service objects FTP, FTP_GET, and FTP_PUT have the same value.
When duplicate objects are found, you can merge those objects, if needed.
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Policy Check provides recommendations only on which improvements can be made—it does not perform
any changes. It uses an algorithm to evaluate policy objects based on:

» Source and destination interface policy objects

» Source and destination address policy objects

+ Service and schedule policy objects

Policy Check checks for:

» Duplication, where two objects have identical definitions

+ Shadowing, where one object completely shadows another object of the same type
+ Overlap, where one object partially overlaps another object of the same type

+ Orphaning, where an object has been defined, but has not been used anywhere

To perform a policy check, select a policy package, and then, in the Policy Package drop-down list, click

Policy Check. In the Policy Check window, select one of the following options:

+ Perform Policy Check: This performs a policy check for consistency and provides any conflicts that may
prevent your devices from passing traffic.

» View Last Policy Check Result: This allows you to view the results of the most recent consistency check.

In the example shown on this slide, the policy with ID 1 uses a none object in its source field and must be
fixed to allow traffic.

FortiManager 7.6 Administrator Study Guide 169



Policies and Objects

DO NOT REPRINT

CODRDTINET
UINTITNL ]

Meta Fields

+ Allow administrator to add additional attributes to several FortiManager objects

Create Miw Motz Finkds ®

» Can be required or optional

Object Firevsall Plicy

Blame ity Inbend or Outhaun

Length

B Frwa l Pl 1 1

Lrse s iy o

et Fida

Speciey Eiband or thrbound Install Preview of BR1-FGT-1

Asvanerd Dpmnos -
= ~ Assigned Devices 4 BR1-FGT-3

F::RTINET

e n © Fortinet Inc. All Rights Reserved 16
Training Institute

Meta fields allow administrators to add additional attributes to several types of objects and administrator
accounts. You can make meta fields required or optional. When meta fields are required, administrators must
supply additional information when they create an associated object. For example, if you create a required
meta field for a device object, administrators must define a value for the meta field for all devices.

When you create a new meta field, you must choose a value for the following fields:

Object: allows you to select the object type this meta field applies to, such as administrative domain, firewall
address group, firewall policy, central NAT, administrator, and so on.

Name: is the label used for this field.

Length: is the maximum number of characters allowed for the field.

Importance: determines if the field is compulsory or not.

Status: determines the availability of meta fields to select in the objects. This option is available only for non-
firewall objects.

Meta fields cannot be used as variables in scripts or provisioning templates. Instead, you can use ADOM-level
metadata variables for that purpose.

The example on this slide shows the creation of a new meta field for firewall policies. The new field is labelled
Specify Inbound or Outbound and marked as required.
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ADOM-level metadata variables can be used as variables in scripts, templates, firewall address objects, IP
address pools, and VIPs.

Typing $ in the an object's field of an object with supported metadata variables displays the available
metadata variables for the selection. Fields that support metadata variables are identified with a magnifying
glass icon.

You can configure ADOM-level metadata variables by clicking Policy & Objects > Advanced > Metadata
Variables.

By default, metadata variables are available in only the ADOMSs in which they were created. However, you can
export them and then import them into another ADOM.

Metadata variables can also be created in the global database ADOM. When creating ADOM-level metadata
variables in the global database, you can configure per-ADOM mappings to assign specific values to all
devices within an ADOM.

The example on this slide shows the creation of a new metadata variable that refers to the subnet for each
branch and how the new variable is used in a firewall address object.
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The example on this slide shows a metadata variable being referenced in a firewall policy and how the
variable value is adjusted based on the device the firewall policy is installed on. In this example,
Branch_Subnet is translated to 172.20.1.0/24 for BR1-FGT-1. That is, the third octet becomes 1.
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Knowledge Check

1. What is the purpose of dynamic objects?
A. To merge duplicate objects automatically
+'B. To map a single logical object to a unique definition per device

2. Which statement about policy packages is true?
+'A. Apolicy package can have multiple installation targets in an ADOM.
B. There can be only one policy package per ADOM.
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Good job! You now understand policy and object management.

Now, you will learn about import and install wizards.
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* Interpret the policy package status of a device on FortiManager
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding the options for configuring and managing firewall policies on
you will be able to use various options to manage devices on FortiManager.
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Policy Package Status

FortiManager # diagnose dvm device list
-—- There are currently 2 devices/vdoms managed —---—
--- There are currently 2 devices/vdoms count for license ---

TYPE OID SN HA Ip NAME
FIRMWARE
fmgfaz-managed 284 FGVM02TM24013504 - 100.65.1.111 BR1-FGT-1

|- STATUS: dev-db: not modified; conf: in svnc;

cond: OK; dm:

|- vdom: [3]root flags:0 adom:rootlpkg:[modified}BRl—FGT—lI

--- End device list ---

/

ADOM IPS

root 7.0 MR6 (3401)
installed; conn: up

N/A

[ Edit | | &4 t +] t f ti | &y Install v | | [3) Table Viev
[J | Device Mame ~ Config Status < Policy Package Status 3
[0 4 BR1-FGT-1 ~ Synchronized ABR1-FGT-1

O 4 HQ-NGFW-1 + Synchronized v HQ-NGFW-1
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This slide shows the output of the diagnose dvm device 1list, in which the policy package is modified
while the configuration status is in sync. This indicates that only the policy package is modified, not the

device-level settings.

The same information is also available on the GUI.
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After every retrieve, auto-update, and installation operation, FortiManager stores the FortiGate configuration in
the revision history.

This slide shows the status of the policy package:

+ Imported: indicates that a policy package was successfully imported for a managed device.

+ Synchronized: indicates that policies and objects are synchronized between FortiManager and the
managed device.

* Never Installed: indicates that the policy package was never created and it was never imported for a
managed device.

» Modified: indicates that the policy package configuration has changed on FortiManager and changes have
not been pushed to the managed device.

+ Out-of-sync: indicates that the latest policy package does not match the policies and objects configuration
on the latest revision history because of configuration changes made locally on FortiGate or a previous
partial installation failure. You should perform a retrieve and then import policies from FortiManager.

+ Conflict: indicates that you made policy configuration changes locally on FortiGate and did not import the
changes into the policy package, and you also made the changes on FortiManager. Depending on the
changes you made, you can either import a policy package or install the changes from FortiManager.

* Unknown: indicates that FortiManager is unable to determine the policy package status.

You can resolve most policy status issues by importing a policy package or installing a policy package.
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It is common for FortiGate to have a running configuration already. The Import Configuration wizard guides
you through importing policies and objects into FortiManager. When you import a device configuration, you
create a new policy package that does not interfere with other packages. However, objects you import will add
to, or update, existing objects. You may want to create a new ADOM revision before performing an import.

If you add an unregistered device to FortiManager, you must run the Import Configuration wizard after
promoting the device.

The next few slides explore the stages that the wizard guides you through.
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By default, interface mappings exist for interfaces configured on the firewall. This allows the device interfaces
to be referenced in policy packages. You can rename the ADOM interface mapping in the wizard.

The wizard performs a policy search to find all policies in preparation for import into the FortiManager
database. You may choose to import all firewall policies, or select specific policies to import. If you choose to
import only specific policies into the policy package and later install policy changes, the policies that were not
imported will be deleted locally on FortiGate. This is because FortiManager does not have those policies in
the policy package.

Also, you can choose whether to import all configured objects, or only the objects referenced by the current
firewall policies. Regardless of whether you choose to import only policy-dependent objects or all objects, the
system will delete unused objects that are not tied to policies locally on FortiGate in the next installation. If you
choose to import all objects, then the system imports all used and unused objects in the FortiManager ADOM
object database and can use them later by referencing the policies on FortiManager and installing them on the
managed devices.

By default, the Import All and Import only policy dependent objects options are selected when you run the
Import Policy wizard. As a word of caution, if you are managing many devices in an ADOM and select
Import all objects for all devices, the object database will be filled with unused objects, which can be
overwhelming for an administrator.
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In the example on this slide, port2 was renamed WAN, port4 was renamed LAN, and port6 was renamed
FortiDevices in the interface mapping step of the wizard and the policy shows those custom interface names.
However, on FortiGate, the policy shows port2, port4, and port6.

These mappings are called the normalized interface, and firewall policies created in policy packages refer to
these mappings. When the policy packages are installed, the interface mapping is translated to the local
interfaces on the managed device.

The normalized interface is useful when installing the same policy package to multiple managed FortiGate
devices.
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After the import is complete, the wizard provides the Policy Import Summary and the Download Import
Report. You can download the import report, which is only available on the Import Device page. You can
view the report using any text editor.

As a best practice, you should download the report.

The import report provides information about FortiGate, the ADOM name on FortiManager, and the policy
package name. The report also provides additional information, such as the objects that have been added as
new objects. Existing objects that have the same values locally on FortiGate and FortiManager are referred to
as DUPLICATE. If the value of an existing object is changed, FortiManager updates that in its database and
shows update previous object inthe import report.
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After you make configuration changes to the policy package, the Policy Package Status is flagged as
Modified on the Device Manager pane windows, as well as on the Policy & Objects pane. If you are using
ADOMSs, before you launch the wizard.

Now, you will explore the process of installing policy configuration changes using the Install Wizard. During
this process, the policy and device configuration items are installed on the managed device. After the
installation is complete, FortiManager and FortiGate are synchronized and the Policy Package Status
changes from Modified to Installed (Synchronized).
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When you select Install Policy Package & Device Settings, the Install Wizard installs the policy package
and any pending device-level changes.

The policy package you select is displayed and you have the option to create a new ADOM revision for this
installation. Note that an ADOM revision is a snapshot of the entire ADOM and not the changes specific to this
policy package.

You can also enable Schedule Install, which allows you to specify the date and time to install the latest policy
package changes.

The next step is Device Selection. In this step, the wizard displays the devices selected in the installation
target for the specific policy package.
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The next step in the wizard is validation. In this step, the wizard checks that the policy package selected is
suitable for the installation targets selected, such as whether the interface mapping reference in the policy
package is configured on the installation targets. If the validation fails, the installation will stop.

Before performing the installation, as a best practice, always preview and verify the changes that will be
committed to FortiGate. If this is the first installation, you may see many changes, because objects may have
been renamed during the import process and unused objects removed from the device configuration. If you
don’t want to proceed with the installation, you can cancel the installation at this step in the wizard.

The last step is Install, which is the actual installation. The wizard lists the devices on which configuration
changes were installed. Any errors or warnings that occur during installation appear here as well. If the
installation fails, the installation history indicates the stage at which the installation failed. You can also check
the installation history for the successful installation too.
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FortiManager also provides a Re-install Policy option. A reinstallation bypasses the wizard because the
FortiGate and policy package are already selected. It offers an installation preview with an option to cancel. A
reinstallation creates a new revision history and applies it to all selected installation targets.

The Re-install Policy option works only after the first policy installation. The option is unavailable if Policy
Package Status is Never Installed for the managed device.
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Knowledge Check
1. What does a policy package status of Unknown indicate?
¥'A. FortiManager is unable to determine the policy package status.
B. The policy package was never installed from FortiManager.
2. What is the main benefit of the Re-install Policy option?
+A. It can push a policy with fewer steps for quick policy change.
B. It can schedule a policy push.
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Good job! You now understand the FortiManager import and install wizards.

Now, you will learn about ADOM revision and database versions.
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding ADOM revisions and database versions, you will understand
their effect on policy and object configurations.
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ADOM revisions allow you to save locally in FortiManager snapshots of the policy packages, objects, and
VPN console settings contained in an ADOM.

When you create multiple ADOM revisions, you can view differences between them, or revert to a specific
revision. As a word of caution, if you choose to revert to a specific ADOM revision, you will revert all the policy
packages and objects based on that revision.

FortiManager can delete ADOM revisions automatically based on specified parameters as shown on this
slide. Optionally, you can lock individual revisions to prevent them from being automatically deleted.

Note that ADOM revisions can significantly increase the size of the configuration backup.

FortiManager 7.6 Administrator Study Guide 189



Policies and Objects

DO NOT REPRINT

COAORTINIET

O\ TN L |
Considerations Before Moving Devices to a New ADOM
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use ADOM upgrade

« Alternatives after moving the devices:
* Import a policy package
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’execute fmpolicy copy-adom-object ‘

* Run scripts on the policy package or ADOM database
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* You must configure or reconfigure VPNs on the managed device
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When you move a device from one ADOM to another, policies and objects (used and unused) don’'t move to
the new ADOM.

If you need to move a device from one ADOM to another, run the Import Configuration wizard to import the
policy package into the new ADOM.

What if you need to use unused objects from a previous ADOM in the new ADOM? You can copy objects from
one ADOM to another using the FortiManager CLI or run scripts on the policy package or ADOM database.

When FortiGate devices are upgraded, it is recommended that you keep them in the same ADOM and
upgrade the ADOM. Moving FortiGate devices to a new ADOM introduces additional work and certain
complications. Also, manager panes like VPN manager do not move, and the FortiManager administrator
must reconfigure the entire VPN configuration on the managed device.
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Knowledge Check

1. Whatis the recommended sequence of upgrading an existing ADOM?
+A. Upgrade all the devices in the ADOM first and then upgrade the ADOM.
B. Upgrade the ADOM first and then upgrade all the devices in the ADOM.

2. Why should the ADOM version match the FortiGate firmware version?
¥A. To minimize CLI syntax issues between FortiGate and FortiManager
B. To keep the FortiGate licenses up to date
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> Policy Locking and Workflow Mode
FE:E FlTInEt © Fortinet Inc. All Rights Reserved
Training Institute :
Good job! You now understand ADOM revision and database versions.
Now, you will learn about policy locking and workflow mode.
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* Use policy and device locking
» Use workflow mode
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding the purpose and use of policy locking and workflow mode on
FortiManager, you will be able to understand how they impact your network.
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Policy locking is available in workspace normal and per-ADOM modes. Policy locking allows administrators to
work on and lock a single policy package instead of locking the whole ADOM. You can lock either the whole
ADOM or a specific policy package. Policy locking is an extension of ADOM locking, which allows multiple
administrators to work on separate policy packages on the same ADOM at the same time.
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In workspace normal and per-adom modes, you can also lock specific devices to make changes to them.
Other administrators will be unable to make changes to those devices until you unlock them, log out of
FortiManager, or are forcibly disconnected when another administrator locks the ADOM that the device is in.

Locking an ADOM automatically removes locks on devices and policy packages that you have locked within
that ADOM.

Keep in mind that you cannot lock individual devices if ADOMs are in advanced mode.
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+ Allows administrators to lock a single policy within the same policy package

* Policy lock is released automatically at administrator timeout, or if session is closed
gracefully without unlocking the policy package
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In workspace mode, administrators can lock individual policies, except for policies used by policy blocks. You
cannot lock an individual policy when the policy is used in a policy block. If you want to modify a policy, you do
not need to lock the entire policy package. Once you lock a policy, a padlock icon appears beside the policy.
Other administrators are now unable to modify your policy or lock the policy package where the locked policy
is in, and unable to lock the ADOM.

The policy lock is automatically released at administrator timeout, or if the administrator closes a session
gracefully without unlocking the policy package or policy.
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* Works together with ADOM locking

+ Sessions can be created only on some of the management panes
* Workflow is mostly used to make changes under Policy & Objects

Allows you to control the creation, configuration, and installation of multiple settings
All changes must be approved before they can be installed on a device

Modifications made during a workflow session must be discarded or submitted for
approval at the end of a session

Rejected sessions can be repaired and resubmitted as new sessions for approval
* Management panes are initially read-only until an ADOM is locked

Workspace Settings
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config system global
set workspace-mode workflow
end
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Instead of workspaces, you can use workflow mode. As with the other workspace modes, enabling workflow
terminates all management sessions. You must notify other administrators to save their work to prevent any
data loss. You can enable workflow mode on the CLI or GUI.

You can use workflow mode to control the creation, configuration, and installation of several settings.
However, this feature is mostly used to control changes to firewall policies and objects.

Approval is required before changes can be installed on a device. All the modifications made in a workflow
mode session must be discarded or submitted for approval at the end of the session. Sessions that are
rejected can be repaired and resubmitted for approval as new sessions. All sessions must be approved in the
same order in which they were created to prevent any conflicts.

In workflow mode, panes related to FortiGate configuration are read-only at first. To create a new workflow
mode session, you must lock the ADOM first, similar to workspaces.
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The graphic on this slide shows how to use workflow mode.

When Admin A locks the ADOM, a green lock icon appears. Admin A has read-write access and creates a
new session on the Policy & Objects pane in the ADOM. Admin A makes configuration changes to the

managed devices and submits the request for approval to Admin B. This approval submission automatically
unlocks the ADOM.

Admin B must have read-write permission for workflow approval. Admin B then locks the ADOM and has
read-write access. Admin B opens the session list and has the option to approve, reject, discard, or view
differences in the changes submitted by Admin A.
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Workflow Permissions
* An administrator must be part of an approval group before they can approve a session
* Regardless of which administrator profile an administrator account is part of
» Administrator will also need to have access to the ADOM in which the session was created in order to
approve it
* On the GUI, the approval matrix must be configured before the workflow sessions are
allowed
Miail Server | Sysiog Server | Meta Fields | Misc Settings . — z
Workspace Settings Apraval Grok o "
Maode Disable | Workspace (ALL ADOMs] \.’\u'-Jrk:u_"_c:Pv_---&DOi‘-vﬂ m‘mn_ :
Workflow Appravals Click b select selected
[0 ADOM Name * Approvers Email Notification T-‘ﬂ’"'-‘ x
No record found. : _ Sz : L/
(o I
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An administrator must be part of an approval group, and have rights over the ADOM in which the session was
created, in order to approve a session. Being part of the Super Admin profile is not enough to approve a

session.

In the Workflow Approvals section, configure the workflow approval matrix using the following values:

+ ADOM: Select the ADOM you want to apply workflow mode to.

+ Approval Group #1: Add the administrators who will approve the changes in the ADOM.

+ Send email notification to: Send administrators email notifications when another administrator makes
changes and submits the changes for approval.

» Mail server: Select the email server that FortiManager will use to send its notifications in the Mail Server
field.
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Creating a New Workflow Session
» Select and lock ADOM
& ADOM: root
* Open session list
e Policy & Objects
Folicy Packages
» Create new session
i = Create New Session M| ox
i-‘:‘:n":ﬁ{o Hanz = Creaed By = Db Submites = Apereal Sunos = Comimenis = u | 3 i
o 0/1024
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The administrator must lock the ADOM before they are allowed to create a new session. After the ADOM is
locked, the administrator has the option to create a new session and start making changes to the policy

package. Note that the administrator cannot make any changes to policy packages until they create a new
session.
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Submitting Workflow Sessions
» Save the session then submit changes [ el iy e ) B e [N G i
- Session changes are discarded if administrator ¥ | Search. Q || [+ Create New~ | [ g Editv | [ Delete || f Section |
logs out without saving them
+ Saved sessions can be worked on at a later time 5] FortiManager g Sessions ~

* The Sessions field also allows you to view @ Dashboard View Diff
a session diff

* After submitting changes for approval, piscare
ADOM returns to unlocked state

&3 De

B Policy & Objects
. installation Target]
Policy Packages

5 Training

Submit for Approval B ox
Save the session, then submit changes, or select
Submit to automatically save and submit changes illiaclie
CI‘.A:‘.;}‘ld security profile

2&-’132;

Attach configuration change details
o
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After you edit firewall policies or objects, click Save to save your session, then submit your changes.
Alternatively, you can click Submit, which saves and submits the changes automatically. You can view a
session diff before submitting the session for approval.

After you submit your changes for approval or have discarded them, the ADOM automatically returns to the
unlocked state.

FortiManager 7.6 Administrator Study Guide 201



Policies and Objects

DO NOT REPRINT

EODRDTINIET
TN TITNL 1

-—
Approving, Rejecting, or Repairing Workflow Sessions

* To approve a session:

» Administrator must have appropriate rights
required to approve a session

* Must lock the ADOM in which the changes
were made

* Open Session List

Session List ]

Reject | | ¢ ¥ Discard | [ 5 B || search

* Actions available: O fopre| 7

A I Session Name Created By Date Submitted Approval St .

° rove
pp v [ K © Update firewall poli 5 student  2024-12-31 12:14:14 PST  Q/1

* Reject 071034
* Repair
+ Discard
* Revert
* View Diff

[Submit] [student]
2 12:14-14 PST
security profile

[Save] [student]
2024-12 12:12:37 PST
SRR 1| [Mates] [student]

* Rejected sessions can be resubmitted with

proposed ChangeS (oA PR | Continue Without Session
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After the workflow request is submitted, administrators with the appropriate permissions can approve or reject
the pending request.

The approval administrator must lock the ADOM during the decision process. After the ADOM is locked, they
can open the session list. The session list shows the administrator who submitted the request and other
information, such as date of submission, total requests, and comments by the submitting administrator.

The approver administrator has several options available:

+ Approve: The session is waiting to be reviewed and approved. If the session is approved, no further action
is required.

* Reject: If the session is rejected, the system sends a notification to the administrator who submitted the
session. The approver administrator has the option to repair the changes. A session that is rejected must
be fixed before the next session can be approved.

* Repair: When a session is rejected, it can be repaired to correct the problems with it.

+ Discard: The approval administrator doesn’t agree with the changes and discards them. No further action
is required.

* Revert: A previously approved session can be reverted, which undoes any existing later sessions. This
creates a new session at the top of the session list that is automatically submitted for approval.

» View Diff: The approval administrator can view the differences between the original policy package and
changes made by the submitting administrator.

In the example shown on this slide, the administrator user student submitted the request for approval.
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Closing Sessions With Locked ADOMs

+ FortiManager does not immediately close sessions that were unexpectedly interrupted
* For example, when a computer crash occurs, or when you close the browser with the open session

* In these cases, sessions are closed after a timeout, or they must be manually deleted

System Information

[#]
-

Fortifanager
PAGAMTM2401 2945

FMGVMEA-KVM []  sdmniCurent) Supsr_dser GUILYZ 16010 mot 1Rkt

2 3% 2024 PST

v7.4.1 build3344 (Mature)

o admin Super Uwr GUESEOILS0 My ADOM 1735677475 A5m 01x
Last Backup: Fri Now 22 07:11:15 2004

ol

q:ﬂ = a® W

istrasoes admin /1 in total

7 days 16 hours 47 minutes 27 seconds FortiManager # diagnose sys admin-session list

emain 40 *HX entry 1 Ak
T session id: seq: 1)
. . . username: admin
When a session with a locked ADOM is admin template: admin
interrupted, other administrators cannot from: GUI(10.0.11.50) (type 1)
access that ADOM until the session is closed. profile: Super User
adom: My ADOM
session length: 833 (seconds)
idle: 301 (seconds)
FortiManager |# diagnose sys admin-session kill 863
P
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When a FortiManager session is interrupted, such as a when the management computer crashes, or when
you close a browser with an open GUI session, that session remains open for the system configured timeout,
or until an administrator manually deletes it. When a session associated with a locked ADOM is interrupted,

the read-write access to that ADOM is not possible for other administrators until the interrupted session is
deleted.

You can delete administrator sessions on the GUI or the CLI as shown on this slide. After the session is
deleted, the ADOM will be unlocked immediately.
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Knowledge Check

1. Which statement about workflow mode is true?
vA.  Workflow sessions that are rejected can be repaired and resubmitted for approval as new sessions.
B. Workflow sessions can be created by locking an individual policy package.

2. What is a benefit of the policy locking feature?
vA. It allows you to lock a single policy package instead of the whole ADOM.
B. Itallows you to lock multiple firewall policies in a policy package.
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Lesson Progress

~/> Policy and Object Management

~/> Import and Install Wizards

4’> ADOM Revision and Database Versions

~/> Policy Locking and Workflow Mode
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Review

Manage policy packages and objects

Create installation targets for policies and policy packages
Configure dynamic objects

Interpret the policy package status of a device on FortiManager
Use the import configuration wizard

Use the install and reinstall wizards

Use ADOM revisions

Describe how the ADOM version affects the policy and object
configurations

Use policy and device locking

v" Use workflow mode
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This slide shows the objectives that you covered in this lesson.
By mastering the objectives covered in this lesson, you learned how to manage policies and objects on

FortiManager for FortiGate. You also learned how to configure policies and objects on FortiManager, and then
install them on FortiGate.
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In this lesson, you will learn about the global database ADOM and central management.
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Lesson Overview

_ Global Database ADOM

) Central Management
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In this lesson, you will learn about the topics shown on this slide.
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Global Database ADOM

Objectives

* Explain global policies and objects
* Describe how to use the global database ADOM
+ Configure a global policy
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After completing this section, you should be able to achieve the objectives shown on this slide.

Now, you will learn about the global database ADOM and its feature sets.
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Shared Global Policies and Objects

* Global policies and objects are shared among all ADOMs

FortiManager

GLOBAL( (}/

o~ ©
P P
2 2
€ €
@ @
o o
I I
© ©
(=] (=]

b N
2 2
2 2
(7] (7]
P 2 B 2

Global Policies Global Policies & Global Policies &
& Objects Objects Objects
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Global policies and objects allow administrators to push firewall policies to some or all ADOMs. You must

explicitly assign global policy packages to specific ADOMs on which administrators want to install similar
policies.

The illustration on this slide shows that different ADOMs can use separate global policies. When you create a
global policy package, you can choose ADOMs that you want to apply specific policies to. Furthermore, you
can even pick specific policy packages in individual ADOMs that you want to apply the global policies to.

You can create global policy packages based on the type of network environment that you are managing and
apply header or footer policies to meet the security requirements.
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+ Contains global objects, and header and footer policies
( Global Database \
ADOM
Changes from Changes from New Revision Configuration
Policy & Objects Device Manager built from changes sent
pane pane Device DB over FGFM
@ O
Global Policy Packages & Device Manager Device Manager
Policy 1 Objects Device DB Revision History
a )
@ O
Global Policy Packages & Device Manager Device Manager
Policy 2 Objects Device DB Revision History
[
\ J Install Policy Install
Assignment Package and Device Install
Device Settings Settings only
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You can use header and footer policies to wrap policies in individual ADOMs. An example of where header

and footer policies would be used is in a carrier environment, in which the carrier would allow customer traffic

to pass through their network but would not allow the customer to have access to the carrier network assets.

The illustration on this slide shows how global policies and objects are assigned to ADOM policy packages.
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Global Database ADOM—Policy Types

* Header policy—placed at the top of the policy package in the individual ADOM
* Footer policy—placed at the bottom of the policy package in the individual ADOM

E| FortiManager B Policy Package ~ @5 ADOM Revisions  #§ Tools =

B Policy & Objects ~ 5 rch Q, | + Create New v |||'_', Editv | | T

t de
Policy Packages — O | * Name
Firewall Header Policy

Firewall Footer Policy

Assignment

F:=RTINET
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Enter the Global Database ADOM to access the global policy database.
Header policies are the policies located at the top of the policy package in the individual ADOM.

Footer policies are the policies located at the bottom of the policy package in the individual ADOM.

FortiManager 7.6 Administrator Study Guide 212



Global Database ADOM and Central Management

DO NOT REPRINT

CODRDTINET
UINTITNL ]

-—
Example—Header Policy

 Create a firewall policy to block Telnet traffic

El FortiManager M Policy Package = §f: ADOM Revisions i Tools =

Q |-I-C|'_‘ztch'.'av B Editv || B L

Palicy Packages B £ default O |# MName From To Source Destination | Schedule

0| Block_Telnet | [OJany O any = Eall =l [0 ealways

B Policy & Objects - B4 rch... | | [2] Callapse All | | [3 |<t- View Madew | | Search...

Service Action

[ ETELNET @ Deny

Firewall Footer Policy

Assignment

+ After you assign the global policy package to an ADOM and install a package in that
ADOM to a managed device, Telnet traffic is blocked
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In the example shown on this slide, a header policy blocks Telnet traffic from passing through the managed
firewalls.

The next step is to assign this policy to one policy package in an individual ADOM.

FortiManager 7.6 Administrator Study Guide 213



Global Database ADOM and Central Management

DO NOT REPRINT

CODRDTINET
UINTITNL ]

Assigning a Global Policy Package to an ADOM

* First, add the required ADOMs as targets [

Please select ADDMs to assipn global poficy package to.
B Folicy Package « i ADDM Revisions ) Tools = Sclect ADOMs a

+ ado Aol [#

ADOMZ

v

B 5 default O | ADoM Cllck to select

Firewall Heade

Mo receed found.
Firewall Footes

Assignment.

Click to select Lentry schected

+ Second, assign the global policy package to the ADOMs

Assign Global Policy Package - default »

Global Objects ® Aislij_-;n USED Objects
by
O Assign ALL Objects

Firewsall Foater Folicy

Automatically Install Policies to ADOM Devices e ]

Start 1o Assign Cancel
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This slide shows the steps to assign a global policy package to an ADOM policy package.

In this example, the default global policy package is added to the HQ-NGFW-1 policy package in ADOM2.
After installation, the status changes to Up to date.

Notice that there are several options available when assigning a global policy package, including:
» Assign used objects only

» Assign all objects
» Automatically install policies on ADOM devices
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Viewing Assigned Global Policy

« [Elcotapse ar | [23] [ viow vadew | | Search

o ¢ Hame Friom Ta Sairee Destination el 50 ion

Caution: Never create address
objects or profiles starting with
letter “g” on the ADOMSs or
managed devices

Ot Block_Teloet | Clamy Owv B 2 all Gralvays @ ACLNT | @ieny

Hireswgll Footer Folcy

Assianmone

 Local-FortiGate now includes the header policy created in global database ADOM

8 oo

o[z Block_Teloét [ any Clany

* After installation, the global policy shows at the top locally on FortiGate

[E] o = BPolcyPackage + By install Wimard w2 ADOM Rewisions £ Tooks = . =

Tiwatirmabicn
DEgTELMET & DENY
@an ~ ACCERT

el e ACCEIT

AL « ACCEPT
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After you assign the global database ADOM objects, they appear on the Policy & Objects pane for that
ADOM. All global objects start with "g" and are edited or deleted in the global database ADOM only.

A word of caution. Never create address objects or security profiles starting with letter “g” on an ADOM
database or directly on the managed devices because this may create conflicts with global database ADOM
objects and cause configuration failure issues.

In the example shown on this slide, the header policy is added to the HQ-NGFW-1 device. You can assign
only one global policy package to an individual ADOM policy package. Assigning an additional global policy
package to the same individual ADOM policy package removes previously assigned policies. Also, you cannot
edit and move the header and footer policies between the rules in an individual ADOM policy package.

You must install policy packages on the managed devices for the new rules to work. A header policy is
installed at the top of the list of the firewall rules on the target device.
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Knowledge Check

1. Whatis the purpose of the global database ADOM on FortiManager?
A. To push global device-level changes to devices in selected ADOMs
+B. To push similar firewall policies universally to selected ADOMs

2. How are global objects identified?
¥'A. Global objects start with “g".
B. Global objects start with “o0”.

F:=RTINET
Training Institute

© Fortinet Inc. All Rights Reserved.

10

FortiManager 7.6 Administrator Study Guide

216



Global Database ADOM and Central Management

DO NOT REPRINT

COAORTINIET

(W B | - L
Lesson Progress

v~  Global Database ADOM

> Central Management
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Good job! You now understand the global database ADOM.

Now, you will learn about other manager panes and the Security Fabric features available on FortiManager.
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Central Management

Objectives

* Describe the features available in Fabric View
* View the Security Fabric rating and the Security Fabric topology
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in understanding the Security Fabric and its feature sets, you will be able to
use the Security Fabric effectively in your network.
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Fabric View Pane

* You can view Security Fabric Fabric View
ratings of managed devices

. . . Physical Topolo
* Physical and logical topologies VS il
available when managing LogicatTopology
FortiGate devices in a fabric Security Rating
+ Several connector types allow ot Comechors
interaction with other products and External Connectors
platforms Cloud Orchestration
* Ability to orchestrate the
deployment of FortiGate
autoscaling groups on AWS Note: After adding the root FortiGate, all downstream
devices in the fabric are automatically added as
Unauthorized in the root ADOM.
Note: Refresh the fabric root after all the members of
the group are added to FortiManager.
FZERTINET
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The Fabric View pane allows you to display the Security Rating reported by managed FortiGate devices.
When FortiManager is managing FortiGate units that are part of a Security Fabric, the option to view the
physical and logical topologies of the fabric becomes available.

From this pane you can also add several types of connectors that allow FortiManager to interact, and use
objects created in other products and platforms, both in the local network and cloud based. Refer to the
FortiManager Administrator Guide for the complete list of connectors available.

FortiManager supports the ability to orchestrate the deployment of FortiGate autoscaling groups (ASG) on

Amazon Web Services (AWS). This allows administrators to use FortiManager as a single pane to deploy all
resources required to implement FortiGate ASG in the public cloud.
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Security Fabric Rating
: : _Fabric View > Security Rating
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The Security Rating feature includes checks that can help you make improvements to your organization’s
network, such as enforce password security, apply recommended login attempt thresholds, encourage two-
factor authentication, and so on. You can view Security Fabric ratings for all FortiGate devices managed by
FortiManager.

The Security Rating page includes the same three scorecards available on FortiGate:

+ Security Posture
+ Fabric Coverage
+ Optimization

These scorecards provide an executive summary of the three largest areas of security focus in the Security
Fabric.

The scorecards show an overall letter grade and breakdown of the performance in subcategories. Clicking a
scorecard drills down to a detailed report of itemized results and compliance recommendations. The point
score represents the net score for all passed and failed items in that area. The report includes the security
controls that were tested against, linking to specific FSBP or PCI compliance policies. You can click the FSBP
and PCI buttons to reference the corresponding standard.
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Fabric Topology View

* Full topology available at Fabric View > Physical, or Fabric view > Logical Topology
* Right-click a fabric member for FortiGate topology
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o 9 Select a CSF: | %% SF - ||lQ Device Traffic » | | & No Critical Risk
Upstream | Internet - Metrics  Bytes (Sent/Received) -
BE |[@ozee| [D
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Fabric Root
FortiAnalyzer
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Topology for SF
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W Iretsll VM License
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FortiManager recognizes Security Fabric groups of devices and lets you display their fabric topology. You can
click Fabric View > Physical Topology, or Fabric View > Logical Topology to view the full topology. This
view includes shortcuts to any existing security recommendations that redirect you to the Security Rating
pane.

You can also can right-click any device in the fabric, and then select Fabric Topology to view its location
relative to other fabric members. This is illustrated on the slide for the HQ-NGFW-1 device.
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Knowledge Check

1. What does the Fabric View pane allow you to do?
< A. View Security Fabric ratings of configurations for Security Fabric groups.
B. Modify the topology of the Security Fabric.
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Congratulations! You have completed this lesson.
Now, you will review the objectives that you covered in this lesson.
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Review
v Explain global policies and objects
v" Describe how to use the global database ADOM
v" Configure a global policy
v" Describe the features available in Fabric View
v" View the Security Fabric rating and the Security Fabric topology
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned about the global database ADOM, and the
Security Fabric.
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In this lesson, you will learn how to diagnose and troubleshoot issues related to FortiManager and managed
devices.
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Lesson Overview

> Deployment Scenarios

> Diagnostics and Troubleshooting

> Troubleshooting Device and ADOM Databases

> Import and Installation Issues
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In this lesson, you will learn about the topics shown on this slide.
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Deployment Scenarios

Objectives

» Describe common deployment scenarios for FortiManager
* Describe the purpose of keepalive messages
* Replace a managed FortiGate
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After completing this section, you should be able to achieve the objectives shown on this slide.
By demonstrating competence in understanding various FortiManager deployment scenarios, keepalive

messages, and how to replace a managed FortiGate device, you will be able to deploy FortiGate devices in
various scenarios and manage FortiGate devices.
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FortiManager Behind a NAT Device

* Only FortiManager can discover the device
« During discovery, the FortiManager NATed IP address is not set on FortiGate
* Only FortiManager tries to reestablish the FGFM tunnel, if it is torn down

FortiManager ) FortiGate
NAT Device

—_—

— =
FortiManager NATed IP address

config system central-management
set fmg <FMG_NATed IP address>

Configuring the NATed IP address of FortiManager on FortiGate allows:
* FortiGate to announce itself to FortiManager
+ Both FortiManager and FortiGate to try to reestablish the FGFM tunnel, if torn down

If FortiManager is behind a NAT device, it is recommended
that you configure the FortiManager NATed IP address using
system admin settings on FortiManager. You can also
configure the FortiManager FQDN if it has one associated.

config system admin setting
— | set mgmt-addr <FMG NATed IP address>
set mgmt-fgdn <FMG fgdn>

&
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In the scenario shown on this slide, FortiManager is operating behind a NAT device. By default, only
FortiManager can discover a new device. If the FortiGate-FortiManager communication protocol (FGFM)
tunnel is torn down, only FortiManager tries to reestablish the FGFM tunnel. This is because, by default, the
network address translated (NATed) FortiManager IP address is not configured on FortiGate central
management.

How can FortiGate announce itself to the NATed FortiManager, or try to re-establish the FGFM tunnel if it is
torn down?

You can configure the FortiManager NATed IP address on FortiGate under the central management
configuration. This allows FortiGate to announce itself to FortiManager and try to re-establish the FGFM
tunnel, if it is torn down. Configuring the FortiManager NATed IP address on FortiGate allows both
FortiManager and FortiGate to reestablish the FGFM tunnel. Also, if you configure the FortiManager NATed IP
address under the FortiManager system administrator settings, FortiManager sets this address on FortiGate
during the discovery process.

Additionally, if your FortiManager has an FQDN associated, you can also configure it so FortiGate devices
can use it to announce themselves and reconnect to FortiManager if needed.
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FortiGate Behind a NAT Device

» FortiManager can discover FortiGate through the FortiGate NATed IP address
* FortiManager doesn’t automatically attempt to reestablish the FGFM tunnel, if it is torn down
+ Clicking the Refresh Device icon in the Managed FortiGate forces a one-time connection attempt

FortiManager NAT Device FortiGate

FortiGate NATed IP address

IF Search

Can
£ Managed FortiGate (2} oo
+ DRI-FGT-1 2i

# HONGFW 1

¥ Ede | [ # Deiete

0O | Device Mame

config system central-management
set fmg <FMG IP address>

* FortiGate can announce itself to FortiManager
Only FortiGate tries to reestablish the FGFM tunnel, if torn down

v #EBRIFGTA

O #HONGFW-L
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In this scenario, FortiGate is operating behind a NAT device. FortiManager can discover FortiGate through the
FortiGate NATed IP address. FortiGate can also announce itself to FortiManager. What if the FGFM tunnel is
interrupted? If the FGFM tunnel is torn down, only FortiGate attempts to re-establish the connection.
FortiManager treats the NATed FortiGate as an unreachable device and doesn’t attempt to reestablish the
FGFM tunnel. However, you can force a one-time connection attempt from FortiManager by clicking Refresh
Device icon in the Managed FortiGate for the managed device in Device Manager.
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Both Devices Behind a NAT Device

* FortiManager can discover FortiGate through a NATed FortiGate IP address
+ Clicking the Refresh icon in the Connection Summary widget forces a one-time connection attempt

FortiGate

FortiManager

NAT Device NAT Device

A b

FortiManager FortiGate NATed
NATed IP address IP address

config system central-management
set fmg <FMG_NATed IP address>

If a FortiManager NATed IP address is configured on FortiGate, then:
+ FortiGate can announce itself to FortiManager

+ If the connection is torn down, only FortiGate attempts to reestablish the connection

F::RTINET
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What if both devices—FortiManager and FortiGate—are behind a NAT device? Then, the FortiGate device is
discovered by FortiManager through the FortiGate NATed IP address. Just like it was in the NATed
FortiManager scenario, the FortiManager NATed IP address in this scenario is not configured under the
FortiGate central management configuration. FortiManager does not attempt to reestablish the FortiGate to
FortiManager (FGFM) tunnel to the FortiGate NATed IP address, if the FGFM tunnel is interrupted. If the

FortiManager NATed IP address is configured on FortiGate under the central management configuration,
FortiGate tries to reestablish the FGFM tunnel, if it is torn down.
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FGFM Keepalive Messages

+ Configured on FortiManager

config system dm
set fgfm-sock-timeout 360
set fgfm keepalive itvl 120

« If FortiManager does not receive a keepalive message for the duration of the fgfm-
sock-timeout value, the tunnelis torn down

# FGFMs: Timeout[360] for sock.

FGFMs (FGVM. .-10.0.11.254) :
Cleanup devid=307 tunnel ip from

DVM (ret=0)

F::RTINET
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Keepalive messages are sent from FortiGate at configured intervals. If there are no responses to the

keepalive messages for the duration of the sock timeout value, the tunnel is torn down and both ends attempt
to reestablish it.

You can configure the timeout and interval by setting the following parameters:

+ fgfm-sock-timeout: the maximum FortiManager or FortiGate communication socket idle time, in
seconds

+ fgfm keepalive itvl: the interval at which the FortiGate sends a keepalive signal to a FortiManager
device to keep the FortiManager or FortiGate communication protocol active
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FGFM Keepalive Messages (Contd)

* Only FortiGate sends a keepalive message to FortiManager, regardless of which device
established the FGFM tunnel

+ FortiGate also sends a configuration checksum to confirm synchronization as a part of the message

FortiGate # diagnose debug application fgfmd 255

FortiGate # diagnose debug enable

FGFMs: client:send:

keepalive

checksum=56 06 ae ab ea 15 72 |
ipsversion=18.00132(2021-07-31}01:29)...

FMG # diagnose debug application fgfmsd 255
FMG # diagnose debug enable

FGFMs (FGVM01..-265-100.65.1.111) : fgfm keepalive handler: old|chksum: 56 06 ae ab ea 15 72 ..
FGFMs (FGVM01..-265-100.65.1.111) : fgfm keepalive handler: new|chksum: 56 06 ae ab ea 15 72 ..
FGFMs (FGVM01..-265-100.65.1.111) : server:send:
reply 200

request=keepalive

cur_tun_serial=

F::RTINET
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Only the FortiGate devices send keepalive messages to FortiManager, regardless of which device established
the FGFM tunnel. FortiGate includes a configuration checksum in the keepalive messages to confirm
synchronization as a part of the keepalive message. The intrusion prevention system (IPS) version is also
included in the messages.
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Recovery Logic

» To make configuration changes to FortiGate, FortiManager sends set and unset CLI
commands

* FortiGate devices:
* Apply set commands
 Test the FGFM connection to FortiManager
« If the connection fails, FortiGate applies the unset command after 15 minutes

+ If the connection fails again, FortiGate reboots and recovers the previous configuration from its
configuration file (optional)

* Can be enabled from the FortiManager CLI

config system dm
set rollback-allow-reboot enable—

end

F::RTINET
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When you perform an installation from FortiManager to FortiGate, FortiManager always tries to ensure
connectivity with the managed FortiGate device. If the connection fails, FortiManager tries to recover the
FGFM tunnel by unsetting the command that caused the tunnel to go down.

For each installation, FortiManager sends the following commands to the managed FortiGate device:
+ set commands, needed to apply the configuration changes.
* unset commands, to recover the configuration changes.

When applying changes, FortiGate:
» Applies the set commands, using memory only and nothing is written to a configuration file
+ Tests the FGFM connection to FortiManager

If the connection fails to reestablish, FortiGate applies the unset command after 15 minutes (not configurable

and not based on sock timeout values). If the connection remains down, and rollback-allow-reboot is
enabled on FortiManager, FortiGate reboots to recover the previous configuration from its configuration file.
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Replace a Managed Standalone Device

* When a management connection request is made, the FortiGate serial number is verified

* When replacing a standalone device, you must manually change the serial number and
redeploy the configuration

* When replacing a FortiGate cluster member, FortiManager learns the new serial number
through the FGFM tunnel

&
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FortiManager saves the configuration revisions of a managed device. But what happens if you need to replace
the standalone managed device because of hardware failure or return merchandise authorization (RMA)?

You can replace the faulty standalone device by manually changing the serial number of the faulty device to
the serial number of the replacement device on FortiManager. Then, you redeploy the configuration. The
serial number is verified before each management connection because the licenses are attached to the
FortiGate serial number. When replacing a FortiGate cluster member, FortiManager learns the new serial

number through the FGFM tunnel.
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Replace a Managed Standalone Device (Contd)

1. Note the original FortiGate device name

’diagnose dvm device list ‘

2. Update the serial number of the replacement FortiGate

’execute device replace sn <devname> <serial number> ‘

3. Verify that FortiManager updated the serial number in its database
Replacement FortiGate should not contact
FortiManager before execute device replace
’diagnose dvm device list ‘ sn <devname> <serial number> isrun. [fit
does, you must delete the unregistered device entry
prior to rerunning the command !
4. Send a registration request from the replaced FortiGate
5. If connectivity is down after updating the serial number, you might need to reclaim the

management tunnel

’execute fgfm reclaim-dev-tunnel <optional device name> ‘

&
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Note that the replacement FortiGate should not contact FortiManager before the execute device
replace sn <devname> <serial number> command is run. If it does, you will have to delete the

unregistered device entry prior to rerunning the command.

To replace the faulty device with the new device, take the following steps:

1. Note the device name of the original FortiGate.
If the replacement device is already listed as unregistered, then you will need to delete it from the
unregistered device list in the root ADOM.

2. Add the serial number of the replacement FortiGate.
After you execute the replace command, FortiManager updates the serial number in its database.

3. Verify that the new device serial number is associated with the faulty device in FortiManager.
You can do this using the CLI or System Information widget on FortiGate.
4. Send a request from the replacement device to register it with FortiManager.

If connectivity fails after you update the serial number, you might need to reclaim the management tunnel. The
device name is optional. If you run the command without the device name, FortiManager tries to reclaim

tunnels from all managed devices.

Optionally, you can change the device password that you used when you added the device by running the
execute device replace pw <device name> <password> command.
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Knowledge Check

1. If FortiManager is behind a NAT device, which step is recommended?

A. Configure the NATed IP address of FortiManager with the set mgmt-addr command under the
config system admin setting.

B. Configure the NAT device IP address on FortiGate.

2. What does the fgfm-sock-timeout command do?
Y'A. It sets the idle time-out setting for communication between FortiManager and FortiGate.

B. It sets the idle time-out setting for communication between FortiManager and the public FortiGuard
server.

F::RTINET
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Lesson Progress

w/> Deployment Scenarios

> Diagnostics and Troubleshooting

> Troubleshooting Device and ADOM Databases

> Import and Installation Issues

F::RTINET
Training Institute

© Fortinet Inc. All Rights Reserved 13

Good job! You now understand deployment scenarios.

Now, you will learn how to use some diagnostic commands to troubleshoot issues with FortiManager
connectivity and performance.
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Diagnostics and Troubleshooting

Objectives

* Troubleshoot connectivity issues and processes
* Diagnose registration, import, and installation issues
» Describe and perform best practices for database integrity

F::RTINET
Training Institute
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in using diagnostics and troubleshooting techniques, you will be able to
manage and maintain the integrity of FortiGate devices in your network.
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# get system status

# get system performance

# execute top

# execute iotop
# diagnose debug crashlog read

# diagnose sniffer packet <interface> <filter>
<verbose> <count> <timestamp>

# diagnose fgfm session-list
# diagnose dvm device list

# diagnose system print df
# diagnose system print partitions

# diagnose debug klog read

F::RTINET
Training Institute

Basic Troubleshooting Commands

Command Information

Current status — serial number, firmware version, ADOM
status, HA Status

Overall resource utilization — CPU, memory, disk

Lists processes with high CPU or memory usage

Lists processes with high /O usage
Crash logs

Packet sniffer

Confirming FGFM tunnel is up

Disk partition layout and status

Lists all kernel logs. Useful to identify if FortiManager is
running out of memory.

© Fortinet Inc. All Rights Reserved

This slide shows some CLI commands that you can use to troubleshoot FortiManager connectivity and

resource issues.

These commands are similar to the FortiGate commands that you can use to diagnose and troubleshoot
common issues. For example, to view the top running processes you can run execute top. You can use the

execute iotop command to identify system processes with high I/O usage (usually the disk activity). You
can view the crash log entries. If FortiManager is dropping packets or not receiving packets, you can run a

packet capture (sniffer) to help diagnose the reason. You can also test the device reachability and confirm the

status of the FGFM tunnel.
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* get system performance displays information about system resources, such as
CPU, memory, hard disk, and flash disk usage
FortiManager # get system performance
CPU:
| Used: 0.72% |
Used (Excluded NICE): 0.72%
Sused Suser %nice %sys %idle %iowait
CPUO 0.21 0.00 0.00 0.21 99.79 0.00 0.00 0
CPU1 0.62 0.00 0.00 0.41 99.38 0.00 0.00 0
Memory:
Total: 6,141,820 KB
|  Used: 1,804,192 KB 29.4%
Total (Excluding Swap): 4,044,672 KB
Used (Excluding Swap): 1,804,192 KB 44.6%
Hard Disk:
Total: 82,041,240 KB
|  Used: 9,185,896 KB 11.2% |
Inode-Total: 5,242,880
Inode-Used: 45,528 0.9%
IOStat: tps r_tps w_tps r kB/s w_kB/s queue wait_ms $util sampling_sec
8.9 6.3 2.6 191.3 647.2 1.9 217.4 974.45
Flash Disk:
Total: 1,007,512 KB
|  Used: 228,900 KB 22.7% |
Inode-Total: 65,536
Inode-Used: 38 0.1%
IOStat: tps r_tps w_tps r kB/s w_kB/s queue wait_ms $util sampling_sec
2.4 2.4 .0 269.8 0.3 0.0 15.9 974.45
amn
-
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Diagnostics and Troubleshooting

16

The get system performance command provides summarized information about system resource
usage. The output includes the following resource types:

* CPU: provides an overview of CPU usage information on the system. It shows what type of processes are

using what percentage of the CPU
* Memory: provides total memory available to the unit and how much memory is currently in use

* Hard Disk: provides hard disk usage information, including total disk space available and how much is

in use

* Flash Disk: provides flash disk usage information

Always check the Used row to check resource usage. If the resources usage is high, you may experience

issues managing devices from FortiManager. For example, adding devices or installing changes may take a

long time.

FortiManager 7.6 Administrator Study Guide

240



Diagnostics and Troubleshooting

DO NOT REPRINT

TN L |
High CPU and Memory Troubleshooting

* The execute top command displays real-time system monitoring
* Type h or shift+? to display the help

FortiManager # execute top
top - 13:08:23 up 1 day, 1:01, O users, load average: 2.40, 3.19, 3.34

Tasks: 188 total, 2 running, 186 sleeping, 0 stopped, 0 zombie

$Cpu(s): 15.4 us, 7.7 sy, 0.0 ni, 76.9 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 stl

MiB Mem : 2010.164 total, 41.250 free, 974.086 used, 994.828 buff/cache |

MiB Swap: 2027.867 total, 1361.922 free, 665.945 used. 855.359 avail Mem

PID USER PR NI VIRT RES [5CPU $MEM TIME+ S COMMAND
1163| root 20 0 17.6m 2.1m | 7.1 0.1 0:00.05 R top
1| root 20 0 602.2m 14.9m | 0.0 0.7 0:11.67 S /bin/initXXXXXXXXXX
2| root 20 0 0.0m 0.0m | 0.0 0.0 0:00.00 S [kthreadd]
F:ERATINET
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The execute top command displays real-time system statistics that are very useful for system monitoring.
The statistics are displayed in rows, as follows:

Row 1: current time, uptime, users sessions, average system load (last minute, 5 minutes and 15 minutes)
Row 2: total number of processes running, processes actively running, processes sleeping, stopped, in
zombie state

Row 3: CPU usage for user processes, system processes, priority processes, CPU idle, processes waiting for
1/0, hardware irq, software irq, and steal time

Row 4 and Row 5: physical and virtual memory usage, respectively

Row 6: details for each process, including the process ID, user, priority, nice value, virtual memory used,
percent of memory (RAM) used, percent of CPU used, total activity time, state of the process, and name of
the process

When you are troubleshooting issues with high CPU or memory usage, check the overall system resources.
Then check individual processes for high CPU or memory usage.

This is an interactive command, and you can change the format used in its output. For example, you can

change the sorting order, or change the number of tasks displayed. This command includes a help page you
can access by pressing h or Shift+?.
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High Disk Usage Troubleshooting

* execute iotop displays the processes that are responsible for high 1/0 usage

* By default, processes are sorted by highest percentage under the 10> column
* Press < or > to change the sort by column

FortiManager # execute iotop
Total DISK READ : 0.00 B/s | Total DISK WRITE : 3.83 K/s
Actual DISK READ: 0.00 B/s | Actual DISK WRITE: 24.50 K/s
TID PRIO TUSER DISK READ DISK WRITE SWAPIN 10> COMMAND
512 rt/4 root 0.00 B/s 0.00 B/s 0.00 %] 0.00 % |fortilogd [fortilogd.wrtr2]
1 be/4 root 0.00 B/s 0.00 B/s 0.00 ] 0.00 % |initXXXXXXXXXX
2 be/4 root 0.00 B/s 0.00 B/s 0.00 %] 0.00 % |[kthreadd]
3 be/4 root 0.00 B/s 0.00 B/s 0.00 %| 0.00 % |[ksoftirgd/0]
516 rt/4 root 0.00 B/s 0.00 B/s 0.00 %] 0.00 % |fortilogd [fortilogd.stat]
5 be/0 root 0.00 B/s 0.00 B/s 0.00 %] 0.00 % |[kworker/0:0H]
F=-=HTInEt © Fortinet Inc. All Rights Reserved 18
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You can use the execute iotop command to identify the specific processes that may be causing high disk
I/O read/writes.

By default, processes are sorted by the highest percentage under the 10> column, but you can change which
column is used to sort them. Press < to move the sorting column to the column on the left of the current one,
and press > to move the sorting column to the right of the current one. The current sorting column is indicated
by the > sign.
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FortiManager File System

* diagnose system print df displays information of mounted file systems
* Add -h for human readable output

 Useful for troubleshooting incorrect disk partitioning and insufficient disk size issues

FortiManager # diagnose system print df -h

Filesystem Size Used Available Use%| Mounted on

rootfs 1.9G 938.0M 1000.5M 48%| /

none 1.9G 0 1.9G 0%| /dev

none 3.2G 16.0K 3.2G 0%| /dev/shm

none 64.0M 44 0K 64 .0M | /tmp

/dev/vdal 983.9M 294 .9M 689.0M 30%| /data

/dev/mdvg/mdlv 49.0G 22.9G 26.0G 47%| /var

/dev/mdvg/mdlv 49.0G 22.9G 26.0G 47%| /driveO

/dev/mdvg/mdlv 49.0G 22.9G 26.0G 47%| /Storage

/dev/loop0 8.7M 97.0K 8.1M 1%| /var/dm/tcl-root
F:ERATINET
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The diagnose system print df command displays the file system information on FortiManager. It
shows the file systems currently mounted, as well as their sizes, usage, available space, usage in percentage,
and mount point.

This command can be useful when troubleshooting issues related to disk space utilization.
Some of the common file systems used by FortiManager include:

* /dev/shm is used as shared memory.

* /tmp is temporary file storage file system.

+ /data is the pointer to the flash disk partition.

+ /var is used for FortiManager database storage.

* /drive0 is used as the FortiAnalyzer archives and postgres database.
* /Storage is used for FortiAnalyzer log and report storage.
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Processes Status

A stuck task blocks other tasks from running

# diagnose dvm lock
Global database pending read: unlocked

o H Global database pending write: unlocked
On &l Idle SyStem’ there ShOUId nOt be any Global database reserved read: unlocked
. F|nd SlOW tasks with the Command: Global database reserved write: unlocked

Global database shared read: unlocked
Global database shared write: unlocked

# diagnose dvm proc list

dvmcmd process 1407 is running ...
Task 81 (pending) 1 lines, 0% done

ADOM: My ADOM (159)

User: admin

Title: retrievedevconftitle
Source: device manager (0)

Started: Mon February 19 14:45:12 2025

» Cancel or delete stuck or pending tasks from the task monitor
* When you cannot cancel or delete stuck tasks from the GUI, run these CLI commands:

’ # diagnose dvm task repair ‘ ’ # diagnose dvm task reset ‘

F::RTINET
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On FortiManager, a stuck task blocks other tasks from running. On an idle system, there should not be any
stuck task.

If FortiManager is taking longer than expected to complete a task, you can use the diagnose dvm proc
1ist command to identify any process or task that is stuck. A stuck task may prevent subsequent tasks from
being processed.

You can cancel or delete a pending or stuck task from the task monitor. If you cannot cancel or delete the
stuck or pending tasks from the GUI, you can run the following CLI commands to repair or delete:

*+ diagnose dvm task repair keeps existing data, where possible, while repairing the task database.
* diagnose dvm task reset removes the logs from the FortiManager task database. All existing tasks
and task history are erased.

Note that when you use either of these CLI commands, FortiManager restarts after fixing the task database.
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Debug Commands

Command Information

# diagnose debug enable Enable debug output on SSH/Telnet session
# diagnose debug timestamp enable Enable timestamp in the debug output
# diagnose debug application dmapi 255 Debug device-level operations: registration, deletion, refresh,
# diagnose dvm debug enable all auto-updates, resync process
# diagnose debug application Debug ADOM-to-device database copy process and import
securityconsole 255 policy packages
# diagnose debug application depmanager 255 Debug the registration and install processes, including CLI
# diagnose debug dpm conf-trace enable scripts run directly on devices, retrievals, and revision history
. FortiManager # diagnose debug info
* Before running any debugs, always check Gemeral
. cli debug level: 3
which debugs are currently enabled console debug output: enable
° ShOWS OUtpUt_from Other debuQS! i:?:?n;imzzzzz‘zs:debug output: 2;:;?ie
|f debug IeVeI IS nOt reset terminal session data masking: disable
Applicati
° TO reset the debug |eVe| peRes dzgwd debug filter: disable
diagnose debug reset depmanager debug level: 255
fgfmsd debug filter: HQ-NGFW-1
fgfmsd debug level: 255
oftpd debug filter: disable
F::RTINET
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You can use the debug commands shown on this slide to troubleshoot issues between FortiManager and
FortiGate. These issues could be related to actions such as adding, deleting, refreshing, auto-updating, and
installing.

Running a debug command shows the output from all other enabled debugs if they are not disabled or reset.

As a general best practice, and before you run any debug commands, you should always check if any other
debugs are enabled. Always reset the debug level setting before enabling any new debugs.
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Example—Debug Adding a Device

FortiManager # diagnose debug application depmanager 255

FortiManager # diagnose debug enable

FortiManager # Request:

{ "client": "dvm\/cmd:dvm\/cmd\/discover\/device ...:5907", "id": 2, "method": “
exec", "params": [{ "data": { "host": "100.65.1.111", "passwd": "FEExFET - Tygr
"admin"},

Response:

{ "id": 168, "result": [{ "data": { "branch pt": 1254, "build": 1254,
“managed serial”: “FMG-VMOA16001583”’ "platform str": "FortiGate-VM64-KVM",
"serialno": "FGVM010000064692", "version": 700}, "status": {

"code": 0, "message": "ok"}, "url": "start\/probe\/session"}]}.....
F:ERATINET
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The example on this slide shows a partial output of the diagnose debug application depmanager
255 command. This command allows you to obtain the real-time status of the FortiGate device being added.

Note that the output of this command is verbose and includes the output from all managed devices.
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* An abnormal shutdown can cause corruption to the file system and database
» Check the Alert Message Console widget and Event Logs for related messages
» Shows message on console connection during boot up
* You should back up FortiManager before repairing the file system
Alert Message Console
Time = Message =
Oct 22, 10:04:35 I Syster lost power at 2024-10-22 10:02
# Date Time Level User Sub Type Description Operation Performed Changes
12 2024-10-22 10:04:35 critical System manager event  System lost power unexpectedly system power localhost System lost power at 2024-10-22 10:02
. . FortiM q # di t fsck harddisk
derial number:FHG-UMBA16EB1583 Tﬁri.slugzzg?i.on u;??ngigciy:nsnreigir :;e tl‘?le system, then reboot the system.
Do you want to continue? (ys/mly
The disk t ted ly. : .
You should run ‘diag sys fsck harddisk’.|[ > |The system is golng doun NOW tt
FortiManager login: _ Highly recommended: Always connect FortiManager
to a UPS to prevent an unexpected shutdown
F=_-=_FlTInEt © Fortinet Inc. All Rights Reserved 23
Training Institute

An ungraceful shutdown on FortiManager can cause corruption to the file system and the internal databases.
This applies to both hardware and virtual machines.

If FortiManager loses power, a message on the console connection advises you to repair the file system.

Information about this and other unexpected events is also found in the Alert Message Console widget and
Event Logs.

Remember, always back up FortiManager prior to repairing the file system.

It is also highly recommended that you connect FortiManager to an uninterruptible power supply (UPS) to
prevent an unexpected shutdown.
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Best Practices—Database Integrity

+ Always perform a graceful shutdown using the GUI or the execute shutdown command
* A hard shutdown (power off) can damage the internal database

» Always follow the proper upgrade path
* Enable ADOM locking to avoid configuration conflicts

+ Before performing a firmware upgrade, make sure all administrators are logged off, and
perform database integrity checks

+ If you upgrade an inconsistent database, it might end up in a worse condition

If you cannot resolve a data integrity problem, you can factory reset
FortiManager and restore its configuration from a good backup!

F::RTINET

P s © Fortinet Inc. All Rights Reserved 24
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To ensure database integrity on FortiManager, you should follow these best practices:

+ Always gracefully shut down FortiManager. Using a hard shutdown can damage the internal databases.

+ If multiple administrators are performing operations on FortiManager, enable ADOM locking to avoid
configuration conflicts.

+ Always follow the correct upgrade path. If you don't, it may cause inconsistencies in the database.

» Make sure all administrators are logged off, and perform database integrity checks before performing a
firmware upgrade.

If you cannot resolve a data integrity issue, you can perform a factory reset on FortiManager, and then restore
the configuration using a good backup.
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Database Integrity

» Before executing database integrity

’diagnoseldvm|check—integrity

commands, you should:

+ Back up the FortiManager database, diagnose
.. diagnose

* Have all the administrators log off ai
iagnose
» Have all the ADOMs unlocked diagnose

cdb
cdb
cdb

check
check
check

cdb

check

adom-integrity
adom-revision
policy-packages
update-devinfo

database if errors are found

+ Integrity checks modify the FortiManager —

J Configure SChedu|ed backups of FortiManager’ 5 Upon successful verification: "Scheduled database

integrity verifications successful"

which:
+ Create new entries in Event Logs and the Alert
Message Console widget

+ Automatically executes database integrity commands
» Does not automatically make corrections

A\ 4

Upon unsuccessful verification: "Possible database
integrity problem detected during scheduled verification.

» Must be run again to correct the problems Please check manually"

F::RTINET
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If you are experiencing unusual behavior on FortiManager, check for issues with the databases integrity.

Database integrity commands modify any database errors that are found. It is recommended that you perform
a backup before executing database integrity commands. Additionally, it is recommended to have all the
administrators log out and all the ADOMSs unlocked, if workspace mode is enabled before running the integrity

check commands.

Having a backup is helpful when you don’t want to keep changes that were made by the integrity commands,

and you need to restore the FortiManager configuration.

As a best practice, configure a scheduled backup of FortiManager. FortiManager automatically runs database
integrity commands prior to a scheduled backup and creates logs. If there are any issues with database
integrity, you must rerun the commands to fix the problem since scheduled backups do not make the

necessary corrections.
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Database Integrity Commands

. Command | nformation ________

Verify and correct parts of the device manager databases,
including:
» Inconsistent device-to-group and group-to-ADOM
# diagnose dvm check-integrity memberships
* Unregistered, registered, and deleted device states
» Device lock statuses
* Duplicate VDOM entries

# diagnose cdb upgrade check objcfg-integrity Object config database integrity—perform a check to see
if upgrade and repair is necessary

# diagnose cdb upgrade check reference-integrity Perform a check to see if upgrade and repair is necessary
for reference table

# diagnose cdb check update-devinfo Update device info by directly changing the database

# diagnose cdb check adom-integrity Upgrade existing ADOMs to the same ADOM version in
order to clean up and correct the ADOM syntax

# diagnose cdb check policy-packages Verify and check dynamic mappings, and remove invalid
dynamic mappings

Not all integrity issues are found or fixed! After running a
F:=RTINET database integrity command, run it again to confirm the
o n X fixes © Fortinet Inc. All Rights Reserved 26
Training Institute :

This slide lists several commands that you can use to verify and maintain database integrity.

After executing a database integrity command that performs corrections to the database, you should rerun the
command to verify the proper implementation of those corrections.
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Example—Database Integrity

[1/11]
[2/11]
[3/11]
[4/11]
[5/11]
[6/11]
[7/11]
[8/11]
[9/11]

Checking
Checking
Checking
Checking
Checking
Checking
Checking
Checking
Checking

FortiManager # diagnose dvm check-integrity

object memberships

adom nodes

device nodes

device vdoms

duplicate device vdoms
device ADOM memberships
device HA Secondary
device clusters

groups

[10/11] Checking group membership
[11/11] Checking task database

. Correct
. Correct
. Correct
. Correct
.. Correct
. Correct
. Correct
. Correct
. Correct
. Correct
. Correct

R

General updating - adom My ADOM

FortiManager # diagnose cdb check adom-integrity My ADOM

..100% No errors

F::RTINET
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If any issues are found, the system recommends you perform a backup before applying any fixes to the affected database

© Fortinet Inc. All Rights Reserved.
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In the example on this slide, FortiManager does not find any integrity errors in the device manager databases
or the My_ADOM ADOM database.

If any errors are found, the system displays a message recommending you to perform a backup before
applying any changes to the database.
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Knowledge Check

1. Which command can you use to check and repair the filesystem in FortiManager?
A. diagnose dvm check-integrity
vB. diagnose sys fsck harddisk

2. Which statement about FortiManager best practices is true?

+A.  When you need to turn off FortiManager, always perform a graceful shutdown using the
execute shutdown command.

B. When you need to turn off FortiManager, always make a backup of the device database.

F::RTINET
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Lesson Progress

\/> Deployment Scenarios

J) Diagnostics and Troubleshooting

> Troubleshooting Device and ADOM Databases

> Import and Installation Issues

F::RTINET
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Good job! You now understand how to diagnose and troubleshoot various issues with FortiManager.

Now, you will learn about troubleshooting device and ADOM databases.
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Troubleshooting Device and ADOM Databases

Objectives

* Troubleshoot device-level and ADOM-level database issues

F::RTINET

B © Fortinet Inc. All Rights Reserved. 30
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After completing this section, you should be able to achieve the objective shown on this slide.

By demonstrating competence in understanding how to use CLI commands related to device-level and
ADOM:-level databases, you will be able to troubleshoot device-level and ADOM-level issues.
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Provisioning Templates

* Multiple ways to verify which template is assigned to which managed device

€l | Featume Visibiit

s
w v | BEat | | Ueiels | 0 Assig p || § More v

#5 | MNames Aasigred to Device/ Group +

2 Devices in Tatal View Details >

R [ # BRIFGT-1
A HO-NGEW-1 =
= mAddDevice ~ I0DeviceGroup~ & ADOM:root > @~ [~ ) °admln
IF  Search.. Dashboard: Summary i
\ 2 B Mana, i '
aged FortiGate (2) I o O P
AR R B o oo, | % | + Add Widget | ¥ Resst to Default |‘_, Rafrash |
4 BRI-FGT-1
Name 4+ HO-NGRW-1 Configuration
Dissexigitite B I
seription & Config Status +* Syrchronized
s el £ It Provisioning Template [ default x
&
Prirnary DS Server @ 200 81112 53
Secondary LINS Server @, 208.61.112.52
Local Do HNarme *
Intertace Select Methad SO Specify
Advarced Optiors
amn
F::RTINET

P n © Fortinet Inc. All Rights Reserved. 31
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You can verify which templates are applied to which FortiGate device from the Provisioning Templates
pane, or from the individual device Configuration and Installation widget.

In the example on this slide, the default system template is applied to HQ-NGFW-1 and BR1-FGT-1 for DNS
settings.
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View FortiGate Full Configuration on FortiManager

* Use the execute fmpolicy print-device-database command to export the
entire device configuration to a file

* File can be uploaded using the execute fmpolicy upload-print-logcommand to an FTP,
SFTP, or SCP server

* You can display the information on screen, but the output is extremely verbose (15,000+ lines)

* Example: Display HQ-NGFW-1 configuration

execute fmpolicy print-device-database|ADOM1 HQ-NGFW-1 -

* The same information is available on the G

U I View Device HONGEW-1 Confg

= Assigred Devices # HO-NGFW-1 [roat
IF  Search.. H

HO-MNGFW-1 froot]

@ Managed FartiGate (2]

[ 4 Aad Wik faull | | &2 Refosh
# BRLFGT-1

Revision

Tetal Reviginn

4 tallati Revision-42 {2025-01-06 14:00:04) :
st Installatio . ’
baak lnslalabiky Installed By: admin B

Device Configuration DB [+

F::RTINET
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You can use the execute fmpolicy print-device-database command to export the entire device
configuration to a file, which you can then upload to an FTP, SFTP, or SCP server.

Optionally, you can display the output directly on a CLI session, but the information is extremely verbose, and
you will have to increase the buffer size of your terminal session considerably to make it fit.

The same information is available by clicking the View Full Config button in the Configuration and
Installation widget.
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Commands for ADOM Databases

. Command | nformation

execute fmpolicy print-adom-database <adom> <output> Exports the entire ADOM database to a file
You can display the information on screen but
the output is extremely verbose

execute fmpolicy print-adom-package <adom> <policy Firewall policies contained in a specific policy

package/template name> <package name> <category name> package in the ADOM
<object name>

execute fmpolicy print-adom-object <adom> <category name> Individual objects in an ADOM

After exporting the entire ADOM database, you can use the execute fmpolicy upload-print-log
command to upload the resulting file to an FTP, SFTP, or SCP server

F::RTINET
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You can also view the policies and objects at the ADOM level, using the commands shown on this slide.
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* Device database information:

Comparing the Device Database With the ADOM Database

« ADOM database information

set uuld 5476b1dS-8be7-5lef-d3cs-3e8539bb2eco
set action accept

set srcintf “porta”

set dstintf “port2”

set nat enable

set srcaddr "all”

set dstaddr “all”

set schedule “none™

set service "ALL_I(MP"W"HTTP" "HTTPS"
next

FortiManager # FortiManager # execute|fmpolicy print-device-object]3 247 3 181 1
pump object [1] of category [firewall policy] iIn device [HQ-NGFW-1| vdom[root]:

FortiManager # execute|fmpolicy print-adom-package |3 1 5514 181 1
pump object [1] of category |Tirewall policy] in adom [root] package [HQ-NGFW-1]

config firewall policy

edit _"1"
set
set Uuld 5476D1ds-8be7-51ef-d3cs-3ees539bb2ece

set action accept

set srcintf “porta”

set dstintf "port2”

set nat enable

set srcaddr "all"

set dstaddr "all"

set schedule " =

set service i"aLL_ICMP" "HTTP" "H'ITPS"I

next

Note: In this example, 166 is the ADOM ID, and 181 1 refers to the firewall policy with ID 1

Revision Diffs Between 11 and Current DB

* From the GUI:

THGHY HQ-NGFW-1 X

firewall policy - changed (1)

#2  Policy ID = Mame = Fram =

: 1. [ Internet "portd”

To =

“peet2’ e il "none®

@ .

Source = | Destination = | Schedule s | Service 5

"ALL ICMP| "HTTP "HTTPS"

F::RTINET
Training Institute
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This slide shows an example of how you can use the CLI to compare the configuration in the device database

with the configuration in the ADOM database.

On the left side, at the device level, the firewall policy named Internet includes FTP in the list of services

allowed.

On the right side, the ADOM database does not include FTP in the list of services allowed in this policy. This
discrepancy indicates that the most recent version of the policy needs to be installed on HQ-NGFW-1.

Alternatively, for the example on this slide, you can obtain the same information in the GUI by right clicking the
HQ-NGFW-1 device, and then selecting the Policy Package Diff option. The differences between both
versions of the policy can be examined in the Policy Package Diff window as shown in the image.
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Knowledge Check

1. Which command is useful when troubleshooting ADOM-level issues?
A. execute fmpolicy print-device-object

¥B. execute fmpolicy print-adom-database

2. Where can you upload the resulting file after you export the entire ADOM database?
A. HTTP server
¥'B. SFTP server

F::RTINET
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Lesson Progress

~/> Deployment Scenarios

J) Diagnostics and Troubleshooting

w4 > Troubleshooting Device and ADOM Databases

> Import and Installation Issues

F::RTINET

e n © Fortinet Inc. All Rights Reserved 36
Training Institute

Good job! You now understand how to diagnose and troubleshoot device and ADOM database issues on
FortiManager.

Now, you will learn how to troubleshoot import and installation issues.
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Import and Installation Issues

Objectives

* Troubleshoot issues related to import and installation

F::RTINET
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After completing this section, you should be able to achieve the objective shown on this slide.

By demonstrating competence in understanding import and installation issues, you will be able to troubleshoot
them if they occur in your network.

FortiManager 7.6 Administrator Study Guide 261



Diagnostics and Troubleshooting

DO NOT REPRINT

TN L |
Failed Reload

* An operation that fails to update the device-level
database from the revision history database

» Caused by inconsistent or corrupt FortiGate - _
Configuration DevicelevelDe < - -3€ - - - ggwsmn history (_Remeve FortiGate
« Can be due to not following proper upgrade path i Auto Update

Device Manager

* Troubleshooting reload failure

’# diagnose test deploymanager reloadconf <devid> ‘

« Shows the stage at which the configuration is

fa"'ng to update the deVice'Ievel database # diagnose test deploymanager reloadconf 183
. . Retrieving configuration file from FGT...
* If successful, the device-level database is Configuration file import succeeded.
updated with the FortiGate configuration Reloading configuration file...
Configuration reload succeeded.

* No new revision history is created

F::RTINET
Training Institute
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In this example, the configuration is correctly retrieved and saved in the revision history; however, the problem
occurs when updating the device database. Usually, issues like this are caused by inconsistent or corrupt
FortiGate configurations.

You can troubleshoot reload failures to see at which stage the configuration is failing to load into the device-
level database.

When you execute the reload failure command, FortiManager connects to FortiGate and downloads its
configuration file. Then, FortiManager performs a reload operation on the device database.

There are two possible outcomes:

+ If there are no errors in the FortiGate configuration, the reload is successful, and the device-level database
is updated with the FortiGate configuration. However, note that a new revision history entry is not created.

+ If there are errors in the FortiGate configuration, the output of the reload command indicates the point in
the configuration at which the device-level database failed to update.

You can also check the event logs to see if they contain details about the cause of the failure.
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Import Device - HQ-NGFW-1 - Importing (5/5)

B

Import Issues—Understanding Failed Import

* Check the download report to find a reason for a failed import
« If local logging level is set to debug, event logs include failed import logs

Policy Import Summary

Download Import Repon

& Encountered 2 import ermors

Firewall Address
Firewall Policy

A Skipped 1 policies/objects
Authentication Setting

© 1of 2 policies and objects are imported

Start to import config from device(BR1-FGT-1) vdom(root) to adom(ADOM1),

package(BR1-FGT-1)

I Fircwall Policy

»"firewall address",FAIL,"(name=Test PC)0id=4848, reason=interface((firewall

address:Test_PC) any<-port4) binding fail)"

| "firewall policy",FAIL |(name=1, 0id=4653, reason=interface(interface binding

contradiction. detail: (firewall address:Test_PC) any<-port4) binding fail)"

[0 @ Name
B, Policy & Objects | D RFCIVIEATYZ

& Internal

Type
Address

Address

Dynamic Address

Address

Details

IF/Netmask: 1¥2 188 0.0/255 25500
IF/Netmask: 0.0.0,0/0.0,0.0

IP/Metmask: 172 20.%LAN_SUBNET).0/25...
IP/Netmask: 10.0.11.10/255.255.255.255

F::RTINET
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Interface =
any
any

any

B Test PC
pe Subnet
10.0.11.10/32

# port4
References 1

© Fortinet Inc. All Rights Reserved e

When you add a FortiGate device using the Add Device wizard, or import policies using the Import
Configuration wizard, always make sure that the policies and objects are successfully imported.

In the example on this slide, the FortiManager ADOM database has a firewall address object named Test_PC
that is associated with the interface any. However, HQ-NGFW-1 also has a firewall address object named
Test_PC, but that is associated with the interface port4. This firewall address object is referenced in a firewall

policy on the HQ-NGFW-1.

When a policy package was added or imported to HQ-NGFW-1, the operation failed to import the firewall
address object Test_PC, as well as the associated firewall policy. The partial output of the import report
shown in the image provides the reason for the failed import.

FortiManager can create a dynamic mapping for an address object if the address object name is the same but
contains a different value locally. However, there is one restriction—the associated interface cannot be
different. This is because, at the ADOM level, this address object might be used by other policy packages,
which might not have the same interfaces.

Examining the event logs in FortiManager can also provide details about the objects that caused the import

failure issue.
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Failed Import—Impact and Resolution
* Impact

+ On subsequent policy package installations from FortiManager, the failed objects and policies are deleted

* Two ways to fix the issue
* Remove interface binding
* Run a script from FortiManager using the option Remote FortiGate Directly (Via CLI)
+ Remove the interface binding by locally logging in to FortiGate
+ Rename address object
* Run a script from FortiManager using the option Remote FortiGate Directly (Via CLI)
» Rename the address object by locally logging in to FortiGate

* Must reimport the policy package after fixing the address object

F::RTINET
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After you make configuration changes from FortiManager to the partial imported policy package and attempt
to install it using the installation wizard for Policy & Objects, FortiManager deletes the failed objects and
policies. This is because the policy package is not aware of missing or failed policies and objects.

There are two ways to fix the problem:
* You can remove the interface binding to make it the same as the FortiManager ADOM object.
+ Ifthere is a need to keep the interface binding for FortiGate that is having issues with a partial policy

import, you can rename the address object to a unique name that is not part of the ADOM database.

To use either of these methods, you can run a script from FortiManager using the Remote FortiGate Directly
(via CLI) option, or you can locally log in to FortiGate to make the configuration change.

Note that FortiManager allows you to choose the object either from FortiManager or FortiGate if both have the
same object name without Per-device Mapping.
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Copy Failed Issues

* Internal operation part of policy package installation
 First thing that is performed before the installation

* An operation that fails between the ADOM database and device database

» Can be due to missing or incorrect object dependency, or the use of invalid parameters
when copying from ADOM database to device database

* When performing the installation, View Progress Report shows the failing message

Install Wizard - Validate Devices (HO-NGFW-1] 3/4) £ [ b
View ress Report B x
A Teskfinished with eroes,
@ -~
Instaliation Preparation Total: 212, @ Suecess 1 A Wamiag 0, @ Frioe 1 0 Soaw Detsils (R
Marme Progress  Time Lsed § Status = a
S
P . = - ..
= HO-MGFW-1fcopy] 1% <1s WIPWIP-FRAG validation falled, palicylo-2
Usec s u
= RGP TR Bt o R T I HO-MGFW-1[copy] 1% =1g walidation esver en hirewall policy 2 in policy package "HO-NGFW- 1%, by address check

surnenangpreio|| kY Virite praview done HO-NGPW-1eopy] 1% Start copying pe avilly, device|HO-NGFW-1). veomidiroat)

2 HO-NGFW-1[copy| 500 1%

HO-NGRW-1[copy|  100%

HO-MGRWN-1copy] Aborted due to pravious error

B | Devkedame Statuss Siction

F::RTINET
Training Institute

© Fortinet Inc. All Rights Reserved 4

When you perform a policy package installation, the copy operation is the first operation that FortiManager
performs, before you perform the actual installation. It is the operation in which FortiManager tries to copy the
ADOM-level object or policy to the device database. It is the opposite of the import operation.

Copy failure issues are usually caused by having incorrect or missing object dependencies, or invalid
parameters being used when copying from the ADOM database to the device database. The incorrect or
missing object dependencies can be caused by corruption or inconsistencies in the FortiManager database.
Invalid parameters are usually caused by human error.

The View Progress Report section helps you to identify the failing issue.

When a copy failure happens, the device database is restored to its original state, prior to the copy attempt.
Always check View Install Log to see which CLI commands were not executed or accepted by FortiGate.

The following are among the most common reasons for installation failures:

+ An ADOM and FortiGate mismatch version, which created an object using incorrect CLI syntax
+ An ADOM upgrade, which modifies existing objects incorrectly because of database corruption
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Knowledge Check

1. What does a status of Copy Failed indicate?
A. An operation that failed to copy the device database from the revision history
+'B. An operation that failed to copy the ADOM-level policy or object to a device database

2. An administrator configured a new firewall policy on FortiManager and has not yet
pushed the changes to the managed FortiGate. In which database will the
configuration be saved?

vA. ADOM-level database
B. Device-level database

F::RTINET
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Lesson Progress

J> Deployment Scenarios

J> Diagnostics and Troubleshooting

w4 > Troubleshooting Device and ADOM Databases

(> Import and Installation Issues
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Review

Describe common deployment scenarios for FortiManager
Describe the purpose of keepalive messages

Replace a managed FortiGate

Troubleshoot connectivity issues and processes

Diagnose registration, import, and installation issues
Describe and perform best practices for database integrity
Troubleshoot device-level and ADOM-level database issues
Troubleshoot issues related to import and installation

AN N N N N Y N N
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This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned how to diagnose and troubleshoot issues
related to FortiManager and managed devices.
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FortiManager Administrator

Additional Configuration

£2% FortiManager 7.6

Last Modified: 29 April 2025

In this lesson, you will learn how to set up a FortiManager high availability (HA) cluster, and how to use
FortiManager as a local FortiGuard server for your devices.
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Lesson Overview

' High Availability Fundamentals

| FortiGuard Services
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In this lesson, you will learn about the topics shown on this slide.
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High Availability

Objectives

* Describe the fundamental concepts of FortiManager HA

F::RTINET

B © Fortinet Inc. All Rights Reserved. 3
Training Institute

After completing this section, you should be able to achieve the objective shown on this slide.

By demonstrating competence in FortiManager HA cluster fundamentals, you will be able to explain how this
FortiManager solution enhances reliability in your network.
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High Availability (HA)
* A FortiManager HA cluster includes up to five devices (one primary, up to four secondary)

All devices must be the same model and firmware

HA heartbeat uses TCP port 5199

» Supports geographic redundancy if communication is possible

» Firmware upgrades affect all devices, causing reboots

* Schedule a maintenance window for upgrades

* GUI access may be unavailable until synchronization is complete

SSH and telnet may be slow during upgrades, but the console can still be used

F::RTINET

- N FortiManager HA cluster © Fortinet Inc. All Rights Reserved 4
Training Institute

A FortiManager HA cluster consists of up to five FortiManager devices of the same FortiManager model and
firmware. One of the devices in the cluster operates as the primary device and the other devices—up to four—
operate as secondary devices.

The HA heartbeat packets use TCP port 5199. FortiManager HA supports geographic redundancy so the
primary unit and secondary units can be in different locations attached to different networks as long as
communication is possible between them (for example, on the internet, on a WAN, or in a private network).

When performing a firmware upgrade on the cluster, always schedule a maintenance window because
upgrading the firmware on the primary FortiManager also upgrades the firmware on all the secondary devices
and reboots all the devices in the cluster. Administrators may not be able to connect to the GUI until the
upgrade synchronization process is completed. During the upgrade, SSH or telnet connections to the CLI may
also be slow. You can still use the console to connect to the CLI of the primary device.
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HA Synchronization

+ Changes are made to the primary FortiManager, which are automatically synchronized
with one or more secondary devices
« Database is replicated
» A secondary device can be promoted in case of primary device failure

* What is synchronized?
* Global database
« All device configurations
 All configuration revisions

* What is not synchronized?
* Interfaces and routes
HA, SNMP, and log settings
» FortiAnalyzer features (if enabled), FortiGate logs
* Antivirus/IPS packages, web filter/antispam databases
* Local logs and alerts

F::RTINET
Training Institute

© Fortinet Inc. All Rights Reserved 5

All changes to the FortiManager database are saved on the primary FortiManager. These changes are then
synchronized with the secondary FortiManager devices. The configuration and device and policy databases of
the primary device are also synchronized with the secondary devices.

There are a few configuration settings, FortiGuard databases, and logs that are not synchronized between the
primary and secondary devices. The FortiGuard databases and packages are downloaded separately, and
each device can provide FortiGuard services to managed devices.

The cluster functions as an active-passive cluster; however, you can configure the cluster members to act as
independent active local FortiGuard servers.
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Failover Modes
* Manual * VRRP (Automatic failover)
» When the primary device fails, you must * Must configure VIP, VRRP interface, priority,
mar_mually reconfigure one of the secondgry and monitored IP
devices to become the new primary device + When the monitored interface for the primary
. Must_reconfigure all o_ther seco_ndary devices is down, HA failover will occur automatically
to point to the new primary device + The secondary FortiManager with the highest
* Don’t need to reboot devices when promoting priority automatically becomes the primary

from secondary to primary

Cluster Settings Cluster Settings
Failover Mode m VRRP Failover Mode Manual m
Operation Mode Primary | Secondary Operation Mode
F:ERTINET

© Fortinet Inc. All Rights Reserved 6

Training Institute

There are two HA failover modes:
1. Manual
2. VRRP (Automatic)

In manual mode, when the primary unit fails, you must manually configure one of the secondary units to
become the primary unit. The new primary unit will keep its IP address. The FortiManager IP address
registered on FortiGate will be automatically changed when the new primary unit is selected.

You don’t need to reboot devices that you promote from secondary to primary.

You can select VRRP to configure automatic failover. When the monitored interface for the

primary FortiManager is unreachable or down, HA automatic failover occurs, and the

secondary FortiManager with the highest priority automatically becomes the primary. This mode requires the
configuration of a virtual IP (VIP) for the cluster, a VRRP interface, priorities for each member, and a
monitored IP.
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Update on Managed FortiGate Configuration

* Primary FortiManager updates FortiGate central management configuration with serial
numbers of all cluster members

Local-FortiGate # get sys central-management

mode : normal

e B ‘
serial-number : I"FMG—VMOA16001583" "FMG—VMTM20010075"|

fmg : 10.0.13.120

« If you remove a secondary member from cluster, the primary FortiManager removes the
secondary serial number from the central management configuration of FortiGate, and
updates the managed FortiGate devices immediately

F::RTINET
Training Institute
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The managed FortiGate devices are updated by the primary FortiManager with the serial numbers of all
cluster members. Similarly, if you remove a secondary member from the HA configuration, the primary
FortiManager removes the secondary serial number from the central management configuration of FortiGate,
and updates the managed FortiGate devices immediately.
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Knowledge Check

1. Which configuration is not synchronized between FortiManager HA cluster members?
YA. FortiGuard database
B. Global database

2. Which statement about a FortiManager HA cluster is true?
+A. Cluster members can be in different locations.
B. AFortiManager HA cluster supports an active-active configuration.

F::RTINET
Training Institute
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Good job! You now understand how to implement, configure, and troubleshoot an HA cluster.

Now, you will learn about FortiGuard services.
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FortiGuard Services

Objectives

» Configure FortiManager as your local FortiGuard server
Describe the server override modes

Upgrade FortiGate firmware using FortiManager
Configure FortiGate to use FortiManager for updates
» Diagnose and troubleshoot FortiGuard issues

F::RTINET

P n © Fortinet Inc. All Rights Reserved. 10
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After completing this section, you should be able to achieve the objectives shown on this slide.

By demonstrating competence in using FortiGuard services on FortiManager, you will be able to use your
FortiManager effectively as a local FDS.
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FortiManager as a Local FortiGuard

Configuring FortiManager to act as a local
FortiGuard server allows you to:

FortiManager

Download all antivirus and IPS packages, and
web filter and email filter databases on

FortiManager
* Reduce internet connection load
+ Provide devices a faster connection to updates Fok?efﬁi.rde
* Redistribute the packages to many devices
* In some high-security environments, internet access
internal FortiGate devices is restricted
Managed devices
F::RTINET

© Fortinet Inc. All Rights Reserved 11
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A FortiManager device that is acting as a local FortiGuard, synchronizes the FortiGuard updates and
packages with the public FortiGuard Distribution Network (FDN), and then provides the updates to the
supported devices in your network. The local FortiGuard reduces the internet connection load and provides a
faster connection, which minimizes the time required to apply updates, such as IPS signatures, to many
devices.
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FortiManager as a Local FortiGuard Cache

* Periodically connects to FortiGuard servers (unless configured for closed network
operation)
* Downloads license statuses for managed devices
* Syncs FortiGuard packages
» Can cache available firmware updates for managed devices

« Each FortiManager in an HA cluster acts as an individual FortiGuard server
» Each cluster member independently downloads and provides these services to FortiGate devices

* The use of FortiGuard services on FortiManager may be resource intensive

FortiGate devices must have valid and active
service contracts to obtain updates!

F::RTINET
Training Institute
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FortiManager can function as a local FortiGuard cache unless it is configured for closed-network operations. It
continuously connects to the public FortiGuard servers to obtain managed device license information and
check for firmware available updates.

In a FortiManager cluster, the FortiGuard information is not synchronized, and each cluster member
individually downloads and is able to provide these services independently.

FortiManager supports requests from registered (managed) and unregistered (unmanaged) devices.

The use of FortiGuard services on FortiManager may be resource intensive and you may need to consider
using a dedicated FortiManager for this task.
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FortiGuard Terminology

* FortiGuard services include all updates to services that Fortinet provides to its clients:

* Intrusion prevention service (IPS)
* Antivirus
* Web filter and email filter

* Historically, the terms in the table below have been used:
 Currently, the term FortiGuard covers all services

Terminology used Service type

Fortinet Distribution Servers (FDS) Antivirus and IPS
FortiGuard service (FGD) Web filter and email filter
FortiGuard Distribution Network(FDN) Public FortiGuard Distribution Network
FE:EHTInEt © Fortinet Inc. All Rights Reserved 13

Training Institute

FortiGuard services represent the antivirus, IPS, web-filtering, and antispam update services that Fortinet
provides to its clients.

Historically, the antivirus and IPS services have been referred to as the FortiGuard Distribution Servers
(FDS), and the web filter and email filter services as the FortiGuard service.

Currently, the term FortiGuard covers all services; however, specific FortiManager GUI or CLI configuration
sections continue to refer to them using the terminology shown on this slide.
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FortiGuard License Status

* View license information for FortiGate devices

[E] FortiManager

© FortiGuard & Refresh || # I « Check License | [ [ More ~

@ All Devices

Device Licenses [0 | Device Mame = | Serial Mumber = Platform = ADOM = | Firmware Version = Support Contract = FortiGuard Subscription =
O ZIHQ-NGFW-1 FGVMOZTM24013423 W FortiGate-VM&4-KVM  root 7.6.0, build3401 (Feature] @ All Valid
[0 ©@BRI-FGT-1  FOVMO2TM24013504 fm  FortiGate-VM&4-KVM  root 7.6.0, build3401 (Feature) @ All Valid
5 | & HO-ISFW FGVMO2TM24013502 Ry FortiGate-VMé&4-KVM  ADOM3  7.6.0, build3401 (Feature) © All Valid

F::RTINET

P n © Fortinet Inc. All Rights Reserved. 14
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FortiManager includes a licensing overview page that allows you to view license information for all managed
FortiGate devices. You can quickly verify if the FortiGate license has expired or not.
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Package Management—Service Status

* Shows list of managed FortiGate devices, their last update, and status
* Main statuses:

* Up to Date Q

*  Never Updated B 1 All ADOMs

* Pending 4 ADOM3

*  Problem Show Pending Device Only | & root

> Unknown Group By ADOMS SEEE Cancel

Receive Status

[ & refresn | | m Display Options + || & All ADOMs v By Package @ *
[ | Device Name = Serial Number = Platform = Firmware Version < Status & Last Update Time = E

O 4 HQ-NGFW-1 FGVYMO2TM24013423 FortiGate-ViM&4-KvM 7.6.0, build3401 © Up to Date 2025-01-13 13:56:09
O mHQISFW FGVYMOZTM24013502 FortiGate-VM6&4-KVM 7.6.0, build3401 @ Up to Date 2025-01-13 14:03.06
[ 4 BR1-FGT-1 FGVYMO2TM24013504 FortiGate-ViM&4- KVM 7.6.0, build3401 @ Up to Date 2025-01-13 14:08:13

F::RTINET

e n © Fortinet Inc. All Rights Reserved. 15
Training Institute

There are five main statuses for FortiGate devices configured to receive updates from the FortiManager:

+ Up to Date: The latest package has been received by the FortiGate device.

* Never Updated: The device never requested or received the package.

* Pending: The FortiGate device has an older version of the package because of an acceptable reason
(such as the scheduled update time is pending).

* Problem: The FortiGate device missed the scheduled query, or did not correctly receive the latest
package.

* Unknown: The FortiGate device status is not currently known.

You can also push pending updates to the devices, either individually or all at the same time.
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Query Server Management

* You can find information about the packages received from FortiGuard at FortiGuard >
Query Services > Receive Status

E| FortiManager

® FortiGuard

] Import

Package Received * Latest Version (Release Data,/Time Update History =

[ Antispami{HASH) 00085.64068(2024-11-20 05:4&01(P5T))  1742M | Eo)

O 0010541421 OS:S0OLPSTI  407.59M o]

O DO09B.AP0I5(2074-11-20 DSAB01(PSTI) 7555 e

] 0.000(- -| 0B o

A 4
Update History x
& &

O | Date= Ewvent Status Download = | Version =
O 2024-11-2005:51:08 PST  Poll Update (v Success  1OKB 00085.64054
[ 2024-11-2005:51:08 PST  Poll Update @ Success 32408 00085.64055
[0 2024-11-20 05:51:08 PST Pall Update (@ Success  BB40B 00085.640546

* Under Query Status you can see the number of queries made from all devices to
FortiManager

F::RTINET
Training Institute

© Fortinet Inc. All Rights Reserved
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The web and antispam databases received from FortiGuard are listed under Receive Status. The date and
time updates are received from the server, the update version, the size of the update, and the update history
are also shown. You can click Update History to see more information about individual packages
downloaded.

The Query Status shows the number of queries made from all managed devices to the FortiManager device
that is acting as a local FDS.
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Package Management—Receive Status

* Shows information about a package received from FortiGuard

& Retresh || B S

@ L

F::RTINET
Training Institute

O | Package Mame * | Produc | Version = | Service Entitlement ¢ Type = Latest Version (Release Data Time) < Size = To Be Deployed Version = Update | l'rston
L M UUmUIL LA DU U rUrLL. L UUDUUIMIL LDV I LT L2 1L 10 2L ST o Laws: Eesel W
[0 0700s0005LADO00CO Forti 070050005LAD00000  1.00003 (2024-07-25 21:19:00] 117MB Latcsl:
[ O07006000UWDBO0100 Fort OFOOSDOOUWDBO0I00 - 4.00413 [2024-11-19 16:05:00) 18L13KE
[0  Certificate Bundle Forti.. &20+ Firmware and General Updates  06002000CRDEQ0000  1.00052 (2024-10-10 19:01:00) 16163 K] .: :]
O ChentIDDE Ford.. 721+ Firmmweare 07002000CIDEOO0D0 1.00179 [2024-10-31 18:50:00) z Latcs: 0
O  DLPSignature Forti.. 7.6+ Dataleak 07005000DLDBO0O000  1.00050 (2024-09-20 17:15 4524 KB thcs: o
[  DLPSignature Forti.. 740+ Dataleak 07004000DLDBC0000  1.00050 [2024-0%- 14 35.90KE  Latest felEeeg) il
[0  FAZ Content Pack Forti.. &4.4+ Outbreak Alert Service O7000000FZCPOCI00 200051 (00611 52 113M8 Lales:m L]
Change Version x /
\ 4
P— Latast Update History x
Change to Version Nona - @ .+
Q
0 Date = Event = Status < Download = | Version = E
Latest
400913 (2024-11-19 16:05-00) [J 2024-11-19 08:33:17 PST  Poll Update  (# Success 181.1K8 00004.00413
$00412 (2024-11-15 15015004 [J 2024-11-18 11:24:10 PST  Poll Update @ Success 1811 KB 00004.00412

© Fortinet Inc. All Rights Reserved. 17

The Receive Status displays the package received, latest version, size, to be deployed version, and update
history for the antivirus and IPS signature packages received from FortiGuard.

The Update History shows the update times, the events that occurred, the status of the updates, and the
versions downloaded.

You can also change the version you want to deploy.
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Firmware Cache

* FortiGuard > Firmware Images
» Download firmware images for managed devices
* Import images from management computer

E] FortiManager

=] Local Images || <] imperd Image |ﬂ Expand .f-.:|| | B Collapse All Modeds Managed « | Product: ForiGate |
Action =

Image Size = | File Name | Release Date =

hs Wersion =
Foate-Whad-KVM 7.6.0-h3401-GA - Latest on FortiGuard 2024-07-26 17:41:00 &

Firmmware Images

Local Images

Version + Release Date =

O |IDs Product = Platform =
[o 1 FGT FortiGate-VM&4-KVM 7.6.1-b3457 (Feat... 2024-11-27 00:00:00 -
]

© Fortinet Inc. All Rights Reserved. 18
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FortiManager can download images from the FDN, or you can upload firmware images from your
management computer that you can then use to change the device firmware using your FortiManager device.

You can view the available firmware based on the supported product type, and filter for all devices or only
managed devices.
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FortiGate Firmware Update From FortiManager

* You can upgrade the firmware in the
following ways:
* Forindividual devices
* From the System Information widget
* For multiple devices in an ADOM
* From the Device Manager pane
* You can also upgrade firmware on a group

* You can schedule firmware upgrades
using Firmware Templates

Davtoe ol b
E o @ a Wi
o | [t = ||

=

| [@E T view « | 8 om ~ [Tz Ful Sovees

EHH-T

F::RTINET
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You can upgrade the FortiGate firmware in the following ways:

* For each device, using the System Information widget

» For multiple devices, on the Firmware tab in the ADOM. You can upgrade the firmware version of all the
FortiGate devices, selected FortiGate devices, or FortiGate devices in a group.

FortiManager allows you to upgrade the firmware now or schedule the upgrade for later using the Firmware
Templates option.
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Enabling Built-In FDS—Step 1

» Enable service access settings for
each interface used to

communicate with FortiGate Edit Network Interface - port2 x
devices
. Mame
* Bind to IP Address use a unique Ve —
IP address in the same subnet and ke
default setting uses the interface’s IP Address/Netmask 10.0.13.120/255.255.255.0
IP address. 1Pvé Address 0
Administrative Access HTTPS HTTP PING SSH
] SNMP ] Web Service 0 E_l:{}lji:v‘lﬂnéy.t-r
|Pvé Administrative Access ) HTTPS [ HTTP [ PING [ SSH
[ SNMP 0 Web Service E{:irrt:_iiMdl|6t=.r.‘r
Service Access
Bind to IP Address € 0.0.0.0/0.0.0.0
‘Web Filtering
Bind to 1P Address 0.0.0.0/0.0.0.0
Status O

F::RTINET
Training Institute
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In order to enable the built-in FortiGuard service, you must enable the service access setting on the
FortiManager interface and the FortiGuard services.

You must configure the Service Access settings on FortiManager per interface. This is useful when different
FortiGate devices are communicating with FortiManager on different interfaces. FortiGate devices use
FortiGuard services to query and obtain updates from FortiManager. The FortiGate Updates service is for
antivirus, IPS, and license validation. The Web Filtering service is for web filter and antispam.

The IP address entered in Bind to IP Address should be a unique address within the same subnet as the
interface's IP address. This IP address is used for sending update and rating requests to FortiManager over
TCP port 443.

If Bind to IP Address is set to 0.0.0.0/0.0.0.0 (the default value), the interface's IP address will be used
(10.0.13.120, as shown in the screenshot above).
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Enabling Built-In FDS—Step 2

* By default, communication with
public FDN is enabled on
FortiManager

+ Can change FortiGuard

] rartianager ADOMMY ADOM 5. @~ [+ O3 o-.m..

communication between Global =
H O 5.4 [m} (W [mfS
Servers or Servers Located in o7 B @
US Only s e O S
O Al - X mE2] Oa=
* Enable the following services as . oo Do b Do
needed: 2 EI v D& 07 Or2
* Antivirus and IPS = Ei::,. A A
» Web filter o =
° il fi Bl fip @
Email filter ° o
E - =
Last Update < E

F::RTINET
Training Institute
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The second configuration step is to enable services on FortiManager. By default, communication to the public
FDN is enabled, which allows FortiManager to continuously connect to FDN servers to obtain managed
device information and sync packages. However, you must enable services, such as antivirus and IPS, web
filter, and email filter so that FortiManager can download updates for these services from the public servers.

You can select Servers Located in the US Only to limit communication to FortiGuard servers located in the
USA. Select Global Servers to communicate with servers anywhere.

When you use FortiManager in a closed network, disable communication with FortiGuard. When
communication is disabled, you must upload antivirus, IPS, license packages, web filter, and email filter
databases manually because they are no longer automatically retrieved from the public FortiGuard servers.

During first-time setup, FortiManager is still receiving updates from the public FDN and you should disable
service access at the interface level. This is because FortiManager is still downloading updates and may not
be able to provide accurate ratings or updates to FortiGate. You can enable service access after
FortiManager has downloaded the packages and databases.
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Antivirus and IPS Service
 Antivirus and IPS update services are enabled together

* Must enable supported FortiGate firmware versions to download packages based on
that firmware

» Updates available for FortiGate, FortiClient, FortiAnalyzer, and FortiMail, among others

|

S A # diagnose fmupdate view-serverlist fds
Fortiguard Server Comm : Enabled
Enable Commuanication with FortiGuard Server o Server Override Mode : Loose
Comemurication with FortiGuard Server Servers Located in US Only FDS server list :
Index Address Port TimeZone Distance Source
Enabie AntiVirus and IPS Service @ | *0 fdsl.fortinet.com 443 -8 0 DEFAULT
FortiGate M54 [O56 160  [162 [164
O7e D72
FortiAnalyzer O Allve O AllT

config fmupdate service
service) # get

avips : enable config fmupdate fds-setting
set system-support-fgt 7.4 7.6
end
F=.-=.FlTlnEt © Fortinet Inc. All Rights Reserved 22
Training Institute

The antivirus and IPS services are enabled together and use TCP port 443 to obtain the updates from the

public FortiGuard servers. You can enable updates for the supported products by enabling the firmware
version that you want to download the updates for.

By default, FortiManager first attempts to connect to the public FDS server fds1.fortinet.com through
TCP port 443 to download the list of secondary FDS servers that it will download AV/IPS packages from.
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+ Server overrides allow FortiManager to fall back to other FDN servers if needed
* Two modes are available:
* Loose: Default mode. Allows fallback to the other FDN servers
« Strict: FortiManager can access only the configured override server
# diagnose fmupdate view-serverlist fds
FartiGauand Senver anc Sanfce Setings Fortiguard Server Comm : Enabled
Bl e Dl 1 31c8 482t Server Override Mode :
DOAB£2035 FDS server list :
e Index Address Port TimeZone Distance Source
*0 10.2.1.1 443 -8 0 CLI
1 fdsl.fortinet.com 443 -8 0 DEFAULT
# diagnose fmupdate view-serverlist fds
Fortiguard Server Comm : Enabled
Server Override Mode :
B FDS server list :
- Index Address Port TimeZone Distance Source
*0 10.20.1.1 443 -8 0 CLI
F=.-=.FlTlnEt © Fortinet Inc. All Rights Reserved 23
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The server override setting allows FortiManager to fall back to the other FDN servers if FortiManager is not
able to communicate with one of the configured servers in the override server address list. By default, Server
Override Mode is set to Loose, which is the recommended mode.

You can change the Server Override Mode to Strict, which prevents the fallback from occurring. This setting
allows FortiManager to communicate only with the servers configured in the override server address list.
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Override Server Address

* You can configure specific FDS
server addresses for FortiManager
to connect to and get updates from

* This option is useful when:

* Itis necessary to connect
FortiManager to a specific FDN server
on the internet

* You need to connect a downstream
FortiManager to an upstream
FortiManager to download updates

» Can configure override server
address for

* Antivirus, IPS

* Web filter and email filter

 Other private FortiGuard servers

ADDMMYADOM >, @v 01 - o (@)

Leg Upcate Enries from FortiGuard Dissribution Server o

Lo Uy s e B i =

- | 1020011 443 x|+

o = o i = | Mirete

F::RTINET
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You can configure the override server addresses for antivirus, IPS, web filter, and email filter for FortiGate,
FortiMail, and FortiClient.

An example of a good situation in which to configure an override server address is if you have a dedicated
upstream FortiManager that you use to download antivirus and IPS updates. In this case, you can configure
your downstream FortiManager to get the updates from the dedicated upstream FortiManager by configuring
the IP address and port used by the upstream FortiManager.
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Push Updates

* By default, FortiManager contacts public FDS FortiGuard > Settings
on a configured schedule R

* Push updates allow for urgent or critical
updates to be pushed directly to FortiManager
when they become available on the FDN :
* FortiManager immediately downloads these updates e

* To use push updates, you must enable both:
* Built-in FDS on FortiManager

* Push updates F
* Push updates fail if FortiManager is behind

NAT device Pt 100.65.0.120 ‘
» Use the NAT device IP address instead iy P

 Allow traffic from NAT device to FortiManager to
receive updates

Internet

e

© Fortinet Inc. All Rights Reserved 25
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What if there are important IPS updates available on the public FortiGuard? How can you ensure that
FortiManager always receives new updates?

If you enable Allow Push Update, the FDN can push update notifications to the FortiManager built-in FDS, as
soon as new signature updates are released publicly by FortiGuard. FortiManager then downloads the
updates immediately.

Usually, when you enable push updates, FortiManager sends its IP address to the FDN. FDN uses this IP
address as the destination for push messages.

What if FortiManager is behind a NAT device?

If FortiManager is behind a NAT device, sending its IP address for push updates causes push updates to fail

because this is a nonroutable IP address from the FDN. You must configure the following:

+ On FortiManager, configure the NAT device IP address and port used for push updates. By default, the
port for push updates is UDP 9443, but you can configure a different port number.

+ On the NAT device, configure the virtual IP and port that forwards to FortiManager. FortiManager may not
receive push updates if the external IP address of the NAT device changes.

The built-in FDS may not receive push updates if the external IP address of any intermediary NAT device is

dynamic (such as an IP address from PPPoE or DHCP). When the external IP address of the NAT device
changes, the FortiManager push IP address configuration becomes out of date.

FortiManager 7.6 Administrator Study Guide 293



Additional Configuration

DO NOT REPRINT

CODRDTINET
TN TITNL 1

* By default, FortiManager schedules updates every ten minutes
* You can select a different interval
= ADOM:My ADOM > @+ [i1* (0 omm-
FortiGuard Server and Service Settings
Server Cverride Made Strict (Access Owerride Server Gnly)
FortiGuand Antiirus and IPS Settings -
FartiGuard Distribution Netwark (FON)
Use Dverride Server Address lor ForiClient >
Use Override Server Address for FortiGate// FortiMail = ]
Use Override Server Address for FortiNDR [+ ]
Allow Push Update o
Sehedule Repular Updates o
m Duily | Weekiy || 0 v |Hours |10 = | Miautes
Serve o©
>
ForeiGuard Web Fifter and Emall Flller Settings
e ride FortiGuand Sarver fLocal FortiManaged
Download Briaritization [ Fdic
ﬁ;i-:il:lg.l;f!lgﬁtré FiATINET m © Fortinet Inc. All Rights Reserved 26

Keeping the built-in FDS up-to-date is important to provide current FDS update packages. By enabling
Schedule Regular Updates, you are guaranteed to have a relatively recent version of signature and package
updates.

A FortiManager system acting as an FDS synchronizes its local copies of FortiGuard update packages with
the FDN when:

» FortiManager is scheduled to poll or update its local copies of update packages
» Push updates are enabled (it receives an update notification from the FDN)

If the network is interrupted when FortiManager is downloading a large file, FortiManager downloads all files
again when the network resumes. You can configure scheduled updates on an hourly, daily, or weekly
schedule.

By default, FortiManager schedules updates every ten minutes because antivirus updates occur frequently.
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Configuring Web Filt d Email Filt
o o o
Th roug h Fortl G u ard Settl ngs FortiGuard Weh Fatter and Email Filter Settings
Enable Web Filter Service @ Connection to FortGuard Cistrigution Servers
@ o Use Qverride Server Adkiress for FartiClicnt (s ]
Use Overide Server Address for FartiGate/ ForiMail o ]
Service Name = Version = Last Update = n " ) .
Use Override Sorver Address for FortiSandbes Fila = ]
Wb Filter Database 00252,41001 2023-10-27 02:40:21{PDT) Cuery
1 Use Ovirride Server Addiiss for GeolP DB »
Palling Freguency
Enable Email Filter Service @ o - | FH 10 - Minute
@ &
Service Namne = Nersion - Last Updte B 53 G e Lo sl DL ks
Ermail Filter Database 1 00105.41421 2024-11-20 05:50:01(PST) Log Spam diabies BESERTESEIEEUEIEE [og & Spam kokups
Fe  Anti-iirs Query Log virus disabied [ Tea il Log all Virus lookups.
# diagnose fmupdate view-serverlist fgd
Fortiguard Server Comm : Enabled
Server Override Mode : Loose
FGD server list
Index Address Port TimeZone Distance
0 208.184.237.64 443 -8 0
1 208.184.237.63 443 -8 0
F:RTINET
'_"_ B : © Fortinet Inc. All Rights Reserved. 27
Training Institute

You must enable the web filter and email filter services individually. By default, FortiManager first attempts to
connect to the public FortiGuard server over TCP port 443 to download the list of secondary FortiGuard
servers from which then it downloads web and antispam packages. By default, FortiManager is scheduled to
check for updates every ten minutes.
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» Override server address configuration depends upon server override mode
# diagnose fmupdate view-serverlist fds
Fortiguard Server Comm : Enabled
Server Override Mode :
FDS server list :
Index Address Port TimeZone Distance Source
*0 10.20.1.1 443 -8 0 CLI
Sereer Override Mo S (ACIESE Cvemid Sonier Only) lccell Sl e pa g gl
FertiGuard AntiVirus and 98 Settings
# diagnose fmupdate view-serverlist fds
Fortiguard Server Comm : Enabled
Server Override Mode :
FDS server list :
Index Address Port TimeZone Distance Source
*0 10.2. 1.1 443 -8 0 CLI
1| fdsl.fortinet.com | 443 -8 0 DEFAULT
Ha ]
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Training Institute

FortiManager tries to obtain updates from the servers configured in the Use Override Server Address for
FortiGate/FortiMail section. Depending on the Server Override Mode configuration, you can restrict
FortiManager to receiving updates from the configured override servers list, or allowing fallback to other public
FDS servers if FortiManager is not able to communicate and receive updates from the configured server list.

In the example shown on this slide, one override server address is configured. The image illustrates how,
when Server Override Mode is set to Strict, FortiManager gets updates only from the server in the list. There
is no fallback to other public servers, even if this configured server is not available.

However, if you set Server Override Mode to Loose, FortiManager first tries to get updates from the
configured server list and; if that server becomes unavailable, FortiManager falls back to other public FDS
servers to get updates.
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Suicteces Cveride Serves Cot [ ]

Configuring Web Filter and Email Filter
* Through FortiGuard settings
3 = ADOM:MADOM 3. @= D: = O °-.um‘
FurtiCasard Soreet asal Sacsvios Satiiga.
Evalri Wb Fhiar Service E
Py froeeny [T = : E
“has Filte: Catalura: [HiEHER AL B T NFA0INFOT) # dj_agnose fmupdate view—serverlist fgd
Fortiguard Server Comm : Enabled
; Server Override Mode : Loose
[ — FGD server list
o) Index Address Port TimeZone Distance
E 0 208.184.237.64 443 -8 0
1 208.184.237.63 443 -8 0
3 *30 guard.fortinet.net 443 -8 0 I

s
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You must enable the web filter and email filter services individually. By default, FortiManager first attempts to

connect to the public FortiGuard server over TCP

port 443 to download the list of secondary FortiGuard

servers from which then it downloads web and antispam packages. By default, FortiManager is scheduled to

check for updates every ten minutes.

FortiManager 7.6 Administrator Study Guide

297



Additional Configuration

DO NOT REPRINT

CODRDTINET
UINTITNL ]

-—
Troubleshooting FortiGuard Connectivity

* Use the diagnose fmupdate view-serverlist [fds|fgd] command to list all
upstream FDN servers FortiManager is communicating with
* The following outputs can occur when FortiManager is unable to connect to the FDN servers

# diagnose fmupdate view-serverlist fds
Fortiguard Server Comm : Enabled

Server Override Mode : Loose

FDS server list :

Index Address Port TimeZone Distance Source
*0 fdsl.fortinet.com 443 -8 0 DEFAULTF

# diagnose fmupdate view-serverlist fgd

Fortiguard Server Comm : Enabled

Server Override Mode : Loose

FGD server list :

Index Address Port TimeZone Distance Source

*0 guard.fortinet.net 443 -8 0 DEFAULq/‘

F::RTINET
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After you verify the configuration, check if FortiManager is communicating with the upstream FortiGuard
server(s).

If FortiManager is unable to connect to the public FDN servers, only the primary FDN servers appear in the
server list. This can be caused by FortiManager being unreachable, or by disabled services on FortiManager.

After FortiManager connects to the public FDN servers, it downloads the list of secondary FDN servers from
which it downloads the updates and packages.
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FortiGuard Connection Status

diagnose fmupdate update-status [fds|fct|fgd]
* Check Upullstat for current status

# diagnose fmupdate update-status fds
ervice=F T\Response=202ﬂUpdatedDate=—|UpdatedTime=—|LastSuccessDate=—\LastSuccessTime=—|Status=0|
UpullStat= pullErr=\UpullServer=ﬂTotalOijum=0|CurrentObj=O\Downloadsize=0\TotalPackageSize=0|
# diagnose fmupdate update-status fds
Service=FGT |Response=202 |UpdatedDate=2024-09-03 |UpdatedTime=23:54:59|LastSuccessDate=2024-09-03|

LastSuccessTime=23:54:59|Status=0 [[UpullStat=Synchronized| UpullErr=||UpullServer=208.184.237.66)

TotalObjNum=3|CurrentObj=3|DownloadSize=912|Tota ackagesize=9lﬂ

F::RTINET
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You can also check the status of the connection to the public FDN. If FortiManager is not able to connect to
the public FDN, or the service is disabled, the Upullstat for the current status is empty, and there is no
information about the date, time, download size, and package.

After FortiManager is able to communicate with the public FDN, FortiManager displays the download size,
package, and IP address of the FDN server that FortiManager is communicating with to download the
updates.

The UpullStat has four main statuses:

* Connected: The FortiManager connection to FDN initially succeeds, but a synchronization connection has
not yet occurred.

* Syncing: The built-in FDS is enabled, and FortiManager is downloading and syncing packages available
on the FDN.

* Synced: The built-in FDS is enabled and the FDN packages download successfully.

* Out-of-sync: The initial FDN connection succeeds, but the built-in FDS is disabled.
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Web Filter and Email Filter

* First time may take multiple hours to download databases
+ Expect some high CPU and I/O wait times

# execute top

%Cpu(s) : 0.0 us, 6.2 sy, 0.
PID USER PR NI VIRT
28993 root 20 0 676.8m
20510 root 20 0 239.0m

0 ni, 0.0 id, |93.8 wa

RES %CPU $MEM TIME+ S
27.8m |87.0| 1.4 686:18.68 S
92.7m |11.6| 4.6 48:02.83 S

COMMAND

../fgdlinkd. .

fgdupd

* Three main processes
e fgdlinkd

* fgdupd

* fgdsvr

F::RTINET
Training Institute

» Responsible for downloading web filter and email filter databases

» Serves FortiGate and FortiClient for web filter and email filter requests

» Responsible for database merging and consolidating smaller delta files into larger files

© Fortinet Inc. All Rights Reserved 32

When you enable web and anti-spam services for the first time, it may take several hours to download and
merge the databases. During this time, you will notice higher I/O wait times and a spike in CPU usage related

to web and email processes on FortiManager.
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Unmanaged FortiGate to Use FortiManager as FDS

* Devices are not required to be registered with the FortiManager Device Manager to use
the built-in FDS

* Unmanaged FortiGate can be configured to use FortiManager for FDS updates
 This is an example configuration

config system central-management
config server-list
edit 1
set server-type update ratingT
set server-address 10.0.13.120|

next N
end

set include-default-servers {enable/disable}

end

F::RTINET
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You can also configure unmanaged FortiGate devices to use FortiManager as a local FDS. For this, you must
configure the server-1ist in the central-management settings of FortiGate, which include:

+ The IP address of FortiManager used as the local FDS for FortiGate devices
» The server type, which can be one or both of the following:

+ update — used for antivirus, IPS updates, and FortiGate license verification
* rating — used for web filter or anti-spam rating

By default, the include-default-servers option is enabled, which allows a FortiGate device to

communicate with the public FortiGuard servers if a private server (configured in the server-1ist) is
unavailable. You can enable or disable the inclusion of public FortiGuard servers in the override server list.
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FortiManager for FDS updates by:

» Configuring and installing a system template

config system central-management
set type fortimanager
set fmg “10.0.13.120"
set include-default-servers enable

end

F::RTINET
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Managed FortiGate to Use FortiManager as FDS

+ By default, registered FortiGate uses public FDN, but you can configure them to use

» Configuring, and then install, a script that sets central management with the default servers

[ CLI Configurations | %

Edit System Tempiate - default

FartiGiard Lo

Ersable Auto Fifmmware s ]
Upgrade

Enable FortiGuard Security 0
Uprates

Server Address Senvice Type
IPvd = || 100650120 Baoth

- x|+

Action

Fall Back To Public o«
FortiGuard Servers

Advanced Options. >

© Fortinet Inc. All Rights Reserved. 34

By default, when FortiGate is managed by FortiManager, it uses public FortiGuard servers. This is because
not every organization uses FortiManager for local FDS.

You can configure FortiGate to use FortiManager as a local FDS using one of the following procedures:

+ Configure FortiGuard settings in a system template that you can assign to and install on managed devices.
The decision to override the default FDS server and use FortiManager is a device-level setting. Remember

to enable service access settings on the FortiManager interface.
» Configure and install a script that includes the settings of the central management with the use inclusion of

the default servers as shown on this slide.
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Verifying Configuration to Troubleshoot FortiGuard Issues

* The following commands can be used to:
* Verify the FortiGuard server address on FortiManager is resolved

’execute ping <FortiGuard domain address> ‘

* Verify the communication to public network is enabled

# get fmupdate publicnetwork
status : enable

« Verify that the service is enabled

#get fmupdate service

avips : enable

query-antispam : enable

query-webfilter : enable
F::RTINET
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The first step you should perform when troubleshooting FortiGuard issues is to verify the configuration on
FortiManager. You should confirm that:

* You can resolve the public FDN servers by domain name. For example, check if you are able to ping
fdsl.fortinet.com.

» The communication to public network and services is enabled on FortiManager
* The services are enabled on FortiManager
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* Use the diagnose fmupdate
information for all the devices

FortiGate devices must have
valid and active service
contracts to obtain updates!

F::RTINET
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Verifying FortiGate Contract Information on FortiManager

dbcontract command to lists the contract

FortiManager4 # diagnose fmupdate dbcontract
FGVM010000077646 [SERIAL NO]
AccountID:yyyy@Fortinet.com
Industry: Technology
Company: Fortinet
Contract: 14
AVDB-1-06-20251111
AVEN-1 2
NIDS-1499}20190611
Contract Raw Data:

Contract=AVDB-1-06-20250531:0:1:1:0*AVEN-1-99-
20180531:0:..

FGVM010000064692 [SERIAL NO]
AccountID: yyyyy@fortinet.com
Industry: Technology
Company: Fortinet
Contract: 14
AVDB-1-06-20260121-
AVEN-1-06-20260121
Contract Raw Data:
Contract=AVDB-1-06-20260121:0:1:1:0*AVEN-1-06-
20260121:0:1..

© Fortinet Inc. All Rights Reserved 36

FortiGate devices must have valid and active service contracts to receive updates from FortiManager.

You can check the contract information of all FortiGate devices on the FortiManager CLI. An expired or trial
FortiGate license shows as 99, which means FortiGate is unable to receive the updates from FortiManager.
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FortiGate Troubleshooting Commands

* To show version, last update, and contract expiration date:

# get system fortiguard-service status
NAME VERSION LAST UPDATE METHOD EXPIRE
AV Engine 7.018 2024-05-18 01:46:00 manual 2027-01-19 23:59:59
Virus Definitions 91.1635 2024-04-25 20:04:46 scheduled 2027-01-19 23:59:59
Extended set 91.1635 2024-04-25 20:04:46 scheduled 2027-01-19 23:59:59

* To display real-time update information

# diagnose debug application update -1
# diagnose debug enable
# execute update-now

Local-FortiGate # upd daemon[1796]-Received update now request

upd daemon[1613]-Found cached action=00000002

do update[608]-Starting now UPDATE (final try)

upd_comm_connect_fds[455]{Trying FMG 10.0.1.120:8890 |

[782] ssl new: SSL object is created pack obj[183]-Packing pack obj[196]-Packing
obj=Protocol=3.2|Command=Update|Firmware=FGVM64-FW-7.60-

e|Dataltem=07000000AVDB00201-00090.01635-211011826* ..
] ssl disconnect: Shutdown
do update[636]-UPDATE successful

1254 |SerialNumber=FGVM010000064692|UpdateMethod=0|AcceptDelta=1|Uid=42384969a5690d78bcc75b3c921fda4

F::RTINET
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On the FortiGate CLI, you can check the latest update version, when it was last updated, and the contract

information for FortiGate.

You can also run a real-time debug along with the update command, which tries to download the latest
definitions and packages from the FDS server (or configured local FDS server in the central management

configuration).
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Knowledge Check

1. On FortiManager, what is the fgd1inkd process responsible for?
A. Serving FortiGate and FortiClient URL-lookup requests
+¥B. Downloading web-filter and email-filter databases from public FortiGuard servers

2. Which statement about FortiManager used as a local FDS is true?
YA. It provides devices with a faster connection to updates.
B. It provides updates for registered devices only.
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Lesson Progress

¥ | High Availability Fundamentals

w/> FortiGuard Services
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Congratulations! You have completed this lesson.

Now, you will review the objectives that you covered in this lesson.
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Review
v" Describe the fundamental concepts of FortiManager HA
v" Configure FortiManager as your local FortiGuard server
v" Describe the server override modes
v Upgrade FortiGate firmware using FortiManager
v" Configure FortiGate to use FortiManager for updates
v" Diagnose and troubleshoot FortiGuard issues

F::RTINET
Training Institute

© Fortinet Inc. All Rights Reserved 40

This slide shows the objectives that you covered in this lesson.

By mastering the objectives covered in this lesson, you learned about the fundamentals of FortiManager HA
clusters, and how to use FortiManager as a local FortiGuard server for your devices.
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