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Who Is This Book For?

You are likely to benefit from reading this book if you fall in any of the categories below:

¢ A Field engineer new to Fortinet SDWAN: For field deployment engineers involved in the deployment of
new and existing Fortinet SDWAN setups, the book will guide on the building blocks to effectively install and
resolve various operational issues.

e A Presales engineer: Invaluable information is shared to guide the presales team in coming up with sound
technical proposal of Fortinet components and the required links to execute projects successfully.

e A client interested in Fortinet SDWAN: The book shows the value Fortinet SDWAN has to offer, makes
comparison with other vendors easier if still at the evaluation stage and becomes a key reference for greenfield
deployments and troubleshooting of existing setups.

Recommendation

The book has a clear focus on Fortinet SDWAN with a brief description of the key components. If you are not experienced in
FortiGate firewalls, FortiManager, FortiAnalyzer and Fortinet SDWAN; it is recommended to go through the available free
training on Fortinet’s training portal.

Basic understanding of BGP as a routing protocol is also recommended since it is the preferred protocol. At a minimum high-
level knowledge on iBGP, route reflectors, route-maps and communities. This information summarized in the document “SD-
WAN self-healing with BGP - FortiOS 7.0” as a quick reference.

The book has been simplified with images and configuration output to coalesce the information.
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Chapter 1: Introduction to Fortinet SD-WAN

Software-defined Wide Area Networking provides secure, reliable connectivity between HUBs/Main sites and remote locations.
Fortinet’s design includes the following key components:

1. FortiManager: Provides centralized management of devices. It performs the following:
a. Configuration revision control and tracking for FortiGate, FortiAP, FortiSwitch and FortiExtender from a
central dashboard.

b. Firmware management.
c.  Scripting.

ii.  FortiAnalyzer: Centralized logging reporting and security analytics
ii.  FortiGate: Firewall that performs routing, security policies and SD-WAN.

Both FortiManager and FortiAnalyzer are not mandatory for an SD-WAN solution to work. As demonstrated later in the book,
it is possible to deploy an SD-WAN solution using FortiGate firewalls only. The main hurdle with this approach is the great
effort required to design, configure and manage the hundreds of commands between the HUB and branches. Although not
recommended, it is possible to set up small deployments with 2-5 branches without FortiManager.

For deployments with 10+ sites or use cases with frequent topology changes, it is mandatory to have the FortiGate units
managed by FortiManager to derive the full benefits of the solution.

In summary, FortiManager and FortiAnalyzer are not required for SDWAN to work. For deployments with FortiManager for
Centralized provisioning and FortiAnalyzer for centralized logging, normal traffic flow between the sites is maintained when the
two are switched off or unavailable.

SD-WAN is link agnostic utilizing any available media to steer traffic. It is possible to use MPLS, Dark Fiber, Starlink, 3/4/5G
links to establish an SDWAN underlay network. A common misconception is the assumption that MPLS links are not
compatible with SDWAN solutions. This is driven by campaigns that promote SDWAN as a replacement for MPLS.

SDWAN Building Blocks.

Interface Members

Interface members include all the virtual and physical interfaces that participate in SD-WAN. They are grouped into ‘SD-WAN
Zones’ to simplify firewall policy management.

Undetlay Network.

This is the path connecting the different sites. It could be any Internet link or private circuits from the ISP

Overlay Network.

These are secure tunnels established over the underlay network to securely connect them. They are simply dialup IPsec tunnels.
Performance SLA

Performance SLLAs define the health of the links that are connected to SD-WAN member interfaces by sending probes to a
target and measuring the link quality based on latency, jitter, and packet loss. SD-WAN rules reference the individual SLAs to
allow per application steering.
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SD-WAN Rules

SD-WAN rules define how to steer network traffic. By using information collected from define Performance SLAs SDWAN
makes decisions in real time to select the best paths.

Traffic is evaluated top to bottom and the configuration logic is similar to firewall policies; more specific rules should be listed at
the top, while more generic rules can be listed lower. Without a matching SD-WAN rule, an implicit “ALLOW ALL” at the
bottom sends all traffic to the route table for normal processing.

Like policy-based routing, SD-WAN rules are only involved in link selection, firewall policies ate still required to block/allow
traffic. If any policy-based rule is configured, it will take precedence over any configured SD-WAN rules.

SD-WAN traffic is identified and matched based on a number of different criteria:

e Source

e Destination

e Service

e User group

e Application Identification
e ISDB

e ToS or DSCP

¢ Route tags

SD-WAN Steering Strategies define how the different paths are selected.

Manual: Static assignment of one or more interfaces to be used for traffic that matches source and destination. With this
option, no health checks or link quality assessment is performed on the interface(s) selected. As long as the selected interface is
up, it is used for all traffic that matches this rule. This option is used with route tags at the HUB to steer traffic to the
branches.

Best Quality: Selects the best performing interface based on the quality criteria selected. The quality criteria could be latency,
jitter, packet loss, available in/out bandwidth or a weighted combination of all four options. With this strategy, only the best
performing link is selected.

This steering strategy requires defining a Performance SLA to gather link quality information to determine latency, jitter and/or
packet loss.

Lowest Cost (SLA): Lowest Cost (SLA) steering option does not choose the best performing link. Instead, it considers:

1. Whether the selected interface is meeting the defined SLA
ii.  The lowest cost between the selected links.

This implies that a better link may not be selected for the traffic at a given time if it has a cost higher than the other link or out
of SLA. In the event of a tie breaker (multiple interfaces with the same cost and SLA status), the SDWAN rule order preference
will be taken into consideration.

Maximum Bandwidth (SLA): Per-session load balancing to all interfaces selected in the rule, as long as they are meeting their
defined SLA. Interfaces not meeting their defined SLA are removed as eligible interfaces and traffic distributed to the remaining
members.
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LAB Environment Overview.
The devices used in the demo are licensed with all features. The labs are done in a GNS3 environment for flexibility and better
revision control using snapshots.

o “| Topology Summary =1
Node Console =
I » @ pri telnet 192.168.11.130:5017
N » @) BRI-PC  telnet 192.168.11,1:5006
= = » 0 pr2 telnet 192,168.11,130:5023
-‘ » 00 BR2-PC  telnet 192.168.11.1:5008
v 03 BR-SW  telnet 192.168.11,130:5027
p— — v W raz telnet 192.168.11.130:5032
I o » @ MG telnet 192.168.11.130:5029
» 6 HuB telnet 192,168.11,130:5007
+ £ HUB1-SVR telnet 192.168.11,1:5012
- v @) HUB2  telnet 192.168.11.130:5011
= » @) HUB2-SVR telnet 192.168.11.1:5015
- _J“TE“W ’,IJ Y EX Ui 1Be €A 4nlnnt 407 420 44 49N.EA4A et
N Servers Summary =17
e v ) GNS3 VM (GNS3 VM) CPU 5.5%, RAM 84.9%
I;I m » ) pC CPU 5.6%, RAM 96.1%
1
: e
-I
BRE-PL “Ipc
B ok
-
4 »

The above topology supports single-hub and dual-hub scenarios with internet access for the underlay network. Great effort is
made to simulate real deployment scenarios. This includes:

e All sites have redundant links.
e Branches will register to FortiManager over the internet.

e Support for HUB1-to-HUB2 traffic.

The connection details are listed below for reference.

HUB-SW1 VLAN BR-5W1 VLAN
e0/0 00B-CLOUD 5 e0/0 HUB-SW-e1/2 5
e0/1 HUB1-10 5/192.168.11.201 e0/1 BR1-10 5
e0/2 HUB2-10 5/192.168.11.202 e0/2 BR2-10 5
e0/3 FMG-4 5/192.168.11.15 e0/3
el/0 FAZ-4 5/192.168.11.16 el/0
el/1 FAC-4 5/192.168.11.17 el/1
el/2 el/2

HUB1-5VR 2/10.10.100.10 el/3

HUB1-3 2/10.10.100.1 e2/0

FMG-1 2/10.10.100.2 e2/1

FAZ-1 2/10.10.100.3 e2/2

FAC-1 2/10.10.100.4 e2/3
e3/0 HUB2-3 3(/10.10.200.1 e3/0
e3/1 HUB1-SVR 3(10.10.200.10 e3/1
e3/2 e3/2
e3/3 e3/3
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ISP SW IP VLAN

e0/0 HUB1-1 100.1.100.0/30 10
e0/1 HUB1-2 200.2.100.0/30 20
e0/2 HUB2-1 100.1.200.0/30 30
e0/3 HUB2-2 200.2.200.0/30 40
el/0 BR1-1 100.1.1.0/30 50
el/1 BR1-2 200.2.1.0/30 60
el/2 BR2-1 100.1.2.0/30 70
el/3 BR2-2 200.2.2.0/30 80
e2/0

e2/1

e2/2

e2/3

e3/0 INT-RTR-0/1|20.10.10.100/24 100
e3/1

e3/f2

e3/3
Overlay Tunnel mapping

TUNNNEL [SUBNET HUB1 ISP BRANCHXx ISP
TUN2 10.50.2.0/24 ISPB (port2) |ISPB (port2)
TUN3 10.50.3.0/24 ISPA (portl) |ISPB (port2)
TUN4 10.50.4.0/24 ISPB (port2) |ISPA (portl)
Branch IDs and Underlay network

DEVICE |ID (X) LOCATION |UNDERLAY

100/ NAIROBI ISP1 100.1.X.0/30
200|THIKA 1SP2 200.2.X.0/31
1/NAKURU OVERLAY 10.50.TUN#.0/24
2| MOMBASA

Tunnel naming convention

HUBs
HUB VPN tunnels are named VPNx where X is the tunnel number e.g. VPN1, VPN2 etc.
Branches

Branch tunnels are named HUBy-VPNx where y is the HUB site identifier and x the tunnel number e.g. The first tunnel to
HUB1 would be HUB1-VPNT1 while the first to HUB2 will be HUB2-VPNS5. This will be elaborated in the LABs
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Chapter 2: Deployment using GUI & CLI

The diagram below represents the reference topology for the GUI & CLI setup made up of two branches and a single hub. Each
site has two undelay/ISP links. The undetlay path has a single ovetlay network from the branches to the HUB.

00B-192.168.11.0/24

100.1.100.0/30

o
~ - 200.2.3.0/30

S
e e
— - Y = - -
-"'. “
100.1.X.0130 BRANCH i
I

= - E

15F A=~ port1
ISP B=port?
LAN- portd

0OB= part1h

ld=? I
Fig| | 00B-192.168.11.0/24
\ ‘ - — =9

OO0B-192,168.11.0/24 OOB-192.166.11.0/24

The topology will be extended to include different deployment scenarios. The initial setup has two ovetlay networks for each
branch for secure IPSec tunnels that are used as the overlay networks. iBGP runs on the overlay network to advertise the
prefixes at each site and share link performance metrics from each branch to the HUBs.

TUN2= 10.50.2.0124

7 % I’ \\
’ fo.50.1.0r24" ;’ ‘\
K4 Vo pios0z0me \ L Y
4 e J
. /.
£
l4

BRANCH 2
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Fortinet’s SD-WAN has four main components that are configured at the HUB and respective branches. These include IPsec,
BGP, SLA and SD-WAN rules. Each has sub-components as highlighted in the diagram below. This will be referenced to
configure HUB1 to connect to the two branches via CLI and GUL

= TN =

= |bgp between spoke and hub SDWAN RULES

= Define neighbor (hub overlay static ip) * For overlays, a healthcheck is configured to * Defined normally subject to
. * set route-map-out-preferable—Attach route-map for IN-SLA manitor the status of a loopback configured additional SLAs defined at the
+ Define Iocalid state at the hub. branches for HUB and Internet
s  Define network-id * set route-map-out — Attach route-map for OUT-of-5LA state *  5LA then configured under bgp Access
. * Attach Hub monitor SLA to track link quality for each neighbor neighborship to tie the healthcheck to BGP
« Define remote-gw { hub-underlay) (only available on cli or Forti not in GUI) . _O'ther SLAs can !:e set to lﬂol'llitur direct
+  Auto-discavery-receiver enable internet access if branches will access

internet services directly
ipsec phase2-interface Boute-MAP
=  Associate with phasel Set communities for IN- SLA and OUT-of-5LA states \
Set encryption proposals /

* Define interface as dynamic BoP SLA CONFIG oN
i *  Ibgp between spoke and hub * Route tags used to define
+ Define ip addresses to assign remote *  Define neighbor (hub overlay static ip) * SLAs to branches not traffic flow towards branches.
branches ( = set route-map-in to match Route-map defining inbound community defined, the downstream * Normal Rules for other
. matches branches advertise link underlay traffic e.g. Internet
+ Define network-id *  Neighbor groups used to match multiple branch devices performance metrics via
. * Neighbor groups applied to neighbor ranges. BGP
*  Auto-discovery-sender enable *  If other underlay traffic
flows exist e.g. internet
access for the HUB,
p SLAs could be
COMMUNITY-LIST Route-MAP configured.
. 1 = Match communities defined at *  Match community-list
* Azsocixte with ghagel the branches *  Set route tag

*  Set encryption proposals *  Applied to the route-map . lied/set within BGP confi
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IPsec Configuration
The configuration starts with IPsec to bring up the overlay tunnels. The diagram below represents the IPsec configurations
required for VPN1 and VPN2 interfaces at HUB1.

=et proposal as=236-shalSE
e R 3 o
2k ndotrome: Banhe ast add-soute dizable

ast dpd on-idle

iscowery-aendsr enable

anable

\\‘
"

10.50.2.0/24

2un_2.,2.of30

200.2.100.
-2

200.2.1.0/30

BRANCH 1

w=w

100.1.2.0/20

10.10.1.0/24 E .10

VPN1 terminates on portl of HUB1 while VPN2 is on port2. The highlighted sections represent the configuration differences
between VPN1 and VPN2. VPN1 assigns IP addresses from 10.50.1.10 to 10.50.1.250 and VPN2 assigns IP addresses from
10.50.2.10 to 10.50.2.250 . VPN1 has ip address 10.50.1.1/32 with the remote ip 10.50.1.253/24. The interface ip must be a /32
and the remote ip dictates the network range the interface is assigned in. The same logic applies to VPN2 with ip address
10.50.2.1/32 and 10.50.2.253/24 for the remote ip. BGP neighbors are formed over the VPN ovetlays.
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Branch 1 HUB1-VPN1 and HUB1-VPN2 configurations are shown below. This will configure two dialup tunnels to connect to
HUB1’s VPN1 and VPN2.

Lhm-vmrsl
AGT pearType an

enahle
3 depemdant

shortoucs depindent
enable

2T wmom.
set ellowaccess pdng
ez type funnel

ses armg-index 1§

config vEn ipsec phassl-interface
[ 1-58 e

ol

|

ra Sspandant

et proposal aeezSh-zh
et aute-negatimce cnable
oext

Branch 2 HUB1-VPN1 and HUB1-VPN2 configurations are shown above. This configures two dialup tunnels to connect to
HUB1’s VPN1 and VPN2. The two tunnels dial to the HUBs VPN1 and VPN2 for ip address assignment. The network ID
must match e.g. id 1 for the HUB’s VPN1 and HUB1-VPNT1 at the branch. Local IDs are used to define the tunnels for easier

visibility and troubleshooting. ICMP traffic must be allowed on the branch HUB-VPNXx interfaces to support ADVPN. This is
discussed in detail later.
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Mismatch in PSK

The tunnel won’t come up if we have a mismatch in the PSK, from the debug shown it indicates probable pre-shared key
mismatch at HUB1

UB1 # diagnose debug application ike -255
ebug messages will be on for 3@ minutes.

# ike ©: invalid IKE request SPI 6eb047813bd34762/522d644ealel7elf: 00000001

#
#
#

diagnose debug enable

#

# ike ©: invalid IKE request SPI 6eb047813bd34762/522d644ealel7elf:00000001
ike ©:VPN1:54: auth verify done
ike ©:VPN1:54: PSK auth failed: probable pre-shared key mismatch
ike Negotiate SA Error: ike ike

Mismatch in Network ID
The network-IDs of the HUB and the branch must match for each tunnel i.e. VPNx and HUB1-VPNX, and need to be unique.
The ID must be unique at the HUB but branches have the same IDs for the respective tunnels.

HUB1 # diagnose debug application ike -:
ages will be on for 30 minutes.

HUB1 # diagnose debug enable

Enable the debugs above to check the VPN state. The output below is given when there is a network —ID mismatch between
the HUB and branch i.e. no proposal chosen with the debugs done at the HUB.

UB1 (phasel-interface) # ike ©:21719df552f6f274/0000000000000000:27: no proposal chosen
Negotiate SA Error: ike ike [11064]
0:21719df552F61274/0000000000000000:28: no proposal chosen
Negotiate SA Error: ike ike [11064]

0:21719df552f61274/0000000000000000:29: no proposal chosen
Negotiate SA Error: ike ike [11064]
0:21719df552f61274/0000000000000000:30: no proposal chosen
Negotiate SA Error: ike ike [11064
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Requirement for firewall policies at the HUB and Branches

After IPsec tunnels are configured, they will remain disabled/down unless the following requirements are met:

e Configure an outbound policy at the branch referencing the VPN tunnels as the destination and an inbound
policy at the HUB with the VPN interfaces as the source interface.

e Bundle the VPN interfaces at the branches and HUB in respective SDWAN zones.
e A combination of the two, on side with the policy, the other with the SDWAN zone grouping.

Intertares §
& wlrtuat-warrlink
= & oy
RO (T anng

& VPN anga

Irtertaces & Gatmway

& virbaal-wan-frk
& overlay

0 ForbGae time s

terfaces 2

& virtuswandnk

The setup above will not require policies at HUB1 and BR2 since they have SDWAN zones configured while BR1 will require
outbound firewall policies to bring up the tunnels because it’'s HUB1-VPN1 and HUB1-VPN2 interfaces are not included in any

SDWAN zone.

Branches IPSec Monitor

After configuring required firewall policies or assignment to SD-WAN zones at the HUB and branches, the tunnels will be
active. This is seen under IPsec Monitor Dashboard or the configuration section for the VPN at the branches. The peer ID
shown at the branches is the local ID configured at the HUB.

© FortiGate time is out of sync,

@ Dashboard

| Show Matching Logs

Name & RemoteGat... & Peer 1D S Incoming Data < Qutgoing Data ¢ Phxet s Phase 2 Selectors
© HUBL-VPNT 100.1.100.1 NAIROBI-TUN1 o8 0B © HUBI-VPNI © HUB1-VPN2
© HUB1-VPNZ 200.2.100.1 NAIROBI-TUN2 o8 oe © HUBI-VPNZ © HUBI-VPNZ

*+CreateNew ~ | & il Show Matching Logs Search

Tunnel ¢ Interface Binding ¢ Status Ref
E & Custom @
© HUB1-VPN1
© HUB1-VPN2 # port2 Q Up 2

IPsec Tunnels
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D FortiGate time is out of sync

@ Dashboard

QL

Wl Show Matching Logs

Marme & Remote... = PeerID = Inceming Data = Ouitgodng Data = Phase 1% Phase 2 Selectors =
Q@ HUBIVPNL  100.1.100.1 & NAIROBI-TUNI [+ 0B @ HUB1WPN]1 @ HUBLVPNI
& HUBLVPN2 20021001 & MAIRDBETUNZ 0B 0B © HUB1VPNZ © HUB1-VPNZ

IPsec Manitor

+ Create New = # Edit  © Delete | bl Show Matching Logs Search

Tunnel = Interface Binding + Status = Ref. =
B & custom @
@ HUB1-VPN1
© HUB1-VPNZ M port2 @ Up 2

IPsec Tunnels

HUB IPSec Monitor
IPSec Monitor should be enabled to track the status of the tunnels at the HUB.

= Q > @- 43+ O admin-
IPsec = i~
Y BringUp~  © BringDown~  Q Locateon VI Ll Show Matching Logs

Name + Remote Gateway + PeerID = Incoming Data < OutgoingD... ¢ Phase1 % Phase 2 Selectors =

© VPN1.0 100.1.2.1 5 MSA_Tunl 0B 0B @ VPN1.0 © VPN1

@ VPN1.1 100.1.1.1 & Nakuru_Tunl 0B 0B ©@ VPN1.1 @ VPN1

© VPN2.0 200221 & MSA_Tun2 0B 0B Q@ VPN20O  © VPN2

@ VPN2_1 2002.11 Nakuru_Tun2 0B 0B @ VPNZ_.1 @ VPN2

@ Dashboard ‘ *CreateNew ~ | ¢ Edit @ Delete @ Ll Show Matching Logs Search
< Network
B Policy & Objects

Tunnel = Interface Binding = Status = Ref. =

[E]l O Custom @
@ VPN1 ™ portl @ 2 dialup connection(s)

& Security Profiles
O VPN

Overlay Controller VPN © VPN2 [® port2 © 2 dialup connection(s) 2

IPsec Tunnels

Since we have two branches configured, the HUB will have two dialup connections for each VPN interface as shown above.

11
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BRANCH IPSec Command Details

config vpn ipsecc phasel-
edic "HUB1-VEN1"

set interface "portl™
set ike-version 2=IKE version
set pEerCype any

set net-device enable-
set mode-cfg enable-- o
zel proposal aes23f-shaZsé

zet add-route di=able- o= M4
zet leocalid “Makuru-Tunl®
et idle-timeout =nable
set auto—discovery-shertcuts dependent -De

set autu—discoﬂn:y—rtcoivo: enable-—- imdl Ga

set netuurk-overlay Enahle -— T
set network-id 1 -~ 34T 1
set remote-gw 100.1. 100 !— Thae iy IP at H
set psksecret sirild

set dpd—re"y'*un* 2

set dpd-retryinterval 2

nexc

end

config vpn ipsec phase2-interface
edit "HUBl-VPH1"

set phazslname "HUB1-VEN1"

=ct proposal acsZ56-shaZse

set auto-negotiate enable

next

snd

conlig syscem interface
edit "HUBl-VEN1"—
zet zllowaccess ping—
set type Tunnel

set interfacs "
nexc

end

porcl™

HUB IPSec Command Details

config vpn ipsec phasel-interface
adit "VDNIT
set type dyna
=et interface
set ike-vers
set peertype any

set net-device disablo——' zible = el o
set mode-cfg enable- T = E i
set proposal aes256-sha2dé
set add-route disable
set dpd on-idie

set localid MAIRCEI-TUNL

set auto-discovery-sender enable-
set network-everlay -nahln—- -
=et network-id 1-
ser ipvd-start-ip
get ipwd-end-ip 10

set psksecret
set dpd-retryti
next
e

config system interface
edit "vBN1"

set ip 10.50.1.1/32--The
set remote-ip 10.50.1.253/24-
next

and
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BGP Configuration
iBGP is the preferred protocol and performs the following roles:

e Advertise the branch and HUB networks to neighbors.

e Using SD-WAN healthcheck tracking at the branch, advertise the quality of the link to the HUB using
communities. This avoids duplicate link monitoring from the HUB to the branches.

BRANCH IN-SLA-STATE

When overlay tunnel are within the defined performance thresholds of (Latency, Jitter and Packet loss), the IN-SLA
communities are set for the prefixes advertised. The required community is configured e.g. 65001:1 for Tunnel 1 when within
the SLA, it is attached to the appropriate Route map which is then applied for the specific neighbor. This is done using the
command below:

set route-map-out-preferable [route-map name]

For each tunnel, we define unique communities and route-maps in the following format, community 65001:X and route-map-
out-preferable of IN-SLA-TUNX where X is the tunnel number.

BRANCH OUT-OF-SLA-STATE
In the case the tunnels don’t meet the defined SLA, a single out of SLA community is configured for this document, 65001:11 is
used in all cases. The community is attached to an out of SLA route map using the command below for each neighbor:

set route-map-out [route-map name]
HUB ROUTE-MAP-IN

The hub forms neighborships with all branches on the overlay tunnels. At a high level, the HUB matches the configured
communities defined at the branch and converts them to route tags to be used in SD-WAN rules. A single route-map is defined
with multiple rules to match the different communities. The route-map is applied inbound for at the neighbor group level with
the command below:

set route-map-in [route-map name]

The neighbor-ranges and neighbor-group secttings are configured for peering relationships to be established
without defining individual peers. Branches have their tunnel interfaces configured within the range of the BGP peer and match
the defined prefix under the neighbor-range defined by the command below:

set prefix

At the branch level, prefixes are matched and advertised upstream to the HUB with the appropriate communities attached. The
BGP Neighbor Group feature is used at the HUB for this peering. Branches advertises networks over each of the IBGP sessions
running on the overlay networks. HUBs act as BGP Route Reflectors (RR), readvertising the prefixes to all other spokes in
addition to local HUB networks.

13
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BRANCH1 BGP Configuration
The diagrams below include the required commands to setup BGP at branchl. It includes neighbor definition, where the VPNx

ip addresses are referenced as neighbor ip addresses, route-maps applied with required community settings and the SDWAN
healthcheck for the HUB loopback configured.

spstem sduan ;!’
15 healmh-sheck
- 8

edit YHUB 3 I
set serwer “10.100.100.100% J
set members 1 2 - o

config =la
it L

==t latency—
set Jitker

ne=ighbor
edic "10

emenc-interval 1
ption "HAL1-TIHL"
et interface "HUB1-VENLI™
set remote—as 63001
et ¥oute=map-out "OUT=0T-SLA"
=-map-rus-prefezakle "IN-SLA-TUNL™
set additicnal-path ceceive
nest
edit "10.50.2,1"
set advertisemenc-ingerval 1
set descripkion "HUB1-VENZT
set intecface "HUBl-VPHZ"
22t remote-as 63001
set route-mep-out "OUT-CP-SLA"
cus-preferable "IN-5LA-TUHZ™
set mddiTicnalopath recesia

==t packetlcss-thresheld 5

@et Bla-id 1
RERL
adit "10.50.2.1

2eT route-mar

set health-check "HUB HC®
get gla-1d 1
neit
end

N

adit "IN-SLA-TOHL"
confly rule
edft k

set aet-comemnity "85001:1" i

% \ ‘ sanfiz zouter bgm
/ 100.1,100.0/30 200.2.100.0/30 @ s i

F
canfly Faltar Foute-Fap ‘ { I

— —

next
edit "IN-SLA-TUH2"

s 100.1.1.0/30
4 i

edit 1

" TH-SLA-TIRIL"

1“-5?-0"14 3ot nddLtiehal-path feeive

200.2.2.0/30

~preferakle "IN-SLA-TUWE™
Path recelve

28T AddlCional
REXT
end
config nstusrk

10.10.1.0/24 10
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BRANCH2 BGP Configuration
This is the same configuration as branchl or branchX.

\

g system achan
config heslth-check
edit "HUE_BC
set secver "13.100.100.1007
set menbers 1 2
config sla
wdit 1
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comfiz zous
set as E
set Lhap—w
szt addaticmal-pach snsible
szt zddatismal-pmth-ss=l=cs &
config nmigaber

edit "10.5C.1.1"

set adwerc

set remgte-as ES00
et routa-map—cuc *OOT-OF-SLA"
map-cuc-praferahls *IN-3La-TONL®

aet addizional-path receive
next
edet "1O.50_2.1"

set adwertlisemsnt—interval 1

=ec description THUBI-VENI"

=et imzarface "HUB1-VEN2!

st remore-z3 ES001

A€t route-map-ous "OUT-5F-5CAT

set reut=-mep-cus-preferabls Y IH-SLA-THNZ®
onal-pach receive
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HUB1 BGP Configuration

and

10. snlz.o.rz-t

teh-communizty "HUBL-WEH1W 100.1.1.0/30
aet met-route-tag L

rexT

R

200.2.1.0030
BRANCH 1 1
100.1.2.0/30

-—
TTarmmsssmsme=

.3

10.10.1.0/24 | 10
) 1
|

The HUB uses community-lists to track the communities configured at the respective branches. Once tracked, route-maps are
used to match the inbound communities and set route-tags. The route-tags are then used to steer traffic using sdwan rules.

This offers greater efficiency since multiple SLAs at the HUB are not required to track all links for multiple branches since this is
already shared within iBGP adverts for all subnets received on all tunnels.

A loopback interface is configured at the HUB for the branches to track link performance via ICMP. A firewall policy is required
at the HUB to allow traffic inbound towards the loopback on overlay interfaces.

To enable the branch install more than one route option for a specific network, the options below are required within BGP
globally.

set ibgp-multipath enable
set additional-path enable
set additional-path-select 4
To enable the HUB send multiple routes to the branches for networks received, for each neighbor group, configure:
set additional-path send
The configured route-map at the HUB is applied inbound for each neighbor group
set route-map-in

The neighbor-range option makes the configuration scalable since multiple branches match the respective tunnels for BGP
based on the prefix configured.

16
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Branches are configured as route-reflector clients within the neighbor group.

set route-reflector-client enable

At the branch level, a health check is configured to track the status of the loopback interface at the hub over HUB1-VPNI1 and
HUB1-VPN2. If either fails, BGP will advertise the failed community string 65001:11 to the hub. If they are within the defined
SLA, the tunnel community will be advertised i.e. 65001:X where X is the tunnel number.

No health checks are needed at the hub. Instead, SD-WAN service rules are configured to match each route-tag and steer traffic
to the corresponding VPN overlay when the neighbor link is healthy. Because all branches advertise the same community strings
and route-tags, additional settings are not needed for extra branches, making the design scalable.

BGP HUB Verification

Two paths are available for all branch networks because the multipath configuration.

i - internal,

From the HUB perspective, a BGP neighbor is established for each tunnel. A total of four neighbors are established for this
setup i.e. two for each branch.

17
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Since the branches are configured as RR-clients, next hops are retained in BGP adverts to other branches e.g. the network
10.10.2.0/24 is received from the neighbor 10.50.1.10 with a next hop of 10.50.1.10. When advertised to the neighbor 10.50.1.11,
it retains the next hop of 10.50.1.10.

18
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The branches advertise the communities with each advertised network. Route-maps and community-lists are then used to match
these and create route-tags. The branch neighbors are denoted as RR-clients.

19
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BGP BRANCH VERIFICATION
Branches form neighborships with the static tunnel/overlay ip at the HUB.

info bgp

number

% |
i

Total number of

Branches are configured as route reflectors and the next-hop information is retained. Two paths are available because multipath
BGP is configured.

ADVPN

Auto-Discovery VPN (ADVPN) allows the central hub to dynamically inform spokes about a better path for traftic between
two spokes. It is a Fortinet proprietary solution that achieves on-demand spoke-to-spoke circuits based on IKE & IPSec

It requires underlay reachability between spokes since new tunnels should form independent of the parent IPsec circuits
through the hub. Reachability is natively available if internet links with static ip addresses are used at the spokes but is missing in
DHCP networks e.g. 4G/5G, starlink and must be verified in MPLS networks.

Requirements for SDWAN e.g. Static addressing at the Hub, primary IPSec, iBGP etc. are still required. In summary, ADVPN is
an addon feature on an existing SDWAN setup. Most of the configurations done so far are ADVPN ready but the critical
commands will be reviewed with additional features.

For the correct operation of ADVPN, branches must preserve prefixes unchanged, including their original BGP next-hop
values. Hence, it is impossible to replace the specific routes with summarization. To achieve this, the BGP RR function is
mandatory: the gateway must reflect the original routes between the spokes without altering the original next-hop received.

The initial communication goes through the Hub and if propetly configured, the hub offers the spoke a shortcut. The spoke
then negotiate a new tunnel between them on their overlay network. Once formed a shortcut tunnel would remain up even if the
parent IPsec tunnel through the hub went down. This is trackable using the command below in phasel-interface. With the
command below, the tunnel is torn down automatically when the parent tunnel goes down.

set auto-discovery-shortcuts dependent

20
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Other ADVPN specific commands are defined in the SPOKE and HUB command section i.e. Hub IPsec details and Branch
IPsec details. Traffic processing is done using firewall policies already defined for traffic to/from the Hub i.e. no policies are
requited for traffic to/from spokes.

ADVPN SLA monitoring of shortcuts starts 10 seconds after the shortcut is created. Shortcuts are not automatically brought
down when their parent tunnel goes down. However, they can be torn down when idle. This is configured in phasel with the

command below.

set idle-timeoutinterval <minutes>

\_10.50.1.1/32 10.50.2.1/32
7\
/7 N

p ) Y

% RS ,{0.50.2.0124 ‘\ ‘
‘ 4

‘ 4 ADWPN
(BRANCH 1 = = = e

et ] -
-

10.10.1.0/24 4

ADVPN Verification

A new connected interface of the connected overlay is created and points to the ADVPN interface. A new static route is formed

with the overlay ip for the remote networks with the next hop of the peer overlay IP ( Shortcut).

Fortinet SDWAN Demystified
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The new IPsec tunnel formed (ADVPN) uses the underlay network of the other branch as the peer IP. The ADVPN Shortcut
tunnel & interface names nave the following syntax <phaselname>_<index> c.g. HUB1_VPN2_0

= q
|
il Showw Matching Logs
Mame = Remote Gateway = Peer ID = Incaming Data = Outgoing Data 5
.1 MSA_Tun2 1.17 kB 109 kB
© HUB1-WPN1 100110001 NAIRDBITUN 1.35MB 1.35MB
O HUB1-VPNZ 200.2.100.1 NAIRDEI-TUNZ 1.35MB 135 ME
= 4
| Shive Matching Logs
Maeme 2 Remorte Gateway = PeeriD = Imcoming Data & Outgoing Dats £
& HUB1-VPNE NAIROBITUNL 130MEB L.3GMB
0 HUB1-VPHZ Bi-TLN2 131 ME 13188

SLLA monitoring is done with icmp traffic between the overlay IP addresses of the two branches. ICMP must be allowed on the
overlay ip address for the SLA to work.

bandwidth

After configuring IPsec and BGP, SDWAN rules and policies are configured at the HUB and branches GUI. This option is only
feasible for installations with few branches. The next chapters will focus on deployment using FortiManager.
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Chapter 2 questions

1.

Which is the recommended order to configure the key components of SDWAN.

a) IPsec> BGP> SDWAN
b) IPsec> SDWAN>BGP
¢) BGP> IPsec> SDWAN

Which component must match between the HUB and a spoke/branch.
a) Local ID

b) Network ID

¢) All the above

What identifier is set at the branch with the advertised prefixes.
a) Route map

b) Community

¢) Route tag

Which routing protocol runs between the HUB and branches.
a) iBGP

b) EBGP

¢) Any of the above

Which IP address do the branches reference as the bgp neighbor at the HUB.
a) Opverlay static interface ip

b) Undetlay static IP

c) Loopback at the HUB

What attribute is used at the HUB as the destination when defining SDWAN rules to access branch networks.

a) Route-tag
b) Community
¢) Destination network

What SDWAN steering strategy is used to direct traffic to the branch with SDWAN rules.

a) Best quality
b) Manual
c) Lowest cost

Fortinet SDWAN Demystified
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Chapter 3: FortiManager Single Hub with Dual ISP Underlays

The topology used for this setup is the same as the one used in the GUI & CLI section with the addition of FortiManager VM as
for centralized management. FortiManager is deployed at HUB1T.

0O0B-192.168.11.0/24

100.1.100.0/30 200.2.100.0/30

200.2.1.0/30
BRANCH 1

=
ISP A= port1
ISP B=port2
LAN= port3
00B= port10

00B-192.168.11.0/24

00B-192.168.11.0/24
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Provision the HUB for FortiManager Access.

The HUB connects to FortiManager via the OOB network. Configure the underlay SDWAN settings to be used for DIA. The

SDWAN configuration is done from FMG but could be done from the HUB GUI as long as the zone name is the same as what
would be later used in FortiManager templates to avoid provisioning errors.

= 0 Q- > @- LBO- Oadmin-
€4 Central Management Settings X
Settings Infa

Status LASEEEY © Disabled
Type m FortiGate Cloud | FortiManager Cloud

Connection status @ Connected

& Refresh

Verified serfals  [E] FMGVMTM24015045

Mode m Backup

IP/Domain name 192.168.11.15

Fabric Connectors

SD-WAN Zones SD-WAN Rules Performance SLAs
EELGIGION Volume | Sessions
Dawnload
Mo results
;
Interfaces # Gateway &
& virtual-wan-link
= Dia
*  # portl 100.1.100.2
= | B port? 200.2.100.2
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Install Preview of HUB1

Assigned Devices

HUB1

Search...

[ # HuB1

| config system sdwan

config zone

edit "DIA"

next

end

config members

edit 1
set
set
set

11 next

edit 2
set
set

15 set
1 next
end

5 end

interface “portl”
zone "DIAT
gateway 100.1.188.2

interface "port2"
zone “DIA"
gateway 200.2.100.2
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The branches will access FMG via the public IPs at the HUB. Two NAT rules and a firewall policy are required to allow the
inbound connections. The inbound rule is applied on the underlay network to allow branch devices to access FortiManager

Policy & Objects ~ nstall Wizard &5 ADOM Revisions

£ Tools ~
Policy Packages & Create New v \l HE i D : $ More
Object Configurations

Normalized Interface

Firewall Objects

Addresses

= |

O |Name= Interface < Details ¢

O @PRI-FMG Cany 100.1.100.1->192.168.11.15

O @SEC-FMG Qany 200.2.100.1->192.168.11.15

Services

Schedules
Virtual IPs

(= HuB1

@ Das ard Edit Policy

% Net
B Policy & Objects Name © BRANCHES-FMG
Firewall Policy Incoming Interface @ DIA v
Outgoing Interface [ port10 v
Addre ‘ Source = all x
-
Internet Service Database
Destination @& PRI-FMG x
@& SEC-FMG x
+
Virtual IPs Schedule [0 always g
IP Pools Service o ALL x
-
Action L. el © DENY
Traffic Shaping
& Security Profiles Firewall/Network Options

& VPN

NAT >

If a single public IP is available at the primary and secondary links, port address translation (PAT) must be used to avoid NAT

directing all inbound traffic to FortiManager, blocking all branch devices dialing in over IPsec since all traffic would be directed
to FortiManager including IPsec terminations. For PAT, use TCP port 541 as shown below to allow other connections on the IP

inbound i.e. IPsec terminations.

[E] Policy & Objects v = & Install Wizard @& ADOM Revisions ¥ Tools v

Policy Packages + Create New v
Object Configurations

[ Edit | | i Delet : Morewv

J | Name= Interface = | Details =

Normalized Interface

Firewall Objects

Addresses

O < any 100.1.100.1->192.168.11.15 (TCP: 541->541)

Services O
Schedules 2 Virtual IP Group ©Q

@ PRI-FMG

@& SEC-FMG  ©rany 200.2.100.1->192.168.11.15 (TCP: 541->541)

Virtual IPs & IPv6 Virtual IP @
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Since there are two ISP links at the HUB, the branches are configured to access both for redundancy. When multiple addresses

are listed, the FortiGate attempts to establish the FGFM tunnel using the first IP listed, and if it is unreachable, it tries each
subsequent IP until the tunnel is established.

(central-management) #
rtimanager FQDN/IP> Up to 1@ entries

BR1 (central-management) # set fmg 100.1.100.1 200.2.1006.1

© FortiGate time is out of sync.

Cafl Central Management Settings

Settings Info

Status [ RTEVESE © Disabled

Type FortiGate Cloud = FortiManager Cloud
Connection status @ Not Managed
> Refresh

Mode m Backup

IP/Domain name 100.1.100.1
200.2.100.1

Only one address is used to establish the FGFM tunnel at a time. In FortiManager-HA, when listing multiple management
addresses, the first address defines the Primary device and the second address is the Secondary device. This design supports a
maximum of 10 FortiManager instances that is adequate for most designs. FMG-Access should be enabled on the WAN
interfaces at the branches to allow registration to FortiManager.

Address
Addressing mode DHCP | Auto-managed by IPAM | One-Arm Sniffer
IP/Netmask 100.1.1.1/255.255.255.252

Secondary |P address (OB

Administrative Access

IPv4 @ HTTP O @ PING
8 ssH [ sNMmP
[l RADIUS Accounting [J Security Fabric

Connection €@

Fortinet SDWAN Demystified

27



To check registration status, check the device manager section under Managed FortiGate. This is also visible on FortiManager

CLI using the command:

Diagnose fgfm session-list

[E] Device Manager v m Add D a1 ip w8 Install Wizard
@ Device & Groups
Connectivity

F | Search..
L 1 W Connection Up [3]
B Managed FortiGate (3)

BR1

BR2

HUB1

5 & Instail~ | [@ Table View | |

W Firmware Ternplates

I Monitors Device Name = Config Status = Host Name = IP Address =

+BR1 + Auto-update BR1 100.1.1.1
+8R2 + Synchronized | BR2 100.1.2.1
+ Huel +" Auto-update HUB1

session-list
sn(FGVM@1TM24004958)
state(tunnel) tunne16169.
canGUH91T1“4BB496@

# diagnose

fgfm
HUB1(163)

BR1(175)

1pthB

tunn~1 ( 169.254. EJ

=y

unnel 3)

statu

ration o
24015

FMG-VMTM

192.168.11.201 FortiGate-VM&4-KVM

Platform =

Device Config Status

(1]
(2]

B Synchronized
W Awto-Updated

Firmware Version =

FortiGate 7.2.8.build163% (GA) (Mature)

FortiGate-VMA&4-KVM

FortiGate
FartiGate-VYM&4-KVM

7.2.8.build1639 (GA) (Mature}

Low Vulnersbility

FortiGate 7.2.8 bulld1639 (GA) (Mature)

Low Vulnerability

The branches register to the first FortiManager IP to be configured but failover to the next available IP when it is unreachable.

The image below shows an outage of FortiManager on primary ip 100.1.100.1 and failover to the second ip address 200.2.100.1.
For this lab, both IP addresses lead to the same FortiManager instance providing link redundancy at the HUB.

14 Log & Report

4/10/25 10:11:5% [ 1] Warning
Forward Traffic
5:30 mm Notice
[ [ [] Warning
[Sihlh] Warning

Failed to connect FortiManager 200.2.100.1

Central Management connectivity is inactive

Connected to FortiManager 200.2.100.1
Tunnel to FortiManager is down

Falled to connect FortiManager 100.1.100.1

Central Management connectivity is active

Central Management connectivity i

Device Grou| Create New Device Group
Connectivity
Group Name Branches
W Coonection Ug
& Description
+ AdaM
O | DeviceName = Type
& allv v 1 -
2 0O | emt Device
Device Name = Config Status = Host Nameo & IP Addross & m] BR2 Device
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Platform <

FortiGats

FortiGate-'YMé4-,

a

Firmware Version <

VMEA-, 7.2.8 uld14637 (G

FortiGate

FortiGate 7.2.8,bulld 1639 {GA)
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Metadata Variables

Metadata Variables are defined under Policy & Objects in the advanced section. The local-id Metadata Variable is created to
define local identifiers. For this lab, we will use Nakuru and Mombasa as the branches and Nairobi as HUB1.

Once created using per device mapping, it is available for use in templates by prepending the $ symbol.

Branch1 and Branch? are defined with branch_ids of 1&2 respectively while HUB1 has 100. This will be used in BGP & IPSec

Templates.

hub1_ISPA and hub2_ISPB underlay IPs are also defined for use by branches to reference remote gateways at the HUB. These

are defined as default values.

=
=

Policy Packages

Policy & Objects ~ = IL Install Wizard -l- ADOM Revisions

£ Tools

! Morev

Object Configurations

Normalized Interface

Name =

Firewall Objects
Security Profiles
Fabric Connectors

External Connectors

o ooo o)«

Liser & Authentication

Advanced

Edit Metadata Variables - branch_id

Name

Description

Default Value

Per-Device Mapping v

+ Create New | | [# Edit | | i C

[0 | Mapped Device + Value =
O BR1 [root] 1

O BR2[root] 2

O HUB1 [root] 100

Fortinet SDWAN Demystified

= branch_id
hub1_ISPA
hubl_ISPB
2 local_id

Default Value <

100.1.100.1
200.2.100.1

vm_interface_number 1

Edit Metadata Variables - local_id

Name

Description

Default Value

Per-Device Mapping v

+ Create New | | [# Ed
Mapped Device <

HUB1 [root]
BR2 [root]

0000

BR1 [root]

Value <
Nairobi
Mombasa

Nakuru
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SD-WAN FortiManager role mapping.
The configurations are done using three main templates i.e. IPSEC, BGP and SDWAN.

| — ———— — —— — — — — — — —

branches |
= Define network-id

¢ Auto-discovery-sender enabla

- Define ip addresses to assign remote

Ipsec phased-interface
= Assoclate with phasel
*  Set encryption proposals

IPSec Templates

ipsec phasel-interface BGP \ [

+ Asseclate with underlay interface, = lIbgg between spoke and hub SLA CONFIGURATION

. : i = Define neighbor (hub overlay staticip) *  Far aoverlays, a healthcheck is configured to

i = set route-map-out-preferable —Attach route-map for IN-SLA maoniter the status of a leopback configured

s Dafine kocalid state atthe hub,

«  Define networkdd *  selreute-map-eut — Attach route-mag for QUT-of-SLA state * SlAthen configured under bgp

u Artach Hub manitor SLA to track link qualiey for each neighbor naighborship to tis the healthchock to BGP

« Define remote-gw | hub-underlay) {onty available on cli or Fartifanager not in GLI) = Other SLAs can be set to monitor direct

«  Auto-discovery-receiver enable internet access if branches will access
internet services directhy

ipsec phaseZ-interface Route-MAR

= Assoclate with phasel *  Sek communities for IN- 5LA and OUT-of-5LA states \

+  Set encryption proposals

A A

SDWAN RULES
*  Defined normally subjsct to
additional 2LAs defined at the
branches for HUB and Internet
Arcess

— — — — — — — — — — — — — — —
BGP Template SDWAN Template
BGR SLA CONFIGURATION SDWAN RULES
+ Ibgp between spoke and hub = Route tags used to define
*  Define neighbor (hub overlay static ip) + SLAsto branches not traffic flow towards branches.
*  setroute-map-in to match Route-map defining inbound community defined, the downstream = Mormal Rules for ather
matches branches advertise link underlay traffic e.g. Internet

*  Moighbor groups usod ta match multipl Branch davices
*  Neighbor groups applied to neighbor ranges.

performance metrics via
BGF

+ I other underay traffic
flows exist e.g, Internet
access for the HUB,

saparate SLAs could ba
COMMUNITY-LIST Route-MAP configured.
*  Match communities defined at *  Match community-list
tha branches *  Sot routa tag
= Applied to the route-map + Applied/cet within BGP confij

The first template to be created is the IPSec template. This is the same logic we used in the CLI/GUI section. Three default

templates are available and those relevant to SD-WAN are the Branch and Hub recommended templates.

Oooala

IPsec Tunnel Templates

+ Create New

[ Edit | | £ Delete | | @ Assign to D

t Marev

Name %

@ HUB_IPsec_Recommended
s BRANCH_IPsec_Recommended

Fa IPsec_Fortinet_Recommended

Assigned to Device/Group &
0 Devices in Total
0 Devices in Total
0 Devices in Total

T Delete

@ Assign to Device/Group 1 More

=] ‘ Name <

O EHUB_IPsec_Recommended

O  [GslPsec_Fortinet_Req

‘ Assigned to Device/Group = ‘

[# Edit
% Clone

1 Delete

0 Devices in Total

tvices in Total

@ Assign to Device/Group

© Activate
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You right click, activate and rename a template. Once activated, define the outgoing local interface, local-id, remote-gateway

(undelay at hub) and preshared key.

It is recommended to define the remote gateway as a metadata variable for easy configuration and greater accuracy.

[ Activate BRANCH_IPsec_Recommended ]

[ Edit

4+ Create New

ﬁ] Delett

evice/Group More v

Template Name

[Fes] ®

Assigned to Device/Group <
. 0 Devices in Total
0 Devices in Total

0 Devices in Total

Name <
Enable ADVPN [ o)
o O G HUB_IPsec_Recommended
m L — =
Outgoing Interface Q portl | =
Local ID @ $llocal_id) Tunt O G !Psec_Fortinet_Recommended
Remote Gateway [ @ $(hubl_ISPA)

Pre-shared Key

O [;;, BRANCH_IPsec ]

0 Devices in Total

The activated Branch_IPsec template is renamed, the local primary gateway interface (portl), Local ID ( Metadata Variable),
remote Gateway (Metavariable) and a PSK. At this point, ADVPN at the branch level is also activated.

The IPsec template creates all required configurations for phasel and 2 .To be more descriptive, each tunnel will have a unique

Local_ID e.g. Sitename_Tun1 for the first tunnel.

Il W el

IPe2e Template - BRARCH IPsae

Edit [Poec Tunnel - HUBT- VPN

Mo

N
Description SR e R _l hY
1 ~
1 iy
e
7’
- - I
4 Create New | | Edis | | 8 Dalste || i Morgw |

Type | Qutgoing Interface £ | Local Interface &
- .
o] I
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Turre! Nasie 'HUBI-VPN1
Mierwork:
Routing EEE] rotomatic
Romote Device Dymasmic DNS | Dynamic
Resrete Gobeway (1P Address) | & Slhubl_ESPA)
Oustgaing Interface @, partl
Locad Iy @ llocal_id]_Tunl
Metwork Overlay [ &
Natwork 10 @ 1
Proposal =

205551256
FEC Health Check a
Authentication

Authentication Method

saassman

Pre-shared Key @
Timmel Intertace Serup

P [}
Remot IP [

Phasel Interface

O MNames Keep Allve = | Hey Lite & Propossl 2
O HUB1L-WPN1 ] AX200 aps256-sha2se



Branch Template Group

IPSec templates are attached to Template groups which are assigned to the devices. For initial modelling, we assign the
template to one device to optimize all applicable settings before adding all branch units. The installation Wizard is used to install
the configured IPSec template. These are considered device settings (interface, routing etc.).

The target device should be available ( connection up). During the initial modelling, use the install preview to review the
configuration and check compatibility with the target device. Any incompatibility will be flagged at this point.

When running the install preview, you might get the error invalid preview file or No preview when sending device settings
only. To get a detailed error report, select install Policy Package & Device settings which has detailed error reporting
compared to install device setting (only). If no policy package is attached to the device, create an empty package with implicit
deny for testing only, this should be detached once the errors are identified to avoid overwriting firewall policies on the remote

unit.

[E] Device Manager ~ = & install W

@ Device & Groups Create New | [ Edit
Scripts

| 1 Delet | | & Assign to Device/Group | | § Morev

=) Template Group Name = Provisioning Templates = Assigned to Device/Group =
@ Provisioning Templates |
Template Groups 1 Device in Total View Details >
O HUB1TG ElHUB1-SDWAN
System Templates 4 HUB1 [root]
Fabric Authorization Tem...
|Psec Tunnel Templates 1DeviceinTotal  View Details >
~  BRANCHES-TG DYBRANCH_|Psec
SD-WAN Templates 4 BR1 [root]
SD-WAN Overlay Templ... = -
Install Wizard - Choose What to Install (1/4) I | M x
PNEXT !
Q Install Policy Package & Device Settings b ] | - /—
b 7’
b /s
@ Install Device Settings (only) \ 7/
Nov

o Install only device settings for a select set of devices. Policy and Object changes will not be updated from the last install.

Install Wizard - Validate Devices (3/4) NEXT ™ x
A -7
Only successfully validated device may be installed. Plc‘ﬁse\conﬁrm and click "Ins#ll" button to continue,
N . Sear
N
Device Name Status = ~ $ H
< BR1 © Connection Up
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Branchl1 IPSec HUB1-VPN1 Config Preview.

The IPSec template creates the commands shown to be installed on the branch firewall. It creates all required phasel and phase2
configuration with the required settings. When pushed to branchl, the tunnel is configured but it will be down because the
required setup at the Hub and the inbound and outbound firewall policies or done SDWAN zone grouping are not yet
configured

Edit IPsec Tunnel - HUB1-VPN1
1 config vpn ipsec phasel-interface

. edit "HUB1-VPN1"
[Tunm:IName- HUB1-VPN1 ] I set interface "portl™ l

set ike-version 2

MNetwork
5 set comments “VPN: HUB1-VPN1 [Created by IPSEC Template]™

[Routing m}uwmaﬁc I set_proposal aes256-sha256 l
Remote Device LEYEIEEY Diynamic DNS | Dynamic | i set peertype any

|Remote Gateway (IP Address) | @ S$ihubl_ISPA)

set mode-cfg enable
[ set localid “Nakuru_Tunl® ]

I—Dutgoing Interface Q port1 i et remote_gw 100.1.100.1
-Bw «d. .
[analID @, $tlocal.id). Tunl ] 11 set idle-timeout enable
Network Overlay © 12 set net-device enable
[ Network ID Q1 ] 1 [ set add-route disable ]
Proposal Q 14 set auto-discovery-receiver enable
. 1% [ set psksecret ENC Z87pc/bwU2§1HxCFsp@zLVsmpXEWQQvc6IVoYgs
aes256-sha2bé
I 1¢ set network-overlay enable
R b o e < % 17 [ set network-id 1 ]
FEC Health Check @ i \“E’.’: set auto-discovery-shortcuts dependent
e o e e o e
Authentication . 28 end
Vv 21 config system interface
Authentication Method Pre-shared Key B0 edit "HUB1-VPN1"
Pre-shared Key @ ssssssss 23 set vdom “"root”

set type tunnel
Tunnel Interface Setup set snmp-index 116
P a 2 set interface "portl”
Remote IP @ o next
28 end

2% config vpn ipsec phasel-interface
L; edit "HUB1-VPN1"
< Create New | | [ Edit | | B Delete 31 set phaselname “HUBL-VPN1™

Phase2 Interface

S Kecp Alive s | Ky Life eropoal e I set proposal aesi56-sha2se I

| ! | | 3 set auto-negotiate enable

HUB1-VPN1 @ 43200 es256-sha256 | set comments "VPN: HUB1-VPN1 [Created by IPSEC Template]”
next
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Branchl1 IPSec HUB1-VPN2 Configuration

The second tunnel is configured by cloning the one created from the IPsec Template. Once cloned, settings are customized to

match the second tunnel.

The tunnel name, Gateway, outgoing interface, local 1D, network ID and phase2 name are customized to match the second
tunnel. All other settings remain the same. Any additional tunnels (3,4..) are made in the same way by creating a clone of the
existing tunnels.

IPsec Template - BRANCH_IPsec

[ Clone IPsec Tunnel - Clone_HUBL-VPNL ]
Mame BRANCH_|Psec
Description Tunnel Name | HuB1-vPN2
MNetwork
| [ 4 Create New | [ B Edit | [ @ Delete | [ § More | Routing m Automatic
8 | Mame-= | Outgoing Interface = | Remote Device NGRS Dynamic DNS | Dynamic |

Remote Gateway (IP Address) | @ $(hub1_ISPB)

Outgoing Interface | @ port2
Edit Phase 2 Interface Local ID | @ $llocal_id)_Tun2
Network Overlay ©
Network ID a2
Name | HUB1-VPN2 — a
Keep Alive o
Key Life ‘ @ 43200
Proposal ‘ Q FEC Health Check |'@,
Authentication
Authentication Method W‘
IPsec Template - BRANCH_IPsec Pre-shared Key @ Tissaae '
Name BRAMNCH _IPzec Tunnel Interface Setup
Description
P |a
Remate IP @
Phase2 Interface

| + Create Newl [[JjEdIt | | i Delete | [ i Marew |

| + Create New | EB Edit | | B Delete |

= ‘ Name % ‘ Type = ‘ Qutgoing Interface

MName % Keep Alive &

0O HUB1-VPN1 Static portl
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Branchl HUB1-VPN1 & HUB1-VPN2 Comparison
The variations between the VPN are highlighted.

Edit IPsec Tunnel - HUB1-VPN1

Edit IPsec Tunnel - HUB1-VPN2

Tunnel Name -HUB'l-VPNi Tunnel Name [ | HU‘B}.-V.F-'NEI ]
Netwark Netwark

Routing m Automatic Routing Automatic

Remote Device ¥ RE Dynamic DNS I Dynamic [ Remote Device IP Address bynamic DNS -Dynamic
Remote Gateway (IP Address) | @ $(hubl_ISPA) Remote Gateway (IP Address) | @, Sthubl_ISPB) '
Outgoing Interface @ portl Outgoing Interface | @ port2

Local ID @ Silocal_id)_Tuni Loeal ID | @ Silocal_id) Tun2

Metwork Overlay O Netwark Overlay O

Network ID @1 [ metwork iD Q 2 i
Propasal Q Proposal [a

FEC Health Check @ FEC Health Check | @

Authentication Authentication

Authentication Method Signature

Pre-shared Key @

Authentication Method S ETEN T Signature |

Pre-shared Key @ sssssnss

Tunnel Interface Setup Tunnel Interface Setup

P @ P @
Remote IP Q Remote IP [@
Phase2 Interface Phase2 Interface
[# Edit | | &I Delete [ 4 Creste New | [ Edit | | { Delete
0O | Names [eepinae | Koy Lite ¢ | Propcsol's O | Names KeepAlves | Keylife | Proposal
O HUB1-VPN1 @ 43200 aes256-sha256 0O HUB1-VPN2 %) 43200 aes256-sha256

= o I
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Branchl IPSec HUB1-VPN2 Config Preview

The second tunnel settings are then pushed to the branch firewall with the custom settings as shown below.

Edit IPsec Tunnel - HUB1-VPN2
1 config vpn ipsec phasel-interface

- ; | edit “HUB1-VPN2" l
unnel Name HUB1-VPN2

[ ] 3 i set interface part?“ I
4 set

ike-version 2

Network
5 set comments “VPN: HUB1-VPN2 [Created by IPSEC Template]”

(Routng mAutomaﬁ(' 6 | set proposal aes256-sha256 |

Remote Device Y Dynamic DNS | Dynamic | set peertype any

set mode-cfg enable

Remote Gateway (IP Address) 'Ia $thub1-_I5PBJ [ T localid “Nak Ton2" ]
b i e A o B set locali akuru_Tun

Qutgoing Interface | @ port2 i 0 ot remote gu 200.2.100.1
[ Local ID Gl Silocal id)_Tun2 ] 11 set idle-timeout enable
Metwork Overlay O 12 set net-device enable
[ Network ID Q2] 13 [“set add-route dissble ]
Praposal T Q 14 set auto-discovery-receiver enable
15 [ set psksecret ENC ZSchibwUZjIHxCFsszLVsm)(ENQQucSJVquE]
|\ N\ 15 set network-overlay enable
I e e W 17 [ set network-id 2 )
T — .Q i /\-Z set auto-discovery-shortcuts dependent
I 19 next
— e ———— =y
Authentication 1 b ed
21 config system interface
Authentication Method e signature | 2 edit "HUB1-VPN2®
Pre-shared Key @ sssssass 23 set vdom "root”
24 set type tunnel
Tunnel Interface Setup 25 set snmp-index 117
set interface “port2”
P | Q 27 next
Remote IP || @ end
: 29 config vpn ipsec phasel-interface
Phase2 Interface £l edit "HUB1-VPN

31 set phaselname "HUB1-VPH2"

| # Create New [ Edit 32 | set proposal aes256-sha256 |

set auto-negotiate enable

Name = Keep Alive = Key Life 5 | Proposal =
- - 34 set comments “VPN: HUB1-VPN2 [Created by IPSEC Template]”

HUB1-VPN2 @ 43200 aes256-sha256 next

G end
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HUB IPSec Template
It is activated from the Hub_IPSec _Recommended template. Define the Underlay port and the scope to be used in assigning
addresses for Tunnell (VPN1) and ensure HUB ADVPN setting are also activated at this point if required.

Device Manager v &, Install Wizard

@ Device & Groups “reate New | | [# B C i Morev ‘

Scripts N
Name < ]
@ Provisioning Templates
v [ HUB_IPsec_Recommended 2 Import
Template Groups — .
Sysbim Templates [0 G BRANCH_IPsec_Recommended [ @ Activate ]
Fabric Authorization Tem... O EeIPsec_Fortinet_Recommended
IPsec Ti | Templates [0 LSiBRANCH_IPsec
Activate HUB_IPsec_Recommended X
Template Name HUB1_IPsec
[ Enable ADVPN © ]
VPN1 v
Outgoing Interface Q@ portl
IPv4 Start IP @ 10.50.1.10
IPv4 End IP @ 10.50.1.250
IPv4 Netmask @, 255.255.255.0
Pre-shared Key sscassse %

Device Manager v &, Install Wizard

Device & Groups

% Scripts
Provisioning Templates

=] | Name< Assigned to Device/Group +

v [ HUB_IPsec_Recommended 0 Devices in Total
Template Groups
System Templates [0 s BRANCH_IPsec_Recommended 0 Devices in Total
Fabric Authorization Tem O Es!Psec_Fortinet_Recommended 0 Devices in Total
|Psec Tunnel Templates [0 LSiBRANCH_IPsec 0 Devices in Total
SD-WAN Templates O L HUB1 _IPsec 0 Devices in Total
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The HUB template creates all required settings for the HUB IPsec. The HUB acts as the DHCP server for all remote sites
dialing on respective tunnels. For each tunnel, the interface ip address is defines as a /32 host and the remote IP configured with
the /24 network or other appropriate mask to define the network scope.

Fortinet SDWAN Demystified

Edit IPsec Tunnel - VPN1

Tunnel Name VPN1

Network

Routing Automatic

Remote Device 1P Address | Dynamic DNS

Qutgoing Interface
Local ID
Network Cverlay

Pre-shared Key €

Tunnel Interface Setup

.GJ. portl
& $local_id)_Tunl
L o]

P @ 10.501.1/32
Remaote IP @ 10.50.1.253/24
Phase2 Interface

+ Create New | | [ Edit

[0 | Names

0O VPNt

Keep Alive = | Key Life +

@ 43200

Proposal =

aes256-sha256

Device Manager « &, Install Wizard Network ID _E'* 1
~ ol 1Pv4 Start IP ® 10.50.1.10
Device & Groups IPsec Template - HUB1_IPsec -
5 IPv4 End IP @ 10.501.250
IPv4 Netmask 255.255.255.0
Provisioning Templ... MName IP R “
P T =
Template Groups Description = T - E"m_,a —c Q
\
System Templates e aes256-5ha256
Fabric Authorization T... 4
- N/
IPsec Tunnel Templates FEC Health Chéck Q
SD-WAN Templates | P T - )
| + Create New | | [# Edit | | & Dele
SD-WAN Owverlay Tem... — x Authentication
Static Route Templates O | MName = | Type = . Outgoing Interface = T R— -
uthentication Mef e i
BGB Temp O VeN1 Dynamic port1 ignature .
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HUB1_IPSec templates are attached to Template groups which are assigned to the devices. The installation Wizard is used to
install the configured IPSec template. These are also considered device setting (interface, routing etc.). The target device should
be available ( connection up). During the initial modelling, use the install preview to review the configuration and check
compatibility with the target device to track any mismatches.

&, Install Wizard

Device & Groups [ ol \{ ®

Scripts = - m— =
(m] | Template Group Name < Provisioning Templates + Assigned to Device/Group +

Provisioning Templates -
Template Groups @ HUB1 IPsec 1DeviceinTotal  View Detaiis >
2 | HUB1-SDWAN

System Templates <] 2 ’ 4 HUB1 [root]

Fabric Authorization Tem...

[Psec Tunnel Templates 1DeviceinTotal  View Details >

[C] BRANCHES-TG (2) BRANCH _IPsec
SD-WAN Templates 4 BR1 [root]
SD-WAN Overlay Templ...
Install Wizard - Choose What to Install (1/4) B0 x
(O Install Policy Package & Device Settings I I
I I
@ Install Device Settings (only) | N EXT 1
= =
@ Install only device settings for a select set of dcviCL:SP{Iicv and Object changes will et be updated from the last install,
7
N /
Install Wizard - Select Devices to Install (2/4) S S 7 B x
4
-

0 Please select one or more devices to install (Use checkbox or Ctrl or Shift key for multiple selections)

1 I i
Device Name 5 IP Address & | ]| Platform < n
s gHUBL | 19216811201 | NEXT 1 FortiGate-VMa-kvM
i R
s 7
Install Wizard - Validate Devices (3/4) D " ” / = x
N 74

Only successfully validated device may be installed. Please confirm 3ndhc§‘l(§tail‘ button to continue,

2 | Device Name < Status ¢ = n
v HuBt © Connection Up
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HUB1 IPSec VPN1 Config Preview
The template is pushed to HUB1 and creates the required interfaces and IPsec settings as shown.

Edit IPsec Tunnel - VPN1 | config vpn ipsec phasel-interface

2 | edit "vemr” ]
[funnel Name [ vPNL | 3 set type dynamic
4 set interface “portl”

Network 5 set ike-version 2
] set dpd on-idle

(Routing ubomal-ic set comments "WPN: VPN1 [Created by IPSEC Template]”
Remote Device [ dress | Dynamic "
IP Ad ). by _DE g set peertype any
Outgoing Interface | @ portl 18 set mode-cfg enable
( Tocal 1D @& S$localid)_Tunl ] 11 | set localid "Nairebi Tunt® |
Network Overlay © \ 12 set dpd-retryinterval 60
- n 1 set net-device disable
l 2 ]l ];_ —— o | gy [ set add-route disable ]
TPva Start IP | @ 1050.1.10 n 15 set auto-discovery-sender enable
IPva End IP @ 10.50.1.250 I 16,7 set ipvd-start-ip 18.58.1.18
- S T — & " = s
{Pvé Netmask [@ 2552552550 | 2 ?p'v-ﬁ end-ip 18.58.1.258

Proposal ey 19 I set psksecret ENC Z8Zpc/bwlU2j1HXCFSpezLVSnpXEWQQveEd |

28 set network-overlay enable

21 | set network-id 1 |
next
FEC Health Check (@ 2 end
L 24 config system interface
L edit "vPnL"
Authentication set vdom “Toot"
i i r— ] 27 “cet ip 16.50.1.1 255.265.255.285
L 28 set type tunnel
Pre-shared Key @ | sessesas J 29 \ set remote-ip 18.58.1.253 255.255.255.8@ |
38 set snmp-illildex 116 -
Tunnel Interface Setup 31 set interface "portl”
2 next
P | & 10.50.1.1/32 I 33 end
Remote IP [ @ 1050.1.253/24 24 config vpn ipsec phasel-interface
Phase2 Interface I set phaselname “VPNL"
‘ & Creste New | | Edit | | 5 Delete 38 set comments “VPN: VPN1 [Created by IPSEC Template]”
= = = next

| Keep Alive = | Key Life = Proposal = il

@ 43200 aes256-sha256
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HUB1 IPSec VPN2

The second tunnel is configured by cloning VPN1 created from the IPsec Template. Once cloned, settings are customized to

match the second tunnel.

IPsec Template - HUB1 IPsec

Mame HLB1 IPscc

Clane IPsec Tunnel - Clone_VPN1

. [+ create new | [ et | [ Detee ] [ Morew |

| @ |Mames Ty & Clone

Mame HUB1_IPsec

| (2| | [ 1 v

Outgping Interface <

| O | Names | Type = | Cutgoing Intertace =
O veN1 Dynamic portl
O veN2 Drynamic port2
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Tunnel Name

Network D
IPv4 Start IP
IPvé End IP
1Pv4 Netmask
Progasal

FEC Health Check

Authentication Method
Pre-shared Key ©

Tunnel Interface Setup

;'IP
[ @ portz

| @ Silocal id) Tun2
[az

'@ 1050210
(@ 10502250
:_Q 255.255.255.0

a

T e

L

[@ 10502182
| @ 10502253728

_1- Create New ZEdlv i:'ll:u:lcc

0 | Names

Keep Alive =

| O e

@
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HUB IPSec VPN1 & VPN2 Templates Comparison
The tunnel name, outgoing interface, local ID, network 1D, Start and End Ips, Tunnel Interface Setup and phase2 name are
customized to match the second tunnel. All other settings remain the same. Any additional VPNx tunnels (3,4..) are made in the

same way by creating a clone of the existing tunnels.

Edit IPsec Tunnel - VPN1

Tunnel Name

Metwork
Routing
Remote Device

Qutgoing Interface
Local ID

MNetwork Overlay
Network 1D

|Pwd Start P

IPwa End IP

IPwd Netmask

Proposal

FEC Health Check

Authentication

Authentication Method
Pre-shared Key @

Tunnel Interface Setup

IP
Remaote IP

Phase2 interface

Edit IPsec Tunnel - VPN2

VPN Tunnel Name
MNetwork
[ R s
Remaote Device

IP Address | Dynamic DNS

VPNZ ]

Automatic

IP Address | Dynamic DNS

Qutgaing Interface

@ portl @ port2

@ Slocal id) Tunl |LDcal L] @ Slocal_id)_Tun2 ]
O Metwork Chverlay [ @]

Q1 INI.'twrle (@ 2 ]
@ 1050.1.10 IPv4 Start 1P @ 1050.2.10 '
@ 1050110 IPvé End IP @ 10.50.2.250

@ 2552552550 IPv4 Netmask [@ 2552552550

a Proposal [ a

Q FEC Health Check (o]

Authentication

u Authentication Method
Pre-shared Key Bil=1d00

LR L L L]

Pre-shared Key @

Tunnel Interface Setup

[ReEL L Signature

@ 10.50.2.1/32
[@ 1050225324

1P
@ 105011732
Remate IP
@ 10.50.1.253/24 emote
Phase2 Interface

+ Create Mew | | [ Ed F | # Create New | | [ Edit | | §] Delete

eate MNe Zy Edit | [ A E [ = -

7 [ Nome= DRI Frr e e [1 | Names | KeepAlives | Key Life s Proposal =
O e @ 43200 | aes2S6-sha2se O | Vven2 @ 43200 aes256-sha256
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HUB1 IPSec VPN2 Config Preview
The template is pushed to HUB1 and creates the required interfaces and IPsec settings as shown for VPN2.

Edit IPsec Tunnel - VPN2 1lic N i
2 i edit "VPH2" I
[Tunnz-l Name VPN2 ] 3 set type dynamic
set interface "port2”
Metwork set ike-version 2
et dpd on-1dle
| Routing (RN Akomatic | 7 set comments "VPN: VPN2 [Created by IPSEC Template]”
Remote Device [ 1P Address | Dynamic DNS_ 8 | set proposal aes2se-shazse
Qutgaing Interface i @ port? i - § set peertype any
; D s— : 16 set mode-cfg enable
Local | | _icl)_Th
l T Mo jel o2 ] I set localid "Mairobi_Tun2” ]
Network Overlay L) 12 set dpd-retryinterval 6@
I MNetwork 1D @ 2 l 3] set net-device disable
a™
IPvé Start 1P @ 10502.10 b TR | [mEaR et el J
|Pvé End IP @ 10502250 ] 15 5 set auto-discovery-sender enable
. 16 set ipvd-start-ip 18.58.2.18
| 7 P I
Iy Neteiack @ 2552552550 —— ] g7 set ipvd-end-ip 18.50.2.250
Proposal Q 1
- ;gz 5 19 |set psksecret ENC ZBZpc/bwi2j1HxCFspezLVsmpXEWQQVEOIV |
. set network-owverlay enable
[ set network-id 2 ]
FEC Health Check Q next
--- 2% end

Authentication

Authentication Method
Pre-shared Key @

Pre-shared Key -;‘.;gnah.rfe_

\

Tunnel Interface Setup

IP

| Remate IP

PhaseZ2 Interface

[# Edit

@

Keep Alive = Key Life =

@ 10.50.2.253/24

iy Delete

| Proposal =

43200 aes256-sha256
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74 config system imterface
edit "wPH2"
26 set vdom “root”
2 “set ip 10.50.2.1 255.255.255.255
28 set type tunnel
29 set remote-ip 1@.58.2.253 255.205.255.8
set interface "port2”
next
3 end

¥

34 config vpn ipsec phase2-interface

35 [edit “\PNZ"
set phaselname “VPN2"
[ set proposal aes25h-sha2be ]
38 set comments "WPN: WPM2 [Created by IPSEC Template]”
33 next
48 end
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Branch SD-WAN Template

While SD-WAN Template configurations are done at any stage on FortiManager, they can only be pushed to devices after IPsec
configuration is done and the referenced interfaces are configured. This is critical during initial modelling but can be sent at once

when all configurations are done for additional branches.

The SD-WAN template requires the interface names to be typed manually and must match the interfaces created by the IPsec
Template. Great caution is required to avoid mismatches. For the underlay network, metadata variables are used to define the

gateways to be used for underlay default routing.

When adding the underlay network as SD-WAN interfaces, you must add the gateway ip addresses when defining
them as sdwan member interfaces. Without gateways explicitly defined, the remote devices will not have default

routes, any static default routes already configured will not be present in the routing table although available in the
running configuration. This results in the remote unit losing access to FortiManager and remote access (GUI or CLI)
won’t be possible because of missing default routes.

Name

Description

BRANCH_SOWAN

config zone

1 config system sdwan

edit "overlay"

4 next
5 edit "DIA"
> s @ 6 next
Edit SD-WAN Template [# CLI Configurations. - end

(/'Eonfig members

~N

System Templates 4 ed 1t 1
Fabric Authiorization Y. set interface "HUB1-VPN1"
IPsec Tunnel Templates
SD-WAN Templates SO-WAN Status (o) ] set zone "overlay"
T 3 edit 2
o o interface & Gateway Cost:  Priodty | Statuss 4 set interface "HUB1-VPN2"
0 @overay 15 set zone "overlay”
[m] 1 M HUB1-VPN1 0000 0 1 @ Enable 33 t /
[m} 2 @HUBI'VPNE 0.0.00 0 1 @ Enable 7 ne)_( —
SOk 17 edit 3
(m} 3 @portl $(Be_ISPA_gw) 0 1 © Enable 8 set interface "pOPtl"
o 4 @oort2 $(Br_ISPB_gw) fo 1 @ Enable
y set zone "DIA"
20 set gateway 100.1.1.2
next
2 edit 4
set interface "port2"
E set zone "DIA"
5 set gateway 200.2.1.2
26 next
end
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HUB SDWAN Template

HUB1_SDWAN template is attached to HUB1_TG template group and applied. This provisions the ovetlay zone since the
DIA zone was provisioned when setting up FMG access over the internet. The zone and member interfaces are then used where

required since they are now grouped as members. VPN1 & VPN2 are typed manually.

CE 5 @
Edit SD-WAN Template [ CLI Configurations
Name HUB1-500WAN
Daseription
SO-WAN Status o
SD-WAN Zones
4 Create New || [
0 | Interface 2 Gateway 2 Cost Priority & Status & E
o & DA
[m] 1 Eportt 100.1.100.2 0 1 @ Enable
o 2 Eportl 200:2.1002 o 1 @ Enabie
o VeI 0000 0 1 & Enabie
O R vPN2 0000 0 1 & Enable |
8% 7

r Device Manager «

+ Create New | |[#Edit | | 1 Deletz | | @A to Device/Grot : Morew

[ | Template Group Mame = Provisioning Templates = Assigned to Device/Group ~
= Provisioning Templates
Template Groups MHUB1 IPsec 1 Device in Total View Details >
- Ol HusiTe b 7
System Templates £ HUB1-SDWAN & HUB1 [root]

Fabric Authorization Tem...

IPsec Tunnel Templates (2 BRANCH._IPsec 1DeviceinTotal  View Details >

[0 BRANCHES-TG

SD-WAN Templates £2 BRANCH_SDWAN 4 BR1 [root]
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w

config system sdwan

config zone
edit "overlay"

next

end
config members
edit 3
set interface "VPN1"
set zone "overlay"”
next
edit 4
set interface "VPN2"
set zone "overlay"
next
end

end
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Requirement for firewall policies at the HUB and Branches

The tunnels come up without security policies configured when the tunnel interfaces at the HUB and branches are configured as
SDWAN zones. The alternative is to configure firewall policies inbound at the hub and outbound at the branches referencing
overlay interfaces. Since the SDWAN zones are already configured, the tunnels will be up as shown below.

@ Dashboard

Status

Security ) BringUp~ | © ownv  Q Locateon VPN Map Ll Show Matching Logs
Name < RemoteG... = Peer ID = Incoming Data QOutgoing... % Phase1 % Phase 2 Selectors
© VPN10 100.1.11 % Nakuru_Tunl 0B 0B ©@ VPN1O © VPN1
© VPN2.0 200.2.1.1 % Nakuru_Tun2 0B 0B © VPN20O © VPN2

Dashboard
IPsec
Status

Secuiity i Reset Statistics @ BringUp~  © BringDown~  Q Locateon VPNMap | il Show Matching Logs
Network Name < Remote... * Peer ID = Incoming D... ¢ Outgoing... ¢ Phase 1% Phase 2 Selectors =
© HUB1-VPN1 100.1.100.1 & Nairobi_Tunl 0B 0B © HUB1-VPN1 © HUB1-VPN1
= © HUB1-VPN2 200.2.100.1 & Nairobi_Tun2 0B 0B © HUB1-VPN2 © HUB1-VPN2

IPsec Monitor
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SDWAN FortiGate GUI at HUB1 and Branch1 Verification

At this point, HUB1 and BR1 have the underlay and overlay interfaces grouped in SDWAN zones. Since HUB1 and BR1

overlay interfaces are now grouped in zones, the tunnels will come up without configuring firewall policies to allow IPsec traffic.

If Zones atre not configured, it is mandatory to configure the firewall policies otherwise, the tunnels remain down/disabled.

8- 08~ O admin-~

B FortiGate thime i out of sync

F Network

.r.or|1

IPAR Bl oniz H portz
] ) B veni Wyl
SD-WAN i . B venz Wvenz
Interfaces = Gateway = Cost = Dewnicad = Upload =
& virtual-wan-link
=2 a DA
* B portl 100.1.100.2 a &9 bps = 60 bps ————
* [ port2 20021002 o 29bps | 29 bps I
= & overlay
* i YPNL 0000 ] Oibps 0 bix
& i WPN2 0000 o Dbps Obps

D FortiGate time i oot of sync,
L]

& Network

Dovambnadd Upload

B HuB VPN [ EEEER i
B Hupivess [ LR ]
Hporil .;0|I1
B port2 B port?
+ CreasteNew= | #
Interfaces Gateway = Cost = Download 2 Lipkoad 2
& wirtual-wan-fnk
(=] R ovesley
* D HUB1APMI Q000 0 Olbps O bps
" HUBL-VPNG Qo000 o Obps DObps
2 DA
& B partl 100.1.1.2 o 126 kbps EZ1 bps
® @ port? 00212 o 29bps 29bps 8
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Normalized Interface

This is a logical interface used to map/refence different physical interfaces. This makes designs where the LAN/WAN/DMZ
etc. have different physical interfaces per site share policies and other settings since the normalized interface is the one
referenced. It defines mapping rules per-device or per platform.

Typical in most SDWAN deployments, the LAN and ISP links (underlays) are represented by normalized interfaces. For this
demo, only the LAN interface is abstracted using a normalized interface. The configurations are done in the policy & objects
section. Many default mappings exist for different models.

Policy & Objects Ins d B ADOR -3 -

Edit Mormalized Interface - LAN

Name LAN

Description

Coler m Change

Wildcard » ]

Per-Platform Mapping >

Per-Device Mapping >

Edit Normalized Interface - LAN

Name LAN

Description

Color m: Change .

Wildcard »

Per-Platform Mapping >

Per-Device Mapping ~

+ Create New | | [# Edit | | jif Delete Search...

a Mapped Device = Details = Type < Addressing Mode < IP/MNetmask = Shaping Profile = u
O . BR1 [root] - @purl.’.’. Physical . Manual . 0.0.0.0/0.0.0.0 .

O BR2 [root] @pnrm Physical Manual 0.0.0.0/0.0.0.0

O HUB1 [root] @port3 Physical Manual 10.,10.100.1/2...
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Address Objects
Address Objects support per device mapping by leveraging the branch_id to offer great flexibility for well-designed networks.
For this setup, the branch_id is used to reference the 3rd octet when defining data networks/subnets.

create Mew Address ]
Category Address o
MName Data
Color E Change
Type Subnet -
1P/ Metmask & 10.1.%(branch_id).0/24 Q. Resolve from name
Interface O any -

To use the metadata variable in address objects you must define a value in Default Value ficld when defining the Metadata
Variable to avoid getting the error below:

firewall/address/Data/ : invalid subnet ip or mask X
Edit Metadata Variables - branch_id x
Name
Description
Y
[ Default Value 222 1

Policy & Objects « = ‘i’ Install Wizard % ADOM Revisions

¥ Tools
Policy Packages Create New % Edit | | 1 $ Morev
Object Configurations

Normalized Interface

Firewall Objects

Name = Type = Details =

& FortiManager Address IP/Netmask: 192.168.11.15/255.255.255.255

& Data Address IP/Netmask: 10.1.$(branch_id).0/255.255.255.0 ]

Addresses
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Firewall Policies

Firewall policy packages are configured under policies and objects, one policy is required for all branches and one for the hub.

Once defined, they are attached to the appropriate devices under installation targets, the branch policy is mapped to the

branches and HUB1 policy to HUB1. Once modelling of the branches is complete, attach the group instead of attaching

individual branches.

[£] Policy & Objects v = B Policy Package

B Policy Packages [ Edit | | iy Delet

= :Search... Q ‘ 0

Installation Target

© [ BRANCHES-POLICY O 48R

-~
-

Firewall Policy

Installation Targets

[5] Policy & Objects +

Policy Packages [ Edit

|

& Policy Package «

| Search... [ | Installation Target

{3 BRANCHES-POLICY O 4 HuB1

= Config Status +

v Synchronized

B 13 HUB1-POLICY

Firewall Policy

Installation Target:

Branch Firewall Policies
Three key policies are required at each branch.

*  Branch LAN to HQ and other remote sites outbound

& Install Wizard

Config Status =

v Auto-update

& Install Wizard

v

v

* Inbound rule to allow HQ and Branches to access the LAN

&) ADOM Revisions

&5 ADOM Revisions

Policy Package Status =

A Never Installed

£ Tools «

£k Tools

Policy Package Status <

@ HUB1-POLICY

¢ Direct internet access (DIA) using the underlay network. This will have NAT enabled

E Policy & Objects ~ = Bk Policy Package ~ | Install Wizard
Policy Packages ‘ + Create New | |E. Editv | | & Delete | | [
JF | Search... 0 ”# Name [
B |5 BRANCHES-POLICY
2 LAN-TO-HQ&BRANCHES
Firewall Policy
Installation Targets /= |2 HQ&BRANCHES-TO-LAN
© B HUB1-POLICY
Firewall Policy o |3 el
Installation Targets [ 2 Implicit (4/4 Total:1)
& [y default O 4 Implicit Deny

Object Configurations
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» @ ADOM Revisions

~

From
I LAN
[3 overlay

[JLAN

£ Tools ~
@ Policy Lookup | | = Collapse All
To Source
D overlay 2 all =all
3 LAN = all Zal
CIDIA 2all 2all
= all =all
i g all 3 all

Destinatic = Schedule

fo always

@ always

always

e always

Service

@ ALL
mALL

@ALL

@ ALL

@ Disabled
@ Disabled

& Enabled

| | Search..

Action
~ Accept
v Accept

+ Accept

@Deny
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Hub Loopback Setup

To probe the link performance, branches probe a loopback at the HUB. A loopback is preferred for stability and guaranteed
uptime compared to a device at the HUB. It is also directly attached to the firewall and not subject to any degraded performance

at the HUB LAN network.

A Loopback interface is configured at the HUB with 10.100.100.100/32 A firewall policy is tequired at the HUB to allow traffic
to the loopback on overlay interfaces. The loopback is configured using the CLI template but could be configured using other
ways. Once configured, the loopback interface will not be available on FortiManager until it is normalized using interface
Mapping

Creme New CLI Terrplate

Termkate Mave

Install Preview of HUB1

Assigned Devices

HUB1

+ HUB1

e
Deription
Script Doty
coniflg systes Literfacy
ofit HIE_LP
sot wios *rool”
SO B9 19, 109,100,100 235.7%3.795.53%
36t ollowse ping
sit type Lovoduck
L Temetaes next
HSX s erct

[E] Device Manager ~ & Install Wizsrd

@ Device & Groups & Create New | [#§ Bl o] t Device " ! Morew

0 Scipts Template Group Name ¢ Provisioning Templates ¢ Assigned to Device/Group ¢
i3 Provisioning Templates
Telats Grogs AYHUB1,_ [Psec 1DeviceinTotal  View Details >
[0 Hue1T1G 52 HUB1-SDWAN
System Templates [ B2 HUB-CLI ]’ HUB1 [root)
Fabric Authorization Tem...
IPsec Tunnel Templates 2 BRANCH [Psac 1DeviceinTotal  View Details >
[0 BRANCHES-TG = =
SD-WAN Templates [ BRANCH_SDWAN 4 BR1 [root]

D-WAN Overla

HUB LOOPBACK Interface normalization

config system Interface
edit "HUB_LOOP"

set vdom "root”

set ip 19.100.100,100 255,255.255,255

set allowaccess ping

set type loopback
set somp-index 118

The loopback interfaces will not be available to configure firewall policies until interface normalization is done using interface
mapping. Edit the loopback interface, select Edit interface Map, create the new Normalized interface and map it to the

loopback interface. You can use the same name used when defining the interface.

m Add Device

Dashbaard
Metwork

Members ' Normalized Interface & \

MName 2

Type &
Interfaces
IPAM (m] 1 fortilink 3« Aggregate
SD-WAN
HUB1
kU [=] nat.root (2 Tunnel
& Branches (2) Static Routes
BR1 [m] 13 2t.root @ Tunnel
OSPF b A
(m) 14 ssl.root (SSLVPN interface)  (3) Tunne!
Routiog Objects 0 15 VPN (@ Tunnel
System »
9 S (m] 16 VPN2 {2\ Tunnel

[ Feature Visibility

I Toggle Horizontal Menu

HUB_LOOP e Loopback

[ create New Mormalized Interface Name = Type &

O

Membclsr Normalized Interface 3\

fortilink 3 Aggregate

Mame HUB_LOOP
Description & naf root o) Tunnel
m] 13 i2t.root 2 Tunnel
0 14 ssl.root [SSL VPN interface) ) Tunnel
O 15 VPN1 (=) Tunnel
Calor u ‘-CI ange | o 16 VPN2 2\ Tunnel
Wildcard e ] e
0 HUB_LOOP &2 Loopback
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& HUB_LOOP

Name %

fortilink

Type &

B Edit
¥ Delete

nafroot
12t.root
ssl.root (SSLVPN |
VPN1

@ Assign VDOM

[ & Edit Interface Maa

4 Enable Interface

& Disable Interface

VPNZ

Q, Where Used

& Interface Moni
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HUB Firewall Policies
Six key policies ate required at HUB1T.

FortiManager access from the Branches

* Branches to HQ LAN inbound on the overlay network

*  Outbound rule to allow HQ to access branches on the overlay network

*  Branch to Branch traffic hair pinned at the HUB i.e. source and destination intetfaces are the overlay

network.

*  Branches to LOOPBACK for Healthcheck on the overlay network

* Direct internet access (DIA) using the underlay network. This will have NAT enabled

[E] Policy & Objects =

Ik Policy Package ~

&y Install Wizard  ~

&5 ADOM Revisions

@ Policy Lookup

£ Tools ~

e All|

To Source
CIport10 @al
CILAN 2al
[ overlay 2all

[ overlay l 2all

[+c !
[Peercclh BN B S From
6 3 BRANCHES-POLICY
0 |1 BRANCHES-FMG [JDIA
Firewall Policy
Installation Targets B, |2 BRANCHES-TO-HQ [ overlay
8 B3 HUB1-POLICY
= I 0 |3 HQ-TO-BRANCHES QI LAN
Installation Targets O 4 BRANCH-TO-BRANCH | Doverlay
© B default
Object Configurations g s BRANCHES-TO-LOOPBACK | [ overlay
0o |6 DIA [ILAN
() B Implicit (7/7 Total:1)
0 il v 4 Implicit Deny any

HUB LOOPBACK Health Check

A Healthcheck is configured using the SDWAN template at the branches. This probes the loopback at the HUB using the
overlay networks according to defined SLA metrics.

e RATINET
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Crwvarie By Por Tomweancss SLA

L Shatan

CJHUB_LOOP  @all

[IDIA Zall
- Sall
Ball

HUB HC

st

100,100,100

B ST-VRH Bermbiers

[ it

[RE R

Frioainy -S4

Destination | Schedule
gall [@ always
2 all @ always
2al [@ always

2 HUB1-LOC [@ always

Bal @ always
2all
Bl @ always

] N T
u

x o+

=

-

et

-

PiokpCAUTSA hction

=+

i crnch £ - TE0000T

> @ L@~
[ @ View Mode v ] Search

Service NAT Action
@ALL ©ODisabled v Accept
@ALL @Disabled v Accept
@ALL € Disabled v Accept
@ALL QDisabled v Accept
@ALLICMP  @Disabled v/ Accept
ALL ©@Enabled v Accept
@ALL @Deny

config system sdwan
config health-check
pdit "HUB_HC"
set server 10,100, 194.188
set members 2 1
config sla
edit 1
set latency-threshold 20
set jitter-threshold 2@
set packetloss-threshold 5
next
end

next

end
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BGP Branch Configuration

Two templates are predefined for BGP i.e. Hub and Branch Recommended that are activated to configure custom templates.

The remote neighbor referenced is the tunnel static ip. For each tunnel configured, a new neighbor is defined.

BGP is also used to define the networks to be advertised to the peers. iBGP is configured between the HUB and branches. At

the point of activation, ADVPN is configured for BGP. The template is attached to the Branches template Group.

Device Manager « = & install Vv d

Device & Groups + Create New | |[# 4 s |l mA i 2 Morair
Scripts

Provisioning Templates
Template Groups

Name < Assigned to Device/Group =

Fﬁ' HUEB_BGP_Recommended 0 Devices in Total

Fé BRANCH _BGP Recommended 0 Devices in Total
System Templates

Fabric Authorization Tem...

IPsec Tunnel Templates
SD-WAM Templates
SD-WAN Owverlay Templ...

Static Route Templates
BGP Templates

+ Create New | | [# Ed Iif Delets @ Assign to Device/Gr : Morewv ‘

m] | Name = Assignedto ] "= Clone

O [ HUB_BGP_Recommended 0 Devicesin| = Import
v s BRANCH_BGP_Recommended DDevlnesh'[ 0 Activate I

Activate BRANCH_BGP_Recommended »
Template Mame BRANCH_BGP
[ Enable ADVPN o |
=

Local AS & 45001
Router ID @, 10.100.100.%(branch _id)
Meighbor

P @ 10.50.1.1

Remote AS @ 65001
MNetworks

Prefix @, 10.10.%{branch_id).0/24
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Device Manager v = & Install Wizard

@ Device & Groups [iEdit | | B Delete

Scripts . T . -
[0 | Template Group Name = Provisioning Templates < Assigned to Device/Group &
& Provisioning Templates ! | |
Template Groups @ HUB1 IPsec 1DeviceinTotal  View Details >
O HUB1-TG £ HUB1-SDWAN
System Templates BJHUB-CLI 4 HUB1 [root]

Fabric Authorization Tem...
(2 BRANCH_IPsec
IPsec Tunnel Templates 1 Device in Total View Details >

= BRANCH_BGP
’ BRANCHES-TG :
SD-WAN Templates ] %2 BRANCH_SDWAN

4 BR1 [root]
SD-WAN Overlay Templ... B BR_LOOP

Branch1 BGP Neighborl Configuration Preview

set router-id 18.180.18@.1

Edit BGP Template x / set ibgp-multipath enable
set additional-path enable
Hame
5 set graceful-restart enable
Description
set additional-path-select 255
config neighbor
4 I edit "10.50.1.1" |
Local As
set advertisement-interval 1
Router 1D
set capability-graceful-restart enable
Neighbors 1 set link-down-failover enable
- set soft-reconfiguration enable
+ Create New | | (Edn | | i Morew |
- set description "HUB1-WPNL"
0o |Ps Remote AS = n N
. 15 set interface “HUB1-VPN1"
[« EET 45001 | -
15 I set remote-as 65601 I
set connect-timer 18
set additional-path receive
& next
end
1 1 config network
Metworks 1P/ Netmask Actio edit 1
set prefix 18.18.1.8 255.255.255.8
@ 10,10 5branch_id)0/24 x
next
1Pwé Networks 1P/ Netmask Action
end
+

set recursive-next-hop enable

! end
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Branch1 BGP Route-Map Configuration

Two route-maps are configured. For the IN-SLA state, a route-map will be configured for each tunnel while one route-map is

configured for the OUT-OF-SLA state.

When the link is within the SLA as defined by reachability to the loopback at HUB1, the Route Map Out Preferable is applied,

when out of SLA, Route Map Out is applied.

Edit Meighbor
[
Remota A%
Passward
Interlace
Lipeate Source
Gracetul Restart Time

Addvertisomant Intorval

@, 10.50.1.1

@ 65001

©| @ HuR1-VPNI
(s ]

o

1

l Route PMap Ot Preferable
S

Mong
-

Additional Path
Connect Timer

Bidirectional Forwarding
Detection

Link: Down Failover
Shiutdown Enalile

IPua Filtering

Filker List b

Filter List Cut
Distribube Lt in
Distribute List Oul
Prefi List In
Predi List Gut

Routo Map In

Receive

I Route Map Out

G PEUEGw B @D

Edbt Rtz Mgl

| =3

IH-5LA-TUNT 1

Enmments

P Radiieess Rouke Yaarianles.

Muschintifics

Maac b 1P addiress

Boach B serens
[
acdeeny

Mo himarat i router Pt
.

Shet et hisgt ks 1P
wnboy

Sob nest hap reutes ol
it adiss

A% Paih Rube varlabien

e

Errran by Eude Varisties

e b cormemunity

Inlmface & Patch IF b 5

@ Seew

>
SEAL path

s ]

Is-u'n-umr.l-rl} [ <= E I
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The route-map IN-SLA-TUNT1 sets a community of 65001:1 for advertised BGP routes when the links are within SLA. The
route-map OUT-OF-SLA sets a community of 65001:11 for advertised BGP routes when the links are out of defined SLA
thresholds.

Although it is possible to use a single SLA when all available VPN tunnels are within SLA (IN-SLA), using different route-
maps/communities makes visibility and troubleshooting at the HUB easier since we can easily map communities to Tags and
routes.

A single out of SLA route map caters for all available overlays when out of compliance.

Branch1 BGP Neighborl Configuration Preview

Edit Neighbor » 3
config router route-map

edit "IN-SLA-TUN1"

P Q@ 10.:50.1.1
config rule
Remote AS @ 65001 2
edit 1
Password sssssess .
set set-community "65001:1"
Interface €© & HUB1-VPN1
next
Update S
pdate Source (@ } s

Graceful Restart Time 0

next
Advertisement Interval 1

edit "OUT-OF-SLA"
Route Map Out Preferable IN-SLA-TUN1 4

config rule

Additional Path Receive

edit 1

Connect Timer 12 set set-community "65001:11"

@z

Bidirectional Forwarding —_—

Detection R
14 end
Link Down Failover
15 next
Shutdown Enable
end

IPV4 Filtering config router bgp

config neighbor
edit "10.50.1.1"
set route-map-out “OUT-OF-SLA"

Filter List In
Filter List Qut

Distribute List In set route-map-out-preferable "IN-SLA-TUNL™

Distribute List Out next

Prefix List In end

Prefix List Out ! end

Route Map In

Route Map Out [@ OUT-OF-SLA

eBOOEPOO00E B 08

Allow AS In
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BRANCH1 SDWAN-BGP Configuration

The defined performance SLA to track reachability of the HUB is used within the SDWAN template to associate link quality to

specific BGP neighbors. All available neighbors are defined in the SDWAN template and associated with the same Loopback
Health Check. This is an important step without which all available routes are marked as out of SLA from a iBGP perspective at

the HUB.

Create New SD-WAN Neighbor

P @ 105011

Interface Member t
=

[E HUB1-VPN1
Performance SLA HUB_HC
SLA b §
Role Standalone
Neighbor
I g
| 4 Create New | | t
O | Neighbor % Role = Interface Member =
O 10.50.1.1 Standalone @ HUB1-VPN1

I config system sdwan

1 entry selected
-

X -

config neighbor

edit "18.50.1.1"

set health-check "HUB_HC™

set sla-id 1
set member 1
next

end

2 end

Performance S5LA & SLA

HUB_HC 1

HUB1 VPN1 BGP Configuration
Neighbor configurations are defined using neighbor-groups and neighbor-ranges to support multiple branches without
configuration changes. The HUB BGP template is configured and attached to the HUB Template Group.

Device Manager =

config router bgp

set as 65001

<#] Import

| @ Activate

- B HUB_BGP_Recommended
[0 R BRANCH_BGP_Recommended

Template Groups

System Templates

O CIBRANCH BGP

Fabric Authorization Tem...

Activate HUB_BGP_Recommended

HUB1_BGP

Enable ADVPN O

lLuc.aI AS -'i";- 55001 '
lRuuLcr [5] @, 10.100.100.100 I

Template Name

Neighbor

P Q

Remote AS @
Neighbor Group
I Remote AS &, 465001 I
Neighbor Range

Prefix @ 10.50.1.0/24
Networks

l Prefix

Device Manager «

O Template Group Name 5 Provisioning Templates Assigned to Device/Group

T late Gn (M HUB1 |Psec
emplate Lroups i,
= HUB1_BGP 1 Device in Total View Details »
Templates O HUBL-TG .
4+ HUB1 [root]

ic Authorization Tem... E HUB-CLI
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| set rcute_r'-id 19.196.16@.106'

set ibgp-multipath enable
set additional-path enable
set graceful-restart enable
set additional-path-select 255
config neighbor-group
edit "VPN1"
set
set link-down-failover enable
set next-hop-self enable
soft-reconfiguration enable

remote-as 65001 I

set
Iset
set

additional-path send
set route-reflector-client enable
next
end
config neighbor-range
edit 1

set prefix 10.50.1.8 255.255.255.0

set neighbor-group "VPN1"
next
end
config network
edit 1

capability-graceful-restart enable

| set prefix 10.10.100.0 255.255.255.0 |

next

end
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HUB1 BGP Route-Map-In Neighborl

The route-map and community-lists are defined within BGP Neighbor Groups. The route-map is applied inbound to match the
communities set at the branches. It essentially matches the communities defined at the branch and converts them to route tags
to be used in sdwan rules.

Use one route-map inbound with multiple rules to match different tunnels and communities defined at the branches.

Edit Neighbor Group Edit Route Map Rule s ; i
! config router community-list
([ Match community © | [ 650011 2| {edit 65001:1
Name VPN1 . 3 config rule
Match community exact Enable 3
Remote AS Q@ 65001 edit 1
—— a Set communu'tydelete (@ ) set action permit
Set Community @ [ ] L set match "65001:1" ||
Set ext i 7
Activate1Pod © et extended community [ o) next
target 8 end
Filter List In [@ Set extended community © 9 next
Eo s i 10 end
Filter List Out B e ] seohOrain. R )
j ~ 11 config router route-map
Distribute List In (@ ) Other Rule Variables A2 edit "Route-Map-In"
Distribute List Out (@ ) = SRS ineameescseanmesres eI AT ST eR RS AT 13 config rule
Prefix List In (@ Match metric * 14 edit 1
Prefix List Out (@ ) Match origin @ ‘ Egp | Igp | Incomplete m 15 l set match-community "65001:1" I
[ Route Map In O Route-Map-In ] Set origin @ Egp | Igp | Incomplete m & l set set-route-tag "1 l
17 next
S HERR atch route type | External-typel | External-type2 o el
Set metric type External-typel | External-type2 ‘ 19 next
ort i ot Set metric 20 end
Type Expanded [SEE]
Set tag value 21 config router bgp
fles [ ] 22 config neighbor-group
Set route tag 1 23 edit "VPN1"
+ Create New | [ Edit | | % Delete @ Pe e "
| lset route-map-in "Route-Map-In ]
O s Action + 25 next
0 |1 OPermit 76 end
Community list rule edit 27 end
1o} 1
Action Deny
[ Match @ 65001:1 ]

Advanced Options >

58
Fortinet SDWAN Demystified



HUB1 BGP Verification

The branches are seen as a route reflector. The IP and router-id of the branch are shared for each subnet shared. Route-
Tags/communities are attached for each network when within SLA and when out of conformity.

-

n &
~lF-KOUT1l
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Branchl BGP Verification
Neighborships are formed with the static ip configured on the overlay tunnel at the HUB. There are no route-tags since these are
advertised upstream and not from the HUB down.

60
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Branch1 BGP Neighbor2 Configuration.
For the second tunnel, the first neighbor is cloned and then define the neighbor as the underlay ip of ISPB at the HUB and
change other parameters accordingly. As noted earlier, a second Route-map is created for the IN-SLA routes while the same

route-map is attached when out of SLA.

Edit BGP Template Create New Route Map Rule Edit Neighbor

MName BRANC —
1o 1P I Q 105021 I

Description 2
Action Deny Remote AS @, 45001

Password [ sessnnee
) IP Address Rule Variables

Local As @ 43001 Interface [ © | @ HuB lvVPNgI

RouteriD |_G,L 10.100.100 S{branch i) Match interface Update Source (e ]
Match IP address Graceful Restart Time a

Neighbors :

[ + Create New | |125 Edit | | T Delete

Match IPvé address

Match next hop router IP
address

) ML ]

Advertisement Interval

1

Route Map Out Prelerabl[

& InstaTune |

| P Additional Path Receive
- Match next hop router IPvé r
x P = Connect Timer 10
address
Bidirectional Forwarding »
Set next hop router IP
Detection
address
sa " , Link Down Failover [ =]
1 next hop reuter local
Create New Route Map
1Pvé address Shutdown Enable (e ]
tme IN-SLA-TUNZ
L l AS Path Rule Variables 1Pv4 Filtering O
Match AS path list Filter List In (e ]
Set AS path Filter List Out »
Rules Distribute List In (s ]
Distribute List Out (@ ]
. + Create New | | EEdit | | 1 Delete | | @ Pem G ity Rule Prafix List In o
| O [ I Action = Interface * | Match 1P Rules = Prefix List Out »
% Match community »
1 @Permit null Route Map In »
Set community delete (o ] r = =
Route Map Out [ © | B OUT-OF-5LA ]
Set Community @ © | 450012

O 1ws0LL

O aesenn

SDWAN Branch1l HUB1-VPN2

The SDWAN Template is modified by attaching the second bgp neighbor, second tunnel and Hub Loopback Healthcheck

settings.

Performance SLA

& Create New | | [ Edit | | T Delete | | © Where Used | Search...
O | Name = | Detect Server = | Packet Loss = | Latency = | Jilter = | Failure Threshold ~ | Recovery Threshold =
[0 |HUB_HC | 10.100.100.100 | 5 20 20 5

Meighbor
+ Create New | | [ Edit | | il Delete [ search..
O | Neighbor = | Role = Interface Member = Performance SLA ~ | SLA ~
O 105011 Standalone HUBL-VPN1 HUB_HC 1
O 10.502.1 Standalone HUB1-VPNZ HUB_HC 1

Fortinet SDWAN Demystified

61



Branch1 BGP Neighbor2 Configuration Preview

Create New Route Map Rule Edit Neighbor

] 1 I v @, 10.50.2.1
Action Dty Remole AS @ 65001

Password seanannn
IP Address Rule Varlables

| interface © | @ HuBL-vPNZ |

Match interface Updale Source (= ]
Maich IP address Graceful Restart Time ]

Match IPvé address

Advertisement Interval

BeE 0

Match next hop router IP
address

Maich next hop router IPvé (e ]

Route Map Out Preferable

]

IN-SLA-TUNZ

address

Sel next hop router [P
address

Set next hop router local
IPwib address

AS Path Rule Variables

Maich AS path lst [s
Set AS path

Community Rule Variables

Match community

s
Set community debete >
-
L8]

[5et Community O 650012 |

Create New Route Map

Connect Timer
Bidirectional Forwarding
Detection

Link Down Failover

Shutdown Enable

1Pvé Filtering

Filter List In

Filter List Qut
Distribute List In
Distribute List Out
Prefix List In
Prefix List Out
Route Map In
Route Map Out

GePEOE0E B @8

[ © |5 OUT-OF-SLA

Name | IN-SLA-TUN2

Comments
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I config router route-map

2 [eoit Tin-stA TN )

3 config rule

4 edit 1

5 lset set—cumunitx “65081:2" I
& next

7 end

B next

9 end

12 config router bgp

11 config neighbor

12 " =

13 set advertisement-interval 1

14 set
15 set
16 set

17 set

capability-graceful-restart enable
link-down-failover enable
coft-reconfiguration enable

description "HUB1-VPN1"

18 [ | set

interface "HUB1-UPNZ | |

19 set

remote-as 65001

28 l set

route-map-out “OUT-OF-SLA" ]

r 18

22 additional-path receive
23 route-map-out-preferable "IN-SLA-TUNZ™
24 next

25 end

26 end

27 config system sdwan

28 config neighbor

29 edit "18.58.2.1"

E1¢] set health-check “HUB_HC"
31 set sla-id 1

32 set member 2

13 next

34 end

15 end
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HUB1 VPN2 BGP Configuration
For the second VPN, create clones of both the Neighbor group and the neighbor range. For the new VPN2 neighbor range,

define the new prefix and associate with the new neighbor group created i.e. VPN2. This is the logic used to provision additional
tunnels at HUB1 and HUB2 for the dual HUB setup in later chapters.

Edit BGP Template
| + Create New | | [ Edit | | BY Delete ; ! Marev
| | Name ~ 7 Clone Remote AS =
| &
Edit Meighbor Group L]
Namé VPNZ
Remate A5 @, 65001
Inferface a
Activate IPvd O
Neighbor Ranges
: s Create New |E Edit ; |ﬁ Dbt I i Muorow Search
| @ | Prefxs W Clone |r Group * | Maimuns biethior Bmber +

Edit Heighbor Range x
Prefu @ 10.50.20/255.2552550
Meighbar Group W2 "
Max neighbor member [4]
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HUB1 BGP Route-Map-In Neighbor2

For the second VPN, a clone of VPN1 is used and while the same route-map is referenced, new communities ( 65001:2) and a
new route tag (2) are created. The same route map is still used to match out of SLA routes with additional match and set options

for 65001:11 and route tag 11.

(et M Commmminity List

Hame: £5001:2
e SO ... |
kin
+ Creare New | | B8 o
o N - Adtion = Regular Exprevsion =
w
a s GFermit

Edit Route Map Rule

Match community [] [@ 65001:2
Match community exact Ditzseerme: -

Set community delete »

Set Community @ s |

Set extended community [ @]

target

Set extended community [ o]

site-af-arigin

Other Rule Variables

Match metric

Match origin @ Egp | lgp  Incomplete

Set origin @ Egp | lgp | Incomplete m

Match route type External-typel [ External-type2 m
Set metric type External-typel | External-type2 m
Set metric

Set tag value
Set route tag
HUB1 VPN2 Configuration Preview.

. config router community-list
edit "65001:11"
config rule
edat 1
set action permit
set match "E50¢1:11"
next
end
next
edit "6580%:2"
config rule
13 edit 1
set action permit
set match "G5061:2°
1 next
1 enid
next

£ end

i config router route-map
edit "Route-Map-In"
config rule

Communkty list nube edit

1] 1
Action Dary m
Mateh €3 A5001:2

Advanced Optines -

Edit Neighbor Group

Name [ wpn2
Remote AS @ 65001

Interface Q

Activate IPv4

Filter List In

Filter List Out
Distribute List In
Distribute List Out
Prefix List In

Prefix List Out
Route Map In
Route Map Out
Allow AS In

Graceful Restart Time

G -0UBUOUEUUE

Max Prefix

edit 2
set match-commnity “BS881:2°
set set-route-tag "2°

next

edit 11
set match-commmity “R5081:11°
seT set-route-tag "117

next

end
next

12 end
33 config router bgp

config neighbor-group
edit "WPH2"

set cepability-graceful -restart enable

set Link-down-failover enable
set next-hop-self enable

set soft-reconfiguration enable
set remote-as 65991

set route-map-in “Route-Map-In®

set additional-path send

set route-reflector-client enahle
mexk
end
config meighbor-range
edit 2
set prefix 10.58.2.8 155.255.255.8
set neighbor-group "VPHZ"
next
end

end

These are all the commands pushed to the HUB for the second neighbor to be established. The community-list to match the
OUT-OF-SLA state is configured here too i.e. 65001:11
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HUB1 BGP Routing Verification after two Tunnels are Established.

Two neighborships are established between HUB1 and Branch1 over the two tunnels. Redundant routes are shared for each
network learnt from the branch. Route Tags are mapped based on the Tunnel/neighbor advertising the network from the
branch.

summary

~ 10.100.100 3, loca > number 65001

HUB1 # get router info bgp network
VRF @ BGP table version is 2, local router ID is 10.180.100.100
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
S Stale
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric
*¥>110.10.1.0 10.50.1.10 160
¥531 10.56.2.10 160
*> 10.10.100.0/24 ©.0.0.0

Total number of prefixes 2

HUB1 # get router info bgp network 10.10.1.@/24

/RF @ BGP routing table entry for 10.12.1.0/24

Paths: (2 available, best #2, table Default-IP-Routing-Table)
Advertised to peer-groups:
VPN1 VPN2
Original VRF @

Local, (Received from a RR-client)
10.50.1.10 from 10.5€.1.10 (10.1€0.100.1)
Origin IGP metric @, route tag 1, localpref 180, valid, internal, best
Community: 65001:1
Advertised Path ID: 1
Last update: Wed Oct 3@ 12:57:48 2024
ﬁr-v'g'in:'i \IRE &
Local, (Received from a RR-client)
10.50.2.10 from 1©.5€.2.12 (19.106.100.1)
Origin IGP metric ©. route tag 2, localpref 10@, valid, internal, b
Community: 65001:2
Advertised Path ID: 2
Last update: Wed Oct 30
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Branch1 BGP Routing Verification after two Tunnels are Established
Two neighborships are established between HUB1 and Branch1 over the two tunnels with the upstream tunnel static IP
addresses as the neighbor. Redundant routes are received for each network learnt from HUBT.
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Configuring Additional Branches.
The modelling part is complete after bringing up the additional tunnels. No configuration is required at the HUB to add
additional branches. At this point, additional branches are configured in the order listed below:

* Register additional branches to FortiManager. ( Branch2 already registered for this demo).
*  Define Metadata variables for the new branch i.e. Local-ID, branch-ID etc.
*  Push Device settings first to the new branch to avoid conflicts when you send the Firewall policy.

*  Push centralized Firewall policy.

The additional Branches are now grouped in the Device group and the appropriate mapping done to the Template Group and
Firewall policy.

& Install Wizard

Connectivity

B Connection Up [2]

SD-WAN Overlay Templ...

Static Route Templates

[E] Policy & Objects ~

. Search... (o} ‘ - 0

8 &, BRANCHES-POLICY

Firewall Policy
Instailation Targ

(¥, Install Wizard

Installation Targel ~

&2 BRANCH_SDWAN
] BR_LOOP

l:i 45 Branches ]
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& v | [ B Table viewv
Device Name = Config Status < Host Name =
ing Templates | |
M Firmware Templates #+ BR1 + Synchronized BR1
] Monitors
+ BR2 « Auto-update BR2
r=_'—| Device Manager = .L Install Wizard
B Device & Groups # f m A : Morewv
[B Scripts T Sl A z I 3
Template Group Name - Provisioning Templates ~ Assigned to Devic
[§ Provisioning Templates | |
= 2 HUB1_IPsec
mplate Groups b = HUB1_BGP 1 Device in Total
System Templates e = - "
; ; B2 HUB1-5DWAN & HUB1 [root]
Fabric Authorization Tem... BJ HUB-CLI
IPsec Tunnel Templates 2 BRANCH 1Psec
SD-WAN Templates = BRANCH_BGP 2 Devices in Total
BRANCHES-TG

4t Branches (2)

&G ADOM Revisions

£ Tools ~
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Device Settings Installation to Branch2

After the device settings are sent to Branch 2, push the firewall policies. Additional branches are provisioned in a similar way if
they have the same interface mapping. Customization is required if there are variations with the WAN links, different model of
firewalls etc. Unlike the initial modelling of branch1 where we pushed IPSEC, SDWAN and then BGP separately, additional
branches receive all the configurations at once.

For deployments with multiple sites, it is recommended to model multiple sites since variations likely exist per site e.g. for a
deployment with 100 sites, 5 -10 sites could account for all possible variations. Most of the work in most projects is in the initial
modelling.

conitiy Eysten st St comments “WPN: HUBL-VPNZ [Created by IPSEC Template]” i T set comments "WPN: WUBL-VPN2 [Created by IPSEC Template]®
config health-check set proposal aes2se-shazse 3 iick
delete "Default_Office 365" set peertype any 7 end
delete "Default_Google Search” ' SEC Mdeccly eable i config system sdwan
delste "Default_gmail" 3 set localid “Mombasa_Tunz” 3 set status enable

set remote.gw 298.2.108.1

delete “Default_fortiGuard® _ _ config zone
delete "Default_DNs® set idle-timecut enable Z edit “overlay”
) £et net-device enable
delete "Default_AWs" 92 next
el 51 set add-route disable cdit “pIa*
st set suto-discovery-receiver enable e
set psksecret ENC UFOK7GTE1JLIGXWVrNgnX2gwWa2ey FILILEWRST/ 6l e

1 config vpn ipsec phasel-interface

edit "HUBL.UPHL" = set network-overlay enable config members
set interface "port1” . get network-id 2 edit 1
N s set auto-discovery-shortcuts dependent = set Inkerfoce: "LV
set comments “VPN: HUBL-VPN1 [Creasted by IPSEC Template]® - next 99 set zone "overlay"
set proposal aes2es-sha2se 38.end 188 next
set peertype any cenfig system interface edit 2
set mode-cfg enable R 1 set interface "HUBL-VPNZ®
set localid "Mombasa_Tuni® set vdom “root" 103 set zone "overlay"
set remote-gw 100.1.108.1 £5% Type: tunnel next
set idle-timeout ensble set snmp-index 117 edit 2
set net-device ensble set dnterface Tporta® set interface "port1®
set add-route disable - i 18 set zone "DIA"
set auto-discovery-receiver enable edit "Hie_Loor" o8 set gatewsy 100.1.2.2
set psksecret ENC UFSKTGTS1JLIGXwvrngnX2qwI2eyfIkLILgwRs2/EHS At viow Sraars 189 next
cot networi-overlay enable set dp 18.199.188.2 255.255.255.255 caie i

set network-id 1 e set interface "port2”

set type loopback

set auto-discovery-shortcuts dependent 1 set zone “DIA®
71 set snmp-index 118
next i set gotewsy 200.2.2.2
1 end 5 next 114 next
1 config system interface e 115 end
" w 4 confi, n ipsec phasez-interface
edit "HUB1-VPHL T P config health-check
set vdom "root” 5] otk CHIRI=VPNL 1 edit "HUB_HC"
g set phaseiname "HUB1-vPN1™
set type tunnel s y 118 set server 10.190.100.190
= 7 set proposal aes256-shazse
set snnp-index 116 : ”ut" b set members 2 1
i - - 7 set suto-negotiate enable
set interface “portl B config sla
o 78 set comments "WPN: HUB1-WPN1 [Created by IPSEC Template]" i
edit 1
5 end o next
st . ) set latency-threshold 20
81 201t "HUBL-VPN2"
tonfig vpn ipsec phasel-interface e NS set jitter-threshold 20
edit “Hual-ven2" = set packetloss-threshold 5
set interface ~partz” set proposal aes256-sha2se n
nex
set ike-version 2 set auto-negotiate enable
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config router route-map
edit "OUT-OF-SLA"
config rule
edit 1
set set-community "6see1:11"
next
end
next
edit "IN-SLA-TUNL"
config rule
edit 1
set set.community “"65ee1:1"
next
end
next
end
config router bgp
- config neighbor
edit "19.50.1.1"
set advertisement-interval 1
set capability-graceful-restart enable
set link-down-failover enable
2 set scft-reconfiguration enable
set description "HUB1-VPN1"
set interface "HUB1-VPN1"
set remote-as 65ee1
set route-map-out "OUT-OF-SLA"
set connect-timer 1
set additional-path receive
set route-map-out-preferable "IN-SLA-TUN1"
next
end
2 end
config system sdwan
config neighbor
edit “10.50.1.1"
set health-check "HUB_HC™
set sla-id 1

Routing Review at Branch1 & Branch 2

set sla-id 1
set member 1
next
end
end
2 config router route-map
edit "IN-SLA-TUN2"
config rule
edit 1
set set-community “esee1:2"
next
end
next
end
config router bgp
config neighbor
edit "1e.5e.2.1"
set advertisement-interval 1

set capability-graceful-restart enable

set link-down-failover enable

set soft-reconfiguration enable

set description "HUB1-VPN1™
set interface "HUB1-VPN2"

set remote-as 65001

set route-map-out "OUT-OF-SLA"
set connect-timer 1@

set additional-path receive

set route-map-out-preferable "IN-SLA-TUN2"

end
end
& config system sdwan
config neighbor
edit "10.5e.2.1"
set health-check "HUB_HC"
set sla-id 1
set member 2
next
20 end
end
config router bgp

set as 65001
set router-id 16.1¢0.100.2
set ibgp-multipath enable
set additional-path enable
set graceful-restart enable
set additional-path-select 255
config network
edit 1
set prefix 10.10.2.0 255,255.255.9
next
end
set recursive-next-hop enable

Each branch will have redundant links to the remote sites. The next-hop for the remote peer is not changed as it traverses

HUBI1 because the branches are configured as route-reflector clients at the HUB.

Rl # g
VRF © le version is 2, local router ID
Status codes: suppressed, d dampe h history,
in codes:
Network

le.l1e.1.0
16.10.2.0/2

10.100.
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10.100.100.1 e

vali

LocP

d,

rf

> best, i - internal,

number of prefixes
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Routing Review at the HUB

Redundant routes are received from each branch with the correct community per tunnel.

mmary

fier 18.186.168.168, cal AS numbe

~N Oy

of neighbors

Tunnel IP address assignment
The HUB acts as the DHCP server on each tunnel. Giving more descriptive local IDs help in the quick identification of the peer
IDs. To check actual ip address assignment, verify using the command:

diagnose vpn ike gateway list

O FortiGate time is out of sync.

Il Show Matching Logs
Name = Remote Gat.,, & Peer D' Incoming Data = Qutgoing Data & Phase 1 & Phase 2 Selectors
Q@ VPN1D 100111 Makuru_Tunl 31570 kB 317.89kB S VPN10 @ VPN1
Q@ VPN1 1 100,121 Mombasa_Tunl 31469 kB 317.16 kKB © VPN11 Q@ VPN1
IPsec Monitor
= © VPN2 O 200211 Makuru Tun? 316.65 kB 319.27 kB © VENZ O @ VPN2
VO
5 ; : © VPNZ 1 200221 Mombasa_Tun2 315.18kE 31699 kB O VPNZ.1 @ VPN2
SO-WAN Monitor

Py

o H D
- o WO

70
Fortinet SDWAN Demystified



HUB SDWAN Rules

At the hub, SDWAN rules are defined using the route tags obtained from the information shared by the branches. This avoids
duplicate healthcheck configuration to probe the same links from the HUB towards Branches.

It should be noted that all routes within and out of SLA will still be available in the routing table. The Tags simply define link
selection but are not route filters. SDWAN rules are involved in the routing process, firewall policies are still required to allow
the traffic flow.

Edit SD-WAN Template ‘mcu mfeu,amns] x 1 config system sdwan
0 [ @ victusbwarrdink f f — 2 config service
3 edit 1
il 4 set name "TUN1"
(m} 1 @ port1 100.1.100.2 o 1 © Enable : siirikatag
= 2 @port2 =102 & 1 O Eredye 6 set src "Data-Networks"
O | @overay 7 set priority-members 3
0 3 @ VPN1 0000 0 1 @ Enable = -
0% 7 S edit 2
' 10 set name "TUN2"
SD-WAN Rules 11 set route-tag 2
ooE| (o . = 12 set src “Data-Networks"
& 13 set priority-members 4
O ‘ D 4Name i Source inati | Criteria } Members iStams | Performance SLA | n 14 riext
0O 1 Tum SData-Networks @VPN1 @ Enable 15 edit 3
0O 2 TuN2 SData-Networks @ VPN2 @ Enable | 16 set name “TUN3"
O 3 |Tuns SData-Networks EVPNL o pable A PRI
@ VPN2 18 set src "Data-Networks”
O sd-wan ALL Source IP | ALL 19 set priority-members 3 4
I 20 next
21 end
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ADVPN

The IPSec and BGP templates used earlier were ADVPN ready. Since the underlay routing is using default routing, ADVPN
tunnels will be established when spoke-to-spoke traffic is initiated, in this case traffic initiated from Branch1 to Branch?2 or vice
versa.

© FortiGate time is out of sync.

L Show Matching Logs

Name Remote... & PeeriD Incoming Data % Outgoing... * Phase 1% Phase 2 Selectors ¢
[E 4 Custom @
© HUB1-VPN2.0 2002.2.1 Mombasa_Tun2 9608 7568 © HUB1VPN2 0 © HUB1-VPN2
+ © HUB1-VPN2
1PsecMonitor © HUB1VAN1  100.1.100.1 Nairobi Tunl  422.32kB 421.80kB © HUB1VPN1  © HUB1-VPN1
Ro < © HUB1VPN2  200.2.100.1 Nairobi_Tun2 42423kB 425.24kB © HUB1VPN2  © HUB1-VPN2

SD-WAN Mc

© FortiGate time is out of sync.

teonVPNMap b Show Matching Logs

Name ¢ Remot... & PeeriD ¢ Incoming Data QOutgoing Data % Phase1 % Phase 2 Selectors
[E 4 Custom @
© HUB1-VPN1 100.1.100.1 Nairobi_Tun1 = 43244 kB 431.84kB © HUB1VPN1 © HUB1-VPN1
© HUB1-VPN2 200.2.100.1 Nairobi_Tun2  432.86kB 432.43kB © HUB1VPN2 @ HUB1-VPN2
IPsec Monitor
© HUB1-VPN2.0 200.2.1.1 Nakuru_Tun2 7568 9608 © HUB1VP.. @ HUB1-VPN2
© HUB1-VPN2
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Link Redundancy Single HUB dual ISP

To enhance redundancy, configure cross-connect links to ensure branches can communicate with the HUB regardless of the ISP
link available i.e. any single link at either side can provide access.

Great caution should be observed when configuring the tunnels when selecting local exit interfaces, destination overlays and
Tunnel static IP addresses e.g. Tunnel 3 has an exit of ISPB at the HUB but ISPA from the branches. When provisioning
additional tunnels, follow the same sequence used earlier in provisioning to avoid provisioning errors.
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HUB1 IPSEC Provisioning for VPN3
From HUBI perspective, Tun3 connects to ISPA (portl). Clone the existing VPN tunnels under HUB1_IPsec Template.

Clone IPsec Tunnel - Clone VPN1

IPsec Template - HUB1_IPsec

Tunnel Mame | VPN3
Name HUB1_IPsec
Hetwark
Description
o [ (ST
Remote Device 1P Address | Dynamic s [
Outgoing Interface @, portl \
Local ID | @ stlocal_ig)_Tun3 A
Network Overay o
| + Create New | | [ Edit | | 1 Delete | i Moarew Network ID | @3
=] | Name + T{ " Clone Outgoing Interface * 1Pvd Start 1P |a 1050310
: — IPva End 1P | @ 10503250
1Pv4 Netmask [@ 2852552550
0O PNz D?«ic port2 Proposal
0 o]
TUNNNEL|SUBNET HUB1 ISP |BRANCHX ISP
TUN1 10.50 '__5:..'L;_; ISPA (portl ISPA (portl) FEC Health Check |(1
QTUN2 10. 50.2.0/24 ISPB {pOI't2] ISPB [portz) Authentication
TUN3 10.50.3.0/24 ISPA (port1) [ISPB (port2) -
Authentication Method w
(.,TUN4 10.50.4.0/24 ‘IJSPB (port2) |ISPA (portl) Pre-shared Key @ I..""“"
Tunned Interface Setup
i @ 10.50.3.1/32 1
Remote 1P [@ 10503253724 |
Phase? Inlerface
W] [rame Keep Alive Key Life +
O | vens ) @ 43200
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HUB1 IPSEC Provisioning for VPN4
From HUBI perspective, Tun4 connects to ISPA (port2). Clone the existing VPN tunnels under HUB2_IPsec Template.

Clone IPsec Tunnel - Clone_VPN2 x IPsec Template - HUB1 IPsec
Tunnel Name | vPNa T
Description
Network
Routing I!ml Automatic ‘
Remate Device [ 1P Address | Dynamic DNS | T3 Croate ew] [Ezat]| [ oot | [ T morew
Outgeing Interface | @ port2z _\ | Mame = Type s Outgoing Interface =
Local ID | & stocal_id)_Tuna \ O wen: Dynamic porll
Network Overtay © O wewz Dynamic port2
Network ID @z 0O wvens Dynarmic port1
|Pv4 Start 1P [@ 1050410 N v Oyraimk porz
1Pvé Endl 1P @ 10.50.4.250
1Pvé Netmask | @ 255255.255.0
[ —
JIL!
aes256-sha?56 x
1 entry selected
FEC Health Check &
Authentication
TUNNNEL{SUBNET HUB1 ISP IBRANCHXx ISP
Authentication Method | Pre-shared key [ERON0C] " ) !
Pre-shared Key @ | 1]
ekl 2 TUN2 10.50.2.0/24 ISPB (port2) |ISPB (port2)
Tunnel Interface Setup TUN3 10.50.3.0/24 ISPA (portl) |ISPB (port2)
= PO 0B 1 TUN4 10.50.4.0/24 ISPB (port2) |ISPA (portl)
Remote IP ['@ 10504258/24 P
Phase2 Interface
[ oo | [0 [ [ 7
1O | Name * | Keep Alive 2 Key Life = Proposal = H
O | vena @ 43200 acs256-sha256
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HUB1 IPSEC Provisioning Preview for VPN3 & VPN4

i config vpn ipsec phasel-interface

edit "ven3"
set type dynamic
set interface "porti®
set ike-version 2
set dpd on-idle
set comments "VPN: VPN3 [Created by IPSEC Template]”
set proposal sesiSé-shal25é
set peertype any
set mode-cfg enable
set localid "Mairobi_Tum3®
set dpd-retryinterval c@
set net-device disable
set add-route disable
set awto-discovery-sender enable
set ipvs-start-ip 1e.5@.3.1@
set ipv4-end-ip 18.50.2.250
set ipv4-netmask 255.255.255.8
set psksecret ENC Z8Zpc/bwl2jlHxCFspezLvsmpXEWQQvcelvoygagt:
set network-overlay enable
s5&t network-id 3
next

4 config system interface

edit "vPN3®
set vdom "root™
set ip 1@.58.3.1 255.255.255.255
set type tunnel
s2t remote-ip 18.58.3.253 255.255.255.8
set spmp-index 119
set interface "porti”
next

config vpn ipsec phasel-interface

edit "vPN4"
S8t type dynamic
set interface "porta"
set ike.version 2
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set
set
set
set
set
set
set
set
set
set
set
set
set
sat
set
set
next

. end

dpd on-idle

comments "VPN: VPM4 [Created by IPSEC Template]®
proposal aes256-s5ha2se

peertype any

mede-cfg enable

localid "Nairobi_Tumns®™

dpd-retryinterval &@

net-device disable

add-route disable

auto-discovery-sender enable

ipvé-start-ip 18.58.4.1@

ipw4-end-ip 18.58.4.258

ipvs-netmask 255.255.255.8

psksecret ENC ZBIZpc/bwl2lHxCFRsp@zLVempXERQQYCEIVOYqBEt2RKCHEGZUF
network-overlay enable

network-id 2

7 config system interface

edit "vPN4"

set
set
set
set
set
set
next
end

vdem “root™

ip 18.58.4.1 255.255.255.255

type tunnel

remote-ip 19.50.4.253 255.255.255.8
snmp-index 12@

interface "porta2”

7 config vpn ipsec phase2-interface

edit "vPN3"

set

set

set
next

phaselname "VPN3"
proposal aes256-sha2se
comments "VPN: VPNZ [Created by IPSEC Template]”

edit "wPN4"

set
set
set

phaselname “WVPNa™
proposal aesise-shalse
comments “vPN: VPNS [Created by IPSEC Template]”

mext
76 end
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Branches IPSEC Provisioning for HUB1-VPN3
From the branch perspective, Tun3 connects to ISPB (port2). The remote gateway changes to ISPA underlay at HUB1. Clone
the existing HUB1-VPNX tunnels under BRANCH_IPsec Template and modify settings.

IPsec Template - BRANCH_IPsec

Name

Description

BRAMNCH_|Psec

| + Create New | | [# Edit | | B Delete | § Morew
[E | MName = % Clone Outgoing Interface &
O HUB1-VPN1 Static portl

TUNNNEL|SUBNET HUB1 ISP lBRANCHx ISP
TUN3 ISPA (portl) [ISPA (porti)
TUN2 10.50.2.0/24  |ISPB (port2) |ISPB (port2)
TUN3 10.50.3.0/24 ISPA (portl) [ISPB (port2)
TUN4 10.50.4.0/24 ISPB (port2) |ISPA (port1)
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Tunnel Mame

Outgolng Interface
Local ID

Network Overlay
Network ID

Proposal

FEC Health Check

Authentication

Authentication Method
Pre-shared Key @

Clone IPsec Tunnel - Clone_HUB1-VPN2

[ HUB1-VPM3 ]

Manual Autumaric-:

IP Address

@ port2

G:‘l S[local_;dJ_TunT.l
O
@ 3

Dynamic DNS | Dynamic |

a

Pre-shared Key -gl.gna Lun:

T

Tunnel Interface Setup

1P [0}

Remote IP

Phase2 Interface

. :‘Crrau;.‘l‘r‘.;- B Edit | | [ Delete

: Drﬂ_ Keep Alive %

C| HUB1-VPN3 l @
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Branches IPSEC Provisioning for HUB1-VPN4
From the branch perspective, Tun4 connects to ISPA (portl). The remote gateway changes to ISPB underlay at HUB1. Clone
the existing HUB1-VPNX tunnels under BRANCH_IPsec Template and modify settings.

IPsec Template - BRANCH IPsec

Nanve
Description
[ # Create New | [ Edit | | Detete || § Morev |
Type = Outgoing Interface 3
HUBI1-VPN1 [ Static port1
HUB1-WVPHNZ Static port2
HUB1-VPN3 Static portZ
[m) HUB1-VPN4 Static portl
TUNNNEL|SUBNET HUB1 ISP BRANCHx ISP
TUN2  [10.50.2.0/24  [ISPB (port2) [ISPB (port2)
TUN3 10.50.3.0/24 ISPA (port1) [ISPB (port2)
TUN4  [10.50.4.0/24 ISPB (port2) [ISPA (port1)
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Search.

ocal Interface &

Clone |Psec Tunnel - Clone_HUB1-VPN1

Tunnel Mame

Network

Routing

Remote Device

Remote Gateway (IP Address,

Outgoing Interface
Local ID

Metwork Overlay
Network |D

Proposal

FEC Health Check

Authentication

Authentication Method
Pre-shared Key @

Tunnel Interface Setup

I

Remote IP

Phase2 Interface

# Create New | | [# Edit
& —

[ HUB1-VPN4 ]

m Automatic

IP Address

@, S{hub1_ISPB)
@, portl
@, $llocal_id)_Tund

(a3

Pre-shared Key EIEGENTS

Name =

HUB1-VPN4

Dynamic DNS | Dynamic
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BRANCH IPSEC Provisioning Preview for HUB1-VPN3 & HUB1-VPN4

The two tunnels are created on branch1 and branch2. When we provision additional sites, they will create all 4 tunnels at once.

| config vpn ipsec phasel-interface
edit “HUBL-VPH3"

set interface “porti”
set ike-version 2

1 set comeents "VPN: HUBL-WPN3 [Created by IPSEC Template]”
set propesal aes256-sha2se
set peertype any
set mode-cfg enable
set localid “Makuru_Tun3”
set remote-gw 180.1.100.1
set idle-timeout enable
set net-device enabla

1 set add-route disable

set auto-discovery-receiver enable

15 set psksecret ENC Z8Zpc/buli2{1HxCFsp@zLVsmpXEWQQvCEIVoYgBgt 3R
1 set network-overlay enable

1 set network-id 3

1 set auto-discovery-shortcuts dependent

20 end
21 config system interface
edit "HUB1-VPH3"
set vdom “root”
set type tunnel
set snmp-index 119
26 set interface “port2"”

4 end
29 config vpn ipsec phasel-interface
edit "HUBL-VPN4™
set interface “portl”
12 set jke-version 2
cet comments “VPN: HUB1-UPNA [Created by [PSEC Tesplate]”
set proposal aes256-shalSe
set peertype any
set mode-cfg enable
set localid “Nakuru_Tund™
set remote-gw 280.2.108.1
e | set idle-timeout enable
set net-device enable
set add-route disable
set auto-discovery-recelver enable
3 set psksecret ENC Z8Zpc/bwli2jlHxCFsp@zLVsmpXEWQQucEIVaYqly
a4 set network-overlay enable

45 set network-id 4
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0 set auto-discovery-shortcuts dependent
next

1 end

19 config system interface

S0 edit “HUB1-VPNA®

51 set wdom "root”

set type tunnel
set somp-index 120
set interface “portl”

next

56 end

\/ config vpn ipsec phasei-interface

58 edit “HUBL-VPN3™

59 set phaselname “"HUB1-VPN3"
= set proposal aes256-shalSe

set auto-negotiate enable

52 set comments "UPN: HUB1-VPN3 [Creatad by IPSEC Template]

next

edit "HUB1-VPN4™
set phaselname "HUB1-VPN&™
set proposal aes256-sha2Se

set auto-negotiate enable

68 set comments "WPN: HUB1-VPNA [Created by IPSEC Template]”

69 next

@ end
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BRANCH IPSEC Verification for HUB1-VPN3 & HUB1-VPN4

The two tunnels will still be down at the branches since firewall policies outbound at the branches and inbound at the HUB for
the new tunnels nor grouping them in SDWAN zones is not done. For this lab, the interfaces are grouped in sdwan zones to
achieve the same.

W0 FortiGats tim s st of sy

B Dashboard

Linl Shave MG P2 LA

Remate Gateway = Peed IO = tncomig Deata & Chilgoing Dats = P 1 % Phase 2 Salectars 5

O B VPN 100.1.100.1 ]} & HUB1VPND O HUBLYPND

© HUg1 VPN H0.2.100.1 0B 0B & HUB1VPNL © HUBL VPN

IPsec Moridor
@ HUBIVPNL 100u L1001 & Malrobl_Tunl 130 ME LFOMB @ HUB1VPNL O HUEL VPN

Q HUB1VPNZ 200.2.100:1 & Mairobi_Tund 171 MB LsomMB @ HUB1-VPNZ Q HUELVPMI

O FortiGat lime s o0t of sy

@ Dashboard

L Showe Matching Logs

Mame 7 Remale Jatewsy = PeeriD = Inocendng Dats & Culgoirg Dals = Prase 1 = Phigse 2 Seleclors =

© HUE1-VPNL 100.1-100.4 & Halrobl_Tund LsamME 1B0MB S HUBL VPN S HUBEYRNT
P WATR WY, ToC) X s & bt Tun Lain LALiAD P AT TG Soilasian
S HUBT VPN 100.1.100.1 L] [:1:} © HUB1VRNG D HUBIVPNG
S HUBL VPN 20021001 o8 oB 0 HUB1YPNA O HUBIVPN4

HUB1 VPN1 & VPN2 SDWAN overlay Zone Grouping
The two tunnels are grouped in the SDWAN ovetlay zone to have a total of 4 VPNx tunnels at HUB1

Edit SD-WAN Template [ CLI Confy urarions- x 2
P - e I config system sdwan
SD-WAN Zones 2 config members
y 3 edit 5
+ Create New v | [# Edit | | 6 Delete | | Q) Where Used Search...
- . z 4 set interface "VPN3"
O |os Interface = Gateway = Cost = Priority = Status & n = 7 G 1av®
] 5 set zone "overlay
O 2 @ port? 200.2.100.2 0 1 @ Enable S
a & overlay 7 edit 6
O 3 (5 VPN1 0.00.0 o] 1  Enable 2 set interface "VPNAT
O 4 & VPN2 0.000 1] 1 & Enable g set zone "overlay"
0.0, I | ~
a 5 @ VPN3 0.00.0 (4] 1 @ Enable 10 -
& VPN4 0.0.00 o 1 Enable
(] @ © 1 end
i 9 -
17 end

BRANCH HUB1-VPN3 & HUB1-VPN4 SDWAN overlay Zone Grouping

SD-WAN Zones 1 config system sdwan
config members

[ Edit | | 8 Delete | | Q Where Used Search... | 2 edit. o
= 4 set interface "HUB1-VPN3"

O |Ibs ‘ Interface Gateway + ‘ Cost = ‘ Priority & Status = E set zone "overlay”
T ‘ i T ' ' next
edit 6

O @& overlay

O 1 [@ HUB1VPN1 0.0.00 0 1 @ Enable NG S
O 2 HUB1-VPN2 0.0.00 0 1 @ Enable 9 set zone “overlay”
0O 5 @ HUB1-VPN3 0.0.0.0 0 1 Enable i et
11 end
O 6 @ HUB1-VPN4 0.0.00 0 ! Enable -
L el
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After grouping the new interfaces in sdwan zones at the branches and HUBI, the new tunnels will come up.

i Dashbosred

] €% tuscal W bap L Sheve Mabching Logs

Remote Gateway Incoiirng Dt = Duitgolng Data = Phase 12 Phase 2 Seleetors &
B O Custom @

D HUBI-VPND

Malrabi_Tind oB 0B 0 HUB1VANG O HUBLIVPMI

Q HUBIVENL Malrabi, Tana oR L]} Q HUB1-VPhg & HURT VPN

@ HUBI VPN @ HUBL-VINL
@ HUBIWPNZ 20021001 L Mairabi_Tm2 LYEMBE LFEMB G HUBLVPND 9 HUELAWPN2

Nairatd_Tim1 FRIEEET

LREME

D Fort Cste Lime

sM S Miste hing Logs

Mama & Armate Gateaay & Praril Incaming Data & Cutgaing Data = Phasa 1 8 Bhate 2 Satectars £

S HUBIVPNI 100.1.1001 199 ME 1L.99MB © HUB1VENT © HUBLVENY
T D HUBTNFNZ 200.2 100.1 & Nairobl_Tuni 159 MB LFGME = © HUB1VPNZ O HUB1-VPNZ
1P Monioe -
S HUBIVENI 100011001 & Mairald_ Tund OB OB O HUBVPNI 9 HUBL-VPNI
@ HUBI VP 20002 1001 A Hairobl_Turd o8 a8 O HUB1-VPRA G HUB1-VPN4

IPSEC HUB1 Status With 4 Tunnels at The Branches

Four tunnels are formed per branch for a total of 8 tunnels. Any additional branch with a similar setting will add 4 tunnels.

O rortGsate time is cut of sync

W Show Matching Logs

Namw & Remote Gateway & Peer DS tncoming Data & Outgolng Data & Phase1 % Phase 2 Selectors &
© VPNLD 100.1.1.1 & Nakuru Tunl 200MB 200MB © VPNLD © VvPN1
© VPN11 100121 & Mombasa_Tun1 200MB 200M8 © VPN11 © viN
O vPN2 D 200211 & Nekury Tun2 200MB 200MB Q VPN2 O © veNnz
O VPN2.1 2002.2.1 & Mombasa_ Tun2 200MB 2.00ME © VPN2_1 O VPN2
© VvPNZD 200211 A Nakuru_Tund op o8 © VPN3 D O vena
O VNG 1 2002.21 & Mombasa_Tun3 0B 08 © VPN31 O VN3
O veNa O 100111 & Nakury Tund 0B 08 © VPN4 O © veNg
© VPN4_1 1001.21 Mombasa_Tind oe 08 © VPNZ Q VPNg
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HUB1 VPN3 & VPN4 Neighbor Group BGP Configuration

For BGP, create new neighbor groups for the new tunnel by cloning the existing ones, create new community lists and route
maps to match the new tunnels, we start with VPN3 then VPN4

Create New Route Map Rule
Neighbor Group
= - - - — Community Rule Variables
| | + Create New | | [ Edit I | ﬁ'Deime 3 More~ Search... ‘
L = = ki — Match community O] @ 45001:
™ T l Match community exact Disable @IS
Set community delete s ]
! Set Community @ [s ]
I 0O | Yen2 45001 | Set extended community o
target
Community list rube edit x Set extended community (s ]
site-of-origin
D 1
L Other Rule Variables
Action [V Permit
Advanced Options 3 1 Match origin € Esp | 1gp | Incomplete
Set origin @ Egp | lgp Inmmolel.cm
Match route type External-typel | External-type2
Set metric type External-typel I External-type2
Create New Community List » Set metric
Set tag value
. s E
Type
Edit Route Map
Rules.
| # Create New | | @ Edit | | Delete Permit | | @ Deny Search., |
— = - Comments
O |ios Action & | Regular Expression + H
'g 1 Spermit [
Neighbor Group
Rules
+ Create New | | [£Edit | | ff Delete | | § Morev | search.. J l [+ Croate New | | E Edit | |8 Detete | [ @ Permit | [ @ Deny
O | Name 2 Remote AS = H O |moe Action & | Interface &
g ven1 65001 | o |1 bt
: o 2 ©Permit
0O vPN2 45001
i I ] @Permit
O VveNs 65001 o u -y
0O VPN4 65001
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Create New Route Map Rule

Neighbor Group

Community Rule Variables

i + Create New | | [ Edit I | 15 Delete |

$ Morewv Search... ]
- Match community

Name ¢ > .
& s Remote AS & = Match community exact  [IBCeid Enable

Set community delete o
o veNe 65001 Set Community @ o
0O VPN3 65001 Set extended community o
target
Set extended community o
site-of-origin
Community list rule edit 3
Other Rule Variables
1D 1
Action Match metric [
i Match origin @ |Ego | Igp | Incomplete [[ERN

Set origin @ Egp | igp | Incomplete Y
Advanced Options > S0 | ep | Incoonplet  Nore|
Match route type | External-type1 | Extern: 2 m
Set metric type | Extemal-type1 | External-type2 [[{ERS
Create New Community List x St
Set tag value ‘
Name Set route tag ' | |
e e B
Rules
T N ———
[ [@Edit| [@Delete | [@ Permit | [@ Deny [Search... —
=] ‘ips [Mﬁm: | Regutar Expression ¢ n
ot @permit | . ‘
Rules

| [ Create New | [ZiEsit | [ Detete | [@ permit | @ Deny

O 1o Action Interface &
 @Permit |

GPermit

OFermit

QPermit

QPermit
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HUB1 VPN3 & VPN4 Neighbor Ranges BGP Configuration

Additional neighbor ranges are created by cloning existing ones, customizing the prefixes and associating with the neighbor
groups configured eatlier.

Meighbor Ranges
| + Create New | | [# Edit | | I Delete | i Morewv | _Sean:h... ] .
. ] I Prefix < | s Clone ¥ Group & Maximum Neighbor Number & e d

Edit Meighbor Range x
Prefix | @ 10.50.3.0/255.255.255.0
Neighbor Group | VPN3 - |
Max neighbor number | 0 |

Edit Meighbor Range x
Prefix @, 10.50.4.0/255.255.255.0 |
Meighbor Group | - |
Max neighbor number | o] |

Neighbor Ranges
Bl Ed | [ Delete | Search..

O | Prefix= ‘ MNeighbor Group = Maximum Meighbor Number < u

[0 1050.1.0/255.255.255.0 VPN1 0
O 10.50.2.0/255.255.255.0 VPNZ 0
O 10.50.3.0/255.255.255.0 VPN3 0
O 10.504.0/255.255.255.0 VPN4 0

Fortinet SDWAN Demystified



HUB1 BGP Provisioning Preview for VPN3 & VPN4

a5 edit "VPNA™
| config router community-list

. SRR 46 set capability-graceful-restart enable

set link-down-failover enable
config rule

e &8 set next-hop-self enable
1 swt sotion perett 49 set soft-reconfiguration enable
set match “E5681:3" 58 set remote-as 65891
7 it 5 set route-map-in "Route-Map-In"
8 end 52 set additicnal-path send
next sat route-reflector-client enable
edit “65801:4" 54 next
config rule 55 end
edit 1 config neighbor-range
set action permit 57 edit 3
set match "65801:47 58 set prefix 18.508.3.8 255.255.255.8
[ nExt 59 set neighbor-group "WPN3"
16 end 6o next
17 next 61 edit 4
3 and 62 set prefix 10.58.4.8 255.255.255.8
! confipg router route-map set neighbor-group "VPN4™
Pt edit “Route-Map-In™ 54 next

21 config rule
2 edit 3
13 set match-community "65081:3"

65 end

24 set set-route-tag "3

next
26 edit 4
set match-comsunity "65081:4"
28 set set-route-tag "4"
next
¥ end
next

0 config router bgp
config neighbor-group
edit "WPNI™
set capability-graceful-restart enable
set link-down-fallover enable
38 set next-hop-self enable
39 set soft-reconfiguration enable
40 set remote-as 63861
11 set route-map-in “Route-Map-In”
set additional-path send

set route-reflector-client enable
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BRANCH Neighbor 3 BGP Configuration
The 3t neighbor is created by cloning the existing neighbors, changing the ip addresses, interfaces and creating a new route map
to set the required community i.e. 65001:3. A new route map out preferable is created for IN-SLA conformity but still use the

same route map out for OUT-OF-SLA for all neighbors.

Nelghbors

® [P

O 05021

Creace Wew Route Map

Mame IM-ELA-TURSE

Commerss

Ry
¥ Creste New ESEdi | B
O o= Action = Interface # Match 1P fubes £
ot Shermit null

Match Hext Hap Rules

il

BRANCH Neighbor 4 BGP Configuration
The 4% neighbor is created by cloning the existing neighbors, changing the ip addresses, interfaces and creating a new route map
to set the required community i.e. 65001:4. A new route map out preferable is created for IN-SLA conformity but still use the

same route map out for OUT-OF-SLA for all neighbors.

Create New Route Map

Comments

0O |Ibs: Action £ Interface Match IP Rules =

o (1 @Permit null

I Remote AS
45001
65001
65001
65001
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Search,

Match Next Hop Rules =

null

Search...

Creats Wew Route Map Rute

4] 1
Actian Deny
1P Address Rule Variahles

Match inturfxe »
Matel 1P adirss »
Mabe b IPUE address (% |
Mabch next hap router [P (s |
address

Matchneat hop router (Pvé (B
adaress

St nest hop router [P

addmss

Set next hop router local

IPvé address

A5 Path Rile Varlables

Watch A5 path fist fe
Sot A5 path

Comumunity Fule variables
Matbch community

St commun ity dulete

Set Community G

IQQ

Create New Route Map Rule

(s} ¥
Action Deny m
IP Address Rule Variables

Match interface

Match IP address

Match IPvé address
Match next hop router [P
address

Match next hop router IPvé OB
address

Set next hop router IP

address

Set next hop router local
IPvé address

AS Path Rule Variables

Match AS path list (e ]
Set AS path

Community Rule Variables

Match community

Set community delete

Set Community @

B Meaghboe
.
Remote AS @ 45001
Fasswond sassssns
Interface [}
Update Source [= ]

Gracefudl Restart Time o

Advertisement Intereal 1

Raute Map Owt Preferabie IN-SLA-TUNI
Additional Path Recpiv

Lonract Thrver 10

Bidirectional Forwarding
Detection

Litk. Dawen Failgved
Shuitddn Erabie

1Py Filbering

Filter Lict in

Filter List Out
Distribute List in
Ditstrituste List Oue
Prefi List in
P List Oue
Raute Map In

Innennuu B @8 @

Ratste Map Out ) | [ OUT-OF -5LA

Edit Neighbor
P @ 10.50.4.1
Remote AS @, 65001
Password ssssssss
Interface © & HUB1-VPN4

Update Source
Graceful Restart Time
Advertisement Interval

Route Map Out Preferabl [E IN-SLA-TUN4

IH cQI

Additional Path Receive
Connect Timer

Bidirectional Forwarding
Detection

Link Down Failover
Shutdown Enable

IPv4 Filtering

Filter List In

Filter List Out
Distribute List In
Distribute List Out
Prefix List In
Prefix List Out
Route Map In
Route Map Out

BleeeeeEERe B @8 Q[
|
2
3
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BRANCH PROVISIONING Preview FOR NEIGHBORS 3 & 4

1 config router route-map
edit “IN-SLA-TUN3"
config rule
edit 1
set set-community "65881:3"
next
end
8 next
edit “IN-SLA-TUN4™
18 config rule
edit 1
set set-community "65801:4"
next

17 config router bgp

18 config neighbor

1 edit "10.58.3.1"

28 set advertisement-interval 1

21 set capability-graceful-restart enable
set link-down-failover enable

23 set soft-reconfiguration enable

24 set description "HUB1-VPN1"

set interface "HUB1-VPN3™

26 set remote-as 65801

2 set route-map-out "OUT-OF-SLA™

28 set connect-timer 18
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set
30 set

11 next

additional-path receive

route-map-out-preferable "“IN-SLA-TUN3"

edit "18.50.4.1"

set
4 set
set
set
set
B set
set

set
41 set
42 set
set

naxt

16 end

advertisement-interval 1
capability-graceful-restart enable
link-down-failover enable
soft-reconfiguration enable
description "HUBL-WPN1"

interface “HUBL-VPN4™

remote-as 65801

route-map-out "OUT-OF-SLA™
connect-timer 10

additional-path receive

route-map-out-preferable "IN-SLA-TUN4"
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HUB1 BGP Routing verification after 4 Tunnels are Established
Four neighborships are established between HUB1 and Branch1 and Branch 2 over the four tunnels for a total of 8 neighbors
for HUB1

Route Tags are mapped based on the Tunnel/neighbor advertising the network from the branch. For the 3rd and 4th tunnels,
the routes are received and placed in the routing table but have a route tag of 11 (OUT-OF-SLA) because the health check and
HUB policy for loopback access have not been configured yet.
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Healthcheck Configuration at Branch1 for Neighbor 3&4

These are configurations done within the SDWAN template to associate the BGP neighbors with SDWAN to track link
performance metrics for the additional tunnels. With this configured, the new tunnels will have the correct tags i.e. tags 3 & 4.

Create New SD-WAN Neighbor

P

Interface Member

@ HuB1-vPN3

Performance SLA HUB_HC
SLA 1
Role Standalone

Advanced Options >

Edit SD-WAN Neighbor - 10.50.4.1

P

Interface Member

Performance SLA HUB_HC
SLA 1
Role Standalone

Advanced Options >

1 entry selected

x
1 entry selected
-

x v

Meighbor
[+
O | Meighbor = Role + Interface Member Performance SLA =
O 105011 Standalone B HUB1-VPN1 HUB_HC 1
(] 10.50.2.1 Standalone @ HUB1-VPN2 HUB_HC 1
O 105031 Standalone B HUB1-VPN3 HUB_HC 1
] 10.504.1 Standalone @ HUB1-VPN4 HUB_HC 1
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1 config system sdwan
config neighbor
edit "1@.58.3.1"
set health-check "HUB_HC"
set sla-id 1
set member 5
next
edit "16.58.4.1"
set health-check "HUB_HC"
set sla-id 1

set member 6

next

89



Branch 1 & 2 BGP Routing Verification after 4 Tunnels are Established
Four neighborships are established between HUB1 and Branch1& Branch2 over the four tunnels with the upstream tunnel static

IP addresses as the neighbor. Four redundant routes are established for each network learnt from HUBI.

The setup only has 2 networks learnt from remote spokes; this is because of the default setting on the BGP template that limits

the HUBs to advertise two best routes per network for learnt routes.
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To resolve this and receive all available paths, each neighbor group at the HUB is configured to advertise 4 paths downstream to

each spoke.

Edit Neighbor Group

set adv-additional-path 4

set adv-additional-path 4

2 1 config router bgp
Advanced Options. -~ config meighbor-group
edit "vPN1"
activate-vprvd @ ©
% - - next
Number of IPv4 additional paths that can be Bow edit "vPN2"
advertised to this neighbor 2
K> 7 set adv-additional-path &
B \.--.)::Ialllur-'al-p:‘a'.r'-“ Lo next
adv-additionat-path-vpmed 3 [ Q edit "VPN3"
dv-additional-pathé @ 2 el
adv-additional-patht @ < 16 set adv-additional-path 4
advertisement-interval € @ 30
x = next
allewas-in-vonvd @ @ :
edit "VPN4"
attribute-unchanged-vpavs [0 as-path [ med O next-hog
;]
next
Edit Neighbor Group x
end
Advanced Oplions 16 end
activate-vpnvd 6 [
additional-path @ send X -
additional-path-vpmd 8 disable ® -
additional-paths disable x -
s
adv-additional-path @ iy [
SEv-a00 lona, patirvpres U @ 2
adv-additional-pathd @ @ 2
advertisement-intenal 6 @ 30
allowas-in-vpnvs @ G
attribute-unchanged-vprvs l:l as-path |:| med E vext-hop

With the additional paths raised to 4, the spokes/branches now have 4 paths to each other over the

BR1 # get router info routing-table bgp

Routing table for VRF=0

3 10.10.2.0/24 [200/0] via 10.50.
] via 10.50.2

/e] via 10.50.

/@] via 10.50.

10.10.100.0/24 [200/0] via 10.
[200/0] via 10.
[200/0] via 10.
[200/@] via 1e.

BR2 # get router info routing-table
Rontine +ahle far VRF=0A
8 10.10.1.0/

10.10.100.9/2

[260/0] via
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(recursive is di

.1 (recursive via
.1 (recursive via
.1 (recursive via
.1 (recursive via

(recursiv
(recursi
(recursi
(recursiv

irectly
(recursive is directly connected, HUB1-VP
(recursive is directly connected, HUB1-VP
(recursive is directly connected, HUB1-VPN
HUB1-VPN1 tunnel 1©6.1.100.1), ©0:00:22,
HUB1-VPN2 tunnel 200.2.100.1), ©0:00:22, [

connected, HUB1-VPN1), ©0:00:02,
00:00:082,
©0:00:02,
00:00:02,

HUB1-VPN3 tunnel 10.0.0.1), ©0:00:
HUB1-VPN4 tunnel

/ connected, HUB1-VPN1), €9:
connected, HUB1-VPN2), ©9:
connected, HUB1-VPN3), @@:
connected, HUB1-VPN4), ©0:

tunnel 100.1.100.1), ©0:00:

.100.1), ©0:00:
tunnel .0.8.1), ©0:00:18
tunnel .0.0.2), ©0:00:18,

available tunnels.
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Firewall policy consideration with 4 Tunnels
For the firewall policies at HUB1 and Branches, no change is required since the referenced overlay objects will be updated to
include the additional tunnels (3&4) when device settings are updated under sdwan.

= aq &= = B- 01-
+*Create ew | # it Yl el | Semich q [ Export = Inberface Rair Vies m
; Poliey £ Objact Mame From To Source Deestination Schethule Sepvice Action MAT Security Profiles lLog Brtes
all Posicy BRANCHES-FMG & DA = portio = all il PRI-FMG [@ amways W ALL v ACCEPT @ Disabied [ nocinspection @ an 321MB
- B SECFMG
BRANCHESTO-HG & overlay B portd =al =l 5 atways & ALL « ACCEFT 1@ Disshled [N no-Inspection @ ANl 2.50 kB
HO-TO-BRANCHES ™ portd & overtay =al = al 3 shways W ALL o ACCEFT @ Disabled  [EEM no-irmpection @ A1 114 kB
BRANCH-TO-BRANCH & overlay 6§ owerlay = an B @ atways @ sl v ACCEFT @ Disabied [ no-lnspection. @ Al 84 B
BRANCHES-TO-LOOPHACK & owerley G0 HUBLOO® Tall E HUBL-LOOPRACK  [@ stways @ ALLICMP o ACCEPT 0 Disabled [0 no-inspection @ Al 2541 MB
O o portd & DA =all = [@ atways W Al v ACCEPT @ Enatied  [EEW no-inspection @ All GBIEEME
\myplicht Deny O 0 any Zal Ean vy WAL @ DENY © Disabled 2440 kB

Q4 Poficy logkup | | Search Q B Expart~ | Interfacs Pair View I

iy & Objects Mame From Ta Sodirce Diestinathon Schedule Sarvice Actlon MAT Security Profiles Log Bytes
Firewsll Policy R LAN-TO-HOSBRANCHES B portd & oy Eal =an B ailwanys ALL v ACCEPT O Dimabied M nodmpoction @ Al £91 kE
HQEBRANCHES: TOHLAN & overlay | part3 =all =al @ abways AL  ACCEFT @ Disabled B no-ispection @ Al 3B
DA M port3 & Dea =al =al @ always W AL " ACCEPT D Enatied EE rovimspection S a0 L18 k6
Implicit Daarry O any O any =l @ Bl 8 alwiys o ALL @ DENY 0 Disabled S5AkR

HUB SDWAN Rules with 4 tunnels.

Additional sdwan rules to reference the additional tags are created and added as member interfaces for the OUT of SLA state
with route tag 11.

SD-WAN Rules 1 config system sdwan
config service
4+ Create New | | [# Edit Search... . 2 edit 5
- — 4 set name “TUN4™
O |Ip MName | Source Destination Criteria Members | Status | Performance SLA | Port 2
| 3 set route-tag 4
o |2 TUN1 EData-Networks Route Tag: 1 [@ VPN1 & Enable set src "Data-Networks”
O 2 TUN2 SData-Networks  Route Tag: 2 Gl VPN2__@ Enable . set priority-members b
8 next
o | TUN4  SData-Networks Route Tag: 4 @ VPN4 | @ Enable
edit 4
o 4 TUN3 SData-Networks Route Tag: 3 @ VPN3 @ Enable set name "TUN3"
set route-tag 3
i 12 et “Data-Net ks"
iO |3 TUN11 SEData-Networks Route Tag: 11 @ Enable SEE EEE Uaiasleianks
13 set priority-members 5
next
T dit 3
O sdwan | ALL ALL Source IP | ALL e
set priority-members 3 4 5 6
100% 6 nEx
18 move 3 after 4
19 end
28 end

4 Createpew | /¢

o ame Destination Criteria Hit Count

B Dista-Networks Routetag 1 EIVPNI @ 0 19 hours 2ga

1
2 TUNZ B Data-Networks Route tag: 2 VPN & o 1% hours aga
5 TU B3 Data-Networks Rewite tag 4 2 wPNS @ 0 12 mirmtes ago
4 TUN3 B Data-Networks Route tag 3 VPN & o 12 mirwtes ago
3 TN B Dsta-Netwarks Route tag: 11 I VPN @ 0 19 hours 3g0
& VPNZ
3 VPN
(3 VPN '

[E] imgicit €

sd-wan

4 Source 1P O any
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BRANCH SDWAN Rules with 4 tunnels

Normal sdwan rules are configured at the branches. For internet access using the underlay DIA, we define a new healthcheck to

8.8.8.8 and use the HUB_HC to track links to HQ.

Interface membership is restricted, i.e. Internet access to use DIA (portl and port2) while the overlay tunnels are used access to

the HUB networks.
SD-WAN Rules
+ Create New | | [£Edit | | g Delete | | § Morewv |
O |ID |Name Source Destination

0O |1 HQ-BEST  ail EData-Networks

o 2 INTERNET = ©Data-Networks g@all

sd-wan ALL ALL

Criteria

Latency

Latency

Source IP

Members
 @HUB1-VPN1 |

[@ HUB1-VPN2
[ HUB1-VPN3
@ HUB1-VPN4

@ portl
@ port2
ALL

Search...

Status

@ Enable

@ Enable
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Performancn

HUB_HC
INET_HC
100% 3

| config system sdwan

) end

config health-check
edit “INET_HC"

end

next

set
set

server 8.8.8.8

members 4 3

config sla

end

edit 1
set latency-threshold 5@
set jitter-threshold 5@

set packetloss-threshold §

next

config service

end

edit

next

edit

next

1
set
set
set
set
set

set

2

se

-

set
set
set
set

set

name “HQ-BEST"

mode priority

dst “Data-Networks"

src “all"”

health-check "HUB_HC™
priority-members 1 2 5 6

name "INTERNET"
mode priority
dst “all™

src "Data-Networks™
health-check "INET_HC"

priority-members 3 4
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BRANCH SDWAN Rules with 4 tunnels Verification
From the tracking, we observe that HUB1-VPN3 and HUB1-VPN4 are not used in tracking the loopback at the HUB, we will
add this next.

SD-WAN Zones  SD-WAN Rules
Packet Loss Jitker
10015 10:16 10:17 10:18 1019 10:20 10:21
# Edit Search Q
Detect Server 3 Packet Loss Latency Jitter Fallure Thresh... = Recovery Threshold £
10.100.10:0. 300 HUB1VPN1: O 0.00% HUBLVPNL: @46.88ms HUBLVPNLO4.35ms 5 5
HUB1-VPNZG0.00% HUBTVPNZ O 7.12ms  HUB1VPNZ Q 7.05ms
8838 port1: Q2.08% port1:227.22ms port1:©14.31ms 5 5
port2: & 2.08% port2: @ 25.13ms port2: 0 10.84ms

SD-WAN ZJones SD-WAN Rules Performance SLAs
Packet Loss Jitter
7
- - = R = . r
10:16 10:47 10:18 10:19 10:20 10:21 10:22
# Edit Search Q
Name % Detect Ser... = Packet Loss Latency Jitter Faflure Thres... = Reco.. =
HUB_ HC 10.100.100.100 HUB1-VPNI:Q0.00%  HUB1VPNI-O4.49ms HUB1-VPN1: G 3.50ms 5 )
HUB1-VPM2:G000%  HUB1-VPN2: O 4.85ms HUB1-VPN2: G 3.18ms
INET_HC 8888 port1:€0.00% port1:Q24.94ms port1:©13.71ms 5 5
port2:@0.00% port2:Q 23.96ms port2:@11.86ms

After associating the healthcheck with all overlay interface, we now track over all available paths.

Edit Performance SLA - HUB_HC )
1 config system sdwan
Mame HUB_HC - %
) 2 config health-check
1P Version (LR IPve
Probe Mode Active . 3 edit "HUB_HC"
Enable Probe Packets [ =]
set members 6 5 1 2
Protacal Ping. v
Server @ 10.100.100.100 x|+ next
Participants All SD-WAN Members E and
Q .
/ end
@ HUBL-VPNI x
@ HuBL-vPN2 x
@ HUBL-VPNI x
@ HUB1-VPN4 x

4 entries sedected
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All overlay interfaces are now used with the SLA.

6L

8 Network

Name 3 Detect Server = Packetioe Ailengy Jiter

10.100.100.100 HUB1-VENT1:Q0.00% HUBL-VENL: G 4.60ms HUBT-VPNL: G 3.97ms
HUB1-VPNZ: 8 0.00% HUB1VPNZ: G5 25ms HUB1VPNZ O 4.31ms
HUB1VPNI: O 000% HUBI-VPNZO7.15ms HUB1-VPNZ: G 3.90ms
INET_HC [R:3:3] port: G 0.00% port1:Gr41.43ms port1:@ 31.02ms

portZ:Q0.00% port2Q33.41ms port2@17.32ms

SLA (INET_

..1.\\‘\,
10:27 10:28 10:29 10:30 10:31
a
Name = Detact Server & Packet Loss Latency Jitter
HUB_HC 10.100.100.100 HUB1VPN1:G0,00% HUB1-VPNL: G 3.32ms HUB1-VPN1: G2 18ms
HUBIVPNZ:00,00% HUB1-VPNZ G 3.87ms HUB1VPNZ G 2.21ms
HUB1VPNI: @ 0.00% HUB1-VPNG: @ 5.13ms HUB1VPNG: @ 2.66ms
HUB1VPNA: O 0.00% HUIB1-VPN4:O 5 58mE HUB1-VANE D 288
INET_HC BRAS port1:GH0.00% port1: Q49 74ms part1:@47.40ms
port2: & 0.00% port2:G41.77ms port2: Q3881ms
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LINK Performance Fluctuation

Based on the diagram below, when both links are available, portl is selected because it has the best quality compared to port2.

SD-WANZones  SD-WAN Rules

Packet Loss Jiter

Performance SLAs

=== - S et .3
11:14 11:15 1116 1117 11:18 11:19
# Edit Search Q
Name = Detect Server & Packet Loss Latency Jitter

HUB_HC 10.100,100.100 HUB1-VPN1 ©0.00% HUBL-VPN1:Q4.60ms HUB1-VPN1:D 4.40ms
HUB1-VPNZ: ©000% HUB1-VPNZ:Q4.52ms HUB1VPN2:Q 3.01me
HUB1-VPNZ: Q0.00% HUB1-VPNI:Q557ms HUB1-VPN3:Q4.39ms
HUB1-VPNA: Q 0.00% HUB1VPN4:© 7.00ms HUB1-VPNA:Q&.55ms

INET_HC 8388 [ port1: @0.00% port1:©2513ms port1: 0 11.43ms ]
port2:00.00% port2:024.58ms port2:0 12.47ms

SD-WAN Rules

Per
|.+ Create new | # Edit || @ Delet= | @ Q Search

Source

B implicit @

GNS3 packet filters allow manipulation of link quality.

ormance SLAs

Destination

I Data-Networks Latency D HUB1VPN1 &

2 INTERNET I Data-Networks Bal

sd-wan Ban 4 E]

Criteria Members

12 HUB1-VPN2
(2 HUB1-VPN3
(2 HUB1-VPN4

™ portl &
¥ port2

Source |P O any

For this demo, the latency of the preferred link is raised to make the secondary link preferred i.e. port2 now has less latency and

will be the preferred path.

PRI

Q start capture

o . B

-"‘-"——' = Y Packet filters nng
Suspend port3

pa 4 M style “

Delete

8 Packet filter

™ Frequency drop & Packet loss [ Delay = Corrupt

1N\

Link from BR1 port Port1 to ISP port Ethernet1/0

S Packet filter 'delay’ is active
i
-
3 Portd
BRIPC o
&l
=

& Berkeley Packet Filter (BPF)

|

Latency: 50 ¥ ms
Jitter (-/+): |0 - ms
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Port2 is selected as the best path since it has less latency compared to portl.

Detecl Server =

10:100.100.100

88848

1 HQ-BEST

2 INTERNET

[=] impiicit €

sd-wan
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SD-WAN Rules

Packet Loss

HUB1-VPN 15 6.00%
HUB1-VPNZ G 0.00%
HUB1-VPNL $0.00%
HUB1AV PR G 6,00%

port1:0 5.00%
prort 22 0 000

© Q, Search

Source

Data-Networks

Latency

HUB1-VPNL:G257.01m
HUBTAPNZ O 3.25ms
HUB1VPNE O 348ms
HUBTVPNG O 195.33ms

port 168 154 TEms
port?: Q49,97 ms

Performance SLAs

Destination

I Data-Metworks

Criteria

Fittes

HUB1APMN 13 23 Sdmn
HUB-YPM2: O 2,000
HUB1-VPM: 8 2. 54ms
HUBT-VPMNEE 1787 ms
port 1:68 44, 2dms

port?: G52 33ma

Members

3 HUB1-VPN1

D HUB1-VENZ @&

2 HUB1-VPN3
=1 HUB1-VPN4

Source [P

Latency

# port1
] port2 ©

0 any
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SDWAN MONITORING From FortiManager

FortiManager offers monitoring options to have visibility of all available tunnels

[E] Device Manager ~ = & Install Wizard
3 Device & Groups Map View REAYEY All Devices - ~ v | | 15 Applications~ | [ 45 ~
Scripts )
O | Device < SD-WAN Interface < | Upload = Download =
Provisioning Templates
o A © HUB1-VPN1 0% 653 bps/0bp 0% 646 bps/0 bps
i Firmware Templates ; - ; :
& HUB1-VPN2 0% 661 bps/0bp 0% 664 bps/0 bps
Monitors a 8R1root © HUB1-VPN3 0% 641bps/Obp 0% 644 bps/0 bps
SD-WAN Monitor SR £ HUB1-VPN4 0% 653 bps/0bp 0% %53 bps/0 bps
-  port1 0% 4.9 Kbps/Obp 0% 4.9 Kbps/0 bps
i © port2 0% 5.7 Kbps/Obp 0% 5.7 Kbps/0 bps
Asset Identity Center
© HUB1-VPN1 % 653bps/Obp 0% 653 bps/0 bps
© HUB1-VPN2 0% 653 bps/0bp 0% 53 bps/0 bps
0 & HUB1-VPN3 0% 4653 bps/0Obp 0% 653 bps/0 bps
‘ © HUB1-VPN4 0% 653bps/0Obp 0% 653 bps/0 bps
@ portl 0% 4.9 Kbps/Obp 0% 4.9 Kbps/0 bps
© port2 0% 49 Kbps/Obp 0% 4.9 Kbps/0 bps
@ portl 0% 7.9 Kbps/Obp 0% 7.9 Kbps/0 bps
© port2 0% 7.9 Kbps/Obp 0% 7.9 Kbps/0 bps
- — @ VPN1 0% 1.3 Kbps/Obp 0% 1.3 Kbps/0 bps
HUB1[roc
© VPN2 0% 1.3 Kbps/Obp 0% 1.3 Kbps/0 bps
© VPN3 0% 1.3 Kbps/Gbp 0% 1.3 Kbps/0 bps
S VPN4 0% 1.3 Kbps/Obp 0% 1.3 Kbps/0 bps
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To have visibility to all tunnels and get a map view, edit each device and assign the accurate GPS coordinates.

Device Manager v = & hnstail Wizard > O~

Device & Groups © Show Table B Show Dowa Turne

Seripts ol

Provisioning Templates

Firmware Templates Koksmens Jamaame
Monitors Kasumi o
SO-WAN Monitor Chres >
VPN Monitor
Asset identity Center v
)
o )
o
Ansahe v
¥
+
da A —
I 7
Voytourd gnsazan | Mop data £303: Gosge  Tam
Device 4 Name 2 Type 2 way 4 Peer|D Incoming Data Outgoing Data * Phase 1 Phase 2 Selectors 4
BRAlrcot] © HUB1-VPNT witoenatic Nairobi_Tunl 38MB 3.8 MB © HUB1-YPN1L © HUB1-VPN1

BR1jroat] © HuUB

automatic Nairobi_Tun2 JaMe JBMB © HUB1-VPN2 @ HUB1-VPN2

© HUBL-VPN2 automatic Nairchi_Tun3 197.0 KE - A78.1KB = © HUB1-VPN3 © HUB1-VPN3
BR1jroat] @ HUB1-VPNS automatic 200.2,100.1 Nalrobl_Tund 48706 m 4779KE = © HUBI-VPN4 © HUB1-VPN4
BRZlrcot] © HUB1-VPNI satomatic 100.1.100.1 Nairobi_Tunl 18MB 3BMB © HUB1-VPN1 © HUB1-VPN1
© HUBL-VPNZ automatic 200.2.100.2 Nairobi_Tun2 3.8 MB 3.8MB © HUB1-VPNZ © HUB1-vPN2
© HUBL-VPNI Sutomatic 100.1.100.1 Nairebi_Tun3 AT62KE m © HUB1-VPN3 © HUB1-VPN3
HUB1-VPN4 automatic 200.2.100.1 Nairobi_Tund 184.7 KB m 1760KE m © HUB1-VPN4 © HUB1-VPN4
HUB1jroot] © VPNL O dialup 100.1.1.1 Nakuru_Tun1 3.8 ME 3.8 MB O VPNL O © VPN
HUB1jroat] O VPNL 1 dialup 100.1.21 Morebasa_Tun1 3.8 MB 3.8 ME O VAN 1 © VPN
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Chapter 3 questions

1.  How many FortiManager instances can a FortiGate unit reference at the same time

a) 2
b) 5
c 10

2. Which configuration should be sent to the FortiGate units first during the initial design phase
a) Device settings
b) Policy package
¢) Both at the same time

3. After configuring IPsec tunnels at the HUB and branches, it was observed that the tunnels were still down.
Authentication and all required configurations were noted to be in order. What is required to bring them up?
a) Configure interfaces into SDWAN zones at the branch and HUB
b) Configure outbound overlay policies at the branch and inbound policies at the HUB.
c) Any of the above

4. When pushing firewall policies to the branch to support sdwan zones for Internet access and Overlay tunnels, network
access was lost and FortiManager could no longer access the branch. What is the likely cause for this?
a) Missing firewall policies at the branch.
b) Network outage at the ISP level.
¢) Underlay interfaces configured with missing gateways

5. The error below was shown when using a Metadata variable in an address object. What is the likely cause

firewall/address/Data/ : invalid subnet ip or mask X

a) Duplicate Metadata entries
b) Invalid IP address.
c) Missing default value in the Metadata Variable.

6. A route map is configured to define out of SLA state during high latency in the network. Which section should the
route map be applied at the branch:
a) Route map out
b) Route map out preferable
¢) Route map in

7. Why is a loopback interface preferred for tracking at the HUB and not a server in the DC.
a) It is more stable with guaranteed uptime
b) Itis not subject to interference from HQ LAN delays
¢) ltis easier to advertise via IBGP
d) All the above
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Chapter 4: FortiManager Dual Hub with Dual ISP Underlay Deployment

This is a common deployment where enterprises have a disaster recovery site on-premise or cloud. The branches connect to
both hubs to access hosted services. An added benefit of this setup is the additional paths created between branches, if four
tunnels are setup to each HUB a total of 8 paths are formed between branches.

The topology for this design is shown below:

00B-192.168.11.0/24 00B-192.168.11.0/24

100.1.100.0/30

100.1.200.0/30 200.2.200.0/30

((BRANCH 1 1 20021050 1 )
100.1.2.0/30
ISP A= port1
ISP B=port2
10.10.1.0/24 .10 LAN= port3
BOB-102 168.11.0154 00B-= port10 00B-192.168.11.0/24
G _J/ Ve |
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IPSEC Redundancy Between a Branch and 2 HUBS

The setup has additional redundant connections to HUB2 for a total of 8 tunnels per branch. It should be noted that SDWAN
is responsible for routing and optimized link selection, whether an application willbe active in HUB1 or HUB2 is determined by

other factors e.g. DNS.

Since unique network IDs and subnets are required per tunnel, Tunnel assignment is extended from 5-8 as the unique
identifiers. It is not mandatory to configure 4 tunnels per HUB, if link resilience is guaranteed, 2 tunnels could be configured

per HUB for a total of 4 per branch.

Cross-connect link redundancy is not possible in some scenario e.g. in MPLS networks between different ISPs without route

reachability for underlays.

Fortinet SDWAN Demystified

—~
TUNNNEL |SUBNET HUB1ISP  |BRANCHx ISP |NETWORK ID
TUN2  |10.50.2.0/24 |ISPB (port2) |ISPB (port2) 2
TUN3  |10.50.3.0/24 |ISPA (portl) |ISPB (port2)

TUN4  |10.50.4.0/24  |ISPB (port2) |ISPA (portl) 4
TUNNNEL |SUBNET HUB2ISP  [BRANCHx ISP | NETWORK ID
TUN6  |10.50.6.0/24  |ISPB (port2) |ISPB (port2) 6
TUN7  |10.50.7.0/24  [ISPA (portl) |ISPB (port2)

TUN8  [10.50.8.0/24  [iSPB (port2) [iSPA (portl) 8
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Register HUB2 To FortiManager
HUB2 will use OOB network for centralized management . After authorization, setup the unit sequentially starting with IPsec.

Q
Central Management Sattings - ! :
: Gaviat Murbace 1P Akt = Fistiiarirs Wesgion
BHUER [ Secagyes. EOVMOTTMA00NP: 17316851202 FeriCmp 7. 28U ET Y
itz
Status L RSERTR 3 Disabled =
Tvpe OnePremisec BEEgie ) Dilie
Connection status @ Nt Manaped
2 Refresh
Made | Normal [JERE0
IPDiorain name 1921681115
+
= Q a. = .
SO Central Management Sattings anrwaiy
outlines 1 B Mgt ForsGa (41 ® - g
Status & Enabled o aEREE
Type FortiGate Cloud - FortiManager Cloud
Cornectionstatus @ Cannected = =
£ Rafresh
Diee bame® | Coibg Gk & P A Fltfoey
U Verlfiedserizls B FMGAWMTM24015045
o Mode Backup #em1 5 ar 1o LLL
B IPDomainname 1921881115 »or o Muboupdale  BR2 1natal
a .
3 =
E
1 *HUE o Synmsimd  HUBE 192 168 L1200 - FOrmGate-vibbe- KM %”‘"”-‘*“"- )
Fabwic Connectars
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IPSEC HUB2 Configuration
To create VPN5 — VPNS, clone the existing HUB1_IPsec template and then clone the already configured tunnels for HUB1.
The Template for HUB2 will have VPNs 5-8 only with configurations changed to match the new tunnels.

Device Manager ~

Groups
Scripts
[ Provisioning Templates
Template Groups

System Templates

Fabric Authorization Tem...

IPsec Tunnel Templates
SD-WAN Templates

Clone IPsec Template

Name

Description

[#| Edit | | [{ Delete | | @ A
(Bt | [ @ Deiee |

to Device/Group i Mare

= [ Name &

[ HUB_IPsec_Recommended

[@ BRANCH_IPsec_Recommended
g IPsec_Fortinet_Recommended
L4 BRANCH_IPsec

+ EHUB1 IPsec

HUBZ2_IPsec

" Clone

5 Import

+ Create New | | [ Edit : Morewv

O Names= Type = Outgoing Interface =

O VPN1 Dynamic portl

a VPN2Z Dynamic port2

O VPN3 Dynamic portl

a VPN4 Dynamic port2

it [P Tumned - VPML Eciit 1Psec Tunnel - VPN Bt |Psec Torned « WPRD
Tunned Hame WP Tunnel bame WP Tunnz! Name
Mtwerk Phatwork Metwar,
g = -~ [0 [ Rairg
Remcte Device 1P Rddress | Dynamic DS e Fiemote Device IF Addrgss | Dynsenc DMS m Rermote Device
Qulgoing Irterface & portl CRABsIng Iterae & port2 Dhuitgrang Inkortacn
sl D o Lol ID & Socal il Tund Local 1D
Pt Cherlay o Mrtwork Duerlay o etwenrie Owveramy
Metweork (0 @ 5 Petwork (D @ & Netwark ID
1P SEvt 1P P Start B (-1 [Pk St 1P
1P End 1P Pl Endd 1P o 1Pk Endl (P
1Pt Ntmask Pl Metmask 5 1Pt Btk
Proposal Propneal . Prapenal
esdS-atudse GeZSt- AT

FEG Health Chisck Q FEC Healih Chock Y FEC Health Chiek
Aulntation Bariheniicabion Authentication
Aiithen b aticn Methad PBarthenkication Pre-shared Koy TG A Authentication Method

Pre-shamd Hey ()

Tirmed imterface Setup

[1:3

Frrcae 1P

Phaged ¥rerfacy

Pre—shared Hey (0

Tursiwl Inberisce Setun

i

Aemats IP

Phased intantace

> + Crezee New | [
Narne = Keep Alve = Key Life = Prapasal = Marme = Keop Alve = Koy Life =
(] | YPNS @ 43200 et 5e-shal5s WP @ A3200
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Prapossl ©

vl Bt

Prie-sd

| Keey i

Tunne! nterface Sctup

TUNNNEL [SUBNET HUBL1 ISP BRANCHx ISP [NETWORK ID
TUN2 10.50.2.0/24 ISPB (port2) |[ISPB (port2) 2
TUN3 10.50.3.0/24 ISPA (portl) |ISPB (port2)
TUN4 10.50.4.0/24 ISPB (port2) |ISPA (portl) 4
TUNNNEL |SUBNET HUB2 ISP BRANCHx ISP | NETWORK ID
TUNG6 10.50.6.0/24 ISPB (port2) |ISPB (port2) 6
TUN7 10.50.7.0/24 ISPA (portl) |ISPB (port2)
TUNB 10.50.8.0/24 ISPB (port2) |ISPA (portl) 8
Etfit iPsac Tunnel - YPNE
WPNT Tunne! Mame VPHE
Metwork
m Aaltomatic Routrg m Butamatic
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A new IPsec Template (HUB2_IPsec) is created and attached to the new Template Group (HUB2_TG) for HUB2

IPsec Template - HUB2_IPsec % Edfit Template Group - HUB2-TG %
Name
Name
Description
Description

Provisioning Templates

@ HUBZ Psec =
- +
- = Oy v Beingilabe CO bo UskeCted for a3ch lmplate type:

Tupes Quigoinginterface = Local Interface = u

Dynamic portl

Dynamic part2

Dynamic part1

Dynamic port2

Device Manager ~ oy b c
; Device & Groups 2 @ T Morew
Scripts — Template Group Mame = | Provisioning Templates 2 Assigned to Device/Group =
Assigned to Device/Group =
EVHUB1 IPsec
Tempiates T 3 1DeviceinTotal  View Detalls >
] E¢ HUB_IPsec_Recommended 0 Devices in Total 7 1 HUBLT + HUB1.BGR
Termplat Crouns O E System Templates ] HUBLTG £ HUB1-SOWAN + HUBA oot
Systoen Termplites [ | B BRANCH_IPsec_Recommended 0 Devices in Total Fabric Autharization Tem... BJHUB-CLI o
a
. ; PETS Lt B {3 BRANCH IPsec
Fabric Authorization Tenw.. [ | B IPsec_Fortinet_Recommended 0 Devices in Total % T N ; ancn:sc,p 2D nTotal  ViewDetalk >
IPsec Tunnel Templates [0 | & BRANCH_IPsec 0 Devices in Total SD-WAN Overtay Temgpl... B BRANCH_SDWAN 2 Branches 2)
R ER_LOOP
SD-WAN Templates [] | LiHUB1 IPsec 0 Devices in Total okl s FevpaLes =
; — BGP Templates 1DeviceinTotal  View Detall
SD-WAN Overlay Templ... O | SHUBZ IPsec 0 Devices in Total ] 195 Template ] | HUB2TG @ HUB2_IPsec
Certificate Templates A HUBE roel)

For HUB2, new mappings are created for the required Metadata Variables i.e. local ID (Thika) and Branch ID (200). This
avoids errors when pushing the policies to the devices.

Edit Metadata Variables - branch_id x Edit Metadata Variables - local_id x
Name Name
Description Description
Default Value 222 Default Value
Per-Device Mapping Per-Device Mapping
[+cre 2 |
.8 ll |
O Mapped Device = Value = n O | Mapped Device = Value = n
[0 | BR1froot 1 [0 | BR1froot] Makuru
O | BR2root] 2 | BR2froot] Mombasa
O | HUB1 [roat] 100 [0 | HUB1lroot] Mairobi
[D HUEZ froot] 200 ] [ | | HUB2 froot] Thika ]
4 4
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IPSEC HUB2 Configuration Preview

i config vpn ipsec phasel-interface

2 edit “wPNs®
3 set type dynamic
set interface "port1”
5 set ike-version 2
& set dpd on-idle

7 set comments "VPN: VPNS [Created by IPSEC Template]™
set proposal aesise-shaise

L set peertype any

10 set mode-cfg enable

11 set localid "Thika_Tuns"

12 set dpd-retryinterval &8

13 set net-device disable

14 set add-route disable

15 set auto-discovery-sender enable
16 set ipv4-start-ip 1@.58.5.18

17 set ipv4-end-ip 18.58.5.25@

18 set ipv4-netmask 255.255.255.@
19 set psksecret ENC Z87pc/bwU2 1HXCFSpRILVSmpXENQQVCEIVD
20 set network-overlay enable

21 set network-id 5

n next

23 end

24 config system interface

edit "vPNs®

26 set vdom "root”

27 set ip 1@.58.5.1 255.255.255.255
set type tunnel

29 set remote-ip 18.58.5.253 255.255.255.8
30 set snmp-index 116

31 set interface "port1”

32 next

23 end

config vpn ipsec phasel-interface
edit "vPNg™
35 set type dynamic

set interface "port2”

set ike-version 2

39 set dpd en-idle
40 set comments "VPN: VPNG [Created by IPSEC Template]™
41 set proposal aesise-shalse
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set peertype any

set mode-cfg enable

set localid "Thika_Tuns"

set dpd-retryinterval &8

set net-device disable

set add-route disable

set auto-discovery-sender enable
set ipva-start-ip 18.50.6.10
set ipv4-end-ip 1@.50.6.250

set ipvd-netmask 255.255.255.8
set psksecret ENC ZBZpC/bwl2jlHXCFSpPEzLVSAPXEWQQVCEIVE
set network-overlay enable

set network-id &

7 config system interface

edit "VPNE"
set vdom "root”
set ip 10.58.6.1 255.255.255.255
set type tunnel
set remote-ip 19.5@.6.253 255.255.255.9
set snmp-index 117
set interface "portz”
next

& end

config vpn ipsec phasel-interface
edit "veN7"

set type dynamic
set interface “port1”
set ike-version 2
set dpd on-idle
set comments "VPN: VPN7 [Created by IPSEC Template]”
set proposal aes256-sha2se
set peertype any
set mode.cfg enable
set localid "Thika Tun?"
set dpd-retryinterval &0
set net-device disable
set add-route disable
set auto-discovery-sender enable
set ipvé.start.ip 18.58.7.18
set ipva-end-ip 18.58.7.258

set ipv4-netmask 255.255.255.8
set psksecret ENC Z8Zpc/bwU2jlHXCFspazLVsSmpXEWQQYCEIvD
set network-overlay enable
set network-id 7
next
end
config system interface
edit "veN7"
set vdom “root"
set ip 18.58.7.1 255.255.255.255
set type tumnel
set remote-ip 10.50.7.253 255.255.255.9
set somp-index 113
set interface "porti”
next

S end
3 cenfig vpn ipsec phasel-interface

edit "vens"
set type dynamic
set interface "porta”
set ike-versien 2
set dpd on-idle
set comments "VPN: VPNE [Created by IPSEC Template]"
set proposal aes2S6-sha2seé
set peertype any
set mode-cfg enable
set localid "Thika_Tung"
set dpd-retryinterval ce
set net-device disable
set add-route disable
set auto-discovery-sender enable
set ipvé-start-ip 10.50.8.10
set ipvé-end-ip 1@.58.8.250
set ipwé-netmask 255.255.255.8
set psksecret ENC Z8Zpc/bwli2fIHXCFSperLVSEPXEWQQVCEIVD
set network-overlay enable
set network-id 8

next

end
config system interface

edit "vPng"

set vdom “root”
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32 end

set ip 1@.58.8.1 255.255,255.255
set type tunnel
set remote-ip 18.58.8.253 255,255.255.8
set snmp-index 119
set interface "portz"
next

config vpn ipsec phase2-interface

edit "vPNS"

set phaselname "WPNS"

set proposal aes256-s5ha2se

set comments "WPN: VPNS [Created by IPSEC Template]"
next
edit "wPNs"

set phaselname "VPNE"

set proposal aes256-s5ha2se

set comments "WPN: VPNE [Created by IPSEC Template]"
next
edit "wPNT"

set phaselname "VPNT"

set proposal aes256-sha25e

set comments "WPN: VPN7 [Created by IPSEC Template]"
next
edit "vPNE"

set phaselname "VPNE"

set proposal aes256-sha2Se

set comments "WPN: VPNE [Created by IPSEC Template]"
next
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IPSEC BRANCH Configuration for HUB2

For branches, add the new HUB2-VPNx tunnels by cloning HUB1-VPNx tunnels and define HUB2 ISPA & ISPB metadata
variables referenced in the IPsec tunnels to be created.

IPsec Template - BRANCH_IPsec

Name

Description

[ + Create New | | [ Edit | | i { Morev

[0 Names Type = Outgoing Interface =
[0 HUB1-VPN1 Static portl

[0 HUB1-VPN2 Static port2

[0 HUB1-VPN3 Static port2

O HUB1-VPN4 Static port1

Policy & Objects v = & Install Wizard &5 ADOM Revisions

£ Tools ~

Policy Packages

+

St e m} Name 5 Default Value
Normalized Interface
Firewall Objects O mBrisPAgw
Security Profiles O |aBrisPB.gw
Fabric Connectors 0O  abranch_id 222
Edernal Concectors 0O Ehubl ISPA 100.1.100.1
User & Authentication O hubl_ISP8 200.2.100.1
P — O [Ehub2 ISPA 100.1.200.1

Metadata Variables 0O @Ehub2_ISPB 200.2.200.1
CLI Configurations 0O &localid
O Evm_interface_number 1

IPSEC BRANCH HUB2-VPN5-8 CONFIGURATION

Clere Foor Tunasl - Clane_HUEL-VPNE Clone: Psec ool + Clane HUET-VPNZ Clone WPaec Tunnel - Clons_ HUB1-VPRI Clerse 1Peec Tannel - Clone HUBL-VPHS
Tumned Mame HUBEZ-VPHE Tisrwwed Marm HUBIYRMNS Tunned Hame HUBZAPNT Tumined Mame HUBZTJPHE
Networi Hetanark gtweark agswark

Fcuting =] aotortc Fouking EE #wromatic Fouting m Automasc
Remote Device Dvriaric C5 | Dynamic Remte Device Dhynamic O Remize Diwice WP Ak ic ONG | Dymaeic

Remosr Gateway (8 Address) SHA Remote Gateway (IF Address Fein 5PH) Rt Gubewiy (7 Addrss)

Eyramic DS | Dynamic

15PE]

Chatgrirg Inberiace ‘Cutgring Intertate Dutgning interface

Local i Losead 10}

Lol 12 n?
Metwaork Cueray ) hiebaark Cherday o twers Cveray [ =] [ 2]
Metwark ID s Notwark ID [T Metwork 0 a7 a &
Froposal Froposal a Propossl
egT4f-hals ae250-sha 24 TSE DG Gl 5

FEC Health Check a FEC Health Check g FEC Hoalth Chick q FEC Heslth Chogk o
Authentication Authertiication Aushentcation Buthwritication
Authentication Method Sgratum HAertherication Method Sigratune
Pre-shamd Key @ wannrans Hre-shared Hey @ serreman
Tumme iterface Setup Turnch nterface Sctup Tunnel tterfaoe Setup Tanned interface Setug
13 [ " [-1 IF a, [ o
FRemose 1P [ Romadn iF i Remate [P [ Remote IP a,
Phace2 iterfaoe Prasel Interface Phisse2 Interfiace Prasse2 il erface

fecm prare———" T & Create Now | | 4 G5 I + Create Hew | | B

] | Mames KecpAlc = | Keylifes | Proposls O | Kame: HeeoMlive = | Koy Ufes | Proposal : 0 | Mames Kegp Alve s Rewliles | Propossl @ 1| M Kova A = | Hiry Ll = | Propossl s
O HUBZPNE B 43200 apc2Sh-chalss HUBZ-VENS @ 43700 ansthe-shalsh [0 HUBZ-WPNT @ Az200 R TR LT HUBZ-VPME & A3200 ALLTSA-ahy 254
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The same IPSec template used for HUB1 is used to add the additional tunnels for branches. A total of 8 IPSec tunnels are
configured for each branch 1-4 for HUB1 and 5-8 for HUB2.

;', " o | § Morew
Template Group Mame < Provisioning Templates < Assigned to Device/Group =

5 HUB1_|Psec
1 Dewice in Total View Deatails >

TS = HUB1_BGP

m Templates & = HUB1- v

! S B2 FUBL-SOARN # HUB1 [root]
Fabric Authorization Tem... [ HUB-CLI

IPsec Tunred Templates @ BRANCH IPace

2 Devices in Total View Details >

SD-WAN Templates . = BRANCH_BGP
& 23 : BRAMCHES-TG * BRAN WA
SD-WAN Overlay Templ... B2 BRANCH_SDWAN = Branches (2)
Static Route Templates ] BR_LOOP
1 Device in Total View Detadls >
IPS Ternplate HUBZ-TG 2V HUB2_|Psec
# HUB2 [root]
Certificate Templates
Pser Template - BRANCH_IPsec i
MName
Doscrigtion
+* [
] Mame = Type = Outgoing Interfaoe < Local bnterface = n
(O HuBL VPN Y Static port]
HUB1-VPNE Static port2
HUB1-VPN3 Skatic port?
HUB1 VPR Skatic potl
HUBZ-VPNS Static portl
HUB2-YPNG Static porid
HUBZ-VPNT Static port?
Sratic portl
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IPSEC BRANCH HUB2-VPN5-8 Configuration Preview

config vpn ipsec phasel.interface
edit "HUBZ-VPNS"
set interface “porti1”
set ike-version 2
set comments “VPN: HUB2-VPNS [Created by IPSEC Template]™
set proposal aes256-shalse
set peertype any
set node-cfg enable
set localid "Nakuru_Tuns®
set remote-gw 100,1.200.1
=&t idle-timeout enable
set net-device enable
set add-route disable
set auto-discovery-receiver enable
set psksecret ENC Z8ZIpc/bwU2j1HXCFspazLVsmpXEWQQVCEIvoYqegts
set netwerk-overlay enable
set network-id 5
set auto.discovery-shortcuts dependent
next
end
config system interface
edit "HUBZ-VPNS"
set vdom "root"
set type tunnel
set snmp-index 121
set interface “porti”

config vpn ipsec phasel-interface
41t "HUBZ-VPNE"
set interface "port2”
set ike-version 2
set comments “VPN: HUB2-vPNG [Created by IPSEC Template]”
set propesal ses256-sha25e
set peertype any
set node-cfg enable
set localid "Makuru_Tune”
set remote-gw 200.2.200.1
set idle-timeout enable
set net-device enable
set add-route disable

42 set auto.discovery-receiver enable

edit "MIB2-vPNT"

Set phaselname “HUB2.VANT"

set proposal 2€5256-3ha256

set auto-negotiate enable

set cosments "VPN: WUB2-VPN7 [Crested by IPSEC Tesplate]”
next
edit "HuB2.vPNS"

set phaseiname "HUS2-vPNS"

set proposal aesass-shase

set auto-negotiste enable

set cosments "VPN: HUB2-VPNE [Crested by IPSEC Tesplate]”
next
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=3 set psksecret ENC Z8Ipc/DwU2iIHXCFSpOILVSmpXEWQQUCEIVOYQEEtar
ad set network-overlay enable

a5 set network-id &

A& set auto.discovery.shortcuts dependent

47 next

42 end

3 config system interface
=] edit "HUB2-VPNE"

st set vdom "root”

2 set type tunnel

set snmp-index 122
set interface “port2”

next

5 end

57 config vpn ipsec phasel-interface
edit “HUB2-VPNT"

set interface “pert2”
6 set ike-version 2
&1 set comments “VPN: HUB2-VPN7 [Created by IPSEC Template]™

62 set proposal aes256-Sha2se
53 set peertype any

64 set mode-cfg enable

&5 set localid “Nakuru_Tun?*

85 set remote-gw 188.1.288.1
4 set idle-timeout enable

set net-device enable

=] set add-route disable

70 set auto-discovery-receiver enable

7 set psksecret ENC ZSZpC/DwU2]lHMCFSpRzLVSEpXEWQQUCEIVOYQEgTaR
72 set network-gverlay enable

73 set network-id 7

74 set auto-discovery-shortcuts dependent

75 next

5 end

7 config system interface
78 edit "HUBZ-VPNT"
set vdom “"root”
] set type tunnel
8 set snmp-index 123
2 set interface "port2”

config vpn ipsec phasel-interface
edit "HUB2-VPNE"
set interface "port1®
set ike-version 2
set comments "VPN: HUB2-VPNE [Created by IPSEC Template]™
SeT propesal 3e5256-5N3256
set peertype any
set mode-cfg enable
set localid “Makuru_Tung"™
set remote-gw 209.2.209.1
set idle-timeout enable
set net-device enable
set add-route disable
set auto-discovery.receiver enable
set psksecret ENC ZSIpe/bwl2j1HxCFSpBILVSMPXENQQVCEIVOYGEEEIR
set network-overlay ensble
set network-id &
set auto-discovery-shortcuts dependent
next
end

= config system interface

edit "HUBZ-VPNE"
set vdom "reot”
set type tunnel
set snmp-index 124
set interface "port1®

i config vpn ipsec phase2-interface

£dit "HUB2-VPNS"

set phaselname “HUB2-VPNS®

set proposal aes256-sha2se

set auto-negotiate enable

set comments “VPN: HUB2-VPNS [Created by IPSEC Template]™
next
edit “HUB2-VPNG"

set phaselnane “HUB2-VPNE"

set proposal ses2S6-sha2se

set auto-negotiate enable

set comménts "VPN: HUB2-VPNE [Created by IPSEC Template]™
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After configuration, the tunnels towards HUB2 will all be down because they are not assigned to SDWAN zones nor configured

security policies required. Zones are configured next to resolve this.

e Shew Matcing Log

Remuie Getrwry 3 Perr 05 rnmisg Dialn 3 gz g Dt = Phase 1% Pran 2 Sekecion

O HUBZVPRE
O BURZYENS
O HURZYENG

@ HUBZVPNE
B HUBIVENS
0 rumzveNs

ey

1BL TN

O MURLVENT 2 Mk O UL Ve

= = ool L2 D i
R Dunbboad

L &1

1
S MBoR OGS
e S B Doy = e menming Datn OutgabgDate = Pragal s Phass T Sebecoors =
[ & Cusives @
£ HURLAPNL b 1 C 5508 kB ELSE & HUBLAPNT 3 HIMETPr

© HUBLAPNZ

o] Tt &
B HUB2 VPN o8 & HUBZANPHS
& HUBZ VNS o8 O HUR2 VNS
& HUBZVRNT ag o8 O HUBZAPNT
& HUNZ-VENE an an O HLIVPNS

SDWAN HUB2 Configuration

For HUB2, we create the DIA zone and overlay zone. The VPN interfaces configured earlier VPN5-VPNS are assigned to the

overlay zone while Port] and port2 undelay interfaces are assigned to the DIA zone for internet access.

1 config system sdwan
@ Assign 1o Device ][ Mowe 2 set status enable

Hasigined to Dievice/Group W Clone  frface

config zone

4 impont fIUBI-VENL %
= IUBL-VPNE 4 edit "DIA™

BRANCH_SOWAN 0 Dervices in Total B orta 5 next
@po2
B HUBL-VPND & edit "overlay™
next

end

config members
edit 1

11 set interface "port1l”

Device Detalls > 2 set zone "DIA™
- (@ HUB2_IPsec 1 in Total View ks
% 13 set gateway 18@.1.200.2
2 HUB2-5DWAN g v
4+ HUB2 [root] 14 next
| . N edit 2
dit SO-WAN Template [ CLI Configurations | 2 N
b i) set interface "port2”
set zone "DIA™
Name HUBZ-SDWAN
set gateway 280.2.2080.2
Description
next
edit 2
4 21 set interface "VPNS"
SD-WAN Status [ #] set zone "overlay"
next
SO-WAN Zones
edit 4
| & C i |  cail |f"(' et Us Search set interface "VPNE"
W |ID= Interface = Cateway = Cost = Priority = Status = u = set Zone “overlay
o x y i 27 next
& virtual-wan-En
— 2 edit s
[m} R0IA ot interf
-, set interface "wPN7"
O 1 & portl 100.1.200.2 (1] 1 € Enable
EL:] set zone "overlay"
(m] 2 & port2 200.2.200.2 o 1 G Enable
1 next
& overtay
Ll 3 edit &
3 @ VPNS 0000 o 1 © Enable
t set interface "vPns"
4 PH) .
[m] @ VPNS 0000 0 1 @ Enable set zone "overlay”
(] 5 EVPNT 0.00.0 o 1 © Enable o _—
O & ii VEER 0000 o 1 @ Enable 5 end
99% 9 27 end
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SDWAN ZONES BRANCH Configuration for HUB2

A new zone is configured for the tunnels towards HUB2 i.e. overlay2. The new tunnels are assigned to this zone.

Install Preview of BR1

Assagnand Deveies # BRY

3 f.OI'IfiF systes Cdwam
config zone
Edit SD-WAN Template [ cL Configurations | X e01t "overlayz™
next
end

I 8 overlay2

0 : | E HUBZVPNS 00,00 ] 1 & Eratie config mesbers
O B B HUBZ- VNS 0goo D 1 & Eratle edit 7
(W} g [ HUBZ-VPRT 0000 o 1 & Enble set interface "HUBZ-VPNE"
Ol = EHUBZVERE | 0000 i 1 @ Erable bzt e i L
next
o edit B
set interface “HUBZ-VPNG"
set zone “overlayz®
next
15 adit 9

et interface “HUB2.-vENTT
set zome “overlayl®
next
1 edit 18
28 set Interface "HUBZ-VPME™

set zome “overlayl®

Next
end
e and
After configuring the zones at HUB2 and branches, all eight tunnels are now up.

Q > @+ L3+ O admi

{Psec o i

et Statistics Bringp~ @ BringDown~ Q Locateon VPN M et Show Matching Logs
Name & Remote Gateway = PeeriD Incoming Data = Outgeing Data + Phase1 % Phase 2 Selectors =

B3 & custom @
© HUB2VPNT 100.1.200.1 Thika_Tun7? 0B oB © HUB2VPNT © HUB2VPNT
O HUBZVPNS 200.2.200.1 Thika_Tung 0B 0B © HUB2-VPNB © HUBZVPNS

IPsec Monitor

© HUBZVPNS 100.1.200.1 & Thika_Tun5 08 oB Q HUB2-VPNS Q HUBZVPNS
Q HUBZVPNG 200.2.200.1 & Thika_Tuné 0B 0B Q@ HUBZ-VPNS © HUBZVPNG
Q@ HUB1-VPN1 100.1.100.1 & Nalrobi_Tunl 730.09 kB 729.33kB © HUB1-VPN1 © HUB1-VPN1
Q HUB1-VPN4 200.2.100.1 & Nairobi_Tund 731.06kB 729.67 kB QO HUB1-VPN4 ©Q HUB1-VPN4
Q HUB1-VPNZ 200.2.100.1 Nairobi_Tun2 80%.07 kB 807.92kB Q HUB1-VPN2 ©Q HUB1-VPNZ
Q@ HUB1VPN3 100.1.100.1 & Nairobi_Tun3 809.09 kB 807.74 kB Q@ HUB1-VPN3 ©Q HUB1VPN3

= Q e - @- L1+ Oadmin

@ Dashboard . o i-
Sta I «|| Q8 wn= | Q e on VPN M, Ll Show Matching Logs
Name & Remate Gateway & PeerID & Incoming Data & Outgoing Data Phase1 & Phase 2 Selectors &
@ HUB1-VPN1 100.1.100.1 & Nairobi_Tunl £21.06 kB 81977 kB © HUB1-VPNL © HUBIVPNIL
@ HUBL-VPNZ 200.2.100.1 & Nairobi_Tun2 821.10kB 819.75kB © HUB1VPN2 © HUB1-VPNZ
IPsec Monitor

@ HUBL-VPN3 100.1.100.1 Nalrobi_Tun3 73594 kB 734.74kB © HUB1VPN3 © HUB1-VPNI
@ HUB1-VPN4 200.2.100.1 Nairobi_Tun4 82185 kB B20.01kB © HUB1-VPNG Q@ HUB1-VPNG
Q@ HUBZVPNS 100.1.200.1 & Thika_Tun3 oB 0B © HUB2VPNS © HUBZVPNS
@ HUBZVPNE 200.2.200.1 & Thika_Tuné oB oB © HUB2VPNS © HUB2VPNG
@ HUBZVPN? 100,1.200.1 & Thika_Tun7 0B o8 @ HUB2-VPNT © HUB2VPNT
@ HUBZVPNE 200.2.200.1 & Thika_Tung 0B 0B © HUB2VPNB © HUB2VPNB
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SDWAN HUB2 Verification
From HUB2, 8 tunnels are established towards the branches. This is the same number of tunnels at HUB1. Any additional site
with 2 ISP links will add four tunnels at each HUB.

With internet links, we can easily change ISP links at the branches with minor configuration changes. The HUBs require static IP
addressing but branches can use DHCP assigned WAN ip addressing.

D - O+ L0 ©admin

© FortiGate time is out of sync.

( Show Matching Logs

Name Remote Gateway & PeeriD ¢ Incoming Data * Qutgoing Data * Phase1$ Phase 2 Selectors *
© VPN5.0 100.1.2.1 & Mombasa_Tun5 0B oe © VN5 0 © VPNS
© VPN5.1 100.1.1:1 Nakuru_TunS 0B 0B © VPN5_1 © VPNS
© VPN6.O 200.2.21 & Mombasa_Tuné 08 08 Q VPNSO Q VPNS
© VPN6_1 200.2.1.1 & Nakuru_Tuné 08 0B © VPN6_1 © VPNG
© VPN7.0 200.2.2.1 Mombasa_Tun7 08 o © VPNT.O © VPN7
© VPN71 200.2.1.1 » Nakuru_Tun7 08 0B © VPNT 1 © VveN?
© VPNS.O 100121 & Mombasa_Tun8 08 oe © VPNBO © VPNE
© VPNB.1 100.1.1.1 & Nakuru_Tun8 0B 0B © VPNS.1 © VPNS

TUNNNEL [SUBNET HUB1ISP  |BRANCHx ISP [NETWORK ID
TUN2  [10.50.2.0/24  [ISPB (port2) |ISPB (port2) 2
TUN3  |10.50.3.0/24  |ISPA (portl) |ISPB (port2)

TUN4  [10.50.4.0/24  |iSPB (port2) [ISPA (portl) 4
TUNNNEL |SUBNET HUB2ISP  |BRANCHx ISP | NETWORK ID
TUN6  |10.50.6.0/24  |ISPB (port2) |ISPB (port2) 6
TUN7  |10.50.7.0/24  [ISPA (port1) [ISPB (port2)

TUNS  [10.50.8.0/24  |iSPB (port2) [ISPA (portl) 8

HUB2 Normalized Interface

To configure policies by using similar objects, HUB2 is added to the normalized interface referencing the internal interface,
LAN. This is port3 as shown on the diagram below.

Policy & Objects ~ stall Wizard G ADOM Revisions 3 Tools ~ > @ L@~ ° ‘

Edit Normalized Interface - LAN x

Name LAN

Description

Color m Change

Wildcard »

Per-Platform Mapping >

Per-Device Mapping v l

[ Create New ] [ 1 Del [ search

O Mapped Device ~ | Details ~ | Type ~ Addressing Mode ~ ‘ IP/Netmask + Shaping Profile ~ u

(m} [ BR1 [root] I @porlﬁ Physical Manual 10.10.1.1/255.255.255.0 ‘

O BR2 [root] @porlS Physical  Manual 10.10.2.1/255.255.255.0

O  HuB1 [root) @porl:! Physical  Manual 10.10.100.1/255.255.255.0
l O @ HUB2[root) mpcnf} Physical Manual 10.10.200.1/255.255.255.0 ]

4
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HUB2 LOOPBACK SETUP

A Loopback interface is configured at the HUB2 with 10.100.100.200/32 A firewall policy is

to the loopback. CLI templates ate used to achieve this

Edit CU Template

Template Groups. v
System Templates [ Deseripti
Fabric Authortzation Tem. =
1Psec Tunnel Templates
SD-WAN Templates
Seript Details

SD-WAN Overtay Yempl.

Static Route Templates

BGP Templates

1PS Template
Certificate Templates

Thmat Winiaht

Device Manager v = 8 Install Wazard

Device & Groups
Seripts

Provisioning Templates
Template Groups

System Tempiates

Template Group Name =

HUB1-TG
Fabric Authorization Tem...

IPsec Tunnel Templates

SD-WAN Templates

BRANCHES-TG
SD-WAN Overlay Templ.

Static Route Templates

BGP Templates

IPS Template HUB2-TG

Certificate Templates

HUB2 Firewall Policies

Provisioning Templates

R HUB1_IPsec
= HUB1_BGP
EE HUB1-SDWAN
B HUB-CLl

2 BRANCH_IPsec

= BRANCH_BGP

&2 BRANCH_SDWAN
{1 8R_LOOP

-SOWAN

[ HUB-CU

config system interface
edit "Hue_LooP"
set vdoa “root*
set 1p 10.109,108.$(branch_1d) 256,255.255.255
set allowaccess ping
set type locpback

next

Assigned to Device/Group *

1DeviceinTotal ~ View Details >
4 HUB1 [root]
2DevicesinTotal  View Details >

& Branches (2)

1DeviceinTotal  View Details >

4 HUB2 [root|

Five key policies are required at the HUB.

Description *

*  Branches to HQ LAN inbound on the overlay network

Install Preview of HUI

Assigned Dévices

B2

4 HuB2

x 82 x

config systes
edit "Hul

set

set

set

set

set

¢ Outbound rule to allow HQ to access branches on the overlay network

% interface
B_LOOP™
vdom "root”

ip 10.199.190.200 255.255.255.255

allowaccess ping
type loopback
snmp-index 120

required at HUB2 to allow traffic

*  Branch to Branch traffic hair pinned at the HUB i.e. source and destination interfaces are the overlay network

*  Branches to LOOPBACK for Healthcheck on the overlay network

e Direct internet access (DIA) using the underlay network. This will have NAT enabled

= [ Policy Package » &, Install Wizard ~ & ADOM Revisions  {} Tools «
== = = == o ==
‘+|‘-.;.--n..\v||ﬁ4..-_..v‘ i s v |::-‘ .||_ All
O | # Name From To Source Destination Schedule Service NAT Action
@ & BRANCHES-POLICY ]
3 |¢ BRANCHES-TO-HQ [overay | [ILAN @ all = all I8 always @ALL ©Disabled | v Accept
@ [ HUB1-POLICY =
8 £ HUB2-POLICY B f2 HQ-TO-BRANCHES CILAN O overlay Sal = all [ always @ ALL @Disabled | + Accept
Firewall Policy
Installation Targets g |s BRANCH-TO-BRANCH I Doverlay | [Joverlay I Zal 2al [@ always @ ALL @ Disabled  Accept
£ default o
o | BRANCHES-TO-LOOPBACK [Joverlay [JHUBLOOP  Zall 2 HUB2-LOOPBACK | [galways @ALLICMP | @Disabled | + Accept
Object Configurations
[mAE- DIA CLanN Qo Sall Zall @ always @ALL @ Enabled + Accept
0 B Implicit (6/6 Total:1)
[ Y Implicit Deny any any ; :: g ::: [@ always ALL @ Deny
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HUB2 LOOPBACK Health Check
The Healthcheck is configured using the SDWAN template for the branches. This probes the loopback at HUB2 using the
overlay2 networks according to defined SLA metrics.

S —

Template Groups

tem Templates
Fab orization Tem...
IPsec Tunnel Templates
SD-WAN Templates.
SD-W/ veriay Templ...
Static Route Templates

BGP Templates

ficate Templates
Threat Weight
CLI Templates
N Service

& Fi

Edit Performance SLA - HUB2_HC

SLA Targel
Jitter Threshold

Latency Threshold

O | 20 me

Link Status

Check Interval
Failure Before Inactive

Restore Link After

HUB2 LOOPBACK Health Check Verification
With the tunnels up, healthcheck configured and firewall policies set, we proceed to configure BGP.

# Lt || B Delete
Hame & Deincs Server &

0100 16K, 200

W

1045

Dt 5

10100 100200
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1047

1A

Q

Puicks

0% Lutmney

Packet Loss Priority IN-SLA
Theesheld
[ =3 %[0

500

0 FortiGale lime b ot of e

S0 151

HUBZVING: @0.00%
HUEZ VPNE: @ 0.00%
HUBZ VPNT D 000%
HUBZ VPNE D008

HUBEVTNG:© & B
HUBZVPNE G & 44my
HURRVONT G T R
HUBZVPRE D 7 sy

HUB1 VPNZ: &
HUB1VPN G,

HUBZVPNS O 4. 70ms
HUBZ Y INe D 28T ms
HUBZVINT: O 5. B4y
HUBZ-VPNG: O A08my

1ndd

a

Elachet Lo

Latency it

HUBEVPNE: Q000N

HUBZ WPHE: @ 4.23m

HUBZWPNE0 2 10m

HUBZ-VPNAD 000 HUB2VPNE G 2 24mm MUBE N D by
WU VPN D 000 HUB2WPNT: G 3.88m MUB2 WINT: 02 05
HUBZ- VPN Q0.0 HUB2WFMEE 1 3m HUBZ-VPNED 1 58m

HUBI-VEN1 000

Name HUB2 HC
IP Version 1Pvé
Probe Mode [active -
Enable Probe Packets ©
Protacol Ping -
= & 10.100.100.200 ] x| +
Participants Ry speciy |
*Zk_
@ HUB2VPNS *
[ HUBZ-VPNS *
& HUB2VPNZ x
@ HUB2VPNS %
Embedded Measure Health
Redistribute SLA 1D 0-32)

Priarity OUT-SLA Action

o x| +

Milliseconds (20 - 3600000)
(1 - 3500)

Check(s) (1 - 3600]

1r52

Falksre Threshold &

Trwihold 2

Install Preview of BR1

Assigned Devices 4+ BR1

config system sdwan
config health-check
edit "Hus2_HC"
set server 18.108.1900.200
set update-static-route disable
set members 18 9 8 7
config sla
edit 1
set latency-threshold 2@
set jitter-threshold 2@
11 set packetloss-threshold &
next
13 end
next
end

s end

Bipcowery Threshold &

HUEZ VPNS

Retovery Thenshold &
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BRANCHES BGP Configuration for HUB2

For the branches, configure additional neighbors by cloning existing neighbors, modifying the Route Map Out and respective
community list and remap to the correct interface. The Route Map Out for out of SLA state is still the same as used for all

neighbors.
Edit Neighbor
e @ 105051
Remote AS @ 65001
Password
Interface [ o] | @ HUBZ2-VPNS
Updale Source e ]
Graceful Restart Time: s}
Advertisement Interval 1

Route Map Out Preferable

Additional

Connect Ti

IN-SLA-TUNS
Path W
mer ’wi

-

Bidirectional Forwarding

Detection
Link Down
Shutdown

1Pv4 Filteri

Filter List In

Filter List Out
Distribute List In
Distribute List Qut
Prefix List In
Prefix List Out
Route Map In
Route Map Out

BRANC

1 config router route-map

Failover
Enable

ng

BOEOE0REO B 08

Edit Neighbor
IP
Remote AS
Password
Interface © [@ nuszvene
Update Source > -
Graceful Restart Time ]
Advertisement Interval 1
Route Map Out Preferable E] IN-5LA-TUNE
Additional Path Receive
Connect Timer 10
Bidirectional Forwarding (e ]

Detection
Link Down Failover
Shutdown Enable

1Pv4 Filtering

Filter List In
Filter List Out.

[ o}

@

O

e ]

@

Distribute List In (e ]
Distribute List Out »
Prefix List In (@ ]
Prefix List Out »
Route Map In (@ )
o

Route Map Out

HES BGP Configuration Preview for HUB2

| @ ouT-OF-sLA

2 edit "IN-SLA-TUNS"
3 config rule 5
s edit 1 =
5 set set-community “65001:5"
next

end =
8 next =
] edit "IN-SLA-TUNS"
18 config rule =
1n edit 1 =

next
14 end
15 next
16 edit “IN-SLA.
17 config ri
18 edit

set set-community "65ee1:6"

-TUN?®
ule
1
set set-community "650€1:7"

next
end
&4
22 next i
23 edit "IN-SLA-TUNS"
config rule -
6
2 edit 1 2
26 set set-community "65001:8" 2
next -
7@
end
71
3 next

end

32 config neighbor
edit "1e.50.5.1"

set
s set
set
set
set
39 set

set
set

config router bgp

set ¢

advertisement-interval 1
capability-graceful-restart enable
link-down-failover enable
soft-reconfiguration enable
description “HUB2-VPNS"

interface "HUB2-VPNS™

remote-as 65801

route-map-out "OUT-OF-SLA"
onnect-timer 10

set additicnal-path receive

set route-map-cut-preferable "IN-SLA-TUNS"
next
edit "10.50.6.1"

set advertisement-interval 1

set capability-graceful-restart enable

set link-down-failover enable

set soft.reconfiguration enable

set description "HUB2-VPNS"

set interface "HUB2-VPNG"

set remote-as 65ee1

set route-map-out “OUT-OF-SLA"

set connect-timer 10

set acditional-path receive

set route-map-out-preferable "IN-SLA-TUNG"
next
edit "18.58.7.1"

set advertisement-interval 1

set capability-graceful-restart enable

set link-down-failover enable

set soft-reconfiguration enable

set description "HUB2-VPN7"

set interface "HUB2.VPN7"

set remote-as 65ee1

set route-map-out "OUT-OF-SLA"

set connect-timer 10

set additional-path receive

set route-map-out-preferable "IN-SLA-TUN7"
next
edit "18.50.8.1"

set advertisement-interval 1

set capability-graceful-restart enable

set link-down-failover enable

set soft-reconfiguration enable

set description "HUB2-VPNS"

set interface "HUB2-VPNB"

set remote-as 65@01

set route-map-out "OUT-OF-SLA™

set connect-timer 10

set additional-path receive

set route-map-out-preferable "IN-SLA-TUNS"
next

Fortinet SDWAN Demystified

Edit Neighbor

P

Remote AS

Password

Interface

Update Source
Graceful Restart Time

Advertisement Interval

@ 105071
@ 65001

Edit Neighbor

P

Remole AS

Password

Interface

Update Source
Graceful Restart Time

Advertisement Interval

[@ 105081
[ @ ss001

O | & HUB2-VPNB

Route Map Out Preferable B IN-SLA-TUNT Route Map Out Preferable | IN-SLA-TUNS
Additional Path Receive Additional Path Receive
Cennect Timer 10 Connect Timer 10
Bidirectional Forwarding > Bidirectional Forwarding »
Detection Detection
Link Down Fallover o) Link Down Failover o
Shutdown Enable s } Shutdown Enable e ]
1Pv4 Filtering o) 1Pv4 Filtering o)
Filter List In [e ] Filter List In fe )
Filter List Qut » Filter List Qut »
Distribute List In o Distribute List In e ]
Distribute List Out » Distribute List Out »
Prefix List In fs ] Prefix List In »
Prefix List Out fe Prefix List Out (e J
Route Map In fe 1 Route Map In (s ]
Route Map Out © |@ out-oFsta Boule Map Out © | B OUT-OF-sLA
Edit BGP Template
Name | BGP
Description
Local s @ 65001 ‘
Router ID [@ 10.100.100.Stbranch_id) ]
Neighbors
[ J e |
D ‘IP: 7 “Remo(cAS: d
O | 105011 65001
0O 105021 65001
O 10.503.1 65001
| O |10504.1 65001
| O 105051 65001
0O 105061 65001
0 | 10507.1 65001
] 10.508.1 65001

100% 8

116



HUB2 BGP Configuration
For HUB2, BGP is configured by cloning the existing template for HUB1. To avoid duplication, a new route-map-in is
configured with new Rules to match the IN-SLA state for the new communities 65001:5 to 65001:8 For OUT-OF-SLA state,

the same rule is used i.e. 65001:11

@ Provisioning

Template Growps

MName =

o e HUE_BGP Recommended

0 e BRANCH_BGP_Recommended

System Templates
1 ElBRAMCH BGP
Fabric Authorization Tem... - x

IPsec Tunned Templates ~ o HUB1_BGP

SD-WAN Templates

SD-WAN Overlay Templ..,

Static Route Templates

BGP Tempiates

Clone BGP Template

Mame HUB2_BGP

Description

Local As G 45001

e @ 10.100.100.200

MNeighbors

Edfil Role Map

Mame Route-Map-In-2

Comments

Rules

+

M D AL tion = Interface Malch IP Rules = Match Mext Hop Rubes n
1 @Permit
SPermit
[ @Permit
O 4 SPermit
11 QPL:M-::

[X]
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HUB2 BGP Route-Maps Configuration

Edit Rioune Map Ruie
Cowrerruanidy Rube Wariabivs

Maich cammunity
MSLER Eom ity Sxact

Set cammunity delete

Set Community i)

Sel extended community

targed

Set pxtanded eommunity

shhe-of-orkzin
Srther Rule Varables

Bdaich metric
Mich originil
Set wrign B
Msich mute type
Sl et type
Set metbic

Set Lag vakie

St roule Lag

Create New Route Map Rule
Cammunity Rule Variahles

© | & 650015 Match commumty

o [

BBk COmIMUPELY eracl

> Sel eommunity delele

[= set Carmmunity i

[ o] Setentended oommimily
Largit

[a] Sei exiended community

se-of-origin

Otther Ruke Wariables

Match metric

| Ege | tgn | mcomplers Miatch o igin O
Ay rione | Set origin @

Mateh mute bype

External-typel | Extornabryped

| Extérnai-typed | Exiernai-typel Se1metrie type
[ i Set meric

| el Lag value
|s Selroule Lag

Commurity B rule edit

o
Action
Mateh i@

Advanied Options >

Community §st rule edip

1 o
[ Action

Malch

Advanced Options >

HUB2 BGP Configuration
New neighbor groups are defined for VPN5-8 and attached to neighbor ranges.

O T heoe |

External-typel | Extemal-type2
|

Croate hew Roule Map Rule
Community Aubs Yarlabies

ntatch community
Makch commimity exact

Set communily delels

Set Commanity i

Set extended community

target

St etan ded camminity

site-ol-orighn
Diher Rule Varkabies

Match metric
Mtatch origin @
Sat arigin @
Match rowle type
Set mednic type

Sct melric

Set tag value |
Setmaute Ly |

Camemunity list rube edit

1o
Acbion
Match

Advanced Options

Create Mew Reute Map Ruls
Com mariy e Viariahies

Muteh commairity

Match commuri by exacl

St commurily deletz
501 Community

Sed estended community
tasget

Sonantandi comm nity

slte-of-origin
ther Rule Varkabies

Match setric
Maten coigin 08
Sod cwigin @
Match roube type
St mtric type
S04 metric

St tag value

St rocke tag

Community it rule edit

3 o
£ - I
Mateh €

Advanced Ogtions

O | [ 550016

m Enabde |

Egp | lgw I-m:lplele’!n
Egm | lgn \'muuwl!m

il BGP Temgplate

" 4 Create New | [IE

Jelete | | @ Assign 1o Device/Group | |  Morev

Fortinet SDWAN Demystified

Prefi =

ol

10.50.5.0/255.255.255.0
10.50.6.0/255 255 255.0
10.50.7.0/255 255 255.0

gooo

10 50.8.0/255.255.255.0

Metworks

P Netmask

@ 1010 $ibranch idh0 2552552550

Template Groups

| Madimem esghbor Numbsee * H

o
VRN o
o

3
[
©

@ Asug

Template Group Name * | Brovisioning Templates =

Heecme O | Mame: | Assigned to Device/Group
'O @ HUB_BGP Recommended 0 Devices in Total
| Femou Azt = | [ | [ BRANCH_BGP_Recommended 0 Devices inTotal
:xt O ERBRANCH_BGP 0 Devices in Total
as001 O | GlHuBl_BGP 0 Devices in Total
esoar O  Hus2 BGP O Devices inTotal

Assigned to Deviee/Group *

HUBL IPsec
= HUB1_BGP

B HUB1L-5DWAN

[ HUB-CLI

2 BRANCH_IPsec

2 BRANCH_BGP

[ BRANCH_SDWAN
[ BR_LOCP

0O | HuBLTe

[0 | BRANCHESTG

@ HUBZ_IPsec
= HUBZ_BGP

B2 HUBZ-SOWAN
[ HUB-CLI

O |HuB2TG

1 Device in Total

# HUB1 [root]

2 Devices in Total

2 Branches (2}

1 Device in Total

+ HUB2 [root|

View Details >

Wiew Detalls >

View Detalls »
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HUB2 BGP Configuration Preview

1 config router community-list
2 edit "a5ee1:11"
config rule
2 edit 1
5 set action permit
& set match "s5e01:11°
7 mext
8 end
2 next
18 edit "ssee1:s”
1 config rule
12 edit 1
13 set action permit
set match "g58e1:5"
next

16 end
next
edit "e5ee1:6"

config rule

edit 1

21 set action permit
22 set match “"g5eel:e”
next

end
next
edit "esea1:7"
27 config rule
28 edit 1
o] set action permit
l set match "s5ee1:7"
next

edit "esee1:s”
config rule
edit 1
set action permit
set match "65091:8"

43 config router route-map

e edit “"Route-Map-In-2"

4 config rule

46 edit 1

a1 set match-community “ssee1:s”
set set-route-tag "s"

next
S8 edit 2
set match-community “s58e1:6"
52 set set-route-tag "e"
53 next
edit 3
set match-community "ssee1:7"
set set-route-tag “7*
next
edit 4
set match-community “s58e1:8"
set set-route-tag "s"
next
edit 11
€3 set match-community “65eel:11"
64 set set-route-tag 11"
&5 next
&6 end

next

&2 end
&5 config router bgp

78 set as esesl

7 set router-id 10.109.109.200

2 set ibgp-multipath enable

73 set additional-path enable

74 set graceful-restart enable

75 set additional-path-select 255

7% config neighbor-group

7 edit "wPHS™

78 set capability-graceful-restart enable
set link-down-failover enable
8 set next-hop-self enable
81 set
82 set remote-as £5eel
83 set route-map-in “Route-Map-In-2*
84 set additional-path sead

soft-reconfiguration enable

HUB2 SDWAN Configuration
For the new neighbors to get information on link performance, the SLA for HUB2 is defined for each neighbor towards HUB2

from the branch SDWAN template.

189

set route-map-in "Route-Map-In-2"
set additional-path send
set route-reflector-client enable
next
edit "VPNE"
set capability-graceful-restart enable
set link-down-failover enable
set next-hop-self enable
set soft-recenfiguration enable
set remote-as 65081
set route-map-in "Route-Map-In.2"
set additional-path send
set route-reflector-client enable
next
edit "venN7"
set capability-graceful-restart enable
set link-down-failover enable
set next-hop-self enable
set soft.reconfiguration enable
set remote-as s5eel
et route-map-in "ROUTE-HBD-Tn.2"
set additional-path send
set route-reflector-client enable

next
eait “vPNS"
set capability-graceful-restart enable
set link-down-failover enable
set next-hop-self enable
set soft-reconfiguration enable
set remote-as g5eel
set route-map-in “Route-Map-In-2*
set additional-path send
set route-reflector-client enable

config neighber-range
edit 1
set prefix 1@.50.5.8 255,255,255.8
set neighbor-group "VPNS"
next
edit 2
set prefix 1@.50.6.8 255,255,255.8

Install Preview of BR1

Assigned Devices

BR1 X BRZ %

end

next
edit

next
edit

next

set neighbor-group "VPNE™

3
set prefix 16.58.7.9 255.255.255.8
set neighbor-group "VPNT®

3
set prefix 18.50.8.8 255.255.255.8
set neighbor-group "vPNg®

cenfig network

end

edit

next

Search...

1 config system sdwan
2 config neighbor

Neiahbor
0 | Neighbor = | Role = Interface Member 3 Performance SLA 3 | SLA:
O 105031 Standalone @ HUB1-VPN3 HUB_HC 1
O | 105041 Standalone & HUB1-VPNS HUB_HC 1
O |[10505.1 Standalone @ HUB2-VPNS HUBZ_HC 1
(] 10.50.6.1 Standalone HUBZ-VPNS HUB2_HC ; §
(] 105071 Standalone (@ HUB2-VPNT HUB2_HC 1
O 10.508.1 Standalone HUB2-VPNS HUB2_HC 1

98% 8

3 edit "10.58.5.1"

4 set health-check
5 set sla-id 1

set member 7

7 next

8 edit "10.5€.6.1"

9 set health-check
1@ set sla-id 1

11 set member 3

next
edit "18.58.7.1"
set health-check

Fortinet SDWAN Demystified

15 set sla-id 1
16 set member 2
17 next

edit "19.5@.8.1"
set health-check

28 set sla-id 1
21 set member 18
22 next

"HuB2_HC*

"HUB2_HC"

"HUB2_HMC"

"HUB2_HC"

1
set prefix 10.1@.29@.8 255.255.255.8
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SDWAN rules are created at HUB2 referencing the route tags as destination to steer traffic sourced from the HUB towards
branches.

config firewall address
edit "Dpata-Networks"
set uuid 53bfS5a3e-9541-51ef-Sbds-1cadcce2ezds
set subnet 18.1.8.8 255.255.8.8
next
5 end
config system sdwan
config service
edit 1
set name "TUNS"
Edit SD-WAN Template [ CL Configurations | X set route-tag &
0% 9 set src "Data-Metworks"
set priority-members 3
SD-WAN Rules 14 next
edit 2

-+

ev | Scarch 1 set name "TUME"

O |ID | Name | Source Destination | Criterla Members | Status Performance SLA | Port ﬂ set route-1ag 6
i i i set src “Data-Networks"

(] 1 TUNS EData-Networks | Route Tag: 5 @ WVPN5 @ Enable any

-+

set priority-members 4

o 2 TUNS  BData-Netwerks | Roule Tag: & @ VPNE @ Enable any o

edit 3
O 4 TUNB SData-Networks | Route Tag: 8 & VPNE | @ Enable any 2 s2t name "TUN?"

M |3 TUN?  BDats-Networks | Route Tag: 7 EVPNT | @ Enable any

O sd-wan | ALL ALL Source IP | ALL any 23 set route-tag 7
sat src "Data-Networks"
3 J ac set priority-members S
' next
27 edit 4
set name "TUME"
set route-tag 2
set src "Data-nNetworks"
set priority-members &
next
end
4 end

Branch 1 & 2 BGP Routing Verification after 8 Tunnels are Established

After establishing eight neighbors, the branches still have 6 paths learnt from each other. This limitation is on the number of
routes HUB2 can advertise downstream to branches which is limited to 2.

120
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As done for HUB1, configure HUB2 to advertise 4 best paths to branches. Each neighbor group is configured to advertise 4
paths downstream to each spoke.

Edit Neighbor Group »® |“sta|l Preview of HUBz
Advanced Options
Assigned Devices 4+ HUB2
activate-vprvs @ [ =]
additional-path @ send x v s
Number of |Pv4 additional paths that can be L
advertised to this nefghbor. I e | Sea cl
I adv-additional-path © & 2 l | config router bgp
adv-additionat-path-vprvd @ | @ 2 config neighbor-group
adv-additional-paths @ |& 2 edit "wPns™
advertisement-interval @ [ Q 30 | set adv-additional-path &
allowas-in-vprvsd @ o] - 5 next
attribute-unchanged-vprvd [ as-path [ med O nest-hop | £dtL; "VENeT
n set adv-additional-path 4
next
Edit Neighbor Group I x edit "vPN7"
RN e - == set adv-additional-path 2
5 11 next
activate-vpnvd @ [ o 12 edit "wPns"™
additional-path @ send x - 3 set adv-additional-path &
additional-path-vprvas @ disable X - next
additional-paths disable X - 15 end
I adv-additional-path @ a4 l & end
ady-additic m.n!-ljalh-wllwda q 2 7
adv-additional-pathés 6 Q2
advertisement-interval @ @ 30
allowas-in-vprvd @ &
attribute-unchanged-vpnve O as-path [ med O next-hop

With the additional paths raised to 4, the spokes/branches now have 8 paths to each other over the available tunnels for better
redundancy.

connec

con

ur .
® O

5
.5
<D

1.0

[\l

tunnel
tunnel
tunnel
tunnel
tunnel
tunnel

[l el el el el el
o000

[
®© ®©
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Branch 1 & 2 Firewall Policies for HUB2

The new sdwan zone are added to the policies that use the overlay tunnels. Separate policies could be configured for overlay2 or
Mult interface policies created as shown below.

Name From To Source Destination Schedule Service Action NAT Security Profiles Log Bytes Type
Policy & Objects

Firewall Policy Sl 8 always @ ALL ~ ACCEPT  © Disabled  [EM no-inspection @ Al 202kB Standard
Zal 8 always ALL v ACCEPT @ Disabled  [ESMl no-inspection & All 0B Standard
DiA & DA =2al =al [ always @ ALL " ACCEPT @ Enabled N no-inspection @ AN 5888 Standard

Implicit Deny O any O any Bl Zal 3 always ALL @ DENY © Disabled 126kB

# Edit Edit In € Delet ! Q Policy loo Search Q [ Export - By Sequence
From To Source Destination Schedule Service Action MNAT Security Profiles Log Bytes Type
Policy & Objects
Firewall Policy & LAN-TO-HO&BRANCHES = port3 overla = all =al @ always @ ALL ¥ ACCEPT Q Disabled 2 no-inspection @ Al 1468kB Standard
HOQ&BRANCHESTO-LAN > port3 Zal Zal [ always @ ALL v ACCEPT @ Disabled  [EZH no-inspection @ Al 168k Standard
DiA = port3 a DIA San Sall 8 atways ALL " ACCEPT © Enabled EE8 no-inspection S Al 0B Standard
Implicit Deny O any O any =al =il [ atways @ ALL @ DENY © Disabled 2528

ADVPN with 8 Tunnels
The configurations done at IPSec and BGP levels were ADVPN aware, branch to branch traffic will activate an ADVPN
session, in the case shown below over HUB2-VPNG.

g > 8- 01- Badmin

Dashboard

L Show Matching Logs

Remote Gatewsy & PeerID & Incoming Data & Outgoing Data Phase 1% Phase 2 Selectors &

© HUBZVPN& O 200221 & Mombasa_Tuné B76E 7568 © HUBZWVENGE D © HUBZVPNE
= © HUBZVPNG

fesec bionitos © HUB2-VPN7 100.1.200.1 Thika_Tun7 170.23kB 169.24 kB © HUB2VPNT © HUBZVPNT

© HUB2-VPNE 200.2.200.1 & Thika Tung 170.27 kB 169.47 kB © HUB2VPNE © HUB2VPNE
© HUB2VPNS 100.1.200.1 & Thika_ Tun5 170.89 kB 165.98 kB © HUBZNVPNS © HUB2WVPNS
© HUB2VPNS 200.2.200.1 L Thika_ Tund 171.04 kB 17003 kB O HUB2VPN& © HUB2VPNG
© HUB1VPN1 100.1.100.1 L Nairobi_Tunl 219.60 KB 217.52kB © HUBLVPNL © HUBLVPN1
© HUB1-VPN3 100.1.100.1 & Malrobl_Tund 219.34kB 217.56 kB © HUB1-VPNZ © HUBI-VPN3
© HUBLVPN4 200.2.100.1 L Nairobi_Tund 220,06 kB 217.78kB © HUB1VPNA © HUBLVPN4
Q@ HUB1-VPN2 200.2:100.1 L Nalrobl_Tun2 219.82kB 217.90kB © HUB1-VPN2 Q@ HUB1-VPNZ
= 'qQ L+ > @- 02+ O admin-
Dashboard Peac o i
t Stat BringUps  © Down~ Q ate on VPN M bl Shaw Matching Logs
Name ¥ Remote Gateway PeerlD & Incoming Data % QOutgoing Data Phase1 % Phase 2 Selectors ¥
& HUB1-VPN1 100.1.100.1 & Nalrobl_Tunl 218.95kB 217.11 kB & HUB1-VPN1 @ HUB1-VPN1
e Mmim'r— G HUB1-VPNZ 20021001 & Nairobi_Tun2 219.62 KB 217.61kB © HUB1-VPNZ Q@ HUB1-VPNZ
@ HUB1VPN3 100.1.100.1 & Nairobi_Tun3 219.08 k8 21693 kB © HUB1-VPN3 © HUB1-VPN3
G HUB1-VPN4 200.2.100.1 & Nalrobl Tund 219.25kB 216,81 kB © HUB1-VPN4 @ HUB1-VPN4
© HUB2VPNS 100.1.200.1 & Thika_Tuns 169.27 kB 168,34 kB Q HUB2VPNS Q@ HUB2VPNS
© HUB2VPNE 200.2.200.1 & Thika_ Tuné 170.63 k8 169.92 kB Q HUB2VPNG © HUB2VPNG
[+] HUBEV?N&_O 200211 & Nakuru_Tuné 7568 8768 Q HUB2-VPNE O @ HUB2-VPNé ]
© HUB2-VPNG
© HUBZVPNT 100.1.200.1 & Thika_Tun? 169.31kB 158,38 kB © HUB2VPNT Q HUB2-VPNT
© HUB2VPNB 200.2.200.1 Thika_Tun@ 169.92 kB 168.66 kB © HUB2-VPNE © HuB2/PNE
122
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HUB1 TO HUB2 Dark Fiber/Private Circuit

The easiest way to interconnect the HUBs is to use a private circuit between them. This could be MPLS, Dark Fiber or other
layer2 circuits provided by the ISPs

00B-192.168.11.0/24 OOB-192.168.11.0/24
H

DF-10.70.0.0/24

100.1.100.0/30

100.1.200.0/30 200.2.200.0/30

200.2.1.0/30

(BRANCH 1 L a
100.1.2.0/30

ISP A= port1
ISP B=port2
LAN= port3

0OB= port10

DF= port5 &
QO0B-192.168.11.0/24 00B-192.168.11.0/24
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Static routes are configured to route traffic over the direct path between the HUBs. If multiple networks exist between them, a
dynamic routing protocol is recommended, port5 is used on both HUBs as the interconnecting link for the LAB.

+ Create New ! & Edit

m Clo Delet Search

Destination * Gateway IP & Interface Status =
0.0.0.0/0 100.1.100.2 M port1 @ Enabled
IPAM 0.0.0.0/0 200.2.100.2 ™ port2 @ Enabled
SD-WAN 10.10.200.10/32 10.70.0.200 ™ port5 @ Enabled]

Static Routes

|+ Create New i & E m Clone ] Delete Search Q
Destination ¥ Gateway IP Interface ¢ Status ¢
0.0.0.0/0 100.1.200.2 ™ portl @ Enabled
0.0.0.0/0 200.2.200.2 ™ port2 @ Enabled
[10.10.10(110/32 10.70.0.100 ™ port5 @ Enabled ]
Firewall policies are configured between the sites to allow tratfic flow between the them
= Q&
Policy & Objects MName From To Source Destination Schedule Service Action NAT
Fironali Pollcy BRANCHES-FMG @ DIA ™ port10 = al g ESIC-F;::Z [ always m ALL « ACCEPT © Disabled
BRANCHES-TO-HQ @ overlay M pori3 Zal B all o always o ALL « ACCEPT © Disabled
HQ-TO-BRANCHES ¥ port3 @& overlay =all Bal e always @ ALL « ACCEPT @ Disabled
BRANCH-TO-BRANCH i@ overlay @& overlay 8 al = all o always @ ALL « ACCEPT © Disabled
BRANCHES-TO-LOOPBACK @& overlay 2 HUBLOOP = all &= HUB1-LOOPBACK [@ always @ ALLICMP « ACCEPT @ Disabled
LAN-HUB2 W port3 | ports = all S Data-Networks [ always @ ALL v ACCEPT | © Disabled
HUBZ-LAN ™ port5 ™ port3 g Data-Networks :E all (8 always IE ALL + ACCEPT @ Disabled
DIA = port3 fa DIA =al = al o always @ ALL « ACCEPT @ Enabled
Implicit Deny any 0O any g al D2al @ always o ALL @ DENY
= Q
+Create New | # Edit EditinG [ Q Policy lookup | | Search Q
, Policy & Objects MName From To Source Destination Schedule | Service Action NAT
Firewall Policy CHES-TO-HQ @ overlay M port3 =al B all (o always @ ALL « ACCEPT @ Disabled
HOQ-TO-BRANCHES ™ port3 & overlay =al = all (@ always @ ALL « ACCEPT © Disabled
BRANCH-TO-BRANCH i@ overlay @& overlay B al B all o always @ ALL « ACCEPT © Disabled
BRANCHES-TO-LOOPBACK @& overlay <2 HUBLOOP R all & HUB2-LOOPBACK [@ always @ ALLICMP  « ACCEPT @ Disabled
LAN-HUB1 ® port3 ™ ports = al 2 Data-Networks @ always @ ALL + ACCEPT © Disabled
HUB1-LAN  port5 ® port3 & Data-Networks g all [ always AL v ACCEPT @ Disabled
DIA = port3 @ DA & all g ai [o always I ALL v ACCEPT @ Enabled
Implicit Deny O any O any =al =all @ always @ ALL @ DENY
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HUB1 to HUB2 Connection via IPSEC
Two Site to Site IPsec tunnels are configured to connect the HUBs. Interesting traffic is identified to define the phase2

parameters.
= Q
Edit VPN Turinel
Mame
© -~ VB HUBL-HUBZ-W PN
omments {Crmated by VPN wizard) 4355
Mebwork

Edit VEN'T

Mame

HUI

Mame

HUB1-VEN1

Remote Gateway : Static P Addr

00.1300.1). Interface: parrl

Authenticatian

Authertio

i

ol £ Pre-shared ey

KGE Wsrsion s 1, Miode : Main (IR pratectian]

Phase 1 Proposal

# Edit

Blgorithms: AES128-SHAZSA AFSPEE SHATSA AESI28-5HAT, AESPS4-SHAT

Cirfie: Heliman Groups: 14, 5

XAUTH

Piiase: 2 Selectons

Hame Locsl Address
HUE1L 101010000 255.255.2
HUEZ-¥ PN a5,

el

WHN: HUBZ- HUB1-VFH1
[Craated by VPR wl

437255

Diiffie- Heliman Groups: 14,5

HALTH

Type | CHsanled

Phase 2 Salactons

Lo il Address
12552

Riemite hdess

H2- 10
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© Add

Metwark & Edit
Remaote Gatevay : Seniic 1P Address (10011001}, Interface : portl

Authentication o Tdit
Authenticaticn Method : Pre-shared Key
|KE Version : 1, Mode : Main (1D protectionl

Phase 1 Proposal & Edit
A ithives: AES128-SHAZSE, AES256-SHAZSS, AES128-SHAT AES256-5HAL

roller VRN

IPsac Tunneds

XAUTH
Type : Disabled
Phase 2 Selecton
Hame Local Address Remate Addf ess O acd
HUB1 URIOIDDVASE 2552 1010.200.0/2552552 P
HUB2VPM2 55.0
a
Edit VPN Turinel
hame U
e i VPN HUBZ-HUB1-VPNZ
i [Created by WP wizard)
Matwork # Edit
Remnite Gateweny : Static P Addiess | 200.2.100,
Authentication # Edit
Autrentication Methed : Pre-thared Kay
(I pratection)
Phase 1 Prapesal # Edit

Comments

a
it VPN Turnnel
Parme

VPN HUBT-HUB 2-VPNZ
(Credted by VPN wizard)

Metwark

Rem

Gatewsy: StaticIP Address {F0002.20001) , Interface:pori2

Authentication
Authenzication Method - Pre-shared Key
IKE Veersian : 1, Mode : Main [ID protection)
Phase 1 Propasal

Algorithms

Diffie- Hellman Groups

Mlgorithims: AEST28-5HARSS, AESPSA-SHAZ 54, AES128-SHAL, AES254-5HA Y

Dit

KAUTH

-Helleman Groups 14,5

Tipe - Dilsabied

Phase 2 Selectors
Narm: szl Address Remnote Addiess O Add
HUE2- 10,4020 ,

HUBL- VPN

# Edit

#E

5128-5HAZ56, AES256-SHAZ0 4 AES125-5SHAL AES2SE-SHAL
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Two tunnels are configured between the HUBs for simplicity but more could be established for redundancy.

bl oy Marching Logs

Inturfacn Rinding ¥ Starturs &

G HUB - HUBE2 VPN - Q Up

o HUBL-HUEZ-VPN2 B porid Q Up

@ VPNT ™ partl © 2 dialup connect

© VP2 = part? © *diahep connection(s) 3
O VPG & partl Q 2alalmp connection(s) 2

LERYE ] & partd D 2diahun connectio

Interfacs Binding 3

Q@ HUB2-HUBI-VPNL
@ HUEZ-HUBTWPNZ

@ VPNS 2
WPNG = port2 @ 2 distup connectionds) 2
@ WENT = partl @ Zdiap connactiond) 2
WPNE B pon2 @ 2disup connections) 2

2. 3
s Q @ Export=  Int
\ Policy & Objects Name From To Source Destination Schedule Service Action NAT
! S al . o al "
Firewall Policy BRANCHES-FMG fa DA & portll = all 2 EERéFF'zg [® always @ ALL ¥ ACCEPT ) Disabled
BRANCHES-TO-HQ & overlay ® port3 =al =all @ always @ ALL " ACCEPT @ Disabled
HQ-TO-BRANCHES # port3 & overlay Sl =all ® aways @ ALL v ACCEPT @ Disabled
BRANCH-TO-BRANCH & overfay & overiay = all = all @ aways @ ALL « ACCEPT O Disabled
BRANCHES-TO-LOOPBACK & overlay o2 HUB LOOP =Za = HUB1-LOOPBACK @ always @ ALLICMP  « ACCEPFT = @ Disabled
LAM-HUBZ ® port3 ® ports &l = Data-Networks. ®aways @ ALL « ACCEPT = @ Disabled
HUB2-LAN ® portS = portd & Data-Networks = all g alwsays @ ALL  ACCEPT @ Disabled
oiA = port3 & DA Zal =all @aways DAL o ACCEPT & Enabled
VPR HUBT HUBZ VPRI acal 0 = ports 7 HUBL-HUBZVPNI TG HUBL-HUBZVPNLjocal T8 HUBIL-HUBZVPNI remote [g aways @ ALL v ACCEPT
vpn_HUB1-HUB2-VPN1_remote 0 /& HUB1-HUBZ-VPN1 & port3d % HUB1-HUBZ-VPN1 remote 7§ HUBI-HUBZ-VPN1 local W alwasys [ ALL  ACCEPT @ Disabled
vpn_HUB1-HUBZ-VPNZ |ocal O = port3d 1 HUB1-HUBZ-VPNZ T HUB1-HUBZ-VPNZ local B HUBT-HUB2-VPNZ remote (@ always @ ALL  ACCEPT @ Disabled
vpn HUB1-HUB2-VPNZ remote 0 & HUB1-HUB2VPN2 & port3 %% HUB1-HUB2:VPNZ remote % HUB1-HUB2-VPN2 local @ always 0 ALL v ACCEPT @ Disabled
Implicit Deny O any O any =al =l mawsys @ALL @ DENY
E Q L- =
+C ;] # Q [ Export~ || Int
Name From To Source Destination Schedule Service Action NAT
o BRANCHESTO-HOQ & overlay B port3 = all G aways @ ALL « ACCEPT @ Disabled
HO-TO-BRANCHES = port3 & overlay =l 8 alwiys @ ALL & ACCEPT © Disabled
BRANCH-TO-BRANCH A overlay & overlay = all @ alweys @ ALL « ACCEPT @ Disabled
BRANCHES-TO-LOOPBACK & overlay @ HUB_LOOP & el & HUB2-LOOPBACK ®awsys @ ALLICMP  « ACCEPT @ Disabled
LAN-HUBL B portd ® port5 = a & Data-Networks: @ always @ ALL & ACCEFT © Disabled
HUB1-LAN ™ ports ™ port3 B Data-Networks = all ®aweys @ ALL o ACCEPT @ Disabled
(RS = portd % Dia = =l Baways @ALL « ACCEPT @ Enabled
VP HUBZ HUETVPNLIGcal 0 = porta T HUBZ HUBIVPNI T8 HUBZ HUBLVPNLlotal 18 HUBZ-HUBT VPN remote 16 aways G ALL ¥ ALCEPT  © Disable
vpn_HUB2-HUB1-VPN1_remate 0 12) HUBZ-HUB1-VPN1 i port3 & HUB2-HUB1.VPN1remote B HUB2-HUBI-VPN1local [ awsys @ ALL « ACCEPT @ Disabled
vpn_HUBZ-HUB1-VPNZ local O = portd @ HUBZ-HUBI1-VPNZ TR HUBZ-HUB1-VPNZ tocal W HUBZ-HUB1-VPNZ remote 8 always @ ALL « ACCEPT @ Disabled
vpn_HUB2-HUB1-VPNZ remote 0 12 HUBZ2-HUB1-VPN2 & port3 % HUB2-HUBLVPNZ remote % HUB2-HUB1-VPNZ local (@ always @ ALL » ACCEPT @ Disabled,
Implicit Deny O any O any =al = @ aways @ ALL @ DENY

Fortinet SDWAN Demystified

126



Static routing is used between the sites to direct traffic to the tunnels.

Static Routes

Network

Static Routes

= i2)

Destination =
0.0.0.0/0
0.0.0.0/0

% HUB1-HUB2-VPN1 remote
& HUB1-HUB2-VPN1_remote
% HUB1-HUB2-VPN2 remote
& HUB1-HUB2VPN2 remote

= Q

| +CreateNew | & E
Destination =

0.0.0.0/0

0.0.0.0/0

& HUB2-HUB1.VPN1_remote
& HUB2-HUB1-VPN1_remote
% HUBZ-HUB1-VPN2_remote

% HUB2-HUB1-VPN2_remote
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m Clone © Delete Search
Gateway IP =
100.1.100.2
200.2.100.2
Tm Clone Search

Gateway IP =
100.1.200.2
200,2,200.2

Interface &
= port1
port2
© HUB1-HUB2-VPN1
Blackhole

@ HUB1-HUB2-VPN2

L]

—

Blackhole

Interface

E ]

portl
port2
HUB2-HUB1-VPN1

[

=)

Blackhole
@ HUB2-HUB1-VPN2

Blackhole

Status *
@ Enabled
@ Enabled
@ Enabled
@ Enabled
@ Enabled
@ Enabled

Status =
© Enabled
@ Enabled
@ Enabled
© Enabled
@ Enabled
@ Enabled
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Chapter 4 Questions

1. After configuring 4 redundant paths to HUB1 and HUB2 each branch only learns two paths while the HUB has four
paths. What is the likely issue if the deployment is done by FortiManager.

a) IBGP is limited to allow 2 paths
b) The BGP template at the HUB only allows advertising 2 paths to branches by default
¢) The Branch is limited to learning 2 paths only

2. When HUB2 is created, what needs to be unique at the branch for the new tunnels to be established.
a) Local ID
b) Branch_ID
¢) Network_ID

3. Once two Hubs are configured i.e. HUB1 and HUB2, with two ISP links at all sites and redundant cross-
connect links, how many tunnels are available per branch

a) 4
b) 6
¢ 38

4. After configuring the new loopback interface for HUB2, it was not available under Policy and Objects for
firewall rules configuration. What is required to resolve this in FortiManager.

a) Interface normalization
b) Metadata variable definition.
c) IP address assignment to the configured loopback interface.

5. After configuring IPsec tunnels and BGP, it is observed that redundant routes are learnt between branches
and the HUB. However, traffic could only traverse between branches to HUBs and vice versa, branch to
branch traffic is not successful. What is required to facilitate this?

a)  Outbound policy for branch-to-branch traffic at the branches.
b) Inbound policy for branch-to-branch traffic at the branches
c) Overlay-to-overlay rule for branch prefixes at the HUB.

d) All the above.
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Chapter 5: SD-WAN overlay Orchestration

The SD-WAN overlay template is a wizard that automates and simplifies SD-WAN provisioning. It creates the necessary IPsec,
BGP and CLI templates required for the creation of SD-WAN overlays. Different templates are created for the HUBs and
branches reducing the time required to setup the solution. SD-WAN Templates are not part of the provisioning process and
must be configured manually.

To use the overlay template, the following requirements should be met:

1. The HUB and branch devices must be imported and registered in FortiManager.
ii.  The underlay interfaces must be configured; the respective IP addresses are used in the provisioning process.
ii.  Branches must be attached to a device group which will be referenced in the wizard.
iv.  Allocate an ovetlay network address space. Defaults to 10.10.0.0/16.
v.  Allocate an address space for loopback interfaces. Defaults to 172.16.0.0/16.
vi.  The iBGP AS number to use. Defaults to 65000.
vil.  The branch_id Metadata variable is automatically created by the template. Assignment of ids can happen
automatically if selected within the Wizard or manually for granular control.

The Overlay Template does not create any Policy package for the devices. Firewall policies should be configured and assigned to
the HUB and branches accordingly.

Overlay Templates support the following Topologies:
e Single HUB
e Dual HUB (Primary/Secondary)
e Dual HUB (Primary/Primary)

e Multi HUB-Support 3 or 4 hubs

Primary/Secondatry and Primary/Primary Dual HUB options are essentially the same configuration. In a Primary/Secondary
deployment, the Secondary hub is given a higher cost than the Primary while in the Primary/Primary they have the same cost.
The cost is controlled by the SDWAN rules at the branches.

It should be noted that the overlay Template simply expedites provisioning of required CLI,BGP& IPsec Templates but extra
customization using the knowledge in previous chapters is required to have a functional setup.

The LAB demos will include single-hub and dual-hub scenarios with customization to match the topology used in earlier
demos.
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SDWAN OVERLAY Templates- SINGLE HUB
Start by selecting the appropriate topology (Single-Hub) and specify the loopback ip addresses, overlay network, AS number and
activate ADVPN.

Device Manager « d > @ L@~ A

Device & Groups | Create New SD-WAN Overlay Template - Region Settings (1/5) x

Seripts

Provisioning Templates  : v | Name | single-HUB

Template Groups Description

System Templates

Fabric Authorization Tem...

IPsec Tunnel Templates e
SD-WAN Templates Select New Topology :’E': :;f, :%: :‘k
-
SD-WAN Overlay Templ... $ °
Static Route Templates Single HUB DisatHUE Dual HUB
{Primary & Secandary} [Primary & Primary)
BGP Templates
IPS Template
Advanced s~
Certificate Templates
Threat Weight T
reat Welgh Loopback IP Address | 10.100.100.0/255.255.255.0 |
CLI Templates r
emplates Overlay Network | 10.50.0.0/255.255.00 |
BGP-AS Number [ es001 |
Auto-Discovery VPN O

FATINET e

For the single-hub, HUB1 and the branch group are attached.

Create New SD-WAN Overlay Template - Role Assignment {2/5) »
Mame Single-HUR
Topology Dual HUB {Primary & Secondary) | Dual HUB {Primary & Pr'rmar'rl-i
HUB
B3 Standalone HUB | #+ HUB1 ®
Branch
g Device Group Assignment E Branches X - |
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Port assignment for the underlay networks, LAN and assignment of route-maps is done at stage 3. For the HUB, Rout-map-in is
configured. The template allows inline configuration of route-maps. It is recommended to create empty route-maps and

customize then once the wizard is complete.

Create New SD-WAN Overlay Template - Network Configuration (3/5)

Name

HUE

BB Standalone HUB

Underlay

Network Advertisement

Advanced

Branch Route Maps

Route map in

Route map out

& HUBL
# Private Link @ Cwerride IP Action
WAN Underlay 1 @ | @ port1 | (s ] EE

WAN Underlay 2 (e | @, port2 (o
Connected Staﬂ

# Interface

[x][+]

Action

Interface 1 | &, porid

| [x][+]

@ | B Route-Map-In

@

For the Branches, create route-map-out for out of SLA state for all branches and custom route maps for compliant state.

Create New SD-WAM Overlay Template - Network Configuration (3/5)

Branch

&3 Branch Device Group

Underlay

Network Advertisement

Advanced -

Apply to All / Specily
HUB 1 Overlay 1

Route map in

Route map out

Route map out preferable
HUB 1 Overlay 2

Route map in

Route map oul

Route map oul preferable

Fortinet SDWAN Demystified

# Private Link @ Action

WAN Underlay 1 @ [ @ portt | [x][+]

WAN Underlay 2 @ |Ep0rl£ _| EE
Cannected

# Interface Action

Interface 1 | @, port3 | |THT|

Apply Lo All EhEEY

4

© | @ oUT-OFsLA

D| B IN-SLA-TUNL -
>
© | @ OUT-OFsLA <

4

[ o] | [ IN-SLA-TUNZ
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Finally add overlay interfaces and zones.

Create New SD-WAN Overlay Template - SD-WAN Template Options (4/5) ®
Add Overlay Objects to SD-WAN Template (e ]
Add Overlay Interfaces and Zones [ #]

Add Health Check Servers for Each HUB as Performance SLA @D

The summary of the settings done is displayed below:

Create New SD-WAN Overlay Template - Summary [5/5) ®

Please review the summary of SD-WAN Overlay configurations

NOTE: By clicking "Finish”, multiple related provisioning templates will be automatically created based on the configurations. You

could also re-run the SD-WAN Overlay wizard to re-generale the provisioning templates Later.

Template Name Single-HUB
Topology Single HUB

Region Network Settings -~

Loopback Allocated 10.100,100.0/255.255.255.0

Overlay Network 10.50.0.0/255.255.0.0

BGP AS Number 45001

Auto-Discovery VPN O

Device Assignment

Standalone HUB HUB1 {192.148.11.201, Platform: FortiGate-VM&d-KvM)
Branch 2 Branches

Underlay Assignment -~

Standalene HUB Underlays Underlay 1: poril
Underlay 2: port2

Branch Underlays Underlay 1: poril
Underlay 2: port2

Network Advertisement -~

Standalone HUB Connected
Interface 1: portd

Branch Connected

Interface 1: port3
SD-WAN Template Options

Add Owverlay Objects to SD-WAN Template (& ]
Add Overlay Interfaces and Zones [ @]

Add Health Check Servers for Each HUB as Performance SLA - @0
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The wizard creates the IPsec and BGP templates for the branches and HUB

E] Device Manager ~

& Device & Groups
@ Scripts
i Provisioning Templates
Tempiate Groups 1

Loopback IP Address = Overlay Network < BGP AS Number <

Template Name = Topology + Assign to Devi

U
Single-HUB Single HUB HUB1 10.100.100.0/255.255.25.
& Beanches

System Templates

Fabric Authorization Tem...
IPsec Tunnel Templates
SD-WAN Templates
SD-WAN Overlay Templ...

Device Manager v

Device & Groups

Scripts

Provisioning Templates

[ | Name Assigned to Device/Group ~

Template G [0 | Ee HUB_IPsec_Recommended 0 Devices in Total

emplate Groups

System Template: 0 e BRANCH _IPsec_Recommended 0 Devices in Total
em Templates

Fabric Authorization Tem... g | Fises Fortinet Recompmended 0 Devices in Total

IPsec Tinnel Templates 0 HUB_BRANCH_IPsec 0 Devices in Total

SD-WAN Templates [0 s Single-HUB_HUB1 IPsec 0 Devices in Total

SD-WAN Overlay Templ...

Device Manager v ¥, Install Wizard

Device & Groups

Scripts

Name = Assigned to Device/Group =
Provisioning Templates = =T
B8 HUB_BGP_Recommended 0 Devices in Total
Template Groups
8 BRANCH_BGP_Recommended 0 Devices in Total
System Templates
e AT T 6 Single-HUB_BRANCH_BGP 0 Devices in Total
(1 Single-HUB_HUB1_BGP 0 Devices in Total

IPsec Tunnel Templates
SD-WAN Templates
SD-WAN Overlay Tem
Static Route Templates

BGP Templates

Device Manager v

Device & Groups ' v r ~ S

Scripts B

Template Group Name < Provisioning Templates * Assigned to Device/Group =

Template Groups ' (2 Single-HUB_HUB1._ IPsec 1DeviceinTotal  View Details >
Single-HUB_HUB1 2 Single-HUB_HUB1_BGP

S B Single-HUB_HUB1_CLIGRP 4 HUB1 [root)

Fabric Authorization Tem...

{Psec Tunnel Templates 2 Single-HUB_BRANCH _IPsec 2 Devices in Total View Details >
Single-HUB_BRANCH = Single-HUB_BRANCH_BGP

DA M [ Single-HUB_BRANCH_CLIGRP 2 Branches (2)

SD-WAN Overlay Templ...

Device Manager +
@ Device & Groups
@ Scripts
) Provisioning Templates
Template Groups

Assigned to De Variables + Description = Members +

0 Devices in Total vm_interface_number | predefined sceipt fo,

System Templates

Fabric Authorization Tem... =

ch_ports 40..  CLI 0 Devices in Total pred

fined scr

IPsec Tunnei Templates

0 Devices in Total

ch_ports. 0. predefined scr

SD-WAN Templates
SD-WAN Overlay Templ...
Static Route Templates
BGP Temptates

1PS Template

Certificate Templates
Single-HUB_BRANCH CLI

Threat Weight

Sl [0  Siogle-HUB_HUB1_CLIGRP 0 Devices in Total Single-HUB_HUB1_CLI

NSX-T Service Templates
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Under policies and objects, a metadata variable of branch_id is created.

[E] Policy & Objects ~

Policy Packages [ Ec

Object Configurations

Name = Default Value < Description = Created Time -

O
Normalized Interface ! 1 | |
- Cen O Bl branch_id admin / 2024-11-05 046:01:37
rewsal jeets
[r] wim_interface_number 1 predefined variable for set fgl admin / 2024-10-13 19:05:26

Security Profiles
Fabric Connectors

External Connectors

User & Authentication
Advanced

For Branch IPsec, HUB1-VPN1 and HUB1-VPN2 are created with the remote gateway ip address automatically captured from
the HUB underlay interfaces. If you require additional tunnels for redundancy, they must be configured manually

Edit IPsec Tunnel - HUB1-VPN1 Edit IPsec Tunnel - HUB1-VPNZ
Tunnel Name HUB1-VPN1 Tunnel Mame . HUB1-VPN2Z
Metwaork Network
Routing m Automatic | Routing m Automatic |
Remote Device Dynamic DNS | Dynamic Remote Device Dynamic DNS | Dynamic |
Remote Gateway (IP Address) | & 10011001 Remote Cateway (IP Address) | & 2-0:.1.2.:0.';1 1
Outgoing interface @ portl Cutgoing Interface | & port2
Local ID &, Branch$(branch id) Local 1D | & Branch$ibranch id)
Metwork Overlay [ = Metwork Overlay [ ®]
Network ID ﬁ 1 Network ID Q2
Proposal 0 Proposal o)
aes256-sha25s aes054-9had54
FEC Health Check Q- FEC Health Check | @&
Authentication Authentication
Authentication Method Pre-shared Key 5ign3-_“_.,:- Authentication Method Signature |
Pre-shared Koy € [sisisani ) Pre-shared Key @ [sssssnns
Tunnel Interface Setup Tunnel! Interface Setup
P [ iP a
Remote IP | Remote iP a
Phase2 Interface Phase? interface
+ Crea & E
[0 Names= | Keep Alive = O | Name= Koop Alive <
[0 | HuBL-vPN1 @ [0 | HUBL-VPN2 @
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The HUB IPsec VPN interfaces are customized from the defaults to match with the settings at the branch.

Edit IPsec Tunnel - VPN1

Tunnel Name | VPN1

Network

Routing Manual
Remote Device IP Address | Dynamic DNS Iw

Outgoing Interface | @ port1 O TR A s
Local ID (@ t

Netwaork Overlay [ o] :

Netwark 1D (@ 1

IPv4 Start IP | @ 105001

IPv4 End 1P [@ 105063252

IPv4 Netmask @ 255.255.192.0

Proposal [Q

FEC Health Cheek | Q

Authentication

T - - EE3

Pre-shared Key @ ssssnnns

Tunnel Interface Setup
1 IQ 10.50.63.253/255.255.255.255
Remote IP | @ 1050.63.254/255.255.192.0

Fortinet SDWAN Demystified

Edit IPsec Tunnel < VPN1

Tunnel Name VPN1

Routing, Manual huu:m'laﬂc

Remote Device :‘\\ [ 1P Address | Dynamic DNS
“““ Ootgoinginterface —~ ., | @ port1

Local ID W
_____ MO _ ., - ‘©

Metwork 1D . || 1

IPv4 Seart IP [@ 1050110

IPv4 End IP [ @, 10.50.1.250

IPv4 Netmask [ @, 255.255.255.0

Proposal ] Q

A
o
a
=
8]

Authentication

Authentication Method Pre-chared Koy
Pﬁ:‘i’ﬁl‘ﬂdmo E sEssEREe

Tunnel Interface Setup

P [ @ 10.50.1.1/255.255.255.255
Remote IP [ @, 10.50.1.253/255.255.255.0
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Edit IPsec Tunnel - VPIN2

Tunnel Name

Network

Routing

Remote Device
Outgoing Interface
Local ID

Network Overlay
Network 1D

IPv4 Start IP

IPv4 End IP

IPw4 Netmask
Proposal

FEC Health Check

Authentication

Authentication Method
Pre-shared Key @

Tunnel Interface Setup

1P
Remote IP

For the Branches, BGP neighbors are created randomly from the Wizard assigned scope, these should be customized to the

[ vPnz

o

[ IP Address | Dynamic DNS

|®. port2

(&

©

@ 2

@ 10.50.64.1

| ® 1050.127.252

G 255.255.192.0

a

s ey

sessnnne

| @, 10.50.127.253/255.255.255255

I @, 10.50.127.254/255.255.192.0

Edit IPsec Tunnel - VPN2

Tunnel Name

Network

IPv4 Start IP
IPv4 End IP
IPv4 Netmask
Proposal

FEC Health Check

Authentication

Authentication Method

Pre-shared Key @

Tuninel Interface Setup

| ven2

=2 ~utomatic |

IP Address | Dynamic DNS -

| @ port2

[a

©

|G{2

| & 10502.10

|@ 10502250

| @ 255.255.255.0

[Q

Pre-shared Key m

P

Remote IP

@ 10.502.1/255.255.255.255

@ 10502.253/255.255.255.0

v

required ip addresses. The routing is also changed to match LAN networks and redistribution disable. This is not mandatory but

it is implemented to match eatlier setups and give granular control compared to random assignment.

Edit BGP Template x Edit BGP Template x
Name Single-HUB_BRAP Name Single-HUB_BRANCH_BGP
Description Description i
I
R o e ety
| 1;
! \’ 4
e & 2
Local As | & 65001 [ | Local As |'Gl 45001 |
Router |0 ['@ 10.100.100.Sibranch_id] Router ID i 7 [®& 10100:100$fbranch_id) |
| |’
Neighbors Neighbors
| + Create New | | B4 Edit | | Detete | Search | [+ Create New| | Bkat | [ Delete | [ 3 Morev Search ) |
| o es Remote AS + n o |ws | Remote A = n
0 | 1050127.253 65001 0 105021 45001
[0 | 105063253 65001 | O 105011 £5001
| | |
1Pud Redistrit MNetworks 1P/ Netmask Action
] [ @ 10.10.8fbranch_id) 0 255.255.255.0 L
Connected [ ©[mn part3_only J - =
- 1Pvé Networks a5 n
RIP > 3
QSPF fs } +
Static (s ]
1515 fs |
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The empty route-maps configured with the Wizard are populated to set required communities at the branch.

Edit Route Map Rule

D

Action

IP Address Rule Variables

Match interface
Match IP address
Match IPvé address

Match next hop router IP
address

Match next hop router IPvé
address

Sel next hop router IP
address

Set next hop router local
IPvé address

AS Path Rulle Variables

Mateh AS path list

Community Rule Variables

Match community

Sel community delete

Sel AS path

Set Community @ [

Set Community Additive
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Edit Route Map Rule

o

Action

IP Address Rule Variables

Match interface
Match IP address
Match IPvé address

Match next hop router IP
address

Match next hop router IPvé
address

Set next hop router IP
address

Set next hop router local
IPvé address

AS Path Rule Variables

Match AS path list

Community Rule Variables

Match community
Sel community delete
Set Community @

Set Community Additive

SeLAS path

»
(» ]
© | 650012
»

Edit Route Map Rule

l[s]
Action

P Address Rule Variables

Match interface
Match IP address
Match IPvé address

Match next hop router IP
address

Match next hop router IPvé
address

Set next hop router |P
address

Set next hop router local
IPv& address

AS Path Rule Variables

Match AS path Hst

Community Rule Variables

Match community
Set community delete
set Community

Set Community Additive

(s ]
e ]
@
e ]

@

Sel AS path
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At the HUB, customize the Router ID and neighbor ranges to fit the design from the initial randomly generated scopes.

Edit BGP Template x

Edit BGP Template X
ey Name
Description Description
P P
| | i
Local As | @ 65001 Local As @ 45001
T -
Router 10 [ | @ 10.100.100253 J [ Router ID | @ 10,100.100${branch_id) ]
s J
. =
Neighbers IEa s s ~ = =~ = o Melghliorg = o = .o o on 00 ¥
I ~
1
L Edit BGP Temglate x
Edit BGP Template [ x
Neighbor Ranges
Neighbor Ranges
[ Eit | | i Deete Search - L
O ooy - I | Maximum Neighbar Number & n O | Prefcs ‘ Neighbor Group = M e Nomben & n
T ! . O | 10.50.10/255.2552550 VPN1 0
[ 105000/255255.192,0 VPN
O | 105020/2552552550 VPN2 o
[  105044.0/255.255.1920 VPN2
7 2
Networks 1P/ Metmask Action Networks 1P/Netmask Action
[@ 1050001255255 1920 ] ['@, 10,10 ${branch_id)0 255.255.2550 T}ﬂ
[ @ 105064.0/255255192.0 x| + 1Pv6 Networks 1B/ Netmask Action
| +*
IPvd Redistribute
Connected © [ [ @ ponta_onty -]
RIP [«
OSPF >
Static »
155 =)

The route-map at the HUB is configured to match incoming communities and set route tags based on the diagram below:

Edit Route Map Rule Edit Route Map Rule Edit Route Map Rule

Match it £5001-1 LOMIMUILY KUK Vdfidiws

latch communi - - "

Y © Match community © [m 65001:11

Mateh community exact Match community Match communitiexact 7 b
Set community delete > Match communi Set criinanity delita »
Set Community 0 le Sel community delele (s ] set Commurniy © @
Set extended community e ] Set Community @ @ Set extended community [s }
target Set extended community » target

. target
Set extended community > Set extended community [e ]
site-of-origin Setionsnded commuanity @ site-of -origin
site-of-origin
Other Rule Variables Other Rule Variables
Other Rule Variables i
Match metsic Match metric
! | Match metric ‘

M gl | - 7 Match origin €

atch origin @ | Egp | lgp | Incomplete Match origin @ ‘ Egp I Igp | Incomplete m = -
Set origin @ £gp | tgp | Incompete [0 : Setoin® Setonn® [E20 | tgp [ Incomplete [T
Match route type | External-typel | External-typed Match route type [ extermal-type1 | Externat-type2 Match route type External-typel | External-typeZ
Set metric type External-typel | External-type2 Set metric type ‘ External-typel | External-type2 Set metric type External-typel | External-type2
Set metric Sel metric ‘ SEtmeine
Set tag value | Set tag value | =etingvale |
Set route Lag [ [1 ] Set roule tag [ [z J Set route tag [ |11 J
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The Metadata Variables are configured as shown below:

Edit Metadata Variables - branch_id

Name branch_id

Description

Default Value

-

Per-Device Mapping

Edit Metadata Variables - Br_ISPA_gw

Name

W

Description

Default Value

Name

Description

Default Value

Per-Device Mapping

Edit Metadata Variables - Br_ISPB_gw

L

+ Create New | [ [ Ecit | [ Delete | - -

= IMappedDeulcec iie L | + Create New I?Ja:m‘ |EI'.7c:r.::‘

o - BRL [root] g (] | Mapped Device & Value 2 O | Mapped Device = | Value =
o | BR2 froot] | 2 O | BR1jroot] 100.1.1.2 O | BR1[root] 200.21.2
O | HuB1 ot s O | BR2Ireot] 100122 0O | BR2 [root) | 200222

The overlay template doesn’t create any SDWAN template. New SD-WAN templates are configured for the HUB and

Branches.

Edit 5D-WAN Template

[# CLI Configurations | %

MName HUB1-SDWARN
Description
A
SD-WAN Status O
SD-WAN Zones
| + Create New~ | [ EiEdit] | fDelete | [Q Where Used | [ search..
O iD= Interface = Gateway = | Cost = Priority > Stalus =
O i DIA
O 1 [ portl 100.1.100.2 o 1 © Enable
O 2 port2 | 2002.100.2 0 1 @ Enable
O i overlay
O 3 VPN 0.0.0.0 0 1 & Enable
O 4 VPNZ 0.0.00 o 1 & Enable
6% 7
SD-WARN Rules
| + Create Newl |E Edit | |ﬁ1 Delete | § Morew | | Search... |
O ‘ ID ‘ Mame ‘ Source | Destination ‘ Criteria ‘ Members | Status ‘ Performance SLA ‘ Port ‘ Pro
o ot TUNL San Route Tag: 1 VPN1 | @ Enable any
o 2 TUNZ Zall Route Tag: 2 VPNZ | @ Enable any
VPN1
O 3 OUT-OF-5LA  ALL Route Tag: 11 @ Enable any
[ VPN2
O sd-wan ALL ALL Source [P | ALL afy
4
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When defining the undetlay (DIA) interfaces as SD-WAN members, add the gateways to avoid losing the default routes and

remote access to the devices.

Edit S0-WAMN Templzte CLI Configurations | %

Mame BRAMCH SDWAN |
Description
i
SD-WAN Status D
SD-WAN Zones
| + Create New > | |EEjil | | & Delete | |C‘. Whemre Used | | Search..
O ‘ D= ‘ Interface = Gateway = | Cost = | Priority = ‘ Status =
O | &oia
O 1 portl S(Br ISPA_gw) o 1 {5 Enable
O 2 port2 BIBr_ISPB_gw) o] 1 & Enable
O | & overay
O 3 HUB1-VPMN1 00000 o 1 & Enabile
O 4 [ HUB1-WPMN2 00000 o 1 [ -] Enable
SH3%E 7
SD-WAM Riles
| = Create Mew | | i Eait | | B Delete | | § Marev | | Search..
I ‘ o | Name Source ‘ Destination | Criteria | Members ‘ Status | Performance SLA ‘ Port | Protocol
sd-wan | ALL ALL Sowrce 1P| ALL any
1
Performance SLA
| =+ Create New | | 2 Edit | | B Delete | | 2 Where Used | | Search...
O | Mame= ‘ Detect Server= | Packet Loss = ‘ Lstency = | Jitter + | Failure Threshald & | Recowery
=] Default OMS 1System DRS) 5 250 50 5 10
(M| Default FortiGuard fortiguard.com 5 250 50 5 10
[0 | Default Gmail gmail.com 2 250 50 ) 10
[0 | Default Google Search | www.google.com | 5 250 50 5 10
(M| Default Office 365 www.office.com | 5 250 50 5 10
O HUEB HC 10:100.100.100 | 5 20 20 T 5
T
283 7
Meighbar
| + Create Mew | | [ Edit | | B Diglete | Search.._
| ‘ Meighbar = | Role = ‘ Interface Mamber = Performance SLA = Sia =
O 105021 Standalone HUB1-vPN1 HUB HC 1
O 10.50:1.1 Standalone [ HUB1-WPNZ HUB_HC 11
2
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Branch Configuration Preview

20 end

24 end

edit

next

edit

next

edit

next

SAERAARRRARARANS

1 config vpn ipsec phasel-interface

“HUBL-VPNL®

interface "portl”

ike-version 2

comments "VPN: HUB1-VPN1 [Created by IPSEC Template]™
proposal aes256-shalse

peertype any

mode-cfg enable

localid "Branchi”

remote-gw 108.1.100.1

idle-timeout enable

net-device enable

add-route disable

auto-discovery-receiver enable

psksecret ENC Z8Zpc/bwU2j1HxCFWzO/XkWz1iP/WKAGAGVHEY0aZICk
network-overlay enable

network-id 1

auto-discovery-shortcuts dependent

21 config system interface

“HUB1-VPNLT

set vdom "roat”

set type tunnel

set somp-index 116
set interface "portl"

20 config vpn ipsec phasel.interface

THUBL-VPN2™
set interface "port2”
ike-version 2
comments "VPN: HUB1-VPN2 [Created by IPSEC Template]™
proposal aes256-sha2se
peertype any
mode-cfg enable
localid "Branchl”
remote-gw 209.2.100.1
idle-timeout enable
net-device enable
add-route disable
auto-discovery-receiver enable
psksecret ENC Z8Zpc/bwU2j1HxCFWzO/XkiWz11P/WKAqAGVHES0aZICE
network-overlay enable
network-id 2
di y-shortcuts

TRAARERRAAA AR RS
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49 config system interface

se edit "HUB1-VPN2"

set vdom “root”

set allowaccess ping

53 set type tunnel

54 set snsp-index 117
55 set interface “port2”
56 next

s7 edit "8R-Lo”

58 set vdom “root”™

59 set ip 10.100.180.1 255.255.255.255
68 set allowaccess ping
61 set type loopback

62 set snep-index 118
63 next

64 end

&5 config vpn ipsec phasel-interface
43 edit “MUB1-VPN1®

67 set phaselname “HUS1-VPN1™

68 set proposal 3es256-sha2se

03 ser auto-negotiate enable

(] set cosments “VPN: MUBL-VPN1 [Created by IPSEC Template]”
n next

7z edit "HUB1-VPN2"

73 set phaselname “HUB1-VPN2™

74 set proposal aes256-sha2se

7% set auto-negotiate enable

76 set comments "VPN: HUB1-VPN2 [Created by IPSEC Template]”
7”7 next

7% end

79 config system sdwan

L set status enable

33 config zone

82 edit "DIA®

83 next

84 edit “overlay”

85 next

85 end

a7 config members

838 edit 1

89 set interface “portl"
92 set zome “DIA”

91 set gatewsy 100.1.1.2
92 next

93 edit 2

9 set interface “port2”

set zone "DIA™

©
&

set gateway 200.2.1.2

next
edit 3
set interface "HUBL-VPN1"
set zone "overlay®
next
edit 4
set interface “HUB1-VPN2"
set zone “overlay”
next
end
config health-check
edit "HUB_HC"
set server 10.100.180.1e9
set update-static-route disable
set members @
config sla
edit 1
set latency-threshold 2@
set jitter-threshold 20
set packetloss-threshold 5
next
end
next
end
end
config router route-map
edit "QUT-OF-SLA™
config rule
edit 1
set ser-community "65001:117
next
end
next
edit "IN-SLA-TUN1®
config rule
edit 1
set set-comsunity “65801:1"
next
end
next
end

& config router bgp

config neighbor
edit "108.50.1.1"
set advertisement-interval 1
set capability-graceful-restart enable
set link-down-failover enable
set soft-reconfiguration enable
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145 set description “HUB1-VPNL"

set interface "HUBL-VPNL1"

st remote-as B5881

set route-map-out TOUT-DF-5LAT

set connect-timer 18

set additional-path receive

et route-map-out-preferable "IN-SLA-TUM1™

155 config systes sdwan
155 config neighbor

157 edit "18.56.1.1%
150 set health-check "HUS_HC"
159 set sla-id 1
158 set member 4
181 next
end
end
1a4 eonfig router route-map
185 edit "IN-SLA-TuM2™
156 conFig rule
187 edir 1
set set-community "658@1:27
159 next

174 config routar bgp
174 config neighbor
edit "18.50.2.1"

set advertisement-interval 1
1ot capabiliry-
set link-down-failover enable

raceful-restart snable

1% st soft.reconfiguration enable
188 set descriprion “HUB1-VPNZ®

181 set interface "HUBL-VPHZ"

in3 et remote-as G5881

183 58T route-map-out “OUT-OF-5LA"
184 sot connect-tiser 18

185 set additional-path receive

186 set route-map-out-preferable “IN-SLA-TUMZT
187 next

188 end

169 end

192 confip systes sdwan
181 config neighbor
193 edit "10.58.2.17
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set health-check “HUB_HC™
set sla-id 1
=&t member 3
nEXT
end
wnd
config router prefix-list
edit "all_prefixes"”
config rule
edit 1
set prefix any
wnset g
unset le

next

@nd
config router route-map
edit “port3_only”
config rule
edit 1
set match-interface “porti”
next
edit 2
set action deny
set match-ip-address “all_prefixes”
next
end
next
wnd
config router bgp
set as 656881
set router-id 18.188.188.1
set ibgp-sultipath enable
st addivional-path enable
set graceful-restart enable
set additional-path-select 255
config network
edit 1
ser prefix 18.16.1.8 255 255 255,08
next
end
set recursive-next-hop enable
config redistribute "conmected”
S8t route-map “porti_only”
end

) end
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HUB Configuration Preview
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—x'mﬁ( wpn ipsec phasel-interface
2 edit "veN1*
3 Set type dynamic
a set interface "portl”
s set fke-version 2
6 set dpd on-idle
? set comments “VPN: VPN1 [Created by IPSEC Template]™
& set propossl ses288-sha2se
9 set peertype any
g set mode-cfg onable
13 5ot dpd-retryinterval 5@
12 set net-device disable
13 set add-route disable
14 ST auTo-discovery-sender enadble
15 set fpwd-start-ip 1€.56.1.10
16 ser fpwvd-end-ip 10.50.1.250
1? set ipvd-netmask 255.285,285.@
18 set psksecret ENC 6K 1szorCEntels
19 set network.overlay enable
20 set network-id 1
next
end
! config system interface
24 e0it "VONLT
2% set wdom "root"
26 Ser ip 19.5€.1.1 255.255,255.255
27 set type tunnel
28 set remote-ip 10.50.1.253 2585.255.255.0
29 set znmp-index 116
30 set interface "portl™
=14 next
32 end
i1 config vpn ipsec phasel-interface
34 edit "veN2©
35 set type dynamic
56 set Anterface "port2”
7 set fke-version 2
38 set dpd on-idle
13 set comments "VPN: VWK2 [Created by IPSEC Tesplate]”
set proposal aes256-sha2sé
50T peertype any
sot mode-cfg enable
set dpd-retryinterval 6@
aa set net-device disable
$&t add-route disable
Set auro-discovery-sender enadble
a7 set ipvd-start-ip 10.50.2.190
48 set ipvd-end-ip 10.50.2.290

56

&4

85

&7

L

E
9

ser ipva-netmask 255.255.255.@

set psksecret ENC BMEECa
set network-overlsy enable

set network-id 2

next

config system interface
edit “veN2"

set vdom “root”

58T ip 10.%0.2.1 255.295.255.25%

set type tunnel

set remote-ip 10.58.2.253 255.255.255.¢
set somp-index 117

set interface "pore2”

next
edit "MUBl-Lo"

set vdom “root”

set ip 19.100.100.180 255.255.255.258
5ot allowaccess ping

56T type loopback

set samp-index 118

next

config vpa ipsec phasel-interface
ediz "vpN1”

set phaselnase "VPN1™
set proposal 20s5256-3ha2se
set comments "VPN: VPNI [Created by IPSEC Template]”

next
edit “vea2®

ST phasalname “VPN2"
set proposal aes2S6-shalse
SeT comrents “VPN: VPN2 [Created by IPSEC Template]™

next

config system sdwan
config zone

edit “overlay™
next

config mewbers

edit 3
set interface "VPN1T
set zone “overlay”
next
edit 4
set interface "VPN2"
set zooe “overlay®™

a7 next

9 end

99 config service

199 edit 1

121 set nase “TuN1"

102 set route-tag 1

303 set src “all"

g set priority-mesbers 3
w5 next

106 odit 2

107 set nase “TuN2"

168 set route-tag 2

199 set sec "all”

114 set priority-sesbers 4
111 next

112 edit 3

113 set name "OUT-OF-SLA™
314 set route-tag 11

115 %9t priority-mesbers 3 4
11 next

17 end

118 end

119 config router prefix-1ist
120 edit "all prefixes”

n config rule

122 edit 1

123 set prefix any
134 unset ge

328 unset lo

326 next

127 end

124 next

129 end

130 config rovter community-list
131 edit "e5ee1:1"

132 config rule

133 edit 1

134 set acticn persit
135 set match "see1:1"
138 next

137 end

338 next

139 edit "esee1:11”

148 config rule

141 edit 1

1a2 set action permit
143 set match "65001:117
144 next
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and 1 edit “vha"

! next 104 set capability-graceful-restart ensble
4 edit "ESEELIZ” set link-down-failover enable
cenfig rule 10¢ set next-hop-self enable
149 edit 1 1 set soft.reconfiguration enable
8T Action permit 1 tot remote-as G5881
set match "S488i:2" 50t rovte-map-in “Route-Map-In"
2 neik z set additional-path send
1 end i set rovte-reflactor-client enable
next naxt
end J edit “vesz"
config router route-map set capabllity-graceful-restart enable
#dit "Route-Map-In® 0 set link-down-fallover enable
config rule 2 18t next-hop-1elf enable
J wdit 1 e set soft-reconfiguration ensble
st match-comsunity "65881:1% S8t remote-as 5881
18t set-route-tag "1” set route-magsin “Route-Map.ln"
naxt 11 set additional-path send
1 edit 2 ni1 set route-reflector-cliont enatle
set match-comsanity "65081:2" 212 naxt
set set-rovte-tag "2 1 and
next 1 config neighbor-rangs
edit 3 1 BliT 1
st match-conmunity “S50@1:11% 1 set prefix 10.50.1.8 255.255.255.8
& 38t set-routs-tag "11° 1 SET neighbor-group “VPN1™
o newt 1 RExT
&nd 1 edit 2
173 next 228 set prefix 10.50.2.8 255.255.255.8
1 edit “porti_oaly” set neighbor.group “VPNI®
config rule next
edit 1 end

1 set match-interface "portl” config network

nexct 22 wdit 1
edit 2 2 sot prefix 18.18,188.@ 255.255.255.@
5ot action deny nexT
sot match-ip-address “all_prefixes" and
next config redistribute “connected”
end i set reute-map "porti_only”
next 3 | end

. cenfig router bge
S8t &5 ASOM1

167 set router-id 10100, 108100

set ibgp-sultipath enable
169 S0t addi

ional.path enable
% set graceful-restart enable
set additional-path-select 255

canfig neighbor-group

IPsec Verification
Four Tunnels are established at the HUB, two at each branch.

B HL = 0 = 8- 1= B admin =
& Dashboard . Z e T
¢ Stanien ringlp= ) Bring we Ol (ncitann yen A il Showy Matrherg Logs
Hame = Remate G Meway = PeariD = Intamiing Crals = Dugning Date = Phass 1 = A
& vPH1D z & Brach? 204E 1424 k0 [+ R [+ R
PR | & Brarchl FLERE:S 152168 O VPN L @ vl
© W20 & Hrarch? 20458 142448 D VPNZO Qe
O WPhZ 1 & Brascht FLERL bl O VPN 1 O ez

1# Shaw Matrhing Lags

Anmate Gateway ¥ Post 102 Incoming Data = Oataeing Dats $ Phazal ¥ Phase 2 Selactans ©

© HUB1-WPML 100 L1001 & 10011001 1020 kB 16720 @ HUBTVPHY D HUB TN

O HUB1-WFN2 20021001 & P00 I004 1048 kB 16 TrkR B HUBTVPNZ @ HUBLVPND
IiPsec Manitor

Demshbea

ipe O 1 st Wi Il Show katching Logs

incoming Datn & Cutgoing Dnts & Phee 15 Phese ? Selectors &

& HUB1-WPN] & 100:1100:1 1L40K8 1745 kB O HUBIVPNI O HUBTAVPN

& HUD 1w 2002 K00 & 2021001 11400k 160 EkE O HUBIVENZ O HUBLVPND
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Hub routing verification
Four neighbors are formed, two per branch with appropriate tags.

HUB1 # get router info bgp summary

local AS number 65681

InQ OutQ
.18 « e 8
-1.11 ¢
2.10 ¢
2.11 4

NN N

internal,

LocPrf
188
1ee
1ee
108
.1ee. ). 6. 1ee

DO O ¢

[+

number
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Branch routing verification
Each branch has two neighborships to HUB1 over the two tunnels.

146

Fortinet SDWAN Demystified



SDWAN OVERLAY Templates- DUAL HUB

For a Dual hub setup, ensure all devices are registered and the branches are grouped before provisioning the overlay template.
Select the Dual HUB option and fill the IP addressing, AS number and activate ADVPN.

Template Groups

System Templates

Fabric Autho on Tem...
IPsec Tunnel Templates
SD-WAN Templates
SD-WAN Overlay Templ...
Static Route Templates
BGP Templates

IPS Template

Certificate Templates
Threat Weight

CLl Templates

NSX-T Service Tempiates

& Firm Templates

I Monitors

Create New SD-WAN Overlay Template - Region Settings (1/5)

Name

Description

Select New Topology

Advanced -

Loopback IP Address
Overlay Network
BGP-AS Number

Auto-Discovery VPN

DUAL-HUB

% ik

Dual HUB
{Primary & Secondary}

Single HUB

10.100,100.0/255,255.255.0 )

B
Dual HUB

Primary & Priamary)

| 10.50.0.0/255.255.0.0

| 65001
© .

Specify the HUBs (primary/secondary) and branches.

Create New SD-WAN Overlay Template - Role Assignment (2/5)

Marme

Topology
HUB

B Primary HUB

B Sccondary HUB

Branch

& Device Group Assignment

Fortinet SDWAN Demystified

I Single HUB eI IRERI N ET U ca G E LS N Diual HUB (Primary & Primary)

i_tnum x -
[ & HuB2 x v
IE Branches ] ® -
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For the HUB, Rout-map-in is configured for both HUB:s.

Create New SD-WAN Overtay Template - Nebwork Configuration (3/5] x
Mame WAL i
HUB
B Primasy HUB # HUB1 -
Uniderlay i Private Link b Owerride 1P i) AT
WAN Underlay 1 | @ pontt ' (x| +
WAN Underizy2 OB @ pon2 | [+
Wetwark Advertisement m Suatic |
r Interface ACtion
Intesface 1 El pari.{t i |_ll+
Advanced
B Sccondary HUB - HLE -
Uriderlay r Private Link Orverride IP i Actian
WAN Underlay 1 B @ portl | E -.__1-_:
WANUnderlay2 @@ poz | OB x|+
Mebwork Advertisement m S-ﬁt-in: '
i Inverface Acitian
Interface 1 @ pond ! |‘l+
Advanced
Branch Rowte Maps
Reslite mag in | O B Roule-Map-in - ]
Reute map oul o

Create New SD-WAN Overlay Template - SD-WAN Template Options (4/5)

Add Owerlay Objects to SD-WAN Template (s ]
Add Overlay Interlaces and Zones O
Add Health Check Servers for Each HUB as Performande SLA @D
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Branches have the tunnels configured for both HUBs with respective route-maps based on SLA state.

Croate New SD-WAN Overlay Template - Network Canfiguration (3/3) o
Branch
g Branch Drevice Graup 8 Branches -
Underlay @ Private Link @ Action
WAN Underiay 1 @ [@ port1 ] EE
WAN Underlay 2 o | @ port2 I Fm
Metwork Advertisement w
£ Interface

Action
Interface 1 \EWEE J E!ﬂ

Advanced -
Apply to All / Specity | Apply to a1 m
HUE 1 Overlay 1
Route map in
Raute map out [ OUT-OF-SLA

Route map out preferable [ =] |[|]IN§L;¢\TiJI‘_I1.

HUE 1 Owerlay 2
Route map in [ ]
Raute map out [ s} | [ OUT-OF-SLA
Route map out preferable © [m naTuN:
HUB 2 Owerlay 1
Route map in @
Route map out s} | [ OUT-OF-SLA

Route map out preferable

© | [ N-SLA-TUNS

HUE 2 Owerlay 2
Route map in (s ]
Raute map out (s} [m OUT-DF-SLA
Raute map out preferable © [ [0 IN-SLA-TUNA

Fortinet SDWAN Demystified
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The configuration is summarized below for the dual-hub overlay template:

Create New SD-WAN Overlay Template - Summary [5/5) *®

Please review the summary of SD-WAN Owverlay configurations

MNOTE: By clicking "Finish®, multiple related provisioning templates will be automatically created based on the configurations: You

could also re-run the SD-WAN Overlay wizard Lo re-generate the provisioning templates later.

Template Name DUAL-HUB
Topology Dual HUB (Primary & Secondary)

Region Metwork Settings

Loopback Allocated 10.100.100.0/255.255.255.0
Owverlay Network 10.50.00/255.255.0.0
BGP AS Number 45001

Auto-Discovery VPN .

Device Assignment -~

Primary HUB HUB1 {192.148.11.201, Platform: FortiGate-ViM&4-KVM)
Secondary HUB HUB2 (192 148 11 202 Platform: FortiGate-Via4-KVM)
Branch o Branches

Underlay Assignment -

Primary HUB Underlays Underlay 1: portl
Underlay 2: port2

Secondary HUB Underlays Underlay 1: poril
Underlay 2: port2

Branch Underlays Underlay 1: portl
Underlay 2: port2

Network Advertisement ~

Primary HUB Connected
Interface 1: port3

Secondary HUB Connected
Interface 1: port3

Branch Caonnected

Interface 1: port3

SD-WAN Template Options -~

Add Owverlay Objects to SD-WAN Templale »
Add Owerlay Interfaces and Zones i

Add Health Check Servers for Each HUB as Performance 5LA @
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The wizard creates the IPsec and BGP templates for the branches and HUBs.

e Mansger -

B3I | Tompiate Mama = Topekagy : AsSipn 19 DOCe/Geoup = Loaphack 17 Addrss =
Hug1
1 [=[FTYEET Dual HUE (Primary & Secondary Hut 10,100,100.0/255 29535 | 10

BB Branches

ta Device/Group

Prowisioning Templates

Templats Groups

% HuE BGP R 0 Devices in Total

P8 BRANCH 0 Devices in Total

Systam Tomplates
O Devices im Total

[0 BEousL-HUE_BRANCE

Fahric Authoriza

0 Sous-H HUB™. BGR 0 Devices in Total

I unnel Templates
SD-WAN Templates (W EloUAL-HUE HUBZ BGP 0 Devices in Total

SO-WAM Overlay Tempd...

O | MNames Asmgned to Doviee/Group &

U8 _IPsee_Hecommendid 10 Devices in Totsl

g

O | o BRANCH [Pwic Reca 0 Devices in Total

O | RS tPsec_Foutir ecommended 0 Devices in Total

{Paae Tiinal Tempiatas [0 | ek PUAL-HUE_BRANCH IPsec 0 Devices in Total

U 0 Devipes in Totsl

SD-WAN Templates

SD-WAN Overkay Templ... HUB2 IPseC 0 Devices in Tots!

Device Manager v

Device & Groups

Template Group Name < Provisioning Templates =

Assigned to Device/Group +

Template Groups @ DUAL-HUIB HLB1 {Piec 1DeviceinTotal  View Details >
[ | DUAL-HUEB HUB1 = DUAL-HUB_HUB1 BGP

PYa Peontes [E)DUAL-HUB HUB1 CLIGRP 4 HUB1 [root]

Fabric Authorization Tem...

IPsec Tunnel Templates 2 DUAL-HUB_HUB2 IPsec 1DeviceinTotal  View Details >
O | DUAL-HUE HUB2 = DUAL-HUB_HUB2_BGP

SD-WAN Templates (] DUAL-HUB_HUB2 CLIGRP 4+ HUB2 froot]

SD-WAN Overlay Templ...

Static Route Templates (D DUAL-HUB BRANCH IPsec 2DevicesinTotal  View Details >
D DUAL-HUB_BRANCH o DUAL-HUB_BRANCH BGP

Sl o (5] DUAL-HUB_BRANCH_CLIGRP & Branches (2)

IPS Template

[ V—

Device & Groups [ 5 - ‘[ 3 Morev

Variables < Members =

Assigned to Device/Group +

Template Groups

System Temphates vin_interface_oumber
Fabric Authorization Tem...

1Psec Tunnel Templates

SD-WAN Templates

SD-WAN Overlay Templ.

Static Route Templates branch_id

BGP Templates.

IPS Template

Certificate Templates

Threat Weight

CLi Tempiates

NSX-T Service Templates s

0 Devices in Total DUAL-HUB_BRANCH CU

DUAL-HUB_HUB1_CUGRP ClU/Jinja 0 Devices in Total DUAL-HUB_HUB1 CUI

# Firmware Templates

 Moni [0 DUALHUB_HUB2 CLIGRP CLiGink O Devices In Total DUAL-HUB_HUB2_CUI

Fortinet SDWAN Demystified
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The metadata variable branch_id is generated.

Policy & Objects ~
Bl Policy Packages
Object Configurations

Mormalized Interface

Firewall Objects

Security Profiles

Fabric Connectors

¥}, Install Wizard

branch_id

vim_interface_number

&3 ADOM Revisions

L

Default Value =

1

Took -

Description -

Crezated Time -

admin / 2024-11-05 09:45:13

predefined variable for set fgl admin / 2024-10-13 19:05:24

Customization is done on HUB2 IPsec to match the tunnel numbers for uniformity.

|Peec Termplaic - DUAL-HUB BRANCH IPsec

Local Interfacn -

Local Interiace =

Lol interfacs =

s
Dresorption
+ -
O Mam Type = QUEIng Intertaca =
O | Huel-veng Static portl
O | HuB1-vimn2 Static portd
] | HUBZ-PHI Static portt
O | Husz-veNz Stabe port?
IPser Template - DUAL-HUB HUBT_|Pses
MName
Descriptian
[ +*
[ | Mame = e
O VI Dynamic
[} PN Drynamic portZ
|Pec Tomplate - DILEAL-HUB HUBZ Peec
Masm
Dew n
— =1
+ Croade b w J
0 | Mame Typo = Cutgoing Interface =
O Dz partl
O Dymamic port2

Fortinet SDWAN Demystified
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No change is required on branch IPsec Templates for the default tunnels created. If additional tunnels are required, the defined

tunnels are cloned.

‘£t Peec Tunnel « HUBI-WFNT

Edit (Paec Tunnel - HUB2YPNL

Tinned Nirog [ Humt v Tirme! Hame: [ st veenz Tumet Nare [ Husz PNy Turmel Mame [ Bz
T [T, rectwmrs Pesviork
Fating b Rose Reursg ot [ Fessting Asmare
ke D [ P e E Riemute Devece Y v ons [ Dnaee | smate Devicn : yrame
Femete Gateway (P Address) | @, 10011001 Rt Lty (3 Adarmil |E 20021001 Femate Gatoway [P Addeessl [ @) 3001 2001 T Fumew GatowayliPAdSs) [@ x2zm T
Cutgung Intertse [ @ poett Dagurg ivetace. Lﬁ. Quigning Intertacn [ & pam Chutgning ntertace E
LocaliD [Cr— e loxal 1D (& sranensieansn Localle e
Metark Dusrl o Wehwnrk Owcrizy Higtwverk Cverlay o Matweark Charlny o -
Hoterar I [ Nt 1D Metwork I [an — [ae
s - o s - &
I misnas
FEE Health Check :'a FEC Heskh Check — = . |"«
Authonticaton e it el Authenticstion Akttt
S o v Y e N T ——
P sharel ey {0 Ve shares Koy @ [eeeeren [——— i
funnet intortace St Tuawiel letace Setess o e o —
- @ A —— = :
Femets S B fiemate 1P [a e
Prased tertace Phine 2 Intertazs =
otz e Interbazo
a |n.....=: Koop Aan® [a] |u-= oep Ae = = |m.m- e [Fomuenien] [
| N | - [0 Mames |mu.-.-.
| o |rusamm @ O | Hustvmes |e | e = e -
Metadata Variables are defined for all units.
| Edit Metadata Variablos - branch_id Edit Metadata Variables - Br ISPA_gw Edit Metadata Varisbles - Br ISPE gw
Name branch id Name Br_ISPA_gw Mame Br ISPB_gw
Descripti ziciizs i
= Description Description
Default Value  ——————
Default Value Default Value
Per-Device Mapping
Per-Device Mapping Per-Device Mapping v
| o Create New | [# Edit | | B Delete |
O ‘MappedDevﬁ:e: 'Vaiue: |+CmateNew||EEdit||§Dn!mc‘ |+CmateNew|[EﬁEdii||QDelcm
O | BR1 froat] |2 0 |Mapge:lDevi:e: ’Value: 0 ‘Wm: |Vah==
O | BR2(root] 2 .
. | O | BR1root] 100.1.1.2 O | BR1(root] 2002.1.2
[0 | HUB1 froot] 100 | . il
1 1 BR2 [root] 100.12.2 BR2 [root 200.22.2
[0 | HUBZ[root] 200 m I D | L !
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For the branches, BGP neighbors are changed from the default random template addressing to tunnel specific ip addresses.

Edit BGP Template

Name

Description

Local As
Router ID

Neighbars

DUALHUB_BR,

@ 45001

| @ 10:100.100.5ibranch iq)

# Create Nuw]:ﬁ

]
| [# Detere | [ # morew

o es

| Romate AS 3

10.50.159.253
10.50.191.253
1050.31.253

| 105063252

oo oo

65001
45001
45001
65001

1P Redistsibute

Connected

L

Static
1815

The default template neighbor settings are shown below:

Falil peighlioe

Remole AS

Passwunsd

Iniesf see

Updiate Soure

Gancelul Restat Time
Advestisement inscreal
Routn bap Cut Prefersbie
Additional Path
Carnect Timer
Bidreciionad Forwarding
Detiection

Linik Cicrry Fadiwer

Shutdown Enable

1Pst Filtering

Filler Lt by
Fillar List Caat
Distribsatn Lis1 I
Ditride List Qut
Prefu List In
Preto: List Dot
Route Mg In
Pt Mag Dui

il Neighbor

& 105051257 8
£3001 : Pemale AS

Passverd
© | @ Huaiveey intoriaca

I:_I . Lpdane Sourie
__q Gracelul At Tane
1

B N-ELA-TuNL

B rtigeman inteesl

B Auletlonal Path
o ConrmxL Timer

o

Ditection

Link Down Fadaves

Shutdown Engbie

18w Eitierirg

Fllter List i

Filter List Ot
Digtripate Lisk In
Doistribute Lk Ot
Prefis List In
Prefis List Out
Fizeale Magp I
Fonate Sdap it

AgU@EeIe A ©n

) | @ ouT-oF-aa

Fortinet SDWAN Demystified

Fioute Map Out Prefecbile

Bidkertivnl Formandng

| & 105053353
@ ss00t

© | O HeeyeRE
>
a
_l
& Al

@ s[gl
i

ARQUUURUE B U8

:ﬂ QUT-OF-5LA

Edit BGP Template

Name

Descripti

-

DUAL-HUE

@ 65001

@, 10.100.100.${branch_id)

O i = | Remate AS &
O | 105011 65001
O | 10s021 85001
O 105051 #5001
\ O | 105061 45001
Networks IP/Netmask
[ 1010:8fbranch i6)0255.255.255.0
IPwt Networks IP/Netmask
[ +
Exit. Heightsce Edfit Medghbos
L & 10.50,299.253 ) »
Remobe AS 0y &5001 Bkt AS
Pacsawind serasnas Pl
Wnierface D | 8 HUBI-VENT Irvterfece
Updats Sewrce s ] Updats Sournce
Gracelul Restan Time i Gracelul Restart Time

Advertisement inierval
Route Map Out Preferabic
Additional Path

Connedt Timer
Bidiregtsana? Forvarding
Dietection

Link Diwam Falower

Shestrbormmn Ensble

1Pl Fltering

Fller List n
[Flazr List Cuwt
Diciribute Lit in
[Disinbagle Lisl Qi
Wi List bn
Prefin List Ol
Maute Mag In
Houke Map Oud

1

‘B OUT-OF-5tA

AcharTisement iniesval
Foute Map Oul Preferable
Additional Path

Connect Timer

Aidirextinal Formandig
Detection

Link Dieveirs Falloves
Sreaidow Enali

\Pu Filtesing

Filter Listin

Filter List Ot
Diistribete Lisk in
Diictribew List Out
Prefc Lisein
Prgton Lisg Qul
Foute Wag in
Froube: Mgy Oual

353

>

AQURUEUR & w0

@ IM-5LA-TLRa

B OuT-0F-5L4
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After customization to reference the LAB network the neighborships are shown on the diagram below.

Exiit Meighbor Edlit Neighbar
e .—t.k 105021 » P @ 10.50.61
e L & ssom Rempie AS Remota AS @ 5500
Pasrword | Paawoid Password i
T Interface © [ g rusivenez i Viidaie
Update Source Mciakes Sounce Jpdate Soune »
Gracetul Restart Time Graceful Restam Time Craoetul Restar Time o
Advetiiimict mitra) ; e Advertiszment Intcrel 1
Rout Mg ot Aelecalie Route Map Out Preferable | [ IN-SLATUNS Roule Map Out Preferable | [] IN-SLA-TUNG
AddRiunml Puth | Additional Path [ Recaie Additionsl Fath Receive
Connect Timer 10 Cannect Timet | 18 Cannect Timer : 10 Connoct Tamer 10
Bidrectional Forwarding @ Bidiuctiorsl Forwarding QB Bidictonal Forwarding QB Sidinctionsl Foowording. @
Detection Delection Detection Detection
Link Derwn Failever ) Link Down Failover © Link Do Failower © Lirik Dawn Fadiover ©
Stustd o Enabile [ ] Shutdosm Enable = ] St tdown Ensbie [ ] Shtelown Enabie [« ]
R © Pe4 Filtenng © IPe4 Filtering © Py Filtering L]
Filter List In > Filter List in = ] Falter List In o Fibter List In [«
Filter List Ot o Filter List Out [= ] Fiiter List Dut [ ] Filier List Out = 1
Distribute List In o Distribueelistin, @ Distribuste List In [= ] Distribuic List In o
Oistributc List Qut o Distriburte List Out @ Distribwie List Out a Distribste List Out @
Prefx List In > Prefu List In (s ] Pref ListIn [= ] Pref; Liat In [« ]
List Out > Prefis List Out [= ] Prefc List Out [= ] Prof List Out [+
Foute Map bn > Route Map in = ] Foute Map in a Route Map In s ]
Roste Map Out © @ ouroraa | MM Ou © @ outorsia Pnwte Map Out o m D_A.H'TJF_SLT Route Mag Oul O [ OUT-OFSLA
HUBI1 and HUB2 default BGP settings from the overlay template are presented below:
R BGP Template x Edit BOP T S
Name: [ DUA ] Harve [ o ]
Description Description
4 " ¥
Local As @ 45001 ) | Local As @ £5001
fouter 1D [ @ 10.100.100.253 1 ] Router 1D [ (@ 10100100252 J
J
Neighbors. Meighbors
=== (= [ omere] @ [Eoer] |
o |1P= ‘g we - __i-H:MeAi: n
[rp—— | Mo mcore ound.
o i o
Neighbor Group Meighbor Group
+ Croate ew | | B E . L)_ Morew t Search_ | | [ T cramma wew n_s_ Search. |
o | ooz | femots AS 5 n | O eme: n
O | vew: 5001 [ O | vema
0O  ves2 85001 | [m] I VP2
2 I 2
ecaghizr fanges Meighbor Ranges
[* Creata mow == ] [* e o] [ e
o |n-¢ru: |anwum‘ n O Press | Massrmarm Neighbor Humber = n
=] 1050000255.255.224.0 VPNL a | | 0O | 1050128.0/255 2552240 VPNT [ o
{m] | 105032.0/250.295.2240 WPNZ o | O | 1050.160.0/255255.2240 VPNZ o
2 | 2
Netwarks PNetmask Action Networks IPNctmask
!Lﬂ 10.5000v255.255224.0 | |:‘:| | @, 1050 1780/255255.224.0
[@ 1ossz0mszssaio [=]l=] [@ sosnieaorass 25 220
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The BGP router-ID and neighbor groups are customized to the LAB settings.

Edit BGF Template: L]

[Edit BGP Template
Hamg [ DUAL HUE_HUBL BGP ] Name [ DUAL HUB_ HUBZ BGP ]
} ‘ Deseription - -
Local As [ esp01 Local As @, 45001 |
Router 1D [ [ & 10100100100 | | Router 1D [ @ 10.100.100,200 | ]
Mepighbors Neighbors
B[S E— (5 Somares] ] R ] [T v E—
a |ws |ﬂmmas: n o ||P: |Rul|nl.!k$: u
Mo record found. | Mo record found.
o 0|
Mesghbor Group. Naighbor Group
!-I-Crr.ﬁc Nl.'w| kit | E'E-:'«-I-" t i Momv | | szarch | éi i Morew Seaich
0 |N=nc: |me:.ls= n (=] |N¢m: |lm=wﬂs: H
0O | wene £5001 0O | vens 65001 |
O | venz 85001 'O [vee £5001 |
2 2
Neighbor Ranges. Neighbar Ranges
[+ Creste New ZE:-:"%:EE-:iL:u.E i Morcv Soarch_ | [+ Create view | [Biete| [ Sakete | | F waorew [ Saarch |
O | Preéms | Neighbor Group = | Maximum Neighbor Number & n o |1‘mﬁ1: |m-huurw= |Mmﬁmmn~cummm: n
r ol
O | 10.50.1.0/255.255.255.0 WPN1 o O | 10.50.500/255.2552550 WPNS o
| O | t05020/255.255.2550 WPNZ o O | 1050607255 2552550 VPG o
: a
Netwarks P/ Neamask Ackion Networks IPFNotmask Action

[ 1010 50ranch «ii0 2552552550

Fortinet SDWAN Demystified
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Match community

Match community exact

Set community delete
Set Community @

Set extended community
target

Set extended community
site-of -origin

Other Rule Varisbles

Match metric
Match origin €@
Set origin @
Match route type
Set metric type
Set metric

Set tag value

Set route tag

© | ¢5001:5

*h

) I

T

Fortinet SDWAN Demystified

Edit Route Map
MName | Route-Map-In
Comments .
Rules
[ Edit | [ 8 Delete | [ @ Permit
O b: ‘ Action & ‘
o 1 GPermit
o |2 GPermit
o = SPermit
o |4 @Permit
o 1 Grermit
Edit Route Map Rule

Edit Route Map Rule

Match community

Match community exact
Set community delete
St Community €
Set extended community
target
Set extended community
site-af-origin

Crther Rule Variables

Match metric
Match origin @
Set origin @
Match route type
Set metrie type
Set matric

Set tag valus

Set route {3g

Edit Route Map Rule

Match community

Match community exact
Set community delete
Set Commurity @
Set extended commumity
target
Set extended community
site-of-arigin

Other Rule Variables

Match metric
Match origin @
Set arigin @
Match route type
Set metric type
Set metric

Set tag value

Set route tag

| Egp | lep | Incomplete
[ € | lgp | Incomplete.

| External-typel | Extarr
[ Externai-typet | Exterr

The route-map-in at the HUB is configured to match inbound communities and set required tags.

Match route type
Set metric type
Set metric

Set tag value

Edit Route Map Rule
Match community O | [} 45001:2
Match community exact
Set cammunity delete o
Set Community @ [ ]
| E—
target
Set extended community D
site-of -origin
Other Rule Variables
Match metric
Mateh origin @ Igp | Incomplete
Setarigin @ igp | Incomplete
Match route type External-typel | Exterr
Set metric type External-typel | Exterr
Set metric ]
Set tag value
Set route tag 2
Edit Route Map Rule
Match community © | [ 55001:11
Match community exact Disable
Set community delete »
Set Community € s J
Set extended community ©
target
Set extended community [ »]
site-of-ocigin
Other Rule Variables
Match metric
Mstch origin @ Incomg
Set origin @ .Igp .In-unm;
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Finally, the CLI templates

are customized accordingly.

Edi O el Edit CLI Template
Tempiate Name L-HUB HUBL CLI Temgiate Kame
Troe cus Type LI Script
Description Description
Seript Detsils Search_ Script Details Search.
1 corfig system interface | config system interface
1 edit ma:an 4 edit "HUB2-Lo”
! set vdom “root 4 sst vdem "roat™
4 set ip 18.100.180.263 285.256.255.258 4 set ip 10.108.188.253 255.255.255.255
© set allowsccess ping < sat sllowsceass ping =
& set type loopback !
£ st type loopback [}
7 next ; ]
7 next !
5 end !
& end !
'
[}
'
Ll
Edit €L Edit €L Template [
Tesrclite: P!
Template Name }
Template Name ol P |
T [= I
Tyoe CU Script e .
) Description
Descrigtion : :
']
A 7
et
Seript Details Search._
Seript Details | Search_

2 edir "HUBL-LE™
i set wdom “root”

© set allowaccess ping
& set type loopback
7 next

% end

1 config systen interface

4 set 1p 18.180.198.188 255,1255,255,255
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1 config systes interface

§ edit “HmI-L"

1 ser wdom "root”

4 zet Gp 18.180.18.298 288, L5305 2K
5 set allowaccess ping

4 set typs loophsck

7 next

% end

Edit CLI Template

Template Mame
Trpe

Edit CLI Template

Template Name

Type
Oescriptian

Script Details

1 config system interface
2 edit “Branch{{branch_id|int}}-10”
‘5ot vdom “rogt®
256

4 sat ip {{"10.100.30¢.0" |
* et allowsccess ping -
& set Type loophack :
7 mext 1
1
|
|

anch_id]int)}} &

% and

o eonfig router bgp
10 ser router-id {{ 10.168.189.0° Iluathllfln:ll_!.ﬂll.n!!}l
11 end

DUAL-HUB BRAI

Cus

ipt

Scarch_

+ eonfig system interface
2 edit "gR-L0"

¢ set vdom “roct®

4 set ip 10.108.108.$(branch_id) 155.255.255.155
< set allowaccess ping

© set type loopback

7 mext

% end
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Branch 2 Configuration Preview

1 cenfig vpn ipsec phasel-interface
edit "HUB1-VAN1™

next

4 end

interface "porti”

fke-version 2

comsents "VPN: HUB1-VPN1 [Created by IPSEC Template]”
proposal aes2Se-shalse

peartype any

mode-cfg enable

localid “Branch2"

remote-gw 189.1.108.1

idle-timeout enable

net-device enable

add-route disable

autc-discovery-receiver enable

psksecret ENC R
nEtwork-overlay enable
network-id 1

auto-discovery-shortcuts dependent

config system interface
egit “HUBL-VPNL®

next

end

set
set
et

set

vdom "roat”
type tunnel
snep-index 116
interface "portl”

9 config vpn ipsec phasel-intarface

edit "HUB1-VPN2®

interface “"porz2”

ike-varsion 2

comments "VPN: HUB1-VPNZ [Created by IPSEC Template]”
proposal 3es256-shazss

peertype any

mode-cfg enable

localid “Branchz®

remcte-gu 206.2.188.1

idle-timeout enable

net-device enable

add-route disable

auto-discovery-receiver enable

psksecret ENC RIZSBITKTZZFOSDIEYIEUNUOYQFRADXERZVIQhSXQY
network-overlay enable

netwark-id 2

autc-discovery-shortcuts dependent
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config systes interface
edit "HUB1-VPN2®
set vdom “root”
set type tunnel
set snmp-index 117
16t interface "port2”
next
end
config vpn ipsec phasel-interface
SOit THUBZ-WPNIT
sat interface "portl"”
sat ke-version 2
st comments "VPN: HUBZ-VPNL [Created by 1PSEC Tesplate]”
st proposal 3esiSe-shalse
18t pesrtype any
set mode-cfg enable
set loealid "Branch2"
set resote-gw 189.1.280.1
set idle-timeout enable
sat nat-davice enable
set add-rovte disable
set auto-discovery-receiver enable

3ot psksecrat ENC RjZSBITk7Izi &
et network-overlay enable
set natwork-id &
set auto-discovery-shortcuts dependent
next
end

! config systes interface

sdir "HUE2-UPNI®
set vdom “root”
zet type tunnel
set snep-index 118
set interface "porti”
next
end
config vpn ipsec phasel-interface
edit THUB2-VPN2T
set interface “porti”
sat ike-version 2
set comments “VPN: HUBZ-WPNZ [Created by IPSEC Tesplare]”
sat proposal aeslS6-shalse
sat peertyps any
set mode-cfg enable
ser localid “Branchi”
set remote-gw 209.2.200.1
set idle-timeout enable

sat nat-davice enable

zer add-route disabls

set auts-discovery-receiver enable

set psksecret ENC RIZSBztk
set network-overlay enable
10T network-id &

et y-shartcuts

next

config system interface

edit "HUBZ-VPNZ"
set vdom “root”
set type tunnel
set snap-index 119
et interface "port2”
next
edit "8h-Lo"
set vdom “root”
set ip 1@.18@.10@.2 355.155.155.255
set allowaccess ping
set type loopback
set snep-index 128
naxt

config vpn ipsec phasel-interface

edit "HUBL-VPNL®

set phaselname “HUB1-VPNL®

58T proposal aes2se-shalse

st auto-negotiate enable

set comments "VPN: HUB1-VPNL [Crested by IPSEC Tewplate]”
next
edit “HUB1-VPNZ®

set phaselname “HUB1-VPNZ®

set proposal aes2Ss-shazse

et sute-negotiate enable

set cosments “VPN: HUB1-VPN2 [Created by IPSEC Template]”
next
edit “HUBZ-VPNL®

st phaselname "HUB2.VPNL®

3ot proposal aes2Sé-sha2se

8t aute-negotiate enable

set comments "VPN: HUBZ-VPNL [Created by IPSEC Template]”
next
edit “HUBZ-VPNZ"

set phaselname “HUBZ-VPNZ"

set proposal aes2Ss-shalSe

set auto-negotiate enable

ser comments “VPN: HUB2-VPN2 [Created by IPSEC Template]”

naxt
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145 end
146 config systes sdwan

147 set status enable
148 config zone
149 edit “owerlay”
154 next
151 edit “overlay2”
L7 ] next
edit "DIA™
next
end
config mesbers
edit 1
154 set interface "portl”
159 set zone TDIAT
168 et gatewsy 188.1.2.2
161 next
edit 2

set interface “portl”
164 set zone "OIAT
st gateway 289.2.2.2

168 next
167 edit 3
168 set interface "HUB1-VPNL"
set zone “overlay™
next
edit &

set interface “HUB1-VPNZ"

set zone “overlay”®

174 next
175 edit 5
174 set interface "HUBZ-VPNL"
ser zone “overlayl®
next
edit &
158 sat interface "HUBI-VPNI"
181 st zone “overlayl”
152 next
183 end
184 config health-check
185 edit "HUB1_HC™
188 ot server 19.189.189. 189

set update-static-route dizable
set mesbers 4 3

189 config sla
194 edit 1

19 set latency-threshold 29
192 set jitter-threshold 20
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set packetloss-threshold 5
naxt
end
next
edit "HUBZ_HC™
set server 19.109.109.200
2ot update-static-roote disable
set members & 5
config sla
edit 1
sot latency-threshold 28
set jirter-threshald 28
set packetloss-threshold 5
naxt
and
next
end
end
config router route-map
edit "OUT-OF-5LA"
config rule
edit 1
set set-comsunity "E5ee1:11"
next
end
next
edit "IN-5LA-TuM1™
config rule
edit 1
set set-comsunity “658€1:1%
next
end
next
end
cenfig router bgp
config neighbar
edit "18.%8.1.17
set advertizement-interval 1
set capability-graceful-restart enable
set link-down-failover enable
1et safr-reconfipgurarion ensble
set description "HUBL-VPN1"
set interface “HUBL-VPN1"
set remote-as 55801
seT route-map-out "OUT-OF -SLA®
set connacr-timar 18
set additional-path receive

set rout p-out-preferable “IN-SLA-TuNL™

LA next
43 end
243 end
242 config system sdwan
config neighber
edit "18.50.1.17
sat health-chack "HUB1_HC®

248 set sla-id 1
249 set member 3
58 next

251 end

243 end

153 config router route-map
254 edit "IN-SLA-TUNZ™

55 config rule
256 edit 1
sy set set-comeunity TESe@1:2"
next
and
next
end

config router bgp
config neighbor
162 edit *18.58.2.1°

265 set advertisesent-interval 1
165 set capability-graceful-restart enable
267 set link-down-fallover enable
168 set soft-reconfiguration enable
set description "HUB1-VPNZ"
Ser interface “HUBL-VPNZ®
£8T remote-as G581
set route-map-out "OUT-OF-5LA7
set connect-timer 10
274 set additional-path receive
275 58T route-map-cut-preferable ~IN-SLa-Tuma”
276 naxt
7 end
276 end

79 config systes sdwan
288 config neighbor

281 edit "18.58.2.1"
st health-check "HUB1_HC™
set sla-id 1
set member 4
Aext
268 end
287 end

268 eonfig router route.map
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edit *IN-SLA-TUNS®

config rule
edit 1
292 ser set-community “65881:5"
293 next
204 end
next

end
config router bgp
config neighbor

299 edir "18.58.5.1%

3 set advertisement-interval 1

@1 set capability-graceful-restart enable
LT set link.down-fallover enable

i zet soft-reconfiguration enable

304 set description "HUB2-VPN1"

395 st interface THUB2-VPWN1™

104 set resote-zs 65601

387 SET route-map-out "OUT-OF-SLAT

08 set connect-timer 18

3 set additional-path receive

EAL SET route-map-out-preferable “IN-SLA-TUNS®
il next

12 end

end
314 ronfig system sdwan
315 config neighbor

316 edit ~18.58.5.17
317 set health-check “HUB2Z_HC™
nE set sla-id 1
119 set masber §
next
Er end

321 end
123 config router route-map
edit "IN-SLA-TUNG"
config rule
edit 1
set sec-community "BS881:6"

config router bgp
config neighbor

iz edir “10.50.6.1°
LEL] set advertisement-interval 1
338 set capability-graceful-restart enable
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ser link-dewn-failover enable
set seft-reconfiguration enable
set description "HUB1-VPNZ®
et interface "HUBZ-VPNIT
£8T FemoTe-AL E5081
S8t route-map-out “OUT-OF-SLA"
set cennect-timer 18
set additional-path receive
20t route.map-out-preferable "IN-SLA-TUNE™
next
and

end
i config systes sdwan

confip nedghbor
edit "19.50.6.1"
set health-check “HUBZ_HC™
%ot sla-id 1
set member &
next
end

end

conflg router prefix.-list
edit “all prefixes”
config rule
edit 1
t prefix any
unser ge
unset le
next

config router route-map
edit “port3_only”
config rule

edit 1
set match-interface “part3”

next

edit 2
st action deny
=et match-ip-address “zll_prefixes”

next

end
config router bgp
set as 6501
=et router-id 10.109,180.2

set ibgp-multipath enable
set additional-path ensble
set graceful-restart enable
set additional-path-select 255
config network
edit 1
set prefix 18.18.2.0 255.255.255.8
next
end
set recursive-next-hop enable
config redistribute “connected”
set route-map “porti_only”
end
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HUB2 Configuration Preview

1 config vpn ipsec phasel-interface
edit "VPNS"

st type dynamic
set interface "portl”
set ike-version 2

-] set dpd on-idle
et
set

comments "VPN: VPNS [Created by IPSEC Tesplate]”

proposal aesiSe-shalse
9 LT pesrtype any

'] set mode-cfg enable
11 ser dpd-retryinterval &8
13 set net-davice disable
13 set add-route disable
14 set auto-discovery-sender enable
15 set ipvd-start-ip 10.58.5.18
186 set ipva-end-ip 10.58.6.258
17 set ipvd-netmask 255.255.255.8
18 ser psksecret ENC Z8Zpe/bwl2iirxCFu {
19 58t network-overlay enable
28 set network-id §
2 next
22 end
config system interface
24 edit “veNs"
n st vdom “reot”
8 set ip 10.58.5.1 255.255.255.255

set type tunnel
set remote-ip 10.50.5.253 255.255.255.9
set snap-index 116

3 set interface "portl”

22 and

24 config vpn ipsec phasel-interface
34 wdit "vene"

£ S8t Type dynamic

set interface “port2”

n set ike-version 2

4] a8t dpd on-idle

9 st comments “VPN: VPRE [Created by IPSEC Template]”
4 set proposal 3esiSe-shalse

a1 set peertype any

LH sat mode-cfg enable

a3 set dpd-retryinterval &0

a1 set net-davice disable

A% set add-route disable

45 set auto-discovery-sender enable
a2 set ipvd-start-ip 10.58.6.18

48 set ipvd-end-ip 10.58.5.259
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set ipvd-netsask 255.255.255.@

set psksecret ENC Z82pc/bwl2i1HXCFWZO/XkWZ11P/WE4qAGVHE Soaz
set network-overlay enable

set network-id &

end
config systes interface
edit "VPNE"
set vdom “root”
set ip 10.50.6.1 255.255.255.255
et type tunnel
set remote-ip 1@.50.56.253 255.255.255.0
et snmp-index 117
set interface "porti”
next
edit "HUS2-L0”
set vdom “roat®
set ip 19.109.109.209 25 255,285,255
set 3allowaccess ping
set type loopback

w

et snup-index 118

end
config firewsll sddress
edit "all"
set uuid fabeb98c-BO7e-51ef-3958-78Fd1739153F
next
end
config vpn ipsec phazel-interface
edit “VPNS®
set phazelnase “WPNS™
set proposal aesiS6-shalsa
set comments “WPN: VNS [Created by IPSEC Template]™
next
edit “VPNET
set phaselnase "VPNS"
et proposal ses)SE-sha2ss
set comments “VPN: VPNS [Created by IPSEC Template]™
next

i end

config systes sdwan
set status enable
config zone
edit "DIAT
next
edit “owverlay”
next
end

118

119

128

11

config members

edit 1

set interface "portl”
set zone "DIAT

sat gateway 108.1.200.2

set interface "porti”
sat zona "DIAT

set gateway 209.2.200.2

set interface "VPNS®

et rane “overlmy”

set interface "VPNG"

set zone “overlay”

end

config service

edit 1

set name “TUNS"

et route-tag 5
set src "all”
set priority-sesbers 3

set name “TUNG"

end
end

route-Tag &
src “"all®
priority-sesbers 4

name “OUT-OF-SLA®
rovte-tag 11
priority-sesbers 3 4

i cenfig router prefix-list

edit “all_prefixes”
config rule

edit

next

1

sat prefix any
unset ge
unset le
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. sdit 1 1 58T rowte-map-in “Route-Map-in®

sat mateh-comsunity "65891:17 2 set additional-path send
1 set sst-route-tag "1” 1 set routs-reflector-client enable
140 config router community.list L next nEsT
2 edit "sSee1:1” 1 edit 2 it #dit “VPNE™
150 config rule 14 set match-community "E5091:2° 24 set capability-graceful-restart enable
sdit 1 set metiroutestag “2" 2 set link-down. failover ensble
sar action permit e _— AN set next-hop-self enable
S8t match "65001:1° edit § 28 set soft-reconfiguration enable
next 2 59t match-comsunity “55001:5° 5 set remote-as E5B41
end i 58T set-route-tag 5" d et rovte-sap-in “Route-Map-1n®
et g e set additional-path send
edit "eSee1:11” sdit & set route-reflector-client enable
config rule L set match-comsunity "ESEe1:6” it
E edit 1 set set-route-tag "8" 55 end
1640 set action persit ot 236 config peighbor-range
18 sat match “65e@1:11 edit 11 2 edit 1
182 next 2 26t match-community "ESE91:117 set prefix 10.50.5.0 245356 28,8
wnd 1 24t Tet-route.tag “11° et neighbar-group “VRRST
15 navT n:z naxt e newt
edic "65601:1" ond L edit 2
config rule next 62 set prefix 18.50.56.0 255.255.285.9
EaLET edit “port3_only” 5 seT nedgnbar-group “VPNG"
1 26t setion permit 11 config rule o next
1 set match "esew1:2" n edit 1 8 end
it next 1 2et match-interface “portd” . config network
1 end n naice 2 edit 1
172 next 22 edit 3 68 set prefix 18.18.200.8 55 255 255.8
1 edit "EsEe1:5" 221 zot action deny 2 next
config rule set match-ip-address "all prefixes” bolicd
edit 1 p next config redistribute “connected”
178 58t action permit and 2 SeT route-map “port3_oaly”
setr match "65081:5% raxt end
next 125 and end
1 end 127 config router bgp
ext set as 65001
ediz “steal:e” 1 16t router-id 10,100, 109, 204
182 cenfig rule ] set hgp-multipath enable
edit 1 m set additional-path enable
1 sat action parmit set graceful-restart ensble
SOT mITCH "E5R1I6T 2 set additional-path-select 255
next 34 config neighbar-group
end 5 edit “VENS®
mext 4 set capability-graceful-restart enable
) end 2 set link-down-failover enable
| config router route-map (0 58t maxt-hop-self enable
edit “Houte-Map-In™ b1 set soft-reconfiguration enable
cenfig rule 244 SET FEROTE-ES B389

Branches IPsec Verification

q o G1= B aomm
hiboard = P
Ing Lip = g - @ Lo il Shows Matching Logs
Name = Remots Geteway = Pesr DS Encomirg Data Outguing Dats * Phmels Phase 2 Selextons 3
0 HUB2 VRN 00,2, 20001 & H02.200.1 Z57 kA 761 kR O HUBZAVPHE @ HUBRA P2
O HUB2VEN 10012001 & 100120001 FOAKR TTAT kB O HUBZVPNT & HUR2-VPN
G HUBLVENL 100.1.100:1 4 10091001 S ET ] FrIMkE & HUBL-YRNY © HUBL-VEN
D HUBL VNG 0021001 A 200321004 24618 IR B D HUBLVONZ O HURL PG

= | O Luscatat o AN Bk 1 Shau Matching Logs

Incoming Dats & Criguing Dats & Phase 1% Phase 3 Selacion &

© HUBIVPNL 100.1.100,1 & 10011001 A12k8 T8 kB O HUBS YPNL Q HUB1VPNL
& HUBI-VPNZ 200.2.100:1 & 200

21001 J12%B 7665 kil @ HUBT-VPNZ @ HUB1-VPN
@ HUBIVPR1 100.1.200:1 3 100:1.200.1 07 kB JETIRD © HuB2wPN @ HUBZYPNL
& HUBZAVPNZ 200.2.2400.1

{1 A14kR JH.B4 kR Q@ HURIMPNZ @ HUBZ2VENZ
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HUBs IPsec Verification
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HUBs routing Verification

ge

The Overlay template should be deleted after customizations are done to the BGP, IPSec & CLI Templates because
running it again will reconfigure the templates to the default provisioning setting.
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Chapter 5 Questions

Which template is not provisioned by the Overlay template.
a) SDWAN

b) BGP

¢ CLI

d) IPsec

2. What configuration option is available within the Overlay template Wizard.
a) Route-map
b) Community list
¢) Health checks
d) All the above

3. Why is it recommended to delete the overlay template after configurations are complete.
a) Ifitis not deleted you can not modify the SDWAN and BGP templates created
b) If it runs again, it can reset any customization done to the Templates

¢) All the above

4. How Many VPN tunnels are created per branch with the Single HUB overlay Template.
a) 2
b) 4
c 8

5. How Many VPN tunnels are created per HUB with the Dual HUB overlay Template.
a) 2
b) 4
c 8

6. How Many VPN tunnels are created per branch with the Dual HUB overlay Template.
a) 2
b) 4
c 8

7. Which Metadata variable is created by the overlay template
a) branch_id
b) Local_id
c) Isp_gateway

8. Which device group supports creation without having any device attached and then referenced in the overlay
template.
a) Branches

b) Hubs

¢) None, all groups must have devices attached.
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Answers to End of Chapter Questions

Chapter 2
la 2.b 3.b 4.a 5.a 6.a 7.b.

Chapter 3

l.c 2.a 3.c 4.c 5.c 6.a 7.a&b

chapter 4
1.b 2.c 3.c 4.a 5.d

Chapter 5
la 2.a&b 3.b 4.a 5.a 6.a 7.a 8.a
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