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Deploy, Operate and Optimize Guidelines

Before you begin, please read these guidelines:

Overall module guidelines:

1. The network that you will deploy, operate and optimize in this module will be similar,

but not necessarily identical, to the network designed in the previous module. All

relevant information that is needed to successfully complete this module can be found in

this module itself and overrides any information that was provided in the previous

module.

2. Before you start, confirm that all devices in your rack are accessible. During the exam, if

any device becomes locked or inaccessible, you must recover it.

3. Your equipment is partially preconfigured. Do not change any of the precgfligeured

parameters unless you are specifically told to.

4. The partial configuration on the devices may deliberately contain mistakes and errors

which may need to be corrected, or workarounds applied, in order to complete specific

tasks. Therefore, consider troubleshooting as an integral part of this module.

5. Points are awarded only for fully working configurations. No partial scoring is provided.

It is recommended that toward the end of the exam, you go back and test the

functionality as per all question requirements.

6. If you need clarification on any of the questions, or if you suspect that there might be an

issue with your equipment or exam environment, contact the lab proctor as soon as

possible.

7. Item-level feedback can be provided at the question level. Feedback will be processed,

but Cisco will not reach out to you to discussant feedback provided. You will not be

compensated for the time you spend while providing the feedback.

8. Access to select Cisco online documentation is available from your desktop. Access to

select 3rdparty product documentation (such as Python)is available from the Resources

window under the” External Documentation” category.

9. When you finish the lab exam, make sure that all devices are accessible for the grading

proctor by having them in EXEC mode and closing the console windows. A device that is

not accessible for grading cannot be graded and this may cause you to lose substantial
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points.

10. You have 5 hours to complete this module. Upon finishing the exam, ensure that all

device are accessible. Any device that is not accessible for grading purposes may cause

you to lose substantial points.
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Topology
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DeviceAccess

Devices IP Username Password

CommServer 10.1.1.1 NA Cisco!123

FI-Cluster-IP 10.1.1.40 admin Cisco!123

FI-A 10.1.1.41 admin Cisco!123

FI-B 10.1.1.42 admin Cisco!123

DC1-N5K-1 10.1.1.61 admin Cisco!123

DC1-N5K-2 10.1.1.62 admin Cisco!123

DC1-N5K-3 10.1.1.63 admin Cisco!123

DC1-N5K-4 10.1.1.64 admin Cisco!123

APIC-1 GUI 10.1.1.51 admin Cisco!123

APIC-1 CIMC 10.1.1.54 Cisco Cisco!123

DC1-N7K-ADM 10.1.1.70 admin Cisco!123

DC1-N7K-1 10.1.1.71 admin Cisco!123

DC1-N7K-2 10.1.1.72 admin Cisco!123

DC2-N7K-ADM 10.1.1.80 admin Cisco!123

DC2-N7K-1 10.1.1.81 admin Cisco!123

DC2-N7K-IPN 10.1.1.82 admin Cisco!123

DC2-N7K-SW1 10.1.1.83 admin Cisco!123

DC2-N7K-SW2 10.1.1.84 admin Cisco!123

DC1-N9K-BGW1 10.1.1.91 admin Cisco!123

DC1-N9K-BGW2 10.1.1.92 admin Cisco!123

DC2-N9K-1 10.1.1.93 admin Cisco!123

DC2-N9K-2 10.1.1.94 admin Cisco!123

NDFC GUI 10.1.1.220 admin Cisco!123

file:///C:/Users/Administrator/Desktop/10.1.1.41
file:///C:/Users/Administrator/Desktop/10.1.1.42
file:///C:/Users/Administrator/Desktop/10.1.1.61
file:///C:/Users/Administrator/Desktop/10.1.1.62
file:///C:/Users/Administrator/Desktop/10.1.1.63
file:///C:/Users/Administrator/Desktop/10.1.1.64
file:///C:/Users/Administrator/Desktop/10.1.1.51
file:///C:/Users/Administrator/Desktop/10.1.1.54
file:///C:/Users/Administrator/Desktop/10.1.1.70
file:///C:/Users/Administrator/Desktop/10.1.1.71
file:///C:/Users/Administrator/Desktop/10.1.1.72
file:///C:/Users/Administrator/Desktop/10.1.1.80
file:///C:/Users/Administrator/Desktop/10.1.1.81
file:///C:/Users/Administrator/Desktop/10.1.1.82
file:///C:/Users/Administrator/Desktop/10.1.1.83
file:///C:/Users/Administrator/Desktop/10.1.1.84
file:///C:/Users/Administrator/Desktop/10.1.1.91
file:///C:/Users/Administrator/Desktop/10.1.1.92
file:///C:/Users/Administrator/Desktop/10.1.1.93
file:///C:/Users/Administrator/Desktop/10.1.1.94
file:///C:/Users/Administrator/Desktop/10.1.1.220
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VM Access Details Physical Server Username Password

legacy-app SRV-3 root Cisco!123

aci-app-1 SRV-3 root Cisco!123

db-1 SRV-5 root Cisco!123

db-2 SRV-5 root Cisco!123

aci-web-1 SRV-5 root Cisco!123

dev-db-1 SRV-5 root Cisco!123

db-cache-1 SRV-3 root Cisco!123

automation-vm SRV-4 ccie Cisco!123

Mgmt-PC SRV-4 admin Cisco!123

vCenter SRV-4 candidate@cisco.com Cisco!123

vND-NDFC SRV-1 admin Cisco!123

Note:

 The GUI for the APIC,NDFC,UCS-M,and vCenter can be accessed from the

Mgmt-PC.

 SSH/console sessions to all lab devices can be accessed from MTPuTTY on the
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Vlans：

VLAN ID Name or purpose

50 EPG:DB-EPG

55 EPG:DEV-DB-EPG

57 EPG:WEB-EPG

60 EPG:DB-EPG

99 LEGACY-DIAG-ARP;EPG:LEGACY-DIAG

460 external_gateways

630 backup_controller

631 backup_media_server

632 shared_mysql

633 staging_frontend

634 prod_frontend

635 snmp_pollers

1460 DC2-N7K-1:external_gateways
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Storage Objects：

Storage Obilts Vlans

Boot LUN ID 0

Fabric A zone name zone50

Fabric B zone name zone60

Zoneset names zoneset50/zoneset60

UCS FCoE VLAN for VSAN 50 50

UCS FCoE VLAN for VSAN 60 60
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ACI Configuration

ACI Cluster Config Vlans

Fabric Name DC2-ACl-POD1

Fabric ID 1

Intra VLAN ID 3967

BD Multicast(GIPO) 255.0.0.0/15

Internal TEP Pool (POD-1) 11.0.0.0/16

Internal TEP Pool(POD-2) 12.0.0.0/16

External TEP Pool(POD-1) 172.16.11.0/24

External TEP Pool(POD-2) 172.16.12.0/24
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Introduction

Welcome to the Xander Company!

Read the Guidelines, documents, and resources before you proceed to the next



CCIE Data Center v3.1 Real Labs DOO Module Lab1

www.passccielab.com All rights reserved Created by robbis - 11 -

Section-1 Exam Scenario.

1.1:S1 Exam Scenario

1.2:Layer-2 Switching
Configure the Layer 2 connectivity for DC1-N7K-1 and DC1-N7K2 which have been imported into

theEnhanced Classic LAN fabric named LEGACY-DC

 All configuration must be done with Cisco Nexus Dashboard Fabric Controller(NDFC)

 N7Ks must be configured to have always the highest chances of becoming the

spanning-tree topology roots.

 Ensure that you are using the appropriate interface options for interconnecting different

switches.

 Configure a back-to-back vPC toward the N5K-1 and N5K-2:

 All four links drawn into the topology must be used.

 Ensure that DC1-N7K-1 and DC1-N7K-2 will disable the link if a better BPDU is

receivedfrom that vPC.

 For this,you can use the freeform section inside the interface policy.Mind the

indentation.

 Port-Channel and vPC IDs on both switches must be 101.

 Configuration on both Nexus 5000 is already deployed;you must not edit

anyconfiguration on those devices.

 Configure a back-to-back vPC toward the vPC border gateways DC1-N9K-BGW1 and

DC1-N9K-BGW2 imported into the VXLAN EVPN fabric named LEGACY-DC_GATEWAY:

 Only four links must be used for this vPC.DO not include DC1-N7K-1 Eth4/6 and

DC1-N7K-2 Eth 4/14 because they will be used later for a different task.

 Ensure that the N7Ks will disable the link if a better BPDU is received from that vPC.

 For this, you can use the freeform section inside the interface policy.Mind the

indentation.

 Port-Channel and vPC IDs on both switches must be 201.
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 Configuration on both vPC BGWs is already deployed;you must not edit the relevant

vPCinterface policy.

 Attach all the network defined in the fabric to vPC 101.

 Recalculate and deploy the LEGACY-DC fabric.

At this stage,both vPCs should be up.The spanning tree must report allVLANS attached to

vPC101 as Desg.
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Solutions



CCIE Data Center v3.1 Real Labs DOO Module Lab1

www.passccielab.com All rights reserved Created by robbis - 14 -



CCIE Data Center v3.1 Real Labs DOO Module Lab1

www.passccielab.com All rights reserved Created by robbis - 15 -



CCIE Data Center v3.1 Real Labs DOO Module Lab1

www.passccielab.com All rights reserved Created by robbis - 16 -



CCIE Data Center v3.1 Real Labs DOO Module Lab1

www.passccielab.com All rights reserved Created by robbis - 17 -



CCIE Data Center v3.1 Real Labs DOO Module Lab1

www.passccielab.com All rights reserved Created by robbis - 18 -



CCIE Data Center v3.1 Real Labs DOO Module Lab1

www.passccielab.com All rights reserved Created by robbis - 19 -



CCIE Data Center v3.1 Real Labs DOO Module Lab1

www.passccielab.com All rights reserved Created by robbis - 20 -



CCIE Data Center v3.1 Real Labs DOO Module Lab1

www.passccielab.com All rights reserved Created by robbis - 21 -



CCIE Data Center v3.1 Real Labs DOO Module Lab1

www.passccielab.com All rights reserved Created by robbis - 22 -

NOTE: pre-config in exam have already mapped some vlans on interfaces 4/12Just add your

PO101 manual on every network, don’t remove existing mapping. Also add po201 at external

gateways.
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NOTE:Do The same for all NetworkFor external gateways add also PO201 is going to beused in

1.6 question
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verification

Check on both 7k to see po101 and po201 active vlans and status
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1.3:VXLAN EVPN Shared Borders.

The DC-2 Nexus 9000s must provide Layer 2(with BUM flooding)and Layer 3 extensions to the

entire Multi-Site domain. They must operate as VPC External VTEPs and not as border gateways.

 Create a new data center VXLAN EVPN fabric and name it SHARED-BORDERS

 Use Autonomous System 65058.

 Do not change any resource pool (subnets/VLANs/VNIs).

 Optional: Ensure that devices will not be reloaded when imported; this might save you

a few minutes.

 Import the devices using their management IP.

 Define the role of each switch and create a vPC domain between them.

 Create a vPC interface that will connect toward DC2-N7K-1.

 Port-Channel and vPC IDs on both shared borders must be 301.

 Only DC2-N9K-1/2 Eth 1/1 must be used for this vPC.Eth1/2 will be used for a

differenttask.

 Ensure that you are using the appropriate interface options for interconnecting

differentswitches.

 vPCis already configured on the other side.

 Recalculate and deploy.


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Note:Copp profile we are selecting“moderate”so that we can fulfill Question 1.9 now itself.
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1.4:VXLAN EVPN Multi-Site Fabric

It is now time to prepare the MSD parent fabric.Define the new VXLAN EVPN Multi-Site fabric.

 Name it MULTI-SITE-DOMAIN

 Ensure that there will not be any underlay or overlay provisioning from NDFC.

 Leave the default resource ranges.

SOLUTION:

Step 1:

Login to the https://10.1.1.220 (NDFC)

Create VXLAN EVPN Multi-Site fabric

https://10.1.1.220
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1.5:VXLAN EVPN Multi-Site Domain

Xandar wants the legacy site and the sHared boarders interconnected via a super-spine

device(DC2-N7K-IPN)that is already available despite being managed by a different team. Due to

this, the router cannot be imported into NDFC,but it has already been preconfigured with the four

P2P interfaces connected to the BGW, the loopback that will be used for the route-server

functionality, and the required BGP configurations for underlay and overlay. An empty fabric,

named ISN, which will contain the no discoverable device has already been created in

NDFC.Ensure that you use this fabric as the destination fabric for the Overlay and Underlay

manual policies. When manually creating the inter-site links, ensure that you use the same names

for device and interfaces as the ones you see in the diagram.

 Import the two NDFC VXLAN fabrics and the ISN.

 Apply additional configurations if necessary.

 Manually define underlay and overlay policies/links.

 ● Recalculate and deploy individually:

 The MULLTI-SITE-DOMAIN fabric.

 The SHARED-BORDERS fabric.

 The LEGACY-DC_GATEWAY fabric.

 Do not make any configuration changes on the ISN device(DC2-N7K-IPN).
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