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Deploy, Operate and Optimize Guidelines

Before you begin, please read these guidelines:

Overall module guidelines:

1.

The network that you will deploy, operate and optimize in this module will be similar,
but not necessarily identical, to the network designed in the previous module. All
relevant information that is needed to successfully complete this module can be found in
this module itself and overrides any information that was provided in the previous
module.

Before you start, confirm that all devices in your rack are accessible. During the exam, if
any device becomes locked or inaccessible, you must recover it.

Your equipment is partially preconfigured. Do not change any of the precgfligeured
parameters unless you are specifically told to.

The partial configuration on the devices may deliberately contain mistakes and errors
which may need to be corrected, or workarounds applied, in order to complete specific
tasks. Therefore, consider troubleshooting as an integral part of this module.

Points are awarded only for fully working configurations. No partial scoring is provided.
It is recommended that toward the end of the exam, you go back and test the
functionality as per all question requirements.

If you need clarification on any of the questions, or if you suspect that there might be an
issue with your equipment or exam environment, contact the lab proctor as soon as
possible.

Item-level feedback can be provided at the question level. Feedback will be processed,
but Cisco will not reach out to you to discussant feedback provided. You will not be
compensated for the time you spend while providing the feedback.

Access to select Cisco online documentation is available from your desktop. Access to
select 3rdparty product documentation (such as Python)is available from the Resources
window under the” External Documentation” category.

When you finish the lab exam, make sure that all devices are accessible for the grading
proctor by having them in EXEC mode and closing the console windows. A device that is
not accessible for grading cannot be graded and this may cause you to lose substantial
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points.
10. You have 5 hours to complete this module. Upon finishing the exam, ensure that all
device are accessible. Any device that is not accessible for grading purposes may cause

you to lose substantial points.
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Topology

Data Center-1
—

Data Center-2
—

¥oU (3N atcess Oevices through

* This view:

©Console connections only.

o Use the Asmin VOC of DC1/2-N7Ks to the
switch between VDCs

+ MITPUTTY on the Mgmt.PC: 40 Gigké
o Console/SSH connections 10 Gige
OACCESS 10 ali GUI systems
10 Gigk FCoE

Fiber Channel (FC)

Data Center-3

www.passccielab.com All rights reserved Created by robbis -4 -



CCIE Data Center v3.1 Real Labs DOO Module Lab1

Device Access

Devices IP Username Password
CommServer 10.1.1.1 NA Cisco!123
FiI-Cluster-IP 10.1.1.40 admin Cisco!123
FI-A 10.1.1.41 admin Cisco!123
FI-B 10.1.1.42 admin Cisco!123
DC1-N5K-1 10.1.1.61 admin Cisco!123
DC1-N5K-2 10.1.1.62 admin Cisco!123
DC1-N5K-3 10.1.1.63 admin Cisco!123
DC1-N5K-4 10.1.1.64 admin Cisco!123
APIC-1 GUI 10.1.1.51 admin Cisco!123
APIC-1 CIMC 10.1.1.54 Cisco Cisco!123
DC1-N7K-ADM 10.1.1.70 admin Cisco!123
DC1-N7K-1 10.1.1.71 admin Cisco!123
DC1-N7K-2 10.1.1.72 admin Cisco!123
DC2-N7K-ADM 10.1.1.80 admin Cisco!123
DC2-N7K-1 10.1.1.81 admin Cisco!123
DC2-N7K-IPN 10.1.1.82 admin Cisco!123
DC2-N7K-SW1 10.1.1.83 admin Cisco!123
DC2-N7K-SW2 10.1.1.84 admin Cisco!123
DC1-N9K-BGW1 10.1.1.91 admin Cisco!123
DC1-N9K-BGW?2 10.1.1.92 admin Cisco!123
DC2-N9K-1 10.1.1.93 admin Cisco!123
DC2-N9K-2 10.1.1.94 admin Cisco!123
NDFC GUI 10.1.1.220 admin Cisco!123
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file:///C:/Users/Administrator/Desktop/10.1.1.41
file:///C:/Users/Administrator/Desktop/10.1.1.42
file:///C:/Users/Administrator/Desktop/10.1.1.61
file:///C:/Users/Administrator/Desktop/10.1.1.62
file:///C:/Users/Administrator/Desktop/10.1.1.63
file:///C:/Users/Administrator/Desktop/10.1.1.64
file:///C:/Users/Administrator/Desktop/10.1.1.51
file:///C:/Users/Administrator/Desktop/10.1.1.54
file:///C:/Users/Administrator/Desktop/10.1.1.70
file:///C:/Users/Administrator/Desktop/10.1.1.71
file:///C:/Users/Administrator/Desktop/10.1.1.72
file:///C:/Users/Administrator/Desktop/10.1.1.80
file:///C:/Users/Administrator/Desktop/10.1.1.81
file:///C:/Users/Administrator/Desktop/10.1.1.82
file:///C:/Users/Administrator/Desktop/10.1.1.83
file:///C:/Users/Administrator/Desktop/10.1.1.84
file:///C:/Users/Administrator/Desktop/10.1.1.91
file:///C:/Users/Administrator/Desktop/10.1.1.92
file:///C:/Users/Administrator/Desktop/10.1.1.93
file:///C:/Users/Administrator/Desktop/10.1.1.94
file:///C:/Users/Administrator/Desktop/10.1.1.220
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VM Access Details Physical Server Username Password
legacy-app SRV-3 root Cisco!123
aci-app-1 SRV-3 root Cisco!123
db-1 SRV-5 root Cisco!123

db-2 SRV-5 root Cisco!123
aci-web-1 SRV-5 root Cisco!123
dev-db-1 SRV-5 root Cisco!123
db-cache-1 SRV-3 root Cisco!123
automation-vm SRV-+4 ccie Cisco!123
Mgmt-PC SRV-+4 admin Cisco!123
vCenter SRV-4 candidate@cisco.com Cisco!123
vND-NDFC SRV-1 admin Cisco!123

Note:

The GUI for the APIC,NDFC,UCS-M,and vCenter

Mgmt-PC.

SSH/console sessions to all lab devices can be accessed from MTPuTTY on the
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Vlans:

EE N
50 EPG:DB-EPG

55 EPG:DEV-DB-EPG

57 EPG:WEB-EPG

60 EPG:DB-EPG

99 LEGACY-DIAG-ARP;EPG:LEGACY-DIAG
460 lexternal_gateways

630 backup_controller

631 backup_media_server

632 ishared_mysql

633 istaging_frontend

634 prod_frontend

635 isnmp_pollers

1460 DC2-N7K-1:external_gateways
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Storage Objects:

Storage Obilts Vlans

Boot LUN ID 0

Fabric A zone name zone50

Fabric B zone name zone60

Zoneset names zoneset50/zoneset60
UCS FCoE VLAN for VSAN 50 50

UCS FCoE VLAN for VSAN 60 60
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ACI Configuration

Fabric Name DC2-ACI-POD1
Fabric ID 1

Intra VLAN ID 3967

BD Multicast(GIPO) 255.0.0.0/15
Internal TEP Pool (POD-1) 11.0.0.0/16
Internal TEP Pool(POD-2) 12.0.0.0/16
External TEP Pool(POD-1) 172.16.11.0/24
External TEP Pool(POD-2) 172.16.12.0/24
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Introduction

Welcome to the Xander Company!

Read the Guidelines, documents, and resources before you proceed to the next
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Section-1 Exam Scenario.

1.1:S1 Exam Scenario

1.2:Layer-2 Switching
Configure the Layer 2 connectivity for DC1-N7K-1 and DC1-N7K2 which have been imported into
theEnhanced Classic LAN fabric named LEGACY-DC
® All configuration must be done with Cisco Nexus Dashboard Fabric Controller(NDFC)
® N7Ks must be configured to have always the highest chances of becoming the
spanning-tree topology roots.
® Ensure that you are using the appropriate interface options for interconnecting different
switches.
® Configure a back-to-back vPC toward the N5K-1 and N5K-2:
m  All four links drawn into the topology must be used.
B Ensure that DC1-N7K-1 and DC1-N7K-2 will disable the link if a better BPDU is
receivedfrom that vPC.
€ For this,you can use the freeform section inside the interface policy.Mind the
indentation.
B Port-Channel and vPC IDs on both switches must be 101.
B Configuration on both Nexus 5000 is already deployed;you must not edit
anyconfiguration on those devices.
® Configure a back-to-back vPC toward the vPC border gateways DC1-N9K-BGW1 and
DC1-N9K-BGW2 imported into the VXLAN EVPN fabric named LEGACY-DC_GATEWAY:
®  Only four links must be used for this vPC.DO not include DC1-N7K-1 Eth4/6 and
DC1-N7K-2 Eth 4/14 because they will be used later for a different task.
B Ensure that the N7Ks will disable the link if a better BPDU is received from that vPC.
€ For this, you can use the freeform section inside the interface policy.Mind the
indentation.

B Port-Channel and vPC IDs on both switches must be 201.

www.passccielab.com All rights reserved Created by robbis -11-



CCIE Data Center v3.1 Real Labs DOO Module Lab1

B Configuration on both vPC BGWs is already deployed;you must not edit the relevant
vPCinterface policy.
®  Attach all the network defined in the fabric to vPC 101.

® Recalculate and deploy the LEGACY-DC fabric.

At this stage,both vPCs should be up.The spanning tree must report allVLANS attached to

vPC101 as Desg.

www.passccielab.com All rights reserved Created by robbis -12-



CCIE Data Center v3.1 Real Labs DOO Module Lab1

Solutions

‘eisco  Nexus Dashboard Fabric Controfler

(® Services roguired for this pag are not rosponding. This may bo because they are starting of rostarting. A refrosh after a short wait may fix the prablem.

= Fabric Controller

# Dashboard

Topology
3 Topology
Looarn More
2 LAN Data Canter
2 Sertings View A Searoh by Auribuies

1 Operations

[-T-Tolu[x
Operation | Configuration

| Hiorarchical
@ ‘eaty
@ werning
@ Minar
@® Malor
@ Grdcal Edz Fabric
e External-Edge ISN LEGA( &™  LEGACY-..ATEWAY
Rocalcaiate and Dapioy
Mora

€ 5 @ ©Notsecure hitps//10.1.1.220/appcenter/cisco/ndic/ui/topology

Fabric Overview - LEGACY-DC

verview Switches Links Intorfaces Intorfnce Groups Policies Notworks VAFs  Event Analytics History  Resources

Fabic Info Event Anslytics Switches Configuration Maco >
EGA: DC
2
. 2
Mnor [ re—-— Ly
Switchos
2 3 L] 2 L] 2 -

Networks/Vrfs Interfaces. Reoorts

v Nexus Dashboard Fabric Contre X a7

<« C © Not secure  hitps//10.1.1.220/appcenter/cisco/ndfc/ui/topology

Edit Fabric : LEGACY-DC

LEGACY-DC

Pick Fabric

Enhanced Classic LAN >

General Parameters ~ Spanning Tree VvPC Protocols Advanced Resources Manageability Bootstrap Configuration Backup  Flow Monitor

Spanning Tree Root Bridge Protocol

rpvst+ P101020l 10 be used for configuring Root Bridgu: rpvsts: Rapd-Rer-VLAN Spanring Troe, st Mullipia

Spanning Trae, unmanaged [dsfautt: STR Root nol managed by NOFC. Note: Spanning Tree Suttings and

Bridge Configs are applcable at Aggregation layes ocdy

Spanning Tree VLAN Range*

‘1—3967 :[ J Vi@ 1unge, Cxample: 1,3-57,8-T1, Default is 1-3987 Ipiicable only for Aggregation devices)

MST Instance Range

‘ MST instance range, Examplo: 0-3,5,7-9, Dafault is O [Applicabla only for Aggregation dovices)

Spanning Tree Bridge Priority

{ 16384 Bridge priorlty for the sparning bee in Increments of 4098 (Applicable only lor Aggregation devices)
»anning Tree r

‘ ” St Uhe amiber of peconds Listwanen gereration of config bpdki. defaull is 2 (Apglicable only for Aggregatios
2
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€ > C  ANotseawre dclccierack i 5 N & @

¥ Nexus Dashboard Fabric Contr X+ S-S
M A RS AEa aas

€ > C  ©Notsecure hitps//10.1.1.220/appcenter/cisco/ndfc/ui/topology. Q K @ Vefyitsyu i

Edit Fabric : LESACY-DC ?2 — X

‘Spanning Troo Root Bridgo Protocol

(ot 0 s s e
[N ———

Spancing Trea VLAN Rango®

(13087 ] e 2522

MST Instanca Rango

il s

‘Spanning Troo Bridgo Priority

‘Spanaing Troo Hello Intorval

P )i

‘Spanning Troa Forwara Dalay
(s

)

‘Spanning Troo Max Age Intarval
(= )

Spanning Troo Pathcost Mothod
short v)

€ > C  ©Notsecure hitps//10.1.1.220/appcenter/cisco/ndfc/ui/topology a % @ veit

A

Warning

Picase perform “Rocalculato and Doploy, if thero are any switches i the fabric prior to "Deploy”

-1

v Nexws Dasiboaed Fabric Cont: X + “ e S
€ > C O Notsecure hitps//10.1.1. pology aQ QU&T’N
Fabric Overview - LEGACY-DC =By o?7 — X
it Fabric

Overview Switches Links Interfaces Interface Groups Policies Networks VRFs Event Analytics History Resources 0 Ad Switches.

Fabric Info Evont Anatytics. Swntches Configuration Nore >

Name Fabric Type

LEGACY-DC Enhanced Classic LAN

Fabrie Tochnology

A, L
Claalc LAN o  turang2
« vee 2) { 7
Fabric Hoolth Mods Duployment Status
U Mo @ Maniged.
Switchos
Switch Hosth Swich Roles Swtch Hardwars ertion Swich Softworo Varsion
o2 u soegusn 2 N w 730012
Natworks/Vrfs Intorfaces u Reworts
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Nexus Dashboard Fabric Controier 20

(® Services required for this paga ara not responding. This may bo bocauise they are starting or restarting. A rafresh after 3 shoct wait may fix the protlem

= Fabric Controller (4] 7]
# Deshboard
Topology
3 Topology
Leam Moro
= Data Center
© Setiings o N iyt

i GI=[To[u]o

Opecation | Cosfiguration

(THoraeencot

@ Hoaitny
@ Waning
@ Mnor
@ Moo .
Critical Ontssas View
° External-Edge ISN LEGAC [ LEGACY-.. ATEWAY
@ M eet [pro
M| s
Recalcuiste snd Casloy i
o Config deployment has boon
riggored
Fabric Overview - LEGACY-DC 2?2 —>
Overviow Switches Links| Intorfaces Intorface Groups Policies Networks VRFs EventAnalytics History Resources
it by atrbutes
Admin Oper. Intorface Port Cioetafgtocioct
() Davice Name Interface stat) S Reason Policies OverlayNetwork  Sync Status orup chonnatip PC1 Spaed — @ .
[J ociI-N7K1 mgmt0 o ™ up ok int_mgmt NA @ -sync. 160 Edit
Nomnaize
(] ocHN7K Viant Yoo L Down NA Na o 106
(] ocin7Kt VIan600 tup o ok int.vian N @ syne 160
() ocink VIan2000 ruop e ok NA monitoring vrf o 160
PEER-
) ocr1N7k1 V122001 T up e ok NA KEEPALIVE o 160 i
O oct-N7k-1 Port-channclS00 o up o ok int_vpe_peor_link_po NA @ o-syne 3000 Shutdow
More >
[ oc1-N7k1 Ethemet3/1 T N up ok int.vpc_peer_link_po_member_11.1 NA @ in-sync. 500 1066 9216 trunk
>
44 tems found Rows per page | SO 1

N Nexus Dashboard Fabric Contrc X a9
« > C © Not secure  hitpsi//10.1.1.220/appcenter/cisco/ndfc/ui/topology

Create Interface

Type*
[ virtual Port Channal (vPC) =

Selact a vPC pair®
| octN7K2--DCI-NTKC 1 |

vPC ID* @

[ 101

Policy*

int_vpc_trunk_host >

Policy Options

X

\
[ 101 Pegr-1 VG port-charmel number (Min:1, Ma:4098)

Peer-1 Port-Channel ID*

Peer-2 Port-Channel ID*

‘ 101 Peer-2 VPC port-channel number (Min:1, Mox:4096)
En: Config Mirroring
G I evabied, Pees-1 conlig will be copied (0 Pees-2
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Type*

| virtual Port Channel (vPC)

Select a vRC pairt

[ DC1-N7K-2---DC1-N7K-1

VPC ID*

[ 101

Policy*

int_vpc_trunk_nost >

Policy Options

Peer-1Port-Channel ID*

[ 101

Peer-2 Port-Channel ID*

101

Enable Gonfig Mirroring

Peer-1Member Interfaces

[ eth3/12-13

Peer-2 Member Interfaces

[(oth3jas

Port Channel Mode®

[t

Enable BPOU Guard*

[ falso

Enoble Port Type Fast®

Mru*
| umoo

=

Peer-1 Member Interfaces

Pear-1VRC pori-chanel namber (e, Max-4096)

Peer-2 VBC port-charrasl mambrer (b, Aene 4028

% ensbled, Peer-1 config wil be copizd 1o Fiees

1B OF marber eerfaces for Peat-] o.0. /507 &

st of tnernber Irnortaces for Pear-2 o..o1/8 eth

Ghanme! mode optis: on, acirve 210 pessive

Enable spanng-lree bpAUgUard: e eriable; talse="disabie:

et 1o detault settos”

Enable spannng-tree edge port behavor

MTU for the Pon Oviswt

[ oth3/12-13

Peer-2 Member Interfaces

[Tatnsja-s

Port Channel Mode*

[ active

<

Enable BPOU Guard*

L falso

Enable Port Type Fast*

MTU*

[(1emeo 7
SPEED

[ Ao v

Peer-1 Trunk Allowed Viens®

[ none

Poer-2 Trunk Allowed Vlans*

[ lnone

Poer-1 Native Vian

Create Interface

py PO Description

[m]

Enable COP

Port Duplex Mode

4 17900 | Arcaunt avmiras an 21Nar28

A5t of smermber icrfaces for Pesi-1fe.g 15 et7-]
AVt of smerber srtaces for Pear=2 (6.0, e US.e6n/7-9]

Channel rode optisess o, sctive a3d pessire

Enable sparig-tree bpduguards e enable tase="dsalie., f0="rebm 10 defaull secirgs’

Enabie spanniog-iree edge port behavior

WTU for the o G
Pofl Channel Spead

O

Allowred wafoes: b0, "2, of vian ranges (s | 300500 2000, 1600

Allowed vaiues: b, ‘af, or vian ranges (ex: 1-200,500-2000,1000]

Set native VLAN for Peor-1 VEC port-chamel

Posc-1 PO Dosc . Peer2 PO

Desc loPoer-2memoers

Enati COP o rarmtr ntarfaces

auto

Disable LACP Suspend-individual

Enable LACP vPC-convergence

LACP Port Priority

1 disaied, 500 wil o

~ ] contao e i aponnoce

LAGP 8PDU from e pess sorts in 70 port<nanel

Eravie lacp corsergance for ¥PE port-chamsds

[ 32768

LACP Timer Rate

[ normal

14653355 Sot LACP porl aioity on marb mtorfaces, dofast 5 32768

<)

Peer-1 PO Freeform Config

Second), ato s 5oL e menor

actaces, dofacit s novnat

spanning-tree guard root

‘Agaien OU for Puce-1 VPG sort-chanvel

Peer-2 PO Freeform Config

spanning-tree guard foot
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£N30l0 LAGH ¥MG-convergance
e aco canveraance forv@C st chareun
LACP Port Priority

32768 11855355 e LACD o el o b liefacss, Bale 1 32108

Poor-1 PO Froaform Conflg

St e ane o ~supoorian faale

socona), o, o o

spanning-1rae guord 1001

[T p——

Peer-2 PO Froeform Config

spanning-ree guard 1001

Awtonat U o1 Por-2 O po-<harnss

Note: use 2 x spaces before spanning-tree guard root (normal indentation)

O

) Nexus Dashboard Fabric Contre - X 4 = o
€« > C © Notsecure  https://10.1.1.220/appcenter/cisco/ndfc/ui/topology

Fabric Overview - LEGACY-DC

Overview Switches Links Intorfaces Interface Groups Pollcles Networks VRFs EventAnalytics History Resources

Fitor by attrbutos

Admin opor. Interface  Port

() Dovice Neme Interface Status Sl Reason Policies Overlay Network  Sync Status Group Chonnelip  YPC1d Speed

[0 0C1:N7K-2~0C1-N7K-1 vPC101 Not discovored intLvpe_trunk_host NA ona Eoit
Normoizo

O octNnK momto up up ok int_mgmt NA 1Go fori
Multi-Attach

0CT-N7K1 Viant  Down 4 down Na Na 166

Muiti-Dotach

O ocinka Vian600 rup T ok intvian NA 160 Provioy

[ ocinx1 V1an2000 o o ok NA monitoring_vrt 1Go { Deplo

PEER-

O oci-nk Vian2001 rup tup o NA = | om 166 ¢

0 ok Port-channol10 T 1o ok inLvpe_trunk_po.11.1 NA @ sy 2060 { More

) ocr1nKk1 Port-channel500 1 up up ok intype_peer_link_po NA @ n-sync 3066 9216 trunk
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o Nexus Dashboard Fabric Contre X +

« - C © Notsecure hitps://10.1.1.220/appcenter/cisco/ndfc/ui/topology

Create Interface

Type*

(virtua\ Port Channel (vPC) v

Select a vPC pair*
[ DC1-N7K-2---DC1-N7K-1 V]

VPC ID*
ED )

Policy*

int_vpc_trunk_host >

Policy Options

Peer-1 Port-Channel ID*

{ 201 J Peer-1 WPC port-channel rambzer (Mn2, Max4098)

P_:a_er—Z Port-Channel ID*

[ 20 J Pwer-2WPC port-channel nuenber (-t Max-4058)

Enable Config Mirroring
it enabled, Peer-1 config will be copled to Pew-2

Peer-1 Member Interfaces

[ } A B2l of member inberfaces for Peer-1 [e.g. €1/5,617-9]

Peer-1Port-Channel ID*

201 } Peer-1VPC port-channel number (Min:1, Mex:4096)

Peer-2 Port-Channel ID*

201 } Peer-2 VPC port-channel oumber (Min:1, Mex£096)

Enable Config Mirroring

If enabled, Peer-1 config wi bt copled to Prer-2

Peer-1 Member Interfaces

| etha/15-16 J A list of mernber interfaces for Peer-1 le.g. l/5,eli/7-9] @

Peer-2 Member Interfaces

[ eth4/7-8 ] Alist of member interfaces foe Pees2 [e.g. e1/5,eth1i7-9]

Port Channel Mode*

active v J Chanriel mode aptions: on, aclive snd passive

Enable BPDU Guard*

[ false ~ } Enable spanning-Tre ¢ bpduguard: Liue="enable’, false="disable’, no='return Lo defauk setlings”

Enable Port Type Fast*
Enable spanning-Ure e €Gge port belhavior

MTU*

1 jumbo v W MTU for the Port Chansel
SPEED fa W e

_Auto 7‘7 Port Channel Speed

+ 120%  Account exnires on 31-Dec-25  Document: nev
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v Nexus Dashboard Fabric Contr: X+

« > ¢ © Notsecure  htps://10.1.1.220/appcenter/cisco/ndfc/ui/topology

Create Interface

Copy PO Description
R p—

ek

D 1o Pesr-2mambers

Peer-1PO Froeform Co

spanning-tree guard root

Fresform

Spanning-troe guard root

Nexus Dashboard Fabric Contic X =

> @ @ Notsecure hitps//10.1.1.220/appcenter/cisco/ndfc/ui/topology

aploy interfaces configuration

marars Pus-260

- o
Q % Verify it's you
P
2 P VPC et
Sove
e o

Config preview oc
@or by atinkubos

Fabric Name Dovice Nemo Intortace Admin Status Operation Status. Running Config Ponding Contig Expectod Config

LEGACY-DC DC1-N7K2 ¥PC201 1Linos 15 Unes 22Linos J

LEGACY-DC OC1-N7K-1 VPC201 1Linos 15 Lines 22Linos

2 items found

Rowsperpage | 10 v

Note : you can deploy every VPC one by one or just save and do a recalculate and deploy after you

configured both 101 and 201

& O | A Notsecure | del. Jclient/MQBJAHBVC3R W
BTN oo st e e [
€ O O Notsaree | Wipa// 011220 pckntrcuco/ndlchusmenagelian b

Fabric Overviaw - LEGACY-DC

Ovorview  Switchos  Links ~ Intarfacos  Intorface Groups  Policios  Notworks

Adain Oper.

VRFs  Evont Analytios  History Rasourcos

aga swichos

Ancatcutsnn hnd ooy

O

oo >

loertsce Port

(] osvicoNamo Intorface fdoin et Rosson Polcios OvorayNotwork  Syno Siatus e oonatip WCM Spead MTU Mods et VRF Naighbe
O ocrwk2 [ o Lomm  SPnotinseriod  inCurunk host A @50 1060 216 wunk nona
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Session Manager T X  @DCI-N5K-1 @DC1-N5K-2 @ DC1-N7K-1 @ DC1-N7K-2 @ DC1-BGW-1  « DC1-N7K-1 (1)

PC F Tink

eHl+[xPO[X]”

ion name <Alt+)> O] Por status A [ ans Active BD

S | v Sessions

: Fa 10.1.1.220
[a ansible

[a DC1-BGW-1
& DC1-BGW-2
[ DC1-N5K-1
& DC1-N5K-2
[ DC1-N7K-1
(8 DC1-N7K-2
B8 DC2-N7K-1

(58 DC2-NOK-1 : T
8 DC2-N9K-2 1 (config)# show running-config interface port-channel

&g ndfc 'C S running ) interface port-channel101

)p1(1)

t-channel101
itchport mode trunk
itchport trunk
tree bpdu
panning-tree guard root

running-config interface port

cEl+ %X~
Filter by folder/session name <Alt+|> ﬂ conf
Per

Sessions

8 10.1.1.220
& ansible

& DC1-BGW-1
& DC1-BGW-2
& DC1-N5K-1

8085888 BAIY
<

101

Session Manager 2 X  @DCI-N5K-1 @ DC1-N5K-2 @ DC1-N7K-1 @ DC1-N7K-2 @ DC1-BGW-1 & DC1-N7

& DC1-N5K-2 | Aut : enabled (timeout
2 -~ ¥

[ DC1-N7K-1 operational Lay
GS'\ DC1-N7K-2 1solation
& DC2-N7K-1 iPE PaerL

& DC2-N7K-IPN
[ DC2-NoK-1
& DC2-N9K-2
(& ndfc

N Nexus Dashboard Fabric Contr X+
€« C @ Notsecure  hitpsi//10.1.1.220/appcenter/cisco/ndfc/ui/topology

Fabric Overview - LEGACY-DC

Overview Switches Links Interfaces Intorface Groups Policles ~ Networks = VRFs EvontAnalytics History Resources

Notwork Namo VRF Namo 1Pva ’ N VLANID
'@ bockun.media_sorvr . < “ NalEO
@/ shereo_mysar NA A 632
@ backup_controter NA ™ 630
snmp_pollors NA 17216.36./24 NA 635
[ oxtomal_gatoways NA NA 460
prod._frontend NA NA 6
staging_frontend NA NA 6
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€ > C  AnNotsecure dcl.ccierack.rentals:180/#/client/MQBJAHBvC3RncmVzeWw. g s 0
v Nexus Dashboard Fabric Contr X+ - 8 X
« > C © Notsecure  htps//10.1.1.220/appcenter/cisco/ndfc/ui/topology O H
Multi-Attach of Networks X

o ® ©®

Solect Switchas Soloct ntorfacos Summary

Saloct Switchos to atach all Sooctod Natworks (7)

Total No. of Attachment :7
Fitar by atviutas

() switen 1P Address. Serial Number Model Number Role VRC Poor Peer 1P

oCTNTK 10171 MATZAACAADET . cr00a aggrogation oo1NK2 101172 JAFIZ24ACAROCT-NTK-2 N7K-C7008
v Nexus Dashboard Fabric Contr X+

& > C  © Notsecure hitps//10.1,1.220/appcenter/cisco/ndfc/ui/topology
Multi-Attach of Networks

o— ——— ®

Select Switches Select Interfaces Summary

Select Interfaces

Filter by aftributes @

Network Name Switch Name Peer SwitchName ~ ToR Switches Interfaces List O Action

backup_media_server DCT-N7K-1 OCI-N7K-2 [ J
prod_frontend OCI-N7K-1 DCI-N7K:2 ]
[ oxtemalgateways  DCI-N7K-1 DCI-N7K-2 L }
staging_frontond  OC1-N7K-1 DCI-N7K-2 [
shared_mysal OC1-N7K-1 OCI-N7K-2 [77 - 7}
backup_controfler  DC1-N7K-1 DCI-N7K-2 | [ 7]
snmp_poliers 0CI-N7K-1 DCI-NTK-2 ( |
¥ Nexus Dashboard Fabric Contr X + - o
€ 5 G ©Notsecure hitps://10.1.1.220/appcenter/cisco/ndfc/ui/topology Q¥

Select Interfaces of DC1-N7K-1,0C1-N7K-2 & backup_media_server .

Fiter by atributes

[ ntortacorports SwitchNomo ‘Channel Number PortType Port Doscription Neighbor Info
Fort-channell01 oCIHNTK1 01 ik

) port-channei20n oK 200 e

Fortchangerton ocrk2 o1 ok

O portcnannazon ooz Y vk n

0 ethometara oAk Na ke

O ememetsis ocHNTKY Na e

O ethometar7 00N Na ok

[ ethornata/f DCI-N7K-2 NA trunk.

O ethomania oo1AK2 " nk

O emometaris oo Na ok

O eomotan oK A ke

O cthermewss octaK " wunk

[ Ethormatara DCT-N7KA NA trunk

20 oms foung Rowspor pago [ 50 '
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)/ Nexus Dashboard Fabric Contr X + = o X
<« C O Notsecure  bitps//10.1.1.220/appcenter/cisco/ndfc/ui/topology Q @ Verty s you
Multi-Attach of Networks b 4

Seloct Switches Select Intorfaces Summary

Summary

O Deploy Later
(® PrEed to 'l Swatch Dopioy (Rocommended)

O Proceed 1o ngwicual Network Doploy

Cm

v Nexus Dashboard Fabric Contr X =+
<« > @ © Notsecure  httpsi//10.1.1.220/appoenter/cisco/ndfc/ui/topology

Multi-Attach of Networks

o ®

Seloct Switches Seloct Intorfaces mary
Select Intorfaces
Fiftar by attributes
[ Network Name Switch Name Peer Switch Name  ToR Switchos Interfaces List O Action
[) backup_medin_servor DC1-N7K-1 DC1-N7K-2 ; DC1-N7K-1(p0101) DC1-N7K 2(po101)

[J prod_frontond DC1-N7KA DC1-N7K-2 m

[J externalgateways ~ DC1-N7K-1 DC1-N7K-2

(
[[) staging_frontond DC1-N7K-1 DC1-N7K-2 ‘ @ m
[ sharod_mysq DC1-N7K-1 DC1-N7K-2 [
() bockup_controller  DC1-N7K-1 DC1-N7K-2 [ ) m
[ snmp_poliors DC1-N7K-A DC1-N7K-2 |’7 o R

NOTE: pre-config in exam have already mapped some vlans on interfaces 4/12Just add your
PO101 manual on every network, don’t remove existing mapping. Also add po201 at external

gateways.
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v Nexus Dashboard Fabric Contre X a5

« > ¢

© Not secure

hitps://10.1.1.220/appcenter/cisco/ndfc/ui/topology

Multi-Attach of Networks

Select Interfaces

Filter by atiributes.

Select Switches.

/a\

Select Interfaces.

®
s

Summary

[ NetworkNeme ~ SwitchName Peer SwitchName  ToR Switches Interfaces List Action

() backup_media_server DC1-N7K-1 DCI-N7K-2 (D1 N7K 1ipot0) DCT NTK 2(00101) ]
(O prod_frontend DC1-N7K-1 DC1-N7K-2 [ @ QL) m
() oxternal_gateways ~ DC1-N7K-1 DCI-N7K2 B 71
(O staging_frontend  DC1-N7K-1 DCI-N7K2 ] w
[ shared_mysal DCI-N7K-1 DCI-NTK-2 77 ] W
[ backup_controller  DCT-N7K-1 0C1-N7K2 ] [rep—

[ snmp_poliers DCI-N7K-1 DCI-N7K-2 ]

NOTE:Do The same for all NetworkFor external gateways add also PO201 is going to beused in

1.6 question

v Nexus Dashboard Fabric Contr
¢ > € O Notsecure

Multi- Attach of Networks

SaloctIntarfacos

Fitar by atibutes

X #

hitpse//10.1.1.220/appcenter/cisco/ndfc/ui/topology

= o .24

Soloct Switchos

Soloct Interfacos

Select Interfaces

Filter by attributes

Network Name

ﬂ) Networi Namo Interfaces List O

backup_modia_sorvor DCT1-NTK-1 0C1-NTK-2 \ DC1- 7K 1ipa1o1) DE1-NTK-2(pal 01} |
prod_frontond OCINTICT DCI-NTK2 [ Der-N7K-11pa10Y DCT-NTK-2100TON) |
axternol_gatoways  DCI-NTKT DC1-NTK2 [Toer ok ziporon oer Wk Tgoton T J
Staging frontond DCT-NTKE oC1-NTK:2 DCTWK2IpatOn DCTRR g0 |
shared.mysal 01Nk 0C1-N7K2 {-De1 10K 2150161 DCT-NTK-TgoToN )
backup_controller  DC1ZK-1 oc1N7K2 [ oe1-ncaipoion o1 wK 1paton)
snmp_polers oCIATK 0C1N7K2 ;’mmmmmj

Action

Select Switches

- a X
Q ¥ @ Verifyitsyou
o X
©)
Summary
Cancot | (Previous ) ()
= !
Select Interfaces
Action

Interfaces List O

prod_frontend

shared_mysaql

snmp_pollers

OO0 000 [ED

external_gateways

staging_frontend

backup_controller

backup_media_server DC1-N7K-1

Switch Name Peer SwitchName  ToR Switches
DC1-N7K-2

DC1-N7K-1 DC1-N7K-2

DC1-N7K-1 DC1-N7K-2

DC1-N7K-1 DC1-N7K-2

DC1-N7K-1 DC1-N7K-2

DC1-N7K-1 DC1-N7K-2

DC1-N7K-1 DC1-N7K-2

| DC1-N7K-1(po101) DC1-N7K 2(po101)

| DC1-N7K-2(po101) DC1-N7K-1(po101)

{ DC1N7K-2(po101) DC1-N7K-1(po101)

‘ DC1-N7K-2(po101) DC1-N7K-1(po101)

| DC1-N7K-2{po101) DC1-N7K-1(po101)

‘ DC1-N7K-2(po101) DC1-N7K-1(po101)
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>

ks

@
Select Switches Select Interfaces
Select Interfaces
Filter by altibutos
D Network Name Switch Name Peer Switch Name  ToR Switches Interfaces List © Action
D backup_media_server DC1-N7K-1 DC1-N7K-2 [ DC1-N7K-1(p0101) DC1-N7K-2{po101) ] View Interfaces
() snmp_poiler DC1-N7K-1 DC1-N7K-2 C1-N7K-1(po101) DC1-N7K-2(po101) ]
(] extemal.gateviays  DCI-N7K-1 DCI-N7K-2 LDC1-N7K—1(po101,p0201] DCI-N7K-2(po101,p020 ]
[ staging_frontend  DC1-N7K-1 DC1-N7K-2 [DC1-N7K-1(po1o1) DC1-N7K-2(po101) ] ‘
(J shared_mysal DCI-N7K-1 DCI-N7K-2 DC1-N7K-1(po101) DCI-N7K-2(po101)
() staging_controller  DC1-N7K-1 DC1-N7K-2 [ DC1-N7K-1(po101) DC1-N7K-2(po101) ]
D backup_controller DC1-N7K-1 DC1-N7K-2 [ DC1-N7K-1(p0101) DC1-N7K-2{po101) ]
@ =& o
Sedoct Swilchos. Seloct Inorfacos Summary
Summary
Networks Selected Devices Selected Network Attachments Device Interface Association Device Interface De-Ass
7 i i ]
QO Depioy Later

(@ Proesed 10 Full Switch Depisy[Recommended)

O Procsed 1o Ingiidual Network Depioy

St Scnas —— Sy
Summary
= ? o o
O
@ rossasior o
o  ow
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Deploy Configuration - LEGACY-DC

Config Proview Doplay P

Suitoh Nome 1 Address Rolo Serial Nomber Fabrio Status. Pending

Statas Dascription Prograss Resyno Switch

o012 101172 IAFI724ACARDCI-NTK 2 @ouorsme 35 Usas

oCTNTKT 101171 agerogatior IAF1720ACAROCT-NIK @ ouorsme 3atines Out-of-Sync —_— Rooyna

-]

verification

~Jdomaing

7 and BDa

al Laye
olation

link scacus

ive vlans

Check on both 7k to see po101 and po201 active vlans and status
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(-2§ show

—domaa
and BDa

onal

—isolatic

Po500

status
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Viena

—24

e interface port

esqg ¥FWD

FWD

intey

interface

De=g
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1.3:VXLAN EVPN Shared Borders.

The DC-2 Nexus 9000s must provide Layer 2(with BUM flooding)and Layer 3 extensions to the

entire Multi-Site domain. They must operate as VPC External VTEPs and not as border gateways.

® Create a new data center VXLAN EVPN fabric and name it SHARED-BORDERS
H  Use Autonomous System 65058.
B Do not change any resource pool (subnets/VLANs/VNIs).
B Optional: Ensure that devices will not be reloaded when imported; this might save you
a few minutes.
® Import the devices using their management IP.
® Define the role of each switch and create a vPC domain between them.
® Create a vPC interface that will connect toward DC2-N7K-1.
B Port-Channel and vPC IDs on both shared borders must be 301.
E  Only DC2-N9K-1/2 Eth 1/1 must be used for this vPC.Eth1/2 will be used for a
differenttask.
B Ensure that you are using the appropriate interface options for interconnecting
differentswitches.
m  vPCis already configured on the other side.
® Recalculate and deploy.
°
SOLUTION:

= Fabric Controller

www.passccielab.com All rights reserved Created by robbis -28 -
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vV Nexus Dashboard Fabric Contre X +

& = Q @ Notsecure  hitpsi//10.1.1.220/appcenter/cisco/ndfc/ui/topology

Create Fabric

Fabric Name @

oA

Pick a Fabric

%P

b  Nexus Dashboard Fabric Contr X o

€ > C © Notsecure  https://10.1.1.2

\/topology

Select Type of Fabric

[Q Search Type of Fabric

Fabric for 2 VXLA

Enhanced Classic LAN
i y automazed 3-tor Clflygic LAN deploy;
and 7000 switches

Campus VXLAN EVPN
Fabricor a VAN
30d Nexus 8000 switches.

BGP Fabric
Fabric for an ¢BGP. with Nexus
prionally VKLAN EVPN on top of 1he

Custom Network:
Fabdric for flexi At 5 mix of N

Fabric Group.
Domein that can contain Cahanced Classic LAN. Classic LAN, and Extarnal

Connectvity Network fabrics. =
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v Nexus Dashboard Fabric Contre X +

<« > C © Notsecure  hitps://10.1.1.220/appcenter/cisco/ndfc/ui/topology

Create Fabric

Fabric Name
[ SHARED-BORDERS

Pick Fabric
Data Center VXLAN EVPN >

General Parameters  Replication vPC  Protocols  Atvanced Resourcns@mnaqeablmy Bootstrap  Configuration Backup  Flow Monitor

BGP ASN*
65058 1-4294987285 | 1-85515(0-85535] It it a good oractice to have a unigut ASN for aech Felprk:

Enable IPv6 Underlay
1 f108 rsabied, IPv4 wmumr%ma

Enable IPy6 Link-Local Address
If fics ecssbled, Spine-Leal interfaces will use globol IPv6 oddresses

Fabric Interface Numbering*
[ p2p JJ brvediPo ) ar L

N7 Nexus Dashboard Fabric Contrc X +

&« = &) © Notsecure  htps://10.1.1.220/appcenter/cisco/ndfc/uiftopology

Create Fabric

Fabric Name
SHARED-BORDERS

Pick Fabric

Data Center VXLAN EVPN >

General Parameters  Replication vPC Protocols Advanced Resources Manageabidity Bootstrap Configuration Backup  Flow Monitor

Replication Mode* {I‘_r?
[ Ingress ~ Repication Mode for DUM T

Multicast Group Subnet
[ AAiicast pool prefix between 8 10 30, A rsiticast group 1P from Ibis paol Is Lsed for QUM 1reTic for each

o Gveriey meTnerk,

Enable Tenant Routed Multicast (TRM)
Fex Ovextuy Muiticast Supooelin VXLAN Fabrics

Default MDT Address for TRM VRFs B
| | Defaut Untetay hasticast grsp P assignea for et} overtay VRS
)

Rondezvous-Points

| 3 .00t Nurnoe of sphsers acting @i Reveiervous -Foinl, (R9)
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& Nexus Dashboard Fabric Contrc X a5

« > C © Not secure  hitps://10.1.1.220/appcenter/cisco/ndfc/uiftopology

Create Fabric

Fabric Name
l SHARED-BORDERS

Pick Fabric
Data Center VXLAN EVPN »

General Parameters  Replication vPC Protocols Advanced Resources Manageability Bootstrap Configuration Backup Flow Monitor

VRF Templatet
Defauit_VRF_Universal | ootatovertey VAR Terplote For Laats

Networle Template*

[ Default_Network_Universal ‘ Defeull Overlay Network Template For Leals @
VRF Extenslon Template*
[ Default_VRF_Extension_Universal v 1 Ditaui Overlay VAF Terplale For Borders
)

Network Extension Template”
[ Default_Network_Extension_Universal v J Defauil Overlsy Network Terolatie For Borders
Overlay Mode

cli v ] R /Network cocfiguretion wsing corlig-piafte o¢ OLI

Enable Private VLAN (PVLAN)
—_

7 Nexus Dashboard Fabric Contr: X P
« > C © Not secure  hitps://10.1.1.220/appcenter/cisco/ndfc/ui/topology

Create Fabric

Unshut Host Interfaces by Default

Power Supply Mode®
[ ps-redundant ¢] Defaut Power Supply Mode For The Fabic

CoPP Profile*

[ moderate v J Fabric Wide CoPP Puicy. Oustomlzed CoPP policy should be poovided whes ‘manzd’ is selected

VTEP HoldDown Time
[ 180 J NVE Source Iteface HokiDosn Tie (M1, MaxI500) i seconds

Brownfield Overlay Network Name Format
[ Auto_Net_VNISSVNISS_VLANSSVLAN_IDES ] Generated neboork faffe should e < 82 chafacters.

Skip Overlay Network Interface Attachiments
Enatée 10 skip overlay etwork intarface atiachments for Drawnfeld and Host Port Resync cases

Enablo COP for Bootstrapped Switch
Eraie COP on rranagerment inter face:

Enable VXLAN OAM
Enable Ifve Nex! Gereralion [NG) OAM tealuce fur all switches I the fabric (o aid In trouble-shoodng VXLAN

EVPN fabrica

Enablo Tenant DHCP

Enable NX-A

e 1 (TTOS N A
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v Nexus Dashboard Fabric Contr~ X+ = =] %3

« <} © Not secura  babypsr//10.1.1.220/appcenter/cisco/ndfc/ui/topology aQ ¥ ) Verify it's you

Creste Fabric 7 D8 |
(o) e s 1 1 00 Ol e e o it i e
Enablo NDFC s Trap Host

Cortoue NG 1t o B i
Anycast Bovoor Gatawsy advartise-pip
(] To o Ayt Dosr Gty 84 5VTES)Chit on A0 e YocscnCorty
Giuwiatd Cloarup Optlon®
[nable
oeon Tim (P77
PTP Souica Loogibsck 1d
—
PTP Dormain
i et TP Cock ARG 0 Sk ek (i, s 7
nalo MPLS Hardo
Undarlny MBLS Loophneic g
Nexus Dashboard Fabric Contr X+ - 8 X
> G © Not secure  httpsi//10.1.1.220/appcenter/cisco/ndfc/ui/topology QU %

“reate Fabric ? X l
m] e S8 coton cPER.erable <PBR il enable g, sender o0 e feotues 0 U s .
Enablo Strict Config Complancs |
Enablo AAA IP Authorizatio

Sl . b  Acorsion's st D AV St
Enabla NDFC 35 Trap Hos
ot NOFC 5 e for SR i
Anyeast Border Gateway ;i
Greenfleld Cleanup Option®
[ Enablo 7] a0 s oo contgurtion sithos o ren resrvscortpeno
Enable Precision Time Protocol (PTP)
PTP Source Loopback 1d
( e, Macto2)
PTP Domain Id @
( i
Enablo MPLS Handoft
Undorlay MPLS Loopback I

@ Nexus Dashboard Fabric Control

= Fabric Controller

# Dashbosrd
Topology

1 Topology
Leam More

=N

= Data Center

Sottings
s 8 View A Searoh by Atiibutes

it Gz Telal®

[THiorarcnicat <)
@ Hoatny

‘SHARED-BORDERS

e External-Edge ISN LEGACY-DC  LEGACY-..ATEWAY' SHARED..RDERS

i m

@ waming
i O
® Maor

°

L]
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. Nexus Dashboard Fabric Contr X+ - ¢
& c © Notsecure  https//10.1.1.220/appcenter/cisco/ndfc/ui/topology QL &
Nexus Dashboard Fabric Controller

= Fabric Controller

# Dashboord
Topology
ot Topology
Learn More
B Data Contor
Settings.
2 2 View A Search by Atruies EC

i

[(Operation | contiguration

Hiorarchical
@ Hoaitny
® Worning
@ Minor
® Major Detaried View
Critical
b External-Edge ISN LEGACY-DC LEGACY-...ATEWAY SHAR| EdtFabro
oM Add Swechos
O WL
Nore
¥ Nexus Dashboard Fabric Cont: X 4 = o
<« C O Notsecure hiipi//10.1.1.220/appcenter/cisco/ndfc/ui/topology Q Verify it's you
Fabric Overview - SHARED-BORDERS = 0"

Overview| Switches Links Intorfaces Interfoce Groups  Policles Networks VRFs Services EvontAnalytics History Resources

[ switeh 1P Adeross Rolo SorialNumbar  Mode Contig Status. OporSiatus  Discovery Status  Model VPC Role VPCPeor Softwaro Version
@ Nscovory >
@ v Nexus Dashbosrd Fabric Contre X+ - 8 x
& > C  © Notseure https//10.1.1.220/appcenter/cisco/ndfc/ui/topology aQ %
Add Switches - Fabric: SHARED-BORDERS DX
Switch Addition Mechanism®
(@ Discover

Seed Switch Detalls

101193-94

@ ©x 22220°0r'101010.40-60" or 22220,
22228

Jthertica

Ciscon23

Mox Hops® (0] ‘ot o8 ncivicusl Gevice wete crsders

(@ Unchocking this willcloan up tho corfiguration on switchies)
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v Nexus Dashboard Fabric Contr X+ - 6 X
€ 5> C  ©Notsecure hitpx//10.1.1.220/appcenter/cisco/ndfc/ui/topology @ H
Add Switches - Fabric: SHARED-BORDERS ? X
€ Back o
Discovery Results
Fiber by tvibutes
B switchName Serlal Number 1P Address. Model Version Status Progross
| 101190 101199 cisco WS-C4948E 15204)€8, @ s\Mpva Timoout
002-NOK1 £0022290C08 101198 NoK-Co3108TC-EX 238) @ Monogeavie
0C1-80W-1 FDO24080AGN 101191 NK-CO3108TC-EX 236 @ Aroody Managed in LEOACY-OC.OATEWA)
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1.4:VXLAN EVPN Multi-Site Fabric

It is now time to prepare the MSD parent fabric.Define the new VXLAN EVPN Multi-Site fabric.
® Name it MULTI-SITE-DOMAIN
®  Ensure that there will not be any underlay or overlay provisioning from NDFC.

® Leave the default resource ranges.

Step 1:
Login to the https://10.1.1.220 (NDFC)

Create VXLAN EVPN Multi-Site fabric

-éllgzt- Nexus Dashboard W Fabric Controller
= Fabric Controller 0 n
# Dashhoard
Topology
i Topology
Learn More
| ) Data Center
i ECCED View A~ Searchby Attributes
2 Operations. (3 ] ] K [ ps i ™ | ) Add Fabric ]
( Custom Saved @
@ Haalthy
® Vaming
Minor
® Major
@ Critcal ’ =
® SHARED..RDERS
LEGACY-DC LEGACY-...ATEWAY
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Create Fabric
Fabric Name
@ [Mym-snﬂbw ]
Pick a Fabric
Choose Fabric
[Q Saarch Types of Fabric ]
FADMICc Sroup
Caomain that can caontain Enhanced Classic LARN, Classic LAR, and
External Connectivity MNetwoark fabrics.
Classic Lak
Fabric to manage a legacy Classic LAN deployment with Nexus switches.
LAN hMonitor
Fabwric for monitoring Mexus seitches for basic discovery and inventory
management.
| = =
Comain that can cantain mukliple ¥vXLARN EVFMN Fabrics with Layer-2/4
Layer-2 Overlay Extensions and ot r Fabric Types.
rAUIti-Site External Naetwork
Metwork infrastructure attached to Barder Gateways to interconnect
WHLAM EVFER fabrics for Mubhi-Site and Mubi-Cloud deployments.
Extarnal Connectivity Network
Fabric for Core and Edge router deployments with a miz of Nexus and
Mon-Mecus devices.
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Fabric Name

MULTI-SITE-DOMAIN

Pick Fabric
VXLAN EVPN Multi-Site >

General Parameters DCl  Resources Configuration Backup

Multi-Site Overlay IFC Deploymert Method* {m}

Manual

Manual,duta Creerhay EVPN Peering ta Raute Servers, duta Qverkay EVPN Direct
Peering to Barder Gateways

Multi-Site Routs Server List

Multi-Site Raute Sz rver peer ist typically iapback IPaddress an Raute -Server
far Muli-Site EVPN peering with B3Ws), = g.12988.01,12999.0.2

Multi-Site Route Server BGP ASN List

1-4294887205 | 1-8552502-85525), = g. B5CCC, BSCCT

Enable redistribute direct’ on Route Sarvers

Route Sarver [P TAG

Fabric Nama
MULTI-SITE-DOMAIN }

Pick Fabric

VXLAN EVEN Mut-Site >

General ool conl)

Muiti-Site Ovarlay IFC Daploymert Mathod*

Farauto-creatd Multi-Sit= averky IFCsin Raute Srvers. Appicable anlywhen
Mult-Site Overhay IFC Deplagment Methad is Centraiz=d Ta_Route_Server.

Backup

e
Marisl

<

Manusl, st Overly EUPH Pesting 12 Rsule Ser . Auta Ouartay EVPH Direct

Multi-Site Rovte Server List

Multi-Sile Route Server BGP ASN List

Peeizgn

Mk -1z Raste-Server peer it ftypica i loapiack IP addrexsan Raute -3 e
Hor e Site EVFH peedsg with 85Ws), e 9. 1285801,928550.2

Enable Tedistribuie diract’ on Roune Sery

Roug Server IP TAG

Muiti-Site Underlay IFC Ao Deployment Flag

snd-community on Muli-S ite Undarlay IFC

BGP log neighbor change on Mufti-Site Undarlay IFC

BOP BFD on Muiti-Site Underlay IFC
[

Dalay Restora time

-azsaan72ss |1-1559500- 255251, 0.15000,05001

eriny ECsin Boute @

Muli-Site ve ey G Dep lme ot Method is Cesiralzd To_ouse Seevee

Rot ng Sog mmsaiated with Paste Se et P for sedistibase Gmet, Thizizthe P

) usedineBGR v pecsrg

Fara ssa-creand Mo Site Usdarhy FCx

Forauio-created Myni-Bite Uederhy KOs

Forasta-created Uof Site Uedarlay FCx

| 300
L

J Muti-Ste underieya nd awerkry ool plane oo rvecpence Sme (Win:32,

1231000) in secsnds
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1.5:VXLAN EVPN Multi-Site Domain

- gt

=
~ -~ R

-
P 5 N A S &
- ) £1 RS e =
N
7 4 / \ OVERLAY N X N
V.4 N
§ / N 3 \

7 Loopbacko //
i \ /

f < ‘

‘__:% DC2-N9K-1 |

> I

= Ethernet1/48

\
A
[
|
|

Ethernet1/a8

10.100.100.2/30 3 \ ~ 10.100.100.14/30 !

h ... ~. Loopbacki00 | v P

S Y 10.100.100.100/32 v - /
\ UNDERLAY S
\ Tes /
-
1 ~. ; o 550 /
\ Ethernetd/17 I Ethernetarzo ~* ,/
\ 10.100.100.1/30 10.100.100.13/30 .
\\ %
Ethernet4/19 %
Y 10.100.100.9/20 iereci1s Z
N Lt

= 10.100.100.5/30 4
N UNDERLAY N .2

DC2-N7K-IPN
N Ethernet1/48 4

UNDERLAY -
L2 5
J10.100.100.10/30

Sx  Ethernet1/48 =
5 == 10.100.100.6/30
Loopback0

—
i
®

Xandar wants the legacy site and the sHared boarders interconnected via a super-spine

Loopbacko

DC1-N9K-BGW2

device(DC2-N7K-IPN)that is already available despite being managed by a different team. Due to
this, the router cannot be imported into NDFC,but it has already been preconfigured with the four
P2P interfaces connected to the BGW, the loopback that will be used for the route-server
functionality, and the required BGP configurations for underlay and overlay. An empty fabric,
named ISN, which will contain the no discoverable device has already been created in
NDFC.Ensure that you use this fabric as the destination fabric for the Overlay and Underlay
manual policies. When manually creating the inter-site links, ensure that you use the same names
for device and interfaces as the ones you see in the diagram.
® Import the two NDFC VXLAN fabrics and the ISN.

B Apply additional configurations if necessary.
® Manually define underlay and overlay policies/links.
® o Recalculate and deploy individually:

B The MULLTI-SITE-DOMAIN fabric.

B The SHARED-BORDERS fabric.

B The LEGACY-DC_GATEWAY fabric.

® Do not make any configuration changes on the ISN device(DC2-N7K-IPN).
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SOLUTION:

5

Nexus Dashboard Fabric Contr: X o5

c © Notsecure  htps://10.1.1.220/appcenter/cisco/ndfc/ui/lan-fabric/fabrics

= Fabric Controller

# Dashboard

LAN > Fabrics

R0V, Fabrics
B LN Learn More
% Sertings

Filler by attributes

© Operations

Fabric Name Fabric Technology Fabric Type ASN Fabric Health
LEGACY-DC Classic LAN Enhanced Classic LAN 65603  Minor
LEGACY-DC_GATEWAY VXLAN EVPN Data Center VXLAN EVPN 65086 (© heany )
1SN Custom Multi-Site External Network 65027 =
8 External-Edge Custom External Connectivity Network 65502 O Major
SHARED-BORDERS VXLAN EVPN Dats Center VXLAN EVPN 65058 D Monor
XLAN EVPN VXLAN EVEN Mutt-Ste A [0 veniry)

Muulrsne'w

Fabric Overview -

MULTI-SITE-DOMAIN

Overview = Child Fabr Switches Links Interfaces Policies Networks VRFs EventAnalytics

Multi-Site Domain Information

Name

MULTI-SITE-DOMAIN

VXLAN EVPN Multi- Site 0

Q) HEALTHY.

Switches

Switch

Child Fabrics

Mult c CloudSec

® pisabled
Manasi m

Fabrics

Switch Configuration

History Resources

Event Analyt

Alarms

Switch Roles

o 0 ]
Fabric Overview - MULTI-SITE-DOMAIN
Overview _ Child Fabrics Switches Links Interfaces Policies Networks VRFs EventAnalytics History Resources
Fier by atiributes Actions
0 . § it 5 Move Faoffpinto MSD
Fabric Neme Fabric Technology Fabric Type ASN Febric Health |

0 tems found
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