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About This Book

I wrote this book primarily for those of you who want to learn the basics of a
Cisco SD-WAN solution. The first two chapters explain how to set up your local
test environment. You will learn how to install certificates to vBond, vManage,
vSmart, and vEdge and how to set up underlay and Out-of-Band management
network connections. Chapter three introduces a centralized control plane with
the Overlay Management Protocol (OMP) running between vEdges and vSmart.
After reading this chapter, you should be familiar with how overlay tunnels
between vEdges are built by using TLOC routes. Besides, you learn how Sevice
VPN routing information is advertised by using OMP routes. This chapter also
introduces the data-plane operation explaining how Service VPNs are segmented
in the WAN data plane by using labels. The fourth chapter explains the end-to-
end control-plane operation and data-plane encapsulation over the SR-MPLS
transport network. Besides, you will learn some of the basic concepts of the IS-IS
Segment-Routing extension. The fifth chapter introduces how you can implement
Hub and Spoke overlay topology by filtering TLOC routes using Centralized
Policy. You will learn how Lists are used within a Control Policy and how the
Control Policy, in turn, is attached to Centralized Policy. The sixth chapter
introduces Feature Templates in which you set protocol and feature specific
values. Then it shows how Feature Templates are attached to Device Template
which in turn is attached to devices. This chapter also introduces CLI Templates
with device-specific variables. Chapter seven explains how you can use TLOC
Extension for transport network connection in dual-homed sites. Chapter eight
discusses LAN side BGP routing. It shows how to implement BGP using Feature
Templates as well as CLI configuration. It also explains how you can build a
Centralized Policy to filter out unnecessary OMP routes. Chapter nine explains
how to do preference-based traffic engineering, again with Centralized Policy.
Chapter 10 introduces Application-Aware Routing. It starts by explaining how
BFD probes are used for tunnel Health Monitoring and how the AAR uses the
RTT of BFD probes to monitor the Path Quality. The last chapter explains how to
build a Direct Cloud Access (DCA), where the remote-sites user can access
applications hosted in Cloud provider networks using the local Internet
connection while all other traffic is sent over SD-WAN overlay tunnels. You will
also learn how to filter DCA traffic with a centrally managed Zone-Based
Firewall.

Network topologies used in this book are built with the minimum amount of
devices in order to keep examples as simple as possible.
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Disclaimers

The content of this book is based only on the author's own experience and testing
results. Its content is neither validated nor accepted by Cisco or any other
organization or person. This book is meant to be neither design nor an
implementation guide. After reading this book, readers should do their
technology validation before using it in a production environment.
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Introduction

This section explains the process how to build an on-premise Cisco Viptela based
SD-WAN control plane system. It starts by setting up an enterprise Certificate
Server using a Cisco CSR1000V cloud router. Next, it goes through the process of
root certificate generation. The rest of the chapter explains the initial
configuration and certification installation processes from vManage, vBond, and
vSmart viewpoints.

vManage vBond vSmart Cisco 105 CA
System-IP;10.100.100.12 System-IP:10.100.100,11 System-IP;10.100.100,13

EthO

Oob-mgmt Infra-Metwaork
— o NG
P Y GW!192.168.10.1/24 GW: 10.100.0.1/24
WinSCP

192.168.10.48
Figure 1-1: Control-Plane Components Topology.
Note! I am using EVE-NG running on an ESXi host. You can find installation

instructions from eve-ng.net Documentation > How To’s > Cisco SDWAN Viptela
image set.
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Configuring 10S-XE Certification Server

In order to onboard vEdges to the SD-WAN system and building a control plane
connection between vBond, vManage, and vSmart we need certificates. The focus
of this section is to explain how Cisco IOS-XE can be used as a Certification
Authority.

Enabling HTTP Server and NTP

The mandatory pre-request is to enable the HTTP server on Certification
Authority (CA). In addition, Clock times have to be synchronized between
vManage, vBond, vSmart, and Certificate Server, otherwise, there will be
problems with certificates. I'm using IOS-XE as Network Time Protocol (NTP)
master, this way we turn on a hardware clock on the router and provide a time
source for other devices.

ip http-server
ntp master

Example 1-1: Enabling HTTP and NTP Master services on IOS-XE.

Certificate Server Configuration

First, we generate an RSA key pair for the IOS-XE Certificate Server (CS). We are
using 2048 bits modulus size for the RSA key. As a next step, we start the
Certificate Server configuration. The cs-label used with the server must match the
label used with the RSA key configuration (We are using the label PKI). We are
using a flash as a file database where we are going to store each issued certificate
with their serial number and subject name. The CA issuer DN name is set to
rootca.nwkt.local. Besides, we are using the SHA-256 hash function for the
signature that our CS uses to sign self-signed certificates. We are using the pkes12
archive format for the CA keys and certificates and the file is encrypted with the
password Ciscol23. Certificates are generated automatically. As the last step, we
turn on the Certificate Server and export the CA certificate into flash in PEM
format.
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CA-Server(config)#crypto key generate rsa label PKI modulus 2048

% The key modulus size is 2048 bits

% Generating 2048 bit RSA keys, keys will be non-exportable...

[OK] (elapsed time was 1 seconds)

CA-Server(config)#crypto pki server PKI

CA-Server(cs-server)#database url flash:

% Server database url was changed. You need to move the

% existing database to the new location.

CA-Server(cs-server)f#database level complete
CA-Server(cs-server)#issuer-name cn=root.nwkt.local
CA-Server(cs-server)#hash sha256

CA-Server(cs-server)#database archive pkcsl12 password Ciscol23
CA-Server(cs-server)#grant auto

Mar 14 13:12:42.854: %PKI-6-CS_GRANT_AUTO: All enrollment requests will be
auto.

CA-Server(cs-server)#no shut

%Some server settings cannot be changed after CA certificate generation.
%Exporting Certificate Server signing certificate and keys...
%Certificate Server enabled.

Mar 14 13:12:57.634: %PKI-6-CS_ENABLED: Certificate server now enabled

Example 1-2: Enabling HTTP and NTP Master services on IOS-XE.

When configurations are done, we can export the CA certificate (root certificate)
in PEM format to the terminal by using the command crypto pki PKI pem
terminal.

CA-Server(config)#crypto pki export PKI pem terminal
% The specified trustpoint is not enrolled (PKI).

% Only export the CA certificate in PEM format.

% CA certificate:

MIIDFjCCAf6gAwIBAgIBATANBgkqhkiGOwOBAQsFADACMRowGAYDVQQDEXFyb290
Y2EubndrdC5sb2NhbDAeFwOyMTAzZMTIXMjUwNTBaFw@yNDAzZMTExXMjUwWNTBaMBwx
GjAYBgNVBAMTEXJvb3RjYS5ud2tOLmxvY2F sMIIBIjANBgkqhkiGOw@BAQEFAAOC
AQ8AMIIBCgKCAQEANQ79KFAbXXMZmz00yQUbrky8NFQDoj3wB2Hj4B92wpuVVPhk
m91SHaljTV/5VarG+i400BLtPnzS3XTV7TyvO5bwGcCFdOEA@FDMMOLSjGiilr4R
5n04U3gIMrtXVxn6v7LvsA1Sw5j646T4d1I4CPFE1TpNXMSSRBSWIHMUoGOCLFKm
Rf53VQQLCSO3NmM/2qSBDsjbmDkoE7UMDrgZPwezdvRbIgUvH3EbwIycFUVsA+h5
0Q53YPMwq8F9DPUL85Gdi6I7mbUswTMZX/DyjCd7p8TB8bNIcESnMHaY9gDkmGuc
HfGRLcXSvOLIqQPnkyU@8/X2zVaokUmHbeEmcQIDAQABO2MwYTAPBgNVHRMBATSE
BTADAQH/MA4GA1UdDwWEB/wQEAwWIBhjAfBgNVHSMEGDAWEBTSwYkk@XxUfShDco60
d/h/LXehrzAdBgNVHQ4EFgQUOsGIINF8VHO0oQ3NOtHf4fy130a8wDQYIKoZIhvcN
AQELBQADggEBAHLAKhATLuilwi3bu8hnMIF47pI54uQUjCe8QqyG5Wb51GX2qGZ]
nngbrI@n9avV31Gltib9FJiB1vVir2EpwYAuXtFrmQQWHfwepUdwfASUT873eWdFA
qE1YyApd4TgaQ4auQlzF5TI813bWTFjZFaOmHw4DBfaN5EMOvcIv1uM5fiqGbIVp
35Qk01f5vKOCe1RgBKErOCOpONgVM1ZiHtOrhDW5bSLSaoKPSaKoYneolLZFUSXW]
HVzK+NCyVdBnBSLRk2x4U64qZweGCUNUjiYYASoFQAB+kseiFclsAbdm/TZeUwRQ
MvVHW+tvOvSmReiOTpVT11lyF+VGzYdJI4Xu+I=

————— END CERTIFICATE-----

Example 1-3: Exporting the CA certificate.
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vManage Configuration

When booting up the vManage for the first time, we need to define the storage

device. During the vManage installation process in EVE-NG, we install an
additional 100G storage HDD, which can be seen as 1) vdb in the initial setup

process.

viptela 20.3.3
System Initializing. Please wait to login...

vmanage login: admin

Password:

Welcome to Viptela CLI

admin connected from 127.0.0.1 using console on vmanage
You must set an initial admin password.

Password:

Re-enter password:

Available storage devices:

vdb 100GB
hdc 3GB
1) vdb

2) hdc

Select storage device to use: 1
Would you like to format vdb? (y/n): y
mke2fs 1.43.8 (1-Jan-2018)
/dev/vdb contains a ext3 file system
last mounted on Sun Mar 14 08:10:51 2021
Creating filesystem with 26214400 4k blocks and 6553600 inodes
Filesystem UUID: ©21ed637-2944-4665-a817-2248d217ae3a
Superblock backups stored on blocks:

32768, 98304, 163840, 229376, 294912, 819200, 884736, 1605632, 2654208,

4096000, 7962624, 11239424, 20480000, 23887872

Allocating group tables: done

Writing inode tables: done

Creating journal (131072 blocks): done

Writing superblocks and filesystem accounting information: done

Extracting vManage extra-packages
vManage Extra-Package extracted to /tmp_install/extra-packages/20.3.3/
vManage Extra-Package Extraction Complete

Broadcast message from root@vmanage (somewhere) (Sun Mar 14 14:57:53 2021):

Sun Mar 14 14:57:53 UTC 2021: The system is going down for reboot NOW!

Example 1-4: vManage Initial Setup.

Example 1-5 shows the initial configuration of vManage.
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vmanage# sh run
system
host-name vmanage
admin-tech-on-failure
aaa
auth-order local radius tacacs
usergroup basic
task system read write
task interface read write
1
usergroup netadmin
1
usergroup operator
task system read
task interface read
task policy read
task routing read
task security read
1
usergroup tenantadmin
1
user admin
password
$6$Stk7TWMMEY7Qi82x$7j . WtL3.WseQgOhAPMtULUFfaT9T5ihxYJJI.BXHIj.BzdPapd9TCELFFOM
Zm3daFrE2C1wX9DS5cOjTAASjiWg.
1
user ciscotacro
description CiscoTACReadOnly
group operator
status enabled
1
user ciscotacrw
description CiscoTACReadWrite
group netadmin
status enabled
1
|
logging
disk
enable
1
|
1
vpn ©
interface ethe
ip dhcp-client
ipvée dhcp-client
no shutdown
]
1
vpn 512
1

Example 1-5: vManage Initial Configuration.
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System Information

All our control components are on the same site using the site-ID 100. The
system-ip address identifies devices just like a Router Identifier (RID), it doesn’t
have to be routable but it has to be unique. We are using the organization name
nwkt. vBond IP address in VPN 0 (Infrastructure VPN) is 10.100.100.11. As the
last step, we define the time source and its VPN. Note that the VPN is just like
VRE, it is a virtual routing instance. Changes are implemented and saved with
the command commit.

vmanage#t conf t

Entering configuration mode terminal
vmanage(config)# system
vmanage(config-system)# site-id 100
vmanage(config-system)# system-ip 10.100.100.12
vmanage(config-system)# organization-name nwkt
vmanage(config-system)# vbond 10.100.0.11
vmanage(config-system)# ntp server 10.100.0.14
vmanage(config-server-10.100.0.14)# vpn @
vmanage(config-server-10.100.0.14)# commit
Commit complete.

Example 1-6: vManage System Information.

VPN Configuration

VPN 0 is used for control plane connections. Interface eth 0 is used as a tunnel
interface with IP address 10.100.0.12/24 attached to it. We can allow (or deny)
services like ssh, dhcp, ntp, netconf, dns by listing them separately. However, I'm
allowing all services with the command allow-service all. The two last steps are
enabling interface and assign VPN-specific default route. VPN 512 used for Out
of Band (OoB) management connection. I'm using DHCP for IP address
assignment but in the production environment, you should use a statically
configured IP address.
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vmanage(config-system)# vpn 0

vmanage(config-vpn-0)# interface ethe
vmanage(config-interface-ethe)# ip address 10.100.0.12/24
vmanage(config-interface-eth@)# tunnel-interface
vmanage(config-tunnel-interface)# allow-service all
vmanage(config-tunnel-interface)# no shutdown
vmanage(config-tunnel-interface)# ip route 0.0.0.0/0 10.100.0.1
vmanage(config-vpn-0)# vpn 512

vmanage(config-vpn-512)# interface ethl
vmanage(config-interface-ethl)# ip dhcp-client
vmanage(config-interface-ethl)# no shutdown
vmanage(config-interface-ethl)# ip route 0.0.0.0/0 192.168.10.1
vmanage(config-vpn-512)# commit

Commit complete.

Example 1-7: VPNO and VPN512 Configuration of vManage.

The example below shows the interface eth1 IP address setting and its
operational status as well as other interface-related information.

vmanage#t sh int eth1l

interface vpn 512 interface ethl af-type ipv4
ip-address 192.168.10.34/24
if-admin-status Up
if-oper-status Up

encap-type null

port-type mgmt

hwaddr 50:00:00:04:00:01
speed-mbps 1000

duplex full

uptime 0:00:01:53
rx-packets 500

tx-packets 23

Example 1-8: Interface IP Address Verification.
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Certification enrollment
After attaching the IP address to the management interface we can log on to

vManage. We are using the default username/password combination
admin/admin.

Cisco SD-WAN

e,
cisco

Cisco vManage

Figure 1-2: Log in to vManage.

Navigate to the Administration/Settings window. Before the actual certification
enrollment process, we fill in the organization name and the vBond IP address.

Cisco vManage @ =] 2 [7] admin

Dashboard - ADMINISTRATION | SETTINGS

Organization Name Mot Configured View | Edit
vBond Mot Configured View | Edit
Alarm Notifications Disabled View | Edit
Hardware WAN Edge Certificate Authorization Onbox View | Edit
Administration g Fol
Controller Certificate Authorization Cisco View | Edit
Settings
WAN Edge Cloud Certificate Authorization Automated View | Edit
Web Server Certificate 19 May 2025 3:01:37 AM CSR | Certificate
Enterprise Feature Certificate Authorization View | Edit

Figure 1-3: Administration/Settings Window.
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Choose the Edit from Organization Name row and apply changes if they are blank
(we specify an organization in the initial setup via CLI). Click the Save button to
commit changes.

a» ADMINISTRATION | SETTINGS

Organization Name Mat Configured

Organization Name

nwkt nwkt

Figure 1-4: Administration/Settings/Organization Name Window.

Next, configure the IP address of the vBond node changes if it is not shown here
(we also specify an IP address of vBond in the initial setup process). Click the
Save button to commit changes.

s ADMINISTRATION | SETTINGS

Organization Name nwkt View | Edit

vBond Not Configured

vBond DNS/ IP Address : Port

10.100.0.11 12346

Figure 1-5: Administration/Settings/Organization Name Window.

After adding the Organization Name and vBond IP address we are good to go to
the certificate enrollment process. Select the Edit option for the Controller
certificate Authorization row. The Certification Signed by field has a default value
Cisco Automated (Recommended). Select the Enterprise Root Certificate option. Copy
the root certificate from the IOS-XE certificate Server and paste it to the
Certificate field. Fill in Doman Name, Organization Unit, Organization, City,
State, Email, and Country Code fields and select the Validity time. Click the
Import & Save button.
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s ADMINISTRATION | SETTINGS

Cisco

Certificate Signing by: Cisco Automated {Recomemendad| Syrmamtec Automatod Manual @) Enterprise Roat Certificate

Centificate W Ssiectafiie

[=] set 058 Praperties
Domain Mams

kL lcenl

Organizational Unit Secondary Organizational Una Organizatian
okt k]

City State
HEL HR

Email 2-Letter Country Code

Validity

IVews

Figure 1-6: Installing the Root Certificate into vManage.

You will get a warning message that you can accept by clicking the Proceed
button.

W,

vwami

Confirm Certificate Auth change

This setting changes the certificate authority which is used for authentication. Do you want to continue?

Figure 1-7: Installing the Root Certificate into vManage - Confirmation.
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The figure below verifies our configuration changes.

an ADMINISTRATION | SETTINGS
Organization Name vkt View | Edil
vBond 10.100.0.11 ; 12346 View | Edit
Alarm Notifications Disabled Niew | Edat
Hardware WAN Edge Certificate Authorization Onbox View | Eda
c ller Certificate Enterprige View | Edn
WAN Edge Cloud Certificate Authorization Automsated View | Edat
Web Server Cerfificate 19 Mary 2025 3:01:37 AM CSR | Certificate

Figure 1-8: Verification.

When the root certificate is installed, we generate a Certificate Signing Request
(CSR). Navigate to Configuration > Certificates window and select Controllers sheet.
Select [...] at the end of the vManage row and choose the Generate CSR option.

2 CONFIGURATION | CERTIRCATES & Irstall Certificate
WiAN Edye Controllers ooy

3= Semd in vlioed

60

Figre 1-9: Generating the Certificate Signing Request (CSR).
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Figure 1-10 shows the generated CSR. Copy it to the clipboard and click the Close
button.

IP Address: 10.100.100.12

% Download
—BEGIN CERTIFICATE REQUEST—
MIIDNTCCAhOCAQAwgbQxCzAJBgNVBAYTAKZIMQswCQYDVQQIEWJIVIEMMACGATUE
BxMDSEVMMQOwCwYDVQQLEwWRud2tOMQOwCwYDVQQKEwWRud2tOMUIWQAYDVQQDEzI2
bWFuYWdILTZKNTg50GU1LWI20GQtNDYWZCO4ANJAXLTNIZjcOYjVhMzlyNCOwLm53
a3QubG9jYWwxKDAmMBgkqhkiGIwOBCQEWGXRoZWS5SIdHdvemt0aW11cOBnbWFpbC5j
b20wggEiIMAOGCSqGSIb3DQEBAQUAA4IBDWAWggEKACIBAQCoEQA6N31JimoRAvf
/M2/G/mEzNOmdtjWnW3UVfoZIV6iKzHb0ZQ7EZ JbiiBYhJObRz8yTzKDeW/YKRLv
EamgQLTmdRozaAKsILxK8y+itcaC41FDWUMM1UtDDCOBIXZX2sjmdngoEXLBSIhe
ObBH3RTEHU4YQOpY2qMywQ7CVIgInGOwnfhULKkwVSMTg5N00gaydZvKhMWIWIOMe
1FWj9eQOK+MKIEnJpvC6MUJz0tb700H/VueY/UrgHomEIP3tnBYMwMXao+vs+XoA
2tbA6UL7r8FyvXZrjsYNI7FCxVF2k13jSopVX/X5x0ahuYGpDwL3nYZnZ Ah9rAlL
sLRpAgMBAAGgOzA5BgkghkiG9w0BCQ4xLDAgMAKGATUJEWQCMAAWHQYDVROOBBYE

FEN2zrWJjEvyksXNxzD2MH7ScBTNMAOGCSqGSIb3DQEBCwWUAA4IBAQChib9dfOBM e
FERARFLKHAL AVOhw Tucial INTTW/Emnlk INVETOVFFARTMA IMITakem IRR7IFawn? 2

Close

Figure 1-10: Generating the Certificate Signing Request (CSR).

Login to IOS-XE certificate Server. Type the command crypto pki server PKI
request pkcs10 terminal and press enter. Now paste the CSR into the terminal
window. After that type quit. In case your prompt stays at the end of line “-----
END CERTIFICATE REQUEST-----" you need to press enter before typing the
command gquit. Copy the vManage Specific Granted Certificate into the
clipboard.

CA-Server#crypto pki server PKI request pkcsl10 terminal
PKCS10 request in base64 or pem

% Enter Base64 encoded or PEM formatted PKCS10 enrollment request.
% End with a blank line or "quit" on a line by itself.

MIIDNTCCAhOCAQAwgbQxCzAIBgNVBAYTAKZIMQswCQYDVQQIEwIIUjEMMAOGALUE
BXMDSEVMMQOWCWYDVQQL EwRud2t8MQOwCwYDVQQKEwRuUd2tOMUIWQAYDVQQDEZ12
bWFUYWd1LTZKNTg50GU1LWI20GQtNDYWZCOANFAXLTN1ZjcOYjVhMzIyNCOWLmM53
a3QubG9jYWwxKDAmBgkghkiGOwOBCQEWGXRoZW51dHdvemt@aWllc@BnbWFpbC53j
b20wggEiMAGGCSqGSIb3DQEBAQUAAAIBDWAWEEEKAOIBAQCOEQA6N31IImoRAVTL
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/M2/G/mEzNOmdt jWnW3UVFoZIV6ikzHbOZQ7EZIbiiBYhJObRz8yTzKDeW/YKRLV
EamgQLTmdRozaAKs1LxK8y+1tcaC41FDwUMM1UtDDCOB1XZX2sjmdnqoEXL89Ihc
ObBH3RTEHU4YQOpY2qMywQ7CV1qInGOwnThULKkwVSMTg5N@@qaydZvKhMWIW1OMe
1FWj9eQOK+MKIENnJIpvC6MUIZOtb700H/VueY/UrqHomEIP3tnBYMWMXao+vs+XoA
2tbA6UL7r8FyvXZrjsYNi7FCxV{2k13jSopVX/X5x0ahuYGpDwL3nYZnZAh9rAlL
sLRpAgMBAAGZ0zA5BgkghkiGOweBCQ4xLDAGMAKGALUdEWQCMAAWHQYDVROOBBYE
FEN2zrWJjEvyksXNxzD2MH7ScBTNMAGGCSqGSIb3DQEBCWUAA4IBAQChib9dfoBM
fE3A8F+KHqLNIYChwTysjeUbT7W/EmokJIOYtTQYFf46tMrUMITgksm/R8Z1Fawc2
f920kMKdfeyQvuo37+0IX6CBdmvwqRWT7A0T64qADDxIOuye52H35APbfaQpm5Me
dLy980qrDrD66EXRFq7FXYNqCRXxGLaL263/HS1SroLGYwlwc7ED4aiuoWiNKI/or
BPOaLnbQ1l2GPJI5cwIrPW6NpOwqrosXzCrvHQqzFdTRRpfFZPMHhoMoWVo8YCwVnR
hiwO@EqnAN/NVBWcuhsENph5VEMUalPRFJ1rMQ3bG40gePjWDsV15IhW1EN/m@16
dj8u9qiwaGoz

quit
% Granted certificate:

MIIDnzCCAoegAwIBAgIBCDANBgkqhkiGOwOBAQsFADACMRowGAYDVQQDEXFyb290
Y2EubndrdC5sb2NhbDAeFwOyMTAzZMTQXNTM2NDVaFwOyMjAzMTQXNTM2NDVaMIGoO
MQswCQYDVQQGEwJIGSTELMAKGALUECBMCSFIXDDAKBgNVBACTAGhFTDENMASGA1UE
CXMEbndrdDENMAsGA1UEChMEbndrdDFCMEAGALUEAXM5dm1hbmFnZS©2ZDU40Thl
NS1iNjhkLTQ2MGQtODYWMSOzZWY3NGI1YTMyMjQtMC5ud2tOLmxvY2FsMSgwlgYJ
KoZIhvcNAQkBFh10aGVuzZXR3b3JIrdGltZXNAZ21haWwuY29tMIIBIjANBgkghkiG
9wOBAQEFAAOCAQ8AMIIBCgKCAQEAGBEAOP99SSIQEQL34vzNvxv5hMzTpnbY1plt
1FX6GSFe0isx29GUOXGSWAogWISTmOc/Mk8yg31v2CkS7xGpoECO5nUaM2gCrJS8
SvMvpbXGguNRQ8FDDNVLQwWw]jgZV2V9rIsnZ6gqBFy/PSIXDmwR9OUXB10GENKWNG]
MsEOw1ZaiJxjsI34VC5MFUFE6UTANKmsnWbyoTFiFpTjHtRVo/XkDivjCiBIyabw
UjFCcOLW+6NB/1bnmP1K6h6IhCD97ZWWDMDF2qPr7P16ANrWwOri+6/Bcrl2a47G
DYuxQsVX9pNd40gKVV/1+caGobmBgqQ8C952GZ2QIfaw]S7C0aQIDAQABOIMWUTAP
BgNVHRMBAf8EBTADAQH/MB8GA1UdIWQYMBaAFNLBiSTRFFROKENzTrR3+H8td6Gv
MBOGA1UdDgQWBBRDAs61iYxL8pLFzccw9jB+OnAUzTANBgkqhkiGOwOBAQsFAAOC
AQEAEOSIOqdA4p9rejub2wzIWlgagDy/vCnmvvuOw07Nz177ktzP82KX6VUe+PSY
P8ArX1AbHOYNmM1OukZVD3xb3q5q0YKGzxt4IwLSEbgn7BMY6DsGhkrnJp/5WYVQ
dhjX13QbvziGXjX+cYnqCKLWMIPiwRk/vrUxJzS6bFXPUHpiXpWX8VNnsxIX49iU7
WW3CI1SqyABFhAwrrmxo7fyFTk+ng6FbcNTj69G7cilZnV7ckVQYH8CYKgwXEezD
xr70gUIRAbZqn3/3/s6fLsreMQ8x1VuG7+adZlLLeSYnbjjR/AublSWSO0OLLZN3
VRgA519Xrém5CsqWcgLu4sX0Aw==

CA-Server#

Example 1-9: Generating Granted Certificate from the Certificate Signing Request.
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Go back to the vManage management window and navigate to Configuration >
Certificates window and select Controller sheet. Click the Install Certificate button.

% Instadl Certificate

€3 CONFIGURATION | CERTIFICATES

WAN Edge List Controllers TLS Proxy

> Send to vBond

©0e0o

Total Rows: 1

Q Svich Dosticen. v
vhlanage No cartificats insinded Sync

umanag e 10,100 100,12 6509 CIR Genatated o WABGIO0 gae

Figure 1-11: Installing the Granted Certificate into vManage.

Paste the Granted Certificate into the Install Certificate Text in the Install Certificate
window and click the Install button.

Certificate Text B Selectafile

9wOBAQEFAAOCAQSAMIIBCgKCAQEAQBEAOP99SSJqEQL34vzNvxvShMzTpnbY1p1t -
1FX6GSFeoisx29GU0xGSW40gWISTm0c/Mk8yg3lv2CkS7xGpoEC05nUaM2gCrJS8
SvMvpbXGguNRQBFDDNVLQwwjgZV2V9rl5nZ6qBFy/PSIXDmwRI0UxB10GENKWNGg]ém5CsqWegLudsXOAw== @
—-END CERTIFICATE—] -

Install Cancel

Figure 1-12: Installing the Granted Certificate into vManage Continues.
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The figure below illustrates the installation progress and its result which is
Success. At this phase the vManage certification process is ready.

B TAsK VIEW
Install Certificate Initiated By: admin  From: 192.168,10.48

Tatal Task: 1 | Success : 1

ee

match Ogtions + Toau| Aowes: 1

peeasstully synced vEdge list bE8G-9E0d-EE0T-30d,. 1070070012 10100100.12

[18-Mar 2021 15:38:13 UTC] Inatall Certificate, on device & e Je0T4n%alEd, storted by user “adwin” from IF addeess 352.168.10.48°
-2031 15:39:14 UTC] Puiking isrial 15t to vlanage-Gd5E9BA5-LEGY (vmanaga)

[18-Mar-2021 15:39:14 UTT] Started processing serial list file on vMansge-§d5898e5-bbdd-L60d- 8641 -3ef 720503224 {vwanage)

[18-Mar.2021 15:38:15 UTC] Completed processing serial list EE5h o kol g SR N AR Set oS a i)

[16-Mar-3821 15:30:15 UTC] Done - Push vimart List for vManag 81- S FTANEAZIIE (vmanage )

[18-Mar-2021 15:39:1% UTC] Pushed serial list to vManage-GdSE98eS-bE8d-268d-0601- JefT4otaditd (vmanage)

[14-Mar-2021 15:38:)5 UTC] Updated combrallers with new cortificate sarfal nusber of wMasage-54583845-LEBY-S68d-HEA1. JaFTALS12

Figure 1-13: The Granted Certificate Installation Progress.

We can verify certificate status from the Controllers sheet in Configuration >
Devices windows. From there we can see that the Certificate Status column is
Installed.

& CONFIGURATION | DEVICES

WAMN Edgelist  Controllers

0 Add Controller = | [I Change Mode ~ 0 oe
asesh Optices Total Rows: 1
mn':—m-m— I T

wManage wmanage 10.100. 100,12 Instal=d

Figure 1-14: The Granted Certificate Verification.

vBond Initial Configuration

vBond initial configuration is shown in the example below. The very first
configuration step is to provide a password for the admin user account.

viptela 20.3.2

vedge login: admin
Password:
Welcome to Viptela CLI
admin connected from 127.0.0.1 using console on vedge
You must set an initial admin password.
Password:
Re-enter password:
vedge# sh run
system
host-name vedge
admin-tech-on-failure
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no route-consistency-check
vbond ztp.viptela.com
aaa
auth-order local radius tacacs
usergroup basic
task system read write
task interface read write
1
usergroup netadmin
1
usergroup operator
task system read
task interface read
task policy read
task routing read
task security read
1
usergroup tenantadmin
1
user admin
password
$6$meJoeGPXS1/jhFSK$hwz5Uo3pLhiRLM9AD7eRAUtUKRKNCLgIyrhzFd174qazZyYs3
yoKP2xrBwAo6s1mRrOoUuiuI9ejmkoLmftljbIp/
|

user ciscotacro

description CiscoTACReadOnly
group operator

status enabled

1

user ciscotacrw

description CiscoTACReadWrite

group netadmin
status enabled
!
!
logging
disk
enable
!
!
|
omp

no shutdown
graceful-restart
advertise connected
advertise static
!
security
ipsec
authentication-type ah-shal-hmac shal-hmac
]
1
vpn ©
interface ge0/0
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ip dhcp-client
ipvée dhcp-client
tunnel-interface
encapsulation ipsec
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
1
no shutdown
|
1
vpn 512
interface ethe
ip dhcp-client
ipvé dhcp-client
no shutdown
]
1
vedget

Example 1-10: The Initial Configuration of vBond.

System Information

There are only two differences in the system configuration of vBond compared to
vManage. The system-ip is 10.100.100.11 and the vbond configuration is defined
as local. Other than these everything else is common with vManage system
configuration. Note that vBond uses the same image as vEdge and that is why
the prompt is vedge by default.

vedge# conf t
Entering configuration mode terminal
vedge(config)# system

vedge(config-system)#
vedge(config-system)#
vedge(config-system)#
vedge(config-system)#
vedge(config-system)#
vedge(config-system)#

host-name vbond

site-id 100

system-ip 10.100.100.11
organization-name nwkt
vbond 10.100.0.11 local
ntp server 10.100.0.14

vedge(config-server-10.100.0.14)# vpn 0

Example 1-11: The System Configuration of vBond.
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VPN Configuration

The VPN configuration follows the same procedure as what we did with
vManage. We attached interfaces to VPN 0 and VPN 512 and give IP addresses
and the VPN-specific gateways. The vEdge image is used for vBond devices and
that is why the interface naming is different. In the vManage, we attached the
interface eth0 to VPN 0 while in vBond we are going to use interface ge0/0
instead. Note that interface ge0/0 has to be a non-tunnel interface, that is why
there is a command no tunnel-interface.

vedge(config-system)# vpn ©

vedge(config-vpn-0)# interface ge0/0
vedge(config-interface-ge0/0)# ip address 10.100.0.11/24
vedge(config-interface-ged/0)# no tunnel-interface
vedge(config-interface-ged/0)# no shut
vedge(config-interface-ge0/0)# ip route 0.0.0.0/0 10.100.0.1
vedge(config-vpn-0)#

vedge(config-vpn-0)# vpn 512

vedge(config-vpn-512)# vpn 512

vedge(config-vpn-512)# interface ethe
vedge(config-interface-etho)# ip dhcp-client
vedge(config-interface-eth@)# no shut
vedge(config-interface-eth0)# ip route 0.0.0.0/0 192.168.10.1
vedge(config-vpn-512)# commit

Commit complete.

Example 1-12: VPNO and VPN512 Configuration of vBond.

The example below shows the interface ethO IP address setting and its
operational status as well as other interface-related information. Note that after
committing changes, the host name is vbond.

vbond# sh int ethe

interface vpn 512 interface ethe af-type ipv4
ip-address 192.168.10.33/24
if-admin-status Up
if-oper-status Up
if-tracker-status NA

encap-type null

port-type service

mtu 1500

hwaddr 50:00:00:01:00:00
speed-mbps 1000

duplex full
tcp-mss-adjust 1416

uptime 0:01:03:35
rx-packets 5840

tx-packets 389

Example 1-13: The IP Address Verification of vBond.
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Certification enrollment

There couple of ways to install the root certificate into vBond. I'm using the
WinSCP application for that. First, you need to copy the root certificate from the
IOS-XE Certificate Server as shown in the example 1-3. Then paste it to notepad
or your favorite text editor, and save it as PKL.pem. After that, copy the file into
the vBond directory /home/admin.

B admin - admin®192.168.10.33 - WinSCP = a X
Local Mark Files Commands Session Options Remote Help
= L'_'J Synchronize [l d? = @ (5 Queue ~ Transfer Settings Default * a =
& 2dmin®192.168.10.33 X [ New Session
EClalbsk ~@F-F BEREAMO& & - - a-E-- BE ML [ FindFies | Ty -
- % Bf New- | * - y ® >
C:\..\0000D1-Cisco_SD-WAN\Chapter-1-Setting-Up-Comtrollers\Configs\ W
Name Size Type Changed Name Size Changed Rights Owner
M. Parent directory  14.3.2021 16.10.18 || =[] 1432021165817 rwxr-xr-x oot
new-14-03-2021 T -3 ar= | PKl.pem 2KB ]'13,3.2021 94803  rwer--r-- admin
|| CA-Server.txt 6KB Text Document 13.3.2021 11.24.56 @ archive_id_rsapub  1KB 14.3.2021 16.58.20 rw-r--r-- admin
|| vSmart-cfg.tit 2KB Text Document 13.3.2021 10.42.43
| vBond-cfg.txt 2KB Text Document 13.3.2021 10.42.00
| PKlpem 2KB PEMFile | 13.3.2021 9.42.03
| even-ext-connectiontxt 1KB  Text Document  12.3.2021 19.32.41
"~ vManage.txt 2KB TextDocument 12.3.2021 19.31.03
| viptela.txt 1KB Text Document 12.3.2021 145843
O0Bof 11,4KBin0Oof & 0Bof 1,50KBin0of 2 3 hidden
&R SFTP-3 0.00.46

figure 1-15: Copying the PKl.pem to vBond.

After copying the file into the /home/admin directory, it is installed by using the
command request root-cert-chain install /home/admin/PKI.pem.

vbond# request root-cert-chain install /home/admin/PKI.pem
Uploading root-ca-cert-chain via VPN ©

Copying ... /home/admin/PKI.pem via VPN ©

Updating the root certificate chain..

Successfully installed the root certificate chain

vbond#

Example 1-14: Installing the Root certificate into vBond.
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Next, we will add vBond to the controller list in the vManage management
console. vBond can be added to the controller list by navigating to Configuration >
Devices window and from there by selecting the Controller sheet. Select vBond
from the Add Controller drop-down menu.

Figure 1-16: Adding vBond to Controller List.

Give the vBond IP address and user credentials, check the Generate CSR box and
click the Add button to commit changes.

Add vBond

vBond Management IP Address

10.100.0.11

Username

admin

Password

Generate CSR

m cancei

Figure 1-17: Adding vBond to Controller List Continues.

The figure below shows that vBond is now listed in the controller list.

£ CONFIGURATION | DEvices

Controllers

WAN Edge List

a,

i e

Figure 1-18: Adding vBond to Controller List Continues.
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After installing the root certificate, navigate fo the Configuration > Certificates
window and select the Controllers sheet. Select [...] at the end of the vBond row
and choose the View CSR option.

X CONFIGURATION | CERTIFICATES m

WAM EdgeList  Controllers TLE Proxy

> Send bo vBond

©06

Setrch Ontions Tatal Rows: 2

Q
[ [ commtertos | toriane | P | GientonDute | it | Opertonsit | s | owchcsesent | voetin | owveew ||
vibord - - 5e600 cs ated No certifcaie natalled Byme 1000017 e

whtanage Yy 1010010012 14 Mar 2022 K648 . SdBE9_ vBand Updated 100 o Synin
View CSR

View Certificate
Generate CSR
Reset RSA
Invalidate

Figure 1-19: Adding vBond to Controller List Continues.

Copy the CSR into the clipboard.

IP Address: 10.100.0.11

#* Download
—BEGIN CERTIFICATE REQUEST—
MIIDMzCCAhsCAQAwgbIxCzAJBgNVBAYTAKZIJMQswCQYDVQQIEwWJIUJEEMMAOGATUE
BxMDSEVMMQOwCwYDVQQLEwRud2tOMQOwWCwYDVQQKEwRud2tOMUAwWPgYDVQQDEzd2
Ym9uZCO1YTYWM2E3ZI00OTISLTQ1ZDetY]YSNS02ZMTg0ZjYxN2ExNjetMC5ud2t0
LmxvY2FsMSgwJgYJKoZlhveNAQKBFhI0aGVuZXR3b3JrdGItZXNAZ21haWwuY29t
MIIBIjANBgkqhkiGO9wOBAQEFAAOCAQSAMIIBCgKCAQEAOddwBR1GkpaUDIsrrokQ
tMX82vqS8XgSm14DXHK5CZEnbVMpH+WdYf/NaKi2zy7/2RROTYZyRx73AXb7KFSq
umQWxbfUNSjg5AITCh02RJhYbtaHqdof6STpMTTTMW23t3vwrPzQ6VSMVEmMtBFb/
ZUplgrOoBXS/cifjiSG4u9G1EBIdxDXf8wJ5riLzBBGnjS+TtQ5fyecfgMMho0166
QJbmL82NKwaBYITM+FMnxQYyOsIRFWWOHRISk3xQoSrigeWZf120]R7WSS+TdX9
LYTBfrH2WfvwMnn29Mj+A8XhdQ+nBedv9clSYigFon/B1bCIKKAfmMbEkj+LXaqTh
hwiDAQABoDswOQYJKoZlhveNAQKOMSwwKjAJBgNVHRMEAJAAMBOGA1UdDgQWBBRY

0tkxC/BHILo4WIJIMRgRPBUUiJANBgkqhkiGOwOBAQsFAAOCAQEAXJ9jKwfmgIV9
NFfRHQA IhnhFREVYymSnnd AnhFMNKmn8Y BlvArbMma1 ARnhNRanBFASARY /| AhdnnYdn ¥

Close

Figure 1-20: vBond CSR.
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Login to IOS-XE certificate Server. Type the command crypto pki server PKI
request pkcs10 terminal and press enter. Now paste the vBond CSR into the
terminal window. After that type quit. In case your prompt stays at the end of
line “-----END CERTIFICATE REQUEST--—--" you need to press enter before
typing the command quit. Copy the vManage Specific Granted Certificate into
the clipboard. This is the same process we used with vManage.

CA-Server#crypto pki server PKI request pkcs10 terminal
PKCS10 request in base64 or pem

% Enter Base64 encoded or PEM formatted PKCS10 enrollment request.
% End with a blank line or "quit" on a line by itself.

MIIDMzCCAhsCAQAwgbIxCzAIBgNVBAYTAKZIMQswCQYDVQQIEwIIUJEMMAOGALUE
BXMDS EVMMQOWCWYDVQQL EwRud2t@MQOwCwYDVQQKEwRuUd2t@MUAWPgYDVQQDEzd2
YmOuZCO1YTYWM2E3Zi0O0TISLTQ1ZDctYjY5NSO2MTgOZjYXN2EXNjctMC5ud2te
LmxvY2FsMSgwJgYIKoZIhvcNAQkBFh10aGVuzZXR3b3IrdG1tZXNAZ21hahWwuY29t
MIIBIjANBgkghkiGOwOBAQEFAAOCAQ8AMIIBCgKCAQEARddwBR1GkpaUDIsrrokQ
tMX8zv(qS8XgSm14DXHK5CZEnbVMpH+WdYf/NaKi2zy7/2RROTYZyRx73AXb7KFSq
umQWxbfUN5jg5A1TChO2RIhYbtaHqdof6STpMTTTMW23t3vwrPzQ6V5MVEMtBFb/
ZUplgrOoBXS/cifjSG4u9G1EBIdXDXf8wI5rilzBBGnjS+TtQ5fyecfgMMho0166
QJIbmL82NKwaBYI1IM+FMnxQYyOs1RFWWOHRI5k3xQoSrIgcWZf120jR7WSST+TdX9
LYTBfrH2WfvvMnn29Mj+A8XhdQ+nBe4v9oclSYigFon/B1bCOKKAfmb8kj+LXgqTh
hwIDAQABoDswOQYJKoZIhvcNAQkOMSwwKjAIBgNVHRMEAjAAMBOGA1UdDEQWBBRY
0tkxC/BH1Lo4WIJiMRgRPBUUijANBgkghkiGOwOBAQsFAAOCAQEAXI9jKwfmgIVo
NfRt9cUbnbFBFYxmSnodAphFNKmu8X5kx6cMmelA5pb@5ao08FgSdBX/L6h4pgXdo
CcVHY11SzwI8HFXgSwKIPmZOtYLUotXPKZAe9d+pIx+nrQdq/gZ8VEvMc07z9pelu
qIplolfAd/ZADLUHYiQGjzdejtYnfTt5uMc/3puGI2k4I+YKZj1BthCz8QouHOTO
Q40X3S5AUC8Ts36nGePUH8WApwS50BI jmaNtzIVWMpo4MLcx1kVmwRjwDvz6AXSAO
hgh4rxuon+SLP1E74TVZAThXVAXiktLABXN/4m5YREJIDLPxtLCAGI1+jwfPX6XTR
Fsqn5FJ]j4g==

quit
% Granted certificate:

MIIDNTCCAOWgAWIBAgIBCTANBgkqhkiGOwOBAQsFADACMROWGAYDVQQDEXFyb290
Y2EubndrdC5sb2NhbDAeFwOYMTAZMTQXNFEzZNTZaFwOyMjAzMTQxXNJEzZNTZaMIGy
MQswCQYDVQQGEwIGSTELMAKGA1UECBMCSFIXDDAKBgNVBACTAOhF TDENMASGALUE
CXMEbndrdDENMAsGA1UEChMEbndrdDFAMD4GALUEAXM3dmIvbmQtNWE2MDNhN2Yt
NDkyOS@ONWQ3LWI20TUtNJEANGY2MTdhMTY3LTAubndrdC5sb2NhbDEOMCYGCSqG
SIb3DQEJARYZdGh1lbmvVed29ya3RpbWVzQGdtYW1sLmNvbTCCASIWDQYJIKoZIhvcN
AQEBBQADggEPADCCAQoCggEBANHXCAUARPKW1AYLK6/ZELTF/M76kvF4EpteAlxy
UQmMRJI21TKR/1nWH/zWiots8u/9kUdE2Gckce9wF2+yhUqrpkFsW31DeY40QJUwod
NkSYWG7Wh6naH+kk6TE@OzFtt7d78Kz8001eTLxIrQRW/2VKZYKzgqAVOv3Ind0hu
LVRtRASHcQ13/MCea4i8wQRp40vk7U0X8nnHADDIaNNeukCW51/NjSsGEWCNTPhT
J8UGMJjrJURV17h@SOZN8SUKEqy IHFmX9djo@elkkn/k3V/S2EWX6x91n772359vTI
/8PFAXUPpwXuL/XJUmIoBal/wdWwvSigH5m/JI/114Kk4YcCAWEAAaNTMFEWDWYD
VROTAQH/BAUWAWEB/zAfBgNVHSMEGDAWEBT SwYkkOXxUfShDco60d/h/LXehrzAd
BgNVHQ4EFgQUWNLZMQVWR5S60FiCYJEYETWVFIowDQYJKoZIhvcNAQELBQADgEEEB
AGgygNkmi@oTX+8kqfrn88ydNSpK5kgPjMzDnoktQ7KtLVHUtGVetdDTA6C80ARL
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sybjMwLcuMZxahJ5H62FPqQEZOMPo17qm6We4DO0FtLbPvppTP8hTFLj4/R2Agxq
KJ9andY/K8vkuv/NH+sgdiNtyN1x+hY5dZjDYDXzVxSntoL3aD+gqMWHCPTKDpg5/
QT+/9u76wX5wMVFKY3+XzcGmDqIyDxsqLn66w3ADcLshOjXGokxwtDvzKPpAXUle
XPxZJsM5LEd4+Vx1cKsswkX385KKDVj2mYYm7uxB8T1t71h1sHKaBBiIeUq9ai69
2HOp/VzmfXgWsQ/anUWxDGO=

CA-Server#
Example 1-15: Generating the Granted Certificate for vBond.

Go back to the vManage management window and navigate to Configuration >
Certificates window and select Controller sheet. Select the vBond row and click the
Install Certificate button.

£ CONFIGURATION | CERTIFIGATES
WAN Edge List Controllers TS Prr-q‘

= Send to yBond

o) e 1=)

Tosnl Rovws: 2

¥Manage vrmanage 1090010092 14 Mar B6AG .. HA5ED d Updated

Figure 1-21: Installing the Granted Certificate into vBond.

Paste the Granted Certificate into the Install Certificate Text in the Install Certificate
window and click the Install button.

B Selectafile

Certificate Text

uQmRJ21 TER/InWH/zWiots8u/9kUdE2Geckee9wF2+yhUgrpkFsW31 DeY400JUwod
NKSYWG7WhbnaH+kk6 TEDOzFtt7d78K28001eTLxJrQRW/2VKZYKzgAVOv3indOhu
LvRtRASHcO13/MCeadiBwQRp40vk 7UOXBnnH4DDIaNNeukCW5I/NjSsGgWCNTPhT
JBUGMijrJURVIjhOSOZNBUKEqyIHFmX9djole 1 kkn/k3V/SZEwX6x0In T 72J59vT]
/gPFAXUPpwXul/XJUmloBaJ/wdWwvSigH5m/ JI/i14Kk4YcCAWEAAaNTMFEWDWYD
VROTAQH/BAUwAWEB/zATBgNVHSMEGDAWgBTSwYkk0XxUfShDc060d/h/LXehrzAd
BgNVHO4EFgQUWNLZMOQwwRSSE0FICYIEYETWVFlowDQYJKoZIhveNAQELBQADgQEE
AGgygNkmiloTX+8kgfmEBydNSpKSkgPiMzDn0ktQ7KILVHUIGVetdDTABCBOARI
sybjMwlLcuMZxahJ5HE2FPqQEZOMPol7amEWe4DOOMLbPvpp TPBhTIL4/R2Aqxq
KJ9and¥/KBvkuv/NH+sgdiNtyNb+hY5dZjDYDXzVxSntol 3aD+qMWHCPTKDpg5/
QT+/9uTewXSwMVIKY3+XzeGmDqglyDxsqLn66w3ADcLshOjXGokxwitDvzKPpAXUTe
APxZJsMSLEd4+VxlcKsswkX385KKDV|2mYYmT7uxBaTIt71hisHKaBBileUg%ai69
2ZHOp/VzmiXgWsQ/anUWxDGO= @
—END CERTIFICATE—{

&

m cance'

Figure 1-22: Installing the Granted Certificate into vBond Continues.
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The figure below illustrates the installation progress and its result which is
Success. At this phase, the vBond certification process is done.

B TAsk vIEW
Install Certificate Initisted By: admin  From: 192.168.10.48

Total Task: 1 Success: 1

Search Options Tatal Rows: 1

¥  @Sucoess Successfully syncod vEdge kst .. vBa SodU3TH-4920-45d7 bEIE41E 101007001

[14-Far- 2021 16:15:39 UTC] Instell Certificate, on device Sad83a7f-4909-45d7-0605-6104F617al67, started by wser “sdwin® froe IP sddress “192.168.10.48"

[12-Mar- 2021 18:18:4% UTC] € Installed for 4875 4547 HEYS. 1HAFELTA1ET

[44-Mar 3001 48 UTC] Pushing serisl 1is 1o vBoed-SaS@la7é-4879-4547-b695-61BAFE1TalET

[14-Mar-2001 47 UTL] Started procesaing serial list file on vlond-Sab03a7f-2020-4547-b655- 61848178167 |
[18-Mar-d021 15:15:28 UTC] Cospluted procassing sardlal fist file on vhond-SabB3a?é.S329.4507-b655.B183F51T16T =
[#4-Mar- 3031 45/15:48 UTC] Done - Push vSeart List for vBond. Sabdila?f 4000 4547 bA95-1A4FRITa1ET

[13-Mar- 2821 16:15:48 UTC] Pushed serial list to vlond-Sa8@3a7f 437945470605 618806173167 () *

Figure 1-23: The Granted Certificate Installation Progress.

We can verify certificate status from the Controllers sheet in Configuration >
Devices windows. From there we can see that the Certificate Status column is
Installed.

£I CONFIGURATION | DEVICES

WAN Edoe List Controllers

© Add Controller = | (I Change Mode = 0 9 e

Saarch Options v Total Rows: 2
m I s e S s
vManage vmanage 10.100.100.12 100 in Sync Instalied
vBond vband 10.100.100.11 100 cLl = In Sync Instalied e

Figure 1-24: Certificate Status Verification.
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vSmart Initial Configuration

Example 1-16 illustrates the default configuration of vSmart.

vsmart# sh run
system
host-name vsmart
admin-tech-on-failure
aaa
auth-order local radius tacacs
usergroup basic
task system read write
task interface read write
1
usergroup netadmin
1
usergroup operator
task system read
task interface read
task policy read
task routing read
task security read
1
usergroup tenantadmin
1
user admin
password
$6$7KzSSqC2GCIveIVA$VXMCv59Qv2].1Dd21ugXXJI9dUuv3izVKXPEbE3b43AAry3n6ptI7DqunO
Qy0TzxaUVRGAUZ7E/ySEiNdyt8/60
1
user ciscotacro
description CiscoTACReadOnly
group operator
status enabled
1
user ciscotacrw
description CiscoTACReadWrite

group netadmin
status enabled
1
1
logging
disk
enable
|
!
!
omp

no shutdown

graceful-restart
1

vpn ©
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interface etho
ip dhcp-client
ipvée dhcp-client
no shutdown
]
1
vpn 512

Example 1-16: The Initial Configuration of vSmart.
System Information

As with vManage and vBond, we set the system settings. It is just like what we
did with vManage, the only difference is the unique system-ip.

vsmart# conf t

Entering configuration mode terminal
vsmart(config)# system

vsmart(config-system)# site-id 100
vsmart(config-system)# system-ip 10.100.100.13
vsmart(config-system)# organization-name nwkt
vsmart(config-system)# vbond 10.100.0.11
vsmart(config-system)# ntp server 10.100.0.14
vsmart(config-server-10.100.0.14)# vpn 0

Example 1-17: The System Configuration of vSmart.
VPN Configuration

VPN configuration follows the same process as what we did with vManage and
vBond.

vsmart(config-system)# vpn @

vsmart(config-vpn-0)# interface ethe
vsmart(config-interface-ethe)# ip address 10.100.0.13/24
vsmart(config-interface-etho)# tunnel-interface
vsmart(config-tunnel-interface)# allow-service all
vsmart(config-tunnel-interface)# no shutdown
vsmart(config-tunnel-interface)# ip route 0.0.0.0/0 10.100.0.1
vsmart(config-vpn-0)# vpn 512

vsmart(config-vpn-512)# interface ethl
vsmart(config-interface-ethl)# ip dhcp-client
vsmart(config-interface-ethl)# no shutdown
vsmart(config-interface-ethl)# commit

Commit complete.

Example 1-18: VPNO and VPN512 Configuration of vSmart.

The example below shows the interface ethl IP address setting and its
operational status as well as other interface-related information.
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vsmart# sh int ethl

interface vpn 512 interface ethl af-type ipv4
ip-address 192.168.10.35/24
if-admin-status Up

if-oper-status Up

encap-type null

port-type mgmt

hwaddr 50:00:00:03:00:01
speed-mbps 1000

duplex full

uptime 0:00:09:35
rx-packets 2208

tx-packets 97

Example 1-19:The IP Address Verification of vBond.

Certification enrollment

The root certificate installation into vSmart is the same as what was explained
with vBond. I'm using the WinSCP to copy the root certificate into the vSmart
directory /home/admin.

B Configs - admin®192.168.10.35 - WinSCP = [m} X
Local Mark Files Commands Session Options Remote Help
B & 63 Synchronize Bl §F [F @ | [ Queue ~ Transfer Settings Default - & -
B 2dmin@192.168.10.35 X G New Session
i C: Local Disk = E- B8 m 2 Ty 3 - ac v (2. - BfE m z [}, Find Files S i
5 Upload ~ % [ Properties | 5 New~ [[#] * " t - XK ] B
Name Size Type Changed Name Size Changed Rights Owner
e Parent directory  14.3.2021 16.10.18 = 143.2021 16.56.20  rwar-xr-x root
new-14-03-2021 i 3 2 I PKLpem 2KB 13.3.202194803  rwere-r-- admin
|=] CA-Servertxt EKB Text Document 13.3.2021 11.24.56 @i archive id_rsapub  TKB 1432021 16,5621  rwer--r-- admin
| vBmart-cfg.txt 2KB Text Document 13.3.2021 10.42.43
Ll Text Document  13.3.2021 10.42.00
JPKL.pem| 2KB PEM File 13.3.2021 9.48.03
|=] even-ext-connectiontxt 1KB Text Document 12,3.2021 19.32.41
| vManage.xt 2KB Text Document 123.2021 19.31.03
| viptela.txt TKB Text Document 12.3.2021 14.58.43
0Bof114KBin0Of8 ~ 0Bof1,50KBin0of2 3 hidden

@  sFP-3 0.0028

Figure 1-25: Copying the PKl.pem to vSmart.



28 Chapter 1: Setting Up On-Prem Controllers

After copying the file into the /home/admin directory, it is installed by using the
command request root-cert-chain install /home/admin/PKI.pem.

vsmart# request root-cert-chain install /home/admin/PKI.pem
Uploading root-ca-cert-chain via VPN ©

Copying ... /home/admin/PKI.pem via VPN ©

Updating the root certificate chain..

Successfully installed the root certificate chain

vsmart#

Example 1-20: [nstalling the Root certificate into vSmart.

Next, we will add vSmart to the controller list in the vManage management
console. vSmart can be added to the controller list by navigating to Configuration
> Devices window and from there by selecting the Controller sheet. Select vSmart
from the Add Controller drop-down menu.

X CONFIGURATION | DEVICES

WAN Edge List Controliers

®0e

vBond

Search Opiions ~ Total Rows: 2
vEmart -

[ Conucier Iype | Hostname

vManage

vmanage 10.100.100.12 100 CLl n Syneo InS ses

vBond wbond 10,100.100.11 100 cLl In Syne NS e

Figure 1-26: Adding vBond to Controller List.

Give the vSmart IP address and user credentials, check the Generate CSR box and
click the Add button to commit changes.
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vSmart Management IP Address

10.100.0.13

Username

admin

Password

Protocol Port

DTLS =

Generate CSR

Figure 1-27: Adding vSmart to Controller List Continues.

The figure below shows that vSmart is now listed in the controller list.

£ CONFIGURATION | DEVICES

WAN Edge List Contrallers

Add Controller = | (i Change Mode ~ 0 9 e

Q Search Ogitions v Total Rows: 3

vManage vmanage 10,100.100.12 Instalied e
vamart = = =% cu 5 Not Installed —
vBond vbond 10,100.100.11 100 cil - In Syne Installed

Figure 1-28: Adding vBond to Controller List Continues.

After installing the root certificate, navigate to the Configuration > Certificates
window and select the Controllers sheet. Select Option menu [...] at the end of the
vSmart row and choose the View CSR option.
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£F CONFIGURATION | CERTIFICATES

Vhanage ymanage 1010070012 14 Mar 2022 536045 .. 5A5090e5.. viland Updated 1a0 on

WAN EdgeList  Confrollers  TLS Proxy
> Sand o vBsnd
Q Hoateh Tpans =
] yhiand 10,000 100,97 V4 Ma £ Y356 Hnf0EaTY i 100 on
Bl9ueetl . CSAGenerted Mo cerifcnte matalled

000

Total Hows: 3

10,100.160.11
10100013
View CSR
View Certificate
Genersts CSR
Reset RSA
Imvalidate

Figure 1-29: Adding vSmart to Controller List Continues.

Copy the CSR into the clipboard.

IP Address: 10.100.0.13

—-BEGIN CERTIFICATE REQUEST—

MIIDNDCCARwCAQAWgbMxCzAJBgNVBAYTAKZ JMOswCQYDVQQIEWJIUEMMAGGATUE
BxMDSEVMMQOwCwYDVQQLEwRud2t0MQOwCwYDVQOKEWRUd2tOMUEWPWYDVQQDEZh2
¢21henQUODMSYWVINJHZmVENSOOMGZILWITMZMINmZ]NTQ3YThkN2ULTAubndr
dC5sbZNhbDEOMCYGCSqGSIb3DAEJARYZdGhIbmVOd29ya3RpbWVzQGdtYWisLmNy
bTCCASIWDOYJKoZIhweNAQEBBQADggEPADCCAQoCggEBAJeNy06IBnpUO3/SjleR
Ik10TUCxsA67 JINExOU/UR+eaADAAZLCXbCZVT Zh6BnWAIWYpMz0t3suJRHFOv+
Gdgz/MMyB+6BDEambUMIGZgkrI6eCfot{RsB5eSRs0YgebHCIcFh+5x2qDgTiNG1
H5YsuSpnilFocuyGKKCk4sthz+ TAwir+ AsJFLgIQWLPIADN3bXe4BaDfQesgt5AL
SvkOxLBGIVFikwX3flIOKeXnlso7 6xr6Z +KN2BI+08fqfylhHDyzhBnKIs2Epfd)
gza%94LL4alo4lidZRw073fb7GP11eBHJIJAIHT FHZJDN T ewHvOYrhtm/XLgLkE}
vhcCAWEAAaATMDKGCSqGSIb3DQEID|ESMCowCQYDVROTBAIWADAJBgNVHQ4EFgQU

CajVideZeQOpjpukbyc75011JaswDOYJKoZlhveNAQELBQADggEBAGY pgOVFHGAW
MSrnhari+ ke Adl Brak Y0 U NR Tl il mOtnmiiNTmEln&EMEAEVEY R 7 AOnk-fidenbr

Close

* Download

Figure 1-30: vSmart CSR.

Login to IOS-XE certificate Server. Type the command crypto pki server PKI
request pkcs10 terminal and press enter. Now paste the vSmart CSR into the
terminal window. After that type quit. In case your prompt stays at the end of
line “-----END CERTIFICATE REQUEST--—--" you need to press enter before
typing the command quit. Copy the vManage Specific Granted Certificate into

the clipboard.
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CA-Server#crypto pki server PKI request pkcs10 terminal

PKCS10 request in base64 or pem

% Enter Base64 encoded or PEM formatted PKCS10 enrollment request.
% End with a blank line or "quit" on a line by itself.

MIIDNDCCAhwCAQAWgbMxCzAIBgNVBAYTAKZIMQswCQYDVQQIEwIIUJEMMAOGALUE
BxMDSEVMMQOWCWYDVQQL EwRud2teMQewCwYDVQQKEwRud2tO@MUEwWPwYDVQQDEzh2
€21hcnQtODM5YWVINFItZmVKNS@OMGZjLWIIM2MENMZFNTQ3YThkN2U1LTAubndr
dC5sb2NhbDEOMCYGCSqGSIb3DQEIJARYZdGh1bmV@d29ya3RpbWVzQGdtYWlsLmNv
bTCCASIWDQYJKoZIhvcNAQEBBQADEEEPADCCAQoCggEBATeNy06I8npUO3/5jIeR
Ik101UCxsA67I1N8x0U/UR+eaADAAzqLCXbCzV7Zh6BnWAIWYypMzOt3suIJRHFOV+
G4gz/MMyB+68DEambUMi6Zgkr96eCf9tfRsB5eSRs0YqebHCtcFh+5x2gDgTjNG1
H5YsuSpniIFocuyGKKCk4s6hz+TAwir+AsJFLq1QWLPOADN3bXe4BaDfQesgt5AL
SvkOXLBGIVPikwX3f110KcXnIso76xr6Z+KN2BI+08fqfylhHDyzhBnK1s2EpfdJ
gza%94LL4alo4Iid2RwO73fb7GP1f6BHIJAIHt1fHZIDn1ewHvOYrhtm/XLqLKEI]
vhcCAWEAAaA7MDkGCSqGSIb3DQEID]EsMCowCQYDVROTBAIWADAdBENVHQAEFgQU
CqjV14ezeQOpjpuKbyc75Q11JaswDQYIKoZIhvcNAQELBQADEEEBAGYpqOVFHGAW
oSurnlwj+KkAdLRmNXOu31g30RZpULmOtpmji®@1mFIq65NHPpEVEXBZ69nkfMeuHC
6Lj//pdzNueIliH+/FfQOk6IdSO+cmVxjF2xXrhats1HYNdiiSGdVcK93gZgdWqlY
Fm612x9CiusYFfhvDfkIKcFI6z3AUS0i4KijREgkrpnk+yZ+m2Tm/DjgA5YLGaDb
p/DBsJh6M6aI@zbgebyrxiJEAIrill7bKmx+5h@HulVauUM11P7TkgnhYLDG4Mdz2
W1STWRO5RNbY6qnoVdybKil /6BNhyuH9r+DMeY+THQea+rx+N61xetEL/hmlugth
XVDYrXrEdtE=

quit
% Granted certificate:

MIIDnjCCAoagAwIBAgIBCjANBgkghkiGOwOBAQsFADACMROWGAYDVQQDEXFyb290
Y2EubndrdC5sb2NhbDAeFwOyMTAzMTQXNjUyNTNaFwOyMjAzMTQxNjUyNTNaMIGz
MQswCQYDVQQGEwIGSTELMAKGA1UECBMCSFIXDDAKBENVBACTAOhF TDENMASGALUE
CXMEbndrdDENMASGA1UEChMEbndrdDFBMD8GALUEAXMAdnNtYXJOLTgzOWF1ZTYy
LWZ1ZDUtNDBmYy1iNTNjLTZmYzUON2E4ZDd1NSOwLm53a3QubG9jYWwxKDAmBgkq
hkiGO9wOBCQEWGXRoZW51dHdvcmt@aWllc@BnbWFpbC5jb20wggEiMAGGCSqGSIb3Example 1-21: Generating the Granted Certificate for vSmart.
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Go back to the vManage management window and navigate to Configuration >
Certificates window and select Controller sheet. Select the vSmart row and click
the Install Certificate button. Paste the Granted Certificate into the Install
Certificate Text in the Install Certificate window and click the Install button.

Certificate Text B Seclectafile

P1EfnmgAwAMGiwl2ws1e2YegZ 1gCFsqgTMILA7LIURX Tr/hulM/zDMgfuvAxGpm1D A
lumYJK/engn/bX0bAeXkkbDmKnmxwrXBYfucdgg4E4zRIR+WLLkgZ4iBaHLshiig
pOLOoc/kwMIg/gLCRS6pUFiz/QAZd213uAWG30HrILeQCOrSNMSWRIFT4pMF935Z
TinF5yLKO+sa+mfijdgSPjvHEn8pYRwBs4QZypbNhKX35YM2veCy+GpaOCindkeN
0932+xj9%+gRySQCB7dXx2SQ59XsB7zmK4bZv1y6iSBCIT4XAgMBAAG|UzBRMABG
ATUdEWEB/wQFMAMBATBwHwWYDVROJBBgwFoAUOsGJJINFBVHOoQANOHI4fy130a8w
HQYDVROOBBYEFAqo1ZeHmXkDqY6bimBnO+UNISWrMADGCSqGSIb3aDQEBCwWUAA4IB
AQAJK30jgtVWCw2DnoJ44paGEul9TF 7YdKgsJJnM3rrFU9zwuoqUNHcEQtvrUmMFZ
PffoBsF30OMOPLAZ99k TVvBODVAKZMOMFwWIC619XdB3XyPjbkmsgASoc] 2tH+bVEIFW
41goBxNUBS/BAOysdh1Qt7VT/PemsliPDY811tmtxX3584gQCwIAZTtIS000cCdX
KuC8SglCacecfijyBNIcOpNduZsKFYY7e1bUuCDuWMcbIFk3RFENCXhI6c1oW09xu
XTgHpfOmBOIQyU7540/ubb/DEIMCVBCisd3Vorgk+L4QnFYte+LZr3j7Gf/2KILb
IthZ+4j7/DdwVEKnHv3xAD+9

—END CERTIFICATE— @

| -

Install Cancel

Figure 1-31: Installing the Granted Certificate into vSmart Continues.

The figure below illustrates the installation progress and its result which is
Success. At this phase, the vSmart certification process is ready.

B TASK VIEW
install Certificate thlde'f_lﬂmln From: 192.168.10.48
Tatal Task: 1 | Success ;1
Q Search Optinns » Tatal Raws: 1
- ) Successhully synced VEdgs kst vSmart Aot

10 100,100.13

-] Suce

) Install Certificate, on device

ved controllars with m

Figure 1-32: The Granted Certificate Installation Progress.
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We can verify certificate status from the Controllers sheet in Configuration >
Devices windows. From there we can see that the Certificate Status column is
Installed.

X CONFIGURATION | pevices

WaN Edge List  Controllers

© Add Controller ~ | (I Change Mode ~ @ oe
Q Seiwch Oniioss ¥ Total Rows: 3
o L L e e T —
vManage vmanage 10. 100 100,12 oo L=1} In Syne Irntsliod e
vhmart vt 10.100.100.1 100 1] . Sy Irntatied

wliarsd vhond 1040010011 100 o - i Syne \nstaed

Figure 1-33: Certificate Status Verification.

Control Connection Verification

You can verify the control connections by navigating to Monitor > Network. Select
the WAN-Edge tab and click the device which DTLS connections you wish to
very. Figure 1-34 verifies the DTL connection from the vManage perspective.

Hostname System IP Device Model (Chassis Numbes/ID State Reachability Site ID BFD Control Version
1010090012 yMenage 64599805 158046002601 3674... reachasie 100 1 2033
& vsmart 010010013 vSmart E3%aeet? fedS-40fc bSScEIcSAT.. & reachabie 100 = 1 2032
& vbond 00010011 vEtge Cloud (vBond) Bab03aTH-4929-45dT-b605-618406... & reachobie 100 - 032
Peer Type Peer System 1P Peer Protocol | Private port | Public port || controtier Group 10 Lost Updated
R - - - P - =
viard 101001011 e 12346 12346 = 17 Mar 2021 24321 PM EET
wimart 10.00.700.73 dits 12346 12346 - 17 Mar 2027 2:43:21 PM EET

Figure 1-34: Certificate Status Verification.
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Introduction

This chapter explains how we can provision vEdge devices manually. It starts by
explaining how to build an initial system and tunnel interface configurations.
Then it goes through the various certificate installation steps (CA root certificate,
Certificate Signing Request (CSR), and granted certificate). After the initial
configuration and certificate process section, this chapter shows how we can
verify the Control Plane operation. Figure 2-1 illustrates our example topology.
For simplicity, there are only two vEdge devices used in this chapter.

vManage vBond vSmart
10.100.100.12 10.100.100.11 10.100.100.13

Public-Internet
10.100.0.1/24

Color: ] Color: !

Site-10 Public-Internef~" Public-Internet . |
vEdgel | vEdge3 Site-30 1
System-IP ! System-IP 1
10.100.100.1 ! 10.100.100.3 {
) 1

] ]

! VPN - AVl ez |

: Ly |

i i

] ]

I 1

) 1

) 1

i

1

MPLS
10.200.0.1/24

OoB Mgmt
192.168.10.1/24
(DHCP)

192.168.10,1/24
(DHCP)

Figure 2-1: SD-WAN Topology.
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vEdge Configuration
System Information
The only difference in vEdge initial system configuration compared to

vManagem vBond, and vSmart is the device-specific host-name and system-ip
values.

vedge#t conf t

Entering configuration mode terminal
vedge(config)# system

vedge(config-system)# host-name vEdge-1
vedge(config-system)# site-id 10
vedge(config-system)# system-ip 10.100.100.101
vedge(config-system)# organization-name nwkt
vedge(config-system)# vbond 10.100.0.11
vedgeconfig-system)# ntp server 10.100.0.14
vedge(config-server-10.100.0.14)# vpn ©
vedge(config-server-10.100.0.14)# exit
vedge(config-ntp)# exit
vedge(config-system)# commit

Commit complete.

vEdge-1(config-system)#

Example 2-1: The Initial Configuration of vEdge-1-Step#1: System Configuration.
Underlay Network: VPN 0

VPN 0 is always used only for Underlay Network connections. The VPN 0 is like
a Front-Door VRF in Cisco Intelligent WAN (iWAN) SD-WAN solution. In our
example, interfaces ge0/0 and ge0/1 on vEdges are attached to VPN 0 and IP
addresses are bind to them statically. Both interfaces are used for IPSec
tunneling. The definition color identifies the transport connections. The color of
the interface ge0/0 is public-internet while the color of interface g0/1 is mpls. The
command color [color] restrict means that tunnels are only established between
the TLOCs (Transport Locator) belonging to the same color. If the restrict option
is left out, the vEdge tries to establish a tunnel with every remote TLOCs (MPLS-
to-MPLS and MPLS-Public-Internet, Public-Internet-to-MPLS, and  Public-
Internet-to-Public-Internet) it learns via Overlay Management Protocol (OMP).
These kinds of failed tunnels are shown in Dashboard > Main Dashboard windows
in the Side Health field as Partial WAN Connectivity. The Main dashboard is shown
in figure 2-4 on page 43 (without any issues).
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Note that there are 22 pre-defined colors which are divided into Public and
Private colors based on their Network Address Translation (NAT) solution. If
NAT is required (or might later be required) use public colors (3g, lte, biz-
internet, public-internet, blue, green, red, bronze, silver, gold, custom1-3). If NAT
is not needed, use private colors (metro-ethernet, mpls, private 1-6).

The command max-control-connection 0 under tunnel-interface assigned to the
interface ge0/1 means that vEdge doesn’t try to establish control connections to
vManage, vBond, or vSmart. Without the command, vEdge-1 and vEdge-3 will
try to establish control connections over MPLS without success (no route). These
kinds of failures are shown in Dashboard > Main Dashboard windows in the Control
Status field as Partial.

I have also configured VPN 512 for Out of Band Management which is used for
copying the root certificate file into vEdges by using WinSCP in the same way

that was done with control plane devices vBond and vSmart.

vEdge-1(config-system)# vpn @
vEdge-1(config-vpn-0)# interface

geo/0

vEdge-1(config-interface-ge@/0)# ip address 10.100.0.101/24
vEdge-1(config-interface-ge0/0)# tunnel-interface

vEdge-1(config-tunnel-interface)#
vEdge-1(config-tunnel-interface)#
vEdge-1(config-tunnel-interface)#
vEdge-1(config-tunnel-interface)#
vEdge-1(config-tunnel-interface)#

color public-internet restrict
encapsulation ipsec
allow-service all

no shutdown

exit

vEdge-1(config-interface-ge0/0)# exit
vEdge-1(config-vpn-0)# interface geo/1
vEdge-1(config-interface-ged/1)# ip address 10.200.0.101/24
vEdge-1(config-interface-ge@/1)# tunnel-interface

vEdge-1(config-tunnel-interface)#
vEdge-1(config-tunnel-interface)#
vEdge-1(config-tunnel-interface)#
vEdge-1(config-tunnel-interface)#
vEdge-1(config-tunnel-interface)#
vEdge-1(config-tunnel-interface)#

color mpls restrict
max-control-connections ©
encapsulation ipsec
allow-service all

no shutdown

exit

vEdge-1(config-interface-ge@/1)# exit

vEdge-1(config-system)# vpn 512

vEdge-1(config-vpn-512)# interface etho
vEdge-1(config-interface-etho)# ip dhcp-client
vEdge-1(config-interface-eth@)# no shutdown

vEdge-1(config-interface-etho)# !

vEdge-1(config-interface-eth@)# ip route 0.0.0.0/0 192.168.10.1

vEdge-1(config-vpn-512)# commit

Example 2-2: The Initial Configuration of vEdge-1-Step#2: VPN Specific Interface Settings.
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Certification enroliment

The CA root certificate enrollment process follows the same principles as what
was introduced in chapter 1 with vBond and vMange. I have already copied the
PKI.pem file into the vEdge directory home/admin, where it can be installed.

vEdge-3# request root-cert-chain install home/admin/PKI.pem
Uploading root-ca-cert-chain via VPN ©
Copying ... /home/admin/PKI.pem via VPN ©

Updating the root certificate chain..
Successfully installed the root certificate chain

Example 2-3: Certificate Enrollment-Step#1: Installing the CA Root Certificate.

Next, we generate a Certificate Signing Request (CSR) with the name csr.txt into
the home/admin directory.

vEdge-3# request csr upload home/admin/csr.txt
Uploading CSR via VPN ©

Enter organization-unit name ¢ nwkt

Re-enter organization-unit name ¢ nwkt

Generating private/public pair and CSR for this vedge device
Generating CSR for this vedge device ........ [DONE]
Copying ... /home/admin/csr.txt via VPN ©

CSR upload successful

Example 2-4: Certificate Enrollment-Step#2: Generating CSR.

Then we go into the Linux shell and verify that the file is created. After that, we
printed it out and copy it to the clipboard.
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vEdge-3# vshell

vEdge-3:~% 1s

PKI.pem archive_id_rsa.pub csr.txt
vEdge-3:~$% more csr.txt
]jxXIpzdk+j4NXBvOQgpZx0oEnNRpT1l/ds
nEfjNpAmHLAm6eaQh2XrJwIDAQABoDswOQYJIKoZIhvcNAQkOMSwwKjAIBgNVHRME
AjAAMBOGA1UdDEQWBBSNmgFFMK/zF 1b8zYjFdgMZojPhzDANBgkqhkiGOWOBAQsSF
AAOCAQEAUsxQlaor8Clt4abDhK3S+t/jo+4812f1WvKro7CLMC5mB9cKrmugM+fhl
F33mnQtR6/FO8yAnMXzaPQUHIN7P6f4nZ01YNGa8HWXAanlkjqKILoYBfB4LI7G8
z9UZMB3e/@myjCdik20LhPOBtza/FZ0izF5UzBKcgGWIzn9FPhbgKD+g5ejaF4vk
kyYYZGnWK7C50kdGqsEveMMkWxmS5u7hAI3§82gmV7drFL/gK/z23NngBq9Rt z3B
8pCjQDOIUVpWrIQRgY2yAHDspOkOgQ2UuJdRAvmuaUPrlkrmrjdM2+EpItf12SB4
+5SVRtKDDRiQQG/hLKBGSX+0SMS7zA==

----- END CERTIFICATE REQUEST-----

vEdge-3:~$%

Example 2-5: Certificate Enrollment-Step#3: printing the CSR.

Use the command crypto pki server PKI request pkcs10 terminal in order to paste
CSR into our I0S-XE CA-Server. When done, type quit and then press enter to
get Granted Certificate. Copy the Granted Certificate into the clipboard.

CA-Server#crypto pki server PKI request pkcsl1@ terminal
PKCS10 request in base64 or pem

% Enter Base64 encoded or PEM formatted PKCS10 enrollment request.
% End with a blank line or "quit" on a line by itself.

MIIDQjCCAioCAQAwWgCEXxCzAIBgNVBAYTALVTMRMWEQYDVQQIEWpDYWXxpZmOybmlh
MREwDWYDVQQHEWhTYW4gSm9zZTENMASGALUECXMEbndrdDEUMBIGALIUEChMLVm1w
dGVsYSBMTEMxQTA/BgNVBAMTOHZ1ZGd1LTg3NzAwZDEOLTBiNGItNGRjYi1hOTNk
LTQ3YzEyYTViYzMyMSOwWLNZpcHR1bGEUY29tMSIWIAYIK0ZIhvcNAQkBFhNzdXBw
b3JOQHZpcHR1bGEUY29tMIIBIjANBgkqhkiGOWOBAQE FAAOCAQS8AMIIBCEKCAQEA
qrdIX6GajIkokzZY1Go358nYcyCxh6ie8wbuXvefUhXytsMc2cIVbiTimhYTrRB5+
OAg2R6WjoohIrlpvDom/mIuNo6GUNGzIOXEhEOLVH2zDwvTnI3nhMmiCWLTNMkGe
NeQSKbHu7VwJ9/zbpPYJgmtsTVF4pzXVN3XVIRAQq65Vaz9T1g4kZUdFXnrKolx0p
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hW8DBI9QhIL9CO5fGmXuK+Ahc810gV60bAy+fSAGbt9fAZToXUKE65ToeHWjTzgIsD
30V4Wieae9PAJd2TZEGismiSONv8IeYV]jxXIpzdk+j4NXBvOQgpZx0oEnNRpT1/ds
nEfjNpAmHLAm6eaQh2XrJwIDAQABoDswOQYJIKoZIhvcNAQkOMSwwKjAIBgNVHRME
AjAAMBOGA1UdDEQWBBSNmgFFMK/zF 1b8zYjFdgMZojPhzDANBgkqhkiGOWOBAQsSF
AAOCAQEAUsxQlaor8Clt4abDhK3S+t/jo+4812f1WvKro7CLMC5mB9cKrmugM+fhl
F33mnQtR6/FO8yAnMXzaPQUHIN7P6f4nZ01YNGa8HWXAanlkjqKILoYBfB4LJI7G8
z9UZMB3e/@myjCdik20LhPOBtza/FZ0izf5UzBKcgGWIzn9FPhbgKD+g5ejaF4vk
kyYYZGnWK7C50kdGgsEveMMkWxmS5u7hAI3§82gmV7drFL/gK/z23NngBq9Rt z3B
8pCjQDOIUVPpWrIQRgY2yAHDspOkOgQ2UuJdRAvmuaUPrlkrmrjdM2+EpItf12SB4
+5SVRtKDDRiQQG/hLKBGSX+0SMS7zA==

quit
% Granted certificate:

MIIDrDCCApSgAwIBAgIBDzANBgkqhkiGOwOBAQsFADACMRowWGAYDVQQDEXFyb290
Y2EubndrdC5sb2NhbDAeFwOyMTAzMTgXxNTMANDdaFwOyMjAzMTgxNTMANDdaMIHB
MQswCQYDVQQGEwIVUzZETMBEGALUECBMKQ2FsaWZvcm5pYTERMASGATUEBXMIU2Fu
TEpvc2UxXDTALBgNVBASTBG53a3QxFDASBgNVBAOTC1ZpcHR1bGEETEXDMUEWPWYD
VQQDEzh2ZWRnZS@4NzcwMGQXNCOWYjRiLTRkY2ItYTkzZCOON2MXMME1YmMzMJEt
MC52aXBOZWxhLmNvbTEiMCAGCSqGSIb3DQEJARYTc3VwcGIydEB2aXBOZWxhLmNv
bTCCASIwDQYJIKoZIhvcNAQEBBQADggEPADCCAQoCggEBAKQ3SV+hmoyCvZGWNRGN
+fJ2HMgsYeonvMOrl173n1IV8rbDHNNCFWAk4poWE60QeftAINkelo6KISa5abw6]
v5ibjaOhrjY8yT1xIRDi1R9sw8LO5YN54TJoglifzTIBnjXkEimx7ulcCFF826T2
CYJrbE1ReKc11Td11SEQKuUuVWmfU5YOIGVHRV56yqIcdKYVVAWFUISC/QjuXxpl7
ivgIXPNdAIFejmwMvnOuBm7fXwGU6F1CuuU6Hh10084CLA9z1eFonmnvTwCXdk2RB
orJokjjb/CXmFY8VyKc3ZPo+DVwb/UIKWcTqBJI@aU5f3bIxH4zaQlhy+JunmkIdl
6ycCAWEAAaNTMFEwDwWYDVROTAQH/BAUWAWEB/zAfBgNVHSMEGDAWEBTSwYkk@XxU
fShDco60d/h/LXehrzAdBgNVHQ4AEFgQUp50HXTCv8XxZWOM2I33YDGaIz4cwwDQYJ
KoZIhvcNAQELBQADggEBAATPB1iYqcg@o9n7sgyA2DGFayZYEMIHS7R/2YMbFaQ9
yrbzD91KoISOvyHDT4SSRAFpBYM2ZHMFAM623sRqpCZz5Leswv++Y4ADMbu5t8MKW
arDYzhYVmggT1mMQ+BLUIWOE+gIn4gIxVNKIcphWIOA50QDcVn1TbB5iKCDiIfVxX
OGWVBUKLNpFV8pypmUIUz7UDAX7UQcSg0YsvzI80C2sM1IXFIuF8+C/ieFUxXaz31i
QP1HUVFTE3Tz9uTKpk/1NOUDib9RXxFXUOgHX+UQ80k80xQN5Td6IsHUWNSN97q8Pm
GCz80wPhohmfrPqoDvz5akoGde5foIPfoKCNkKDfIvw=

----- END CERTIFICATE-----

CA-Server#

Example 2-6: Certificate Enrollment-Step#4: Generating Granted Certificate.
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s

Create a certificate file cert.txt by first using the command cat <<”” > cert.txt and

then by pasting the granted certificate from the clipboard.

vEdge-3:~% cat <<"" > cert.txt
MIIDrDCCApSgAwIBAgIBDzANBgkqhkiGOwOBAQsFADACMRoOWGAYDVQQDEXFyb290
Y2EubndrdC5sb2NhbDAeFwOyMTAzMTgXNTMANDdaFwOyMjAzMTgxNTMANDdaMIHB
MQswCQYDVQQGEwIVUzETMBEGALUECBMKQ2F saWZvcm5pYTERMASGATUEBXMIU2Fu
TEpvc2UxXDTALBgNVBAsTBG53a3QxFDASBgNVBAOTC1ZpcHR1bGEgTEXDMUEWPWYD
VQQDEzh2ZWRNZS@4NzcwMGQXNCOWYjRiLTRKY2ItYTkzZCOON2MXMME1YmMzMJEt
MC52aXBOZWxhLmNvbTEiMCAGCSqGSIb3DQEJARYTc3VwcGOydEB2aXBOZWxhLmNv
bTCCASIwDQYJIKoZIhvcNAQEBBQADEggEPADCCAQoCggEBAKq3SV+hmoyCvZGWNRGN
+fJ2HMgsYeonvMOrl73n1IV8rbDHNNCFW4k4poWE60QeftAINkelo6KISa5abw6]
v5ibja0hrijY8yT1xIRDi1R9sw8LO5YN54TIogliozTIBnjXkEimx7ulcCFF826T2
CYJrbE1ReKc11Td11SEQKuUuVWmfU5YOIGVHRV56yqlcdKYVVAWFUISC/QjuXxpl?7
ivgIXPNdIFejmwMvnOuBm7fXwGU6F1CuuU6Hh10084CLA9z1eFonmnvTwCXdk2RB
orJokjjb/CXmFY8VyKc3ZPo+DVwb/UIKWcTqBI@aU5f3bIxH4zaQlhy+JunmkIdl
6ycCAWEAAaNTMFEwWDWYDVROTAQH/BAUWAWEB/zAfBgNVHSMEGDAWEBT SwYkkOXxU
fShDco60d/h/LXehrzAdBgNVHQ4EFgQUp50HXTCv8XZWOM2I33YDGaIz4cwwDQYJ
KoZIhvcNAQELBQADggEBAATPB1iYqcg@o9n7sgyA2DGFayZYEMIHS7R/2YMbFaQ9
yrbzD91KoISOvyHDT4SSRAFpBYM2ZHMFdM62JsRqpCZz5Leswv++Y4ADMbu5t8MKW
arDYzhYVmggT1mMQ+BLUIWOE+gIn4gIxVNKIcphWJOA50QDcVn1TbB5iKCDiIfVxX
OGWVBUKLNpFV8pypmUIUz7UDAX7UQcSg0YsvzI80C2sM1IXFIuF8+C/ieFUxXaz31
QP1HUVFTE3Tz9uTKpk/1NOUDib9RxFXUOgHX+UQ80k80xQN5Td6IsHUWSN97q8Pm
GCz80wPhohmfrPqODvz5akeGde5foIPfoKCNkKDfIvw=

----- END CERTIFICATE-----

vV V ¥V V ¥V V V ¥V V V V V V V V V V V V. VvV

v Vv

>
vEdge-3:~% exit
vEdge-3#

Example 2-7: Certificate Enrollment-Step#5: Creating Certificate File.

Next, install the certificate.

vEdge-3# request certificate install home/admin/cert.txt

Installing certificate via VPN ©

Copying ... /home/admin/cert.txt via VPN ©

cp -f "/usr/share/viptela/tmp_csr/server.key" "/usr/share/viptela/server.key"
moving temp Cert "/usr/share/viptela/server.crt.tmp" to Cert
"/usr/share/viptela/vedge_certs/client_OF.crt"

Successfully installed the certificate

Example 2-8: Certificate Enrollment-Step#6: Installing Granted Certificate.

After installing certificates, we can register devices into vMange. This is done by
assigning both the chassis number and the serial number of vEdge to vMange
and vBond. The process is shown in examples 2-9, 2-10, and 2-11.
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vEdge-3# show certificate serial
Chassis number: 87700d14-0b4b-4dcb-a93d-47c12a5bc321 serial number: OF

Example 2-9: Certificate Enrollment-Step#7: vEdge Serial Number Verification.

vmanage#frequest vedge add chassis-num 87700d14-0b4b-4dcb-a93d-47c12a5bc321 serial-num
OF
status success

Example 2-10: Certificate Enrollment-Step#8: Adding vEdge into vManage.

vbond# request vedge add chassis-num 87700d14-0b4b-4dcb-a93d-47c12a5bc321 serial-num
OF
status success

Example 2-11: Certificate Enrollment-Step#9: Adding vEdge into vBond.

We can verify that vEdges are registered into vMange by navigating to the
Configuration/Devices window and by selecting the WAN Edge List tab. As can be
seen from the figure below, the state of both vEdges is successful.

£2 CONFIGURATION | DEVICES

WAN Edge List  Controllers

(! Change Mede ~ | & Upload WAN Edge List | 1 Export Bootstrap Configuration | [ Sync Smart Account e 9 e
Q Search Dptions ~ Total Rows: 2

89807512-831e-40ch-84e6-a12a830ba5872 0E vEdge-1 10,700,100.707 0 CL

vEdge Cloud

vEdge Cloud B7700d14-0bdb-4dcb-a83d-47c1 Za5be32] OF vEdge-3 10.100.100.703 30 CL

Figure 2-2: vMange: Configuration>Devices> Wan Edge List.

As the last step, we need to send the updated vEdge list to other control devices
by navigating the Configuration>Certificates window and selecting the Send to
Controllers from the WAN Edge List tab.
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£X CONFIGURATION | CERTIFICATES
WAN Edge List  Controllers TLS Proxy
& Sand o Cantrollers @

Q Search Optionn = Total Rows: 2

e ot s e | s ke

e vEdge Clou #9B07512-831e-40ck-84c6-012aB30ASET2  VEdge] 10.700,100.101 OE walitd | Sleing | Valid

g vidge Cloud 87700d14-004b-4dch-a%3d-47c1 2a8bc321  vEdge3 10100100108 OF alit | g | Valied
Bl ask view

Pushvedgelist (2 Inftiated By: admin  From: 192.168.10.48

Total Task: 3 | Success : 3

Q Sewrch Options « Total Raws: 3
@ Success Pushed senal et to vBond Sa603a71-1929-4507 06856184161 7a167 (vb.,  vBond vbond 10,100,100.17 100 70,100,100.12
* a Success Pushed senal list lo vWansge-6d5898e5-b6B4-460d-8601-38/74b5a3224 .. yManage vrmanege 10,100.100.12 100 10.100.100.12
@ Success Pushed senal list to vSmen-839sees2 fed 5-10ic-b53c-6ic547aBd 7es (va.  vSmart vamant 10.100,700.13 100 1010010012

Figure 2-3: Updating the vEdge List.

Figure 2-4 verifies that our example SD-WAN infrastructure is now up and

running.
DASHBOARD | MAIN DASHEOARD
Waming [1]
® L. @ Wi ® L . me oo RIS
vSmart -1 WAN Edge - 2 vBand - 1 vManage- 1 Lest 2 by
Control Status (Total 2) Site Health (Total 2) Transport Interface Distribution
Contral Up 2 & Full WAN Connectivity 2 sitax < 10 Mbps 8
10 Mbps - 100 Mbps (1]
Partial Partial WAN Connectivity 0 sites 100 Mbps - 500 Mbps 0
= 500 Mbps 0
ooty o ©  NoWAN Connectivity Onia
Wiew Percent Utilization
WAN Edge Inventory WAN Edge Health (Total 2) Transpart Health Type: Byloss 2 = I3
Tatel 2 L
Authortead 2 2 1] 1]
S50%
Deployed 2
Staging 0 Nermal Warning Error 0%

Figure 2-4: Updating the vEdge List.
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Onboarding Process

Figure 2-5 illustrates the onboarding process after initial configuration and
successful certification enrollment from the vEdge-1 perspective. (1) vEdge-1
does bidirectional authentication with vBond. (2) Devices establish DTLS tunnel.
(3) vBond instructs vEdge-1 how to reach vManage and vSmart devices over the
DTLS tunnel. (4) vEdge does bidirectional authentication with vManage. (5)
Devices establish DTLS tunnel. (6) vMange sends the configuration defined in
configuration templates to vEdge-1 over the DTLS tunnel. (7) vEdge does
bidirectional authentication with vSmart. (8) Devices establish DTLS tunnel. (9)
vEdge and vSmart exchange OMP routing information over DTLS tunnel. We
don’t have any configured service VPN at this phase, so only TLOC routes are
advertised (10) vEdge tears down the DTLS tunnel with vBond.

@4— ===Tear Down the vBond Connection === v@

P e e Exchange OMP Routing Information —--=---=---—----| 9
(B ———mmmmmmmmmm e DTLS tunnef===========—=—coooooo (8)
e Authetication-===========——==c==e—-" 7
R Device Configuration-===========~ (6)
5 ) ——m—mmmmmmmmee DTLS tunnek=============--~ (5)
(A)#--=mmmm e Authetication==============-= (4)
<=The Location of vManage and vSmart-=
(2De=mmmmmmmme DTLS tunnel==========
(e---------: Authetication-===--=-=--=-
vBond vManage vSmart

10.100.100.11 10.100.100.12 10.100.100.13

i
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Figure 2-5: vEdge-1 Onboarding Process.
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The control connections are established over DTLS tunnels while Data Plane
tunnels are using IPSec tunnels by default. Note that control connections are only
established over the Public-Internet and IPSec tunnels are only established
between the interfaces with the same color. We will get back on these in later

sections.

: vBond vManage vSmart s

i 10.100.100.11 10.100.100.12 10.100.100.13 |

| i

1 ]

1 ]

] ]

] ]

i tr
Pt S N Y A et e S LR <
H Color: !
! Site-10 Public-Internet . |
i vEdgel vEdge3 Site-30 '
1 System-IP System-IP 1
: 10.100.100.1 10.100.100.3 !
1 1
1
e AV AVl ez |
- /N B SSepieEs
1 1
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00B Mgmt
192.168.10,1/24
{DHCP)

OoB Mgmt
192.168.10.1/24
(DHCP)

10.200.0.1/24

Figure 2-6: vEdge-1 Tunnels for Management Plane, Control Plane, and Data Plane.

Control Connection Verification

We can verify vEdge-1 control connections from the vManage GUI by navigating
to Monitor > Network and choosing vEdge-1 from the Host Name list. The current
Control Connection can be verified by scrolling down to Control Connection on
the left menu. Figure 2-7 shows that vEdge-1 has DTLS tunnels to vSmart and
vManage, both using public-internet.
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L MONITOR Metwork = Gontral Connections
vEdge-1|10.100,100,107  Site ;10  Device Model vEdge Cloud @

v3mart 171 vManage 1/1

Intrusion F Wi

URL Filtering Q e
Advanced Malware Séarch Options Total Rows: 2
Protection

I T T N L
. EETE

~ public-imternet -

Umbrelia DN Re-direct vsmari 10.100.100.13 dile 12446 12446 22 Mar 2021 9:3

Control Connections ymanage 10,100.100.12 dils 12446 12446 22 Mar 2021 9:58

Figure 2-7: GUI-based vEdge Control Connections Verifications.

You can also check the control connections by selecting the Troubleshooting from
the left menu and then by selecting the Control Connections (Live view) from the
Connectivity sections.

L] MONITOR  Network > Troubleshoc

ng » Control Connections{Live View)

vEdge-1/10.100.100.101  Site D10 Device Model: vEdge Cloud @

Search Options

&) PUBLIC-INTERNET Circult (Expected:1 | Actual:1)
MNAT:Not learned

& vmanage | 10.100.100.12{Preferred Contraller) ] &

&3 vsmart | 10.100.100.13(Preferred Controlier) (] (]

~ () MPLS Circuit (Expected:0 | Actual:0)
No Control Connection | NAT:Not learned

Figure 2-8: GUI-based vEdge Control Connections Verifications.

CLI-based verification can be done by using the command show control
connections details. vBond is also listed in output but with the System-IP 0.0.0.0.

vEdge-1# show control connections detail

site-id 100
domain-id 1

protocol dtls
private-ip 10.100.0.13
private-port 12446
public-ip 10.100.0.13
public-port 12446

state up [Local Err: NO_ERROR] [Remote Err: NO_ERROR]
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uptime 0:01:50:35
hello interval 1000
hello tolerance 12000

controller-grp-id ©

<Tx and Rx statistics ommited>

site-id 2]

domain-id 2]

protocol dtls
private-ip 10.100.0.11
private-port 12346
public-ip 10.100.0.11
public-port 12346

state up [Local Err: NO_ERROR] [Remote Err: NO_ERROR]
uptime 0:01:50:53
hello interval 1000

hello tolerance 12000

controller-grp-id ©

<Tx and Rx statistics ommited>

site-id 100
domain-id (2]

protocol dtls
private-ip 10.100.0.12
private-port 12446
public-ip 10.100.0.12
public-port 12446

state up [Local Err: NO_ERROR] [Remote Err: NO_ERROR]
uptime 0:01:50:37
hello interval 1000

hello tolerance 12000

controller-grp-id ©

<Tx and Rx statistics ommited>

Example 2-12: CLI-based vEdge Control Connections Verifications.

You can find current OMP peers by selecting Real Time from the left menu and
selecting OMP peers from the Device Options: filed. From the figure below we can
see that vEdge-1 has OMP peering with vSmart. Note that you can select what
columns you want to see on the screen by clicking the green icon right next to the
refresh icon on the right corner.
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vEdge-110.100.100.101 SieID:10 Device Model: vEdge Cloud o

Device Options: OMP Peers

O1=)

Q, Search Options Total Rows: 1

Figure 2-9: GUI-based vEdge OMP Peer Verifications.

The same thing can also be verified from the vEdge-1 CLI by using the command
show omp peers. The output also shows that vEdge-1 doesn’t have received,
installed, or sent (R/I/S) any prefixes from the vSmart. This is because we haven’t
added any service VPNs into example SD-WAN infrastructure yet.

vEdge-1# show omp peers
R -> routes received

I -> routes installed

S -> routes sent

DOMAIN OVERLAY  SITE
PEER TYPE ID ID ID STATE UPTIME R/I/S

10.100.100.13 vsmart 1 1 100 up 0:04:37:47 0/0/0

Example 2-13: Verifying OMP Peers.

The only routing information exchanged between vEdges and vSmart via OMP is
Transport Locations (TLOCs) information which describes the System-IP
(10.100.100.101), Color (mpls/public-internet), and Encapsulation type (IPSEC).
Figure 2-10 shows the basic operation of TLOC advertisement. vEdge-1
advertises two TLOCs, one for the color mpls and the other one to color public-
internet. Updates are sent only to vSmart (vEdges doesn’t establish OMP peering
between themself) that reflects the update to vEdge-3. In that sense, vSmart is
like an iBGP route-reflector. The OMP TLOC update carries also a set of
attributes, just like BGP Network Layer Reachability Information (NLRI).
Attributes Public-IP and Private-IP addresses are used as destination IP addresses
in the tunnel header. Which one is used depends on the TLOC color. The color
mpls is a private color, which means that private-ip is always used in the data
plane even though the device is behind the NAT device. The second TLOC with
the color public-internet is public color and with these TLOCs the public-IP
address is used. There is no NAT in our example network, so the public-ip and
private-ip attributes are the same on both TLOCs. Note that all OMP updates are
sent over DTLS tunnels.




Cisco SD-WAN

49

TLOCKL:

System-IP: 10.100.100.103

Color: Public-Internet

Encapsulation: IPSEC
Pub/Pri-IP: 10.100.0.103

TLOCH2:

System-IP: 10.100.100.103

Color: mpls

Encapsulation: IPSEC
Pub/fPri-IP: 10.200.0.103

TLOCKL:

System-iP: 10.100.100.101

Color: Public-Internet

Encapsulation: IPSEC
Pub/fPri-IP: 10.100.0.101

TLOCK2:

System-|P: 10.100.100.101
Color: mpls
Encapsulation: IPSEC

vSmart
10.100.100.13

Pub/Pri-IP: 10.200.0.101

Public-Internet

10.100.0.1/24

vEdgel \’
System-|P -%
10.100.100.1

Site-10 MPLS

Figure 2-10: TLOC Updates.

10.200.0.1/24

TLOCHL:

System-IP: 10.100.100.103

Color: Public-internet

Encapsulation: IPSEC
Pub/Pri-IP: 10.100.0.103

TLOCR2:

System-IP: 10.100.100.103

Color: mpls

Encapsulation: IPSEC
Pub/Pri-IP: 10.200.0.103

TLOCHL:

System-IP: 10.100.100.101

Color: Public-Internet

Encapsulation: IPSEC
Pub/Pri-IP: 10.100.0.101

TLOCH2:

System-1P: 10.100.100.101
Color: mpls
Encapsulation: IPSEC

Pub/Pri-IP: 10.200.0,101

vEdge3
System-IP
10.100.100.3

f VPN 3
=74
.103

Site-30

The example below shows the OMP TLOC update generated by vEdge about its
local TLOCs. Note that the restrict TLOC attribute states that the receiving vEdge
should only try to establish an IPSec tunnel between the same colors.

vEdge-1# show omp tlocs advertised detail

tloc entries for 10.100.100.101

RECE
peer
status
loss-reason
lost-to-peer
lost-to-path-id
Attributes:

attribute-type

encap-key
encap-proto
encap-spi
encap-auth
encap-encry
public-ip
public-port
private-ip

mpls
ipsec

IVED FROM:
0.0.0.0
C,Red,R
not set
not set
not set

installed
not set

0

258

shal-hmac,ah-shal-hmac

aes256
10.200.0.101
12346
10.200.0.101

pt
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private-port 12346
public-ip oS
public-port 0
private-ip o
private-port 2]
bfd-status up
domain-id not set
site-id 10
overlay-id not set
preference 2]
tag not set
stale not set
weight 1
version 3
gen-id 0x80000008
carrier default
restrict 1
on-demand (2]
groups [ 0]
bandwidth (2]
qos-group default-group
border not set
unknown-attr-len not set
ADVERTISED TO:
peer 10.100.100.13
Attributes:
encap-key not set
encap-proto 0
encap-spi 258
encap-auth shal-hmac,ah-shal-hmac
encap-encrypt aes256
public-ip 10.200.0.101
public-port 12346
private-ip 10.200.0.101
private-port 12346
public-ip HH
public-port 0
private-ip HH
private-port
domain-id not set
site-id 10
overlay-id not set
preference 2]
tag not set
stale not set
weight 1
version 3
gen-id 0x80000008
carrier default
restrict 1
on-demand (2]
groups [ 0]
bandwidth (2]
qos-group default-group
border not set
unknown-attr-len not set

tloc entries for 10.100.100.101
public-internet
ipsec
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RECEIVED FROM:

peer 0.0.0.0
status C,Red,R
loss-reason not set
lost-to-peer not set
lost-to-path-id not set
Attributes:
attribute-type installed
encap-key not set
encap-proto 2]
encap-spi 258
encap-auth shal-hmac,ah-shal-hmac
encap-encrypt aes256
public-ip 10.100.0.101
public-port 12346
private-ip 10.100.0.101
private-port 12346
public-ip B
public-port 0
private-ip HS
private-port 0
bfd-status up
domain-id not set
site-id 10
overlay-id not set
preference 0
tag not set
stale not set
weight 1
version 3
gen-id 0x80000008
carrier default
restrict 1
on-demand 2]
groups [ 0]
bandwidth 2]
qos-group default-group
border not set

unknown-attr-len not set
ADVERTISED TO:
peer 10.100.100.13

Attributes:
encap-key not set
encap-proto 2]
encap-spi 258
encap-auth shal-hmac,ah-shal-hmac
encap-encrypt aes256
public-ip 10.100.0.101
public-port 12346
private-ip 10.100.0.101
private-port 12346
public-ip :
public-port
private-ip
private-port
domain-id not set
site-id 10
overlay-id not set
preference 0
tag not set
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stale not set

weight 1

version 3

gen-id 0x80000008

carrier default

restrict 1

on-demand 0

groups [ 6]

bandwidth 0

qos-group default-group

border not set

unknown-attr-len not set
vEdge-1#

Example 2-14: TLOCs Advertised by vEdge-1.

The example below shows the TLOC generated by vEdge-1 and reflected by
vSamrt from the vEdge-3 perspective.

vEdge-3# show omp tlocs received

tloc entries for 10.100.100.101
mpls
ipsec

RECEIVED FROM:

peer 10.100.100.13
status C,I,R
loss-reason not set
lost-to-peer not set
lost-to-path-id not set
Attributes:
attribute-type installed
encap-key not set
encap-proto 0
encap-spi 258
encap-auth shal-hmac,ah-shal-hmac
encap-encrypt aes256
public-ip 10.200.0.101
public-port 12346
private-ip 10.200.0.101
private-port 12346
public-ip e
public-port 0
private-ip HH
private-port %]
bfd-status up
domain-id not set
site-id 10
overlay-id not set
preference 2]
tag not set
stale not set
weight 1
version 3

gen-id 0x80000008
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carrier default
restrict 1

on-demand 0

groups [ 6]
bandwidth 0

qos-group default-group
border not set

unknown-attr-len not set

tloc entries for 10.100.100.101
public-internet
ipsec

RECEIVED FROM:

peer 10.100.100.13
status C,I,R
loss-reason not set
lost-to-peer not set
lost-to-path-id not set
Attributes:
attribute-type installed
encap-key not set
encap-proto 0
encap-spi 258
encap-auth shal-hmac,ah-shal-hmac
encap-encrypt aes256
public-ip 10.100.0.101
public-port 12346
private-ip 10.100.0.101
private-port 12346
public-ip B
public-port 0
private-ip oS
private-port 2]
bfd-status up
domain-id not set
site-id 10
overlay-id not set
preference 2]
tag not set
stale not set
weight 1
version 3
gen-id 0x80000008
carrier default
restrict 1
on-demand 2]
groups [ 6]
bandwidth (2]
qos-group default-group
border not set

unknown-attr-len not set

tloc entries for 10.100.100.103
mpls
ipsec
RECEIVED FROM:
peer 0.0.0.0
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status C,Red,R
loss-reason not set
lost-to-peer not set
lost-to-path-id not set
Attributes:
attribute-type installed
encap-key not set
encap-proto 0
encap-spi 258
encap-auth shal-hmac,ah-shal-hmac
encap-encrypt aes256
public-ip 10.200.0.103
public-port 12346
private-ip 10.200.0.103
private-port 12346
public-ip oS
public-port 0
private-ip oS
private-port 0
bfd-status up
domain-id not set
site-id 30
overlay-id not set
preference 0
tag not set
stale not set
weight 1
version 3
gen-id 0x80000007
carrier default
restrict 1
on-demand (2]
groups [ 0]
bandwidth 2]
qos-group default-group
border not set

unknown-attr-len not set

tloc entries for 10.100.100.103
public-internet
ipsec

RECEIVED FROM:

peer 0.0.0.0
status C,Red,R
loss-reason not set
lost-to-peer not set
lost-to-path-id not set
Attributes:
attribute-type installed
encap-key not set
encap-proto 0
encap-spi 258
encap-auth shal-hmac,ah-shal-hmac
encap-encrypt aes256
public-ip 10.100.0.103
public-port 12346
private-ip 10.100.0.103

private-port 12346
public-ip e
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public-port
private-ip
private-port
bfd-status
domain-id
site-id
overlay-id
preference
tag
stale
weight
version
gen-id
carrier
restrict
on-demand
groups
bandwidth
qos-group
border
unknown-attr-len
vEdge-3#

0

0
up
not
30
not
0
not
not
1

3

0x80000007

set

set

set
set

default

1
7]
[ e
7]

default-group
not set

not

]

set

Example 2-15: TLOCs Received by vEdge-3.

Using information received from TLOC updates, vEdges can build IPSec tunnels
between themselves. You can find current IPsec peers by selecting Real Time from
the left menu and selecting IPsec Outbound Connections in the Device Options: field.

22 Mar 2021 11:10:14 AM EET

wEdge-1110.100.100.107 SneiD: 10
Device Options: IPsec Quthound Connections
= Filter=

22 Mar 2021 11:10:14 AM EET 10.200.0.101

ce Model vEdge Cloud

10.100.0.103

10.100.100.103

10.100.100.103

public-tnternet

mpls

(0=

Tolal Rows: 2

AH_SHAT_HMAC

AH_SHA1_HMAC

Figure 2-11: GUI-based vEdge Ipsec Tunnel Verifications.

You can also monitor device-specific Ipsec tunnels by selecting the Tunnel option
under the WAN section.
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[ MONITOR  Metwork = WAN - Tunnel
vEdge-1|10,100.100,101  Site|D; 10  Device Model vEdge Cloud 0
@ Chart Options ~ ¥ RealTime| 1h 3h &h 12h Fdays Cust
WAN Throughput oz W vEdoe-1:siiver-vEdge-
2 Zsilver|IPSEC]
Flows
Mar 20, 1300 Mar 20, 1400 Mar 20, 15:00 Mar 20, 1600 Mar 20,17
Top Talkers
WAN | 4 Rows Selected
TLOC Q Search Options ~  ption are hidden by default Sralfers: 4 9 e
Calumns dropdown an the right 1o enable them)
e & Down (0) inie (o) T Up (8
| L T [P
Security Monitoring . .
¥  mpls - o=
Firewall vEdge-1:mpls-vEdge-3:mpls gel/1-gedi -
Intrusion Prevention ¥ public-imternet
B vEdge-1:publiciniernet-vEdge-3:public-internet ge0/0-gel/T -
URL Filtering

Figure 2-12: GUI-based vEdge Control Connections Verifications.

vEdges sends user data over these IPsec tunnels and they also monitor the tunnel
quality using a slightly modified Bidirect Forwarding Detection (BFD) solution.

vBond vManage vSmart
10.100.100.11 10.100.100.12 10.100.100.13

Public-Internet
10.100.0.1/24

Site-10 Public-Interne;
vEdgel
System-IP
10.100.100.1

IPSec Tunnel
BFD session EEEEEE

vEdge3
Systermn-IP
10.100.100.3

g User Data  EEEs

.- BFD session [uaug
g UserData EESe

0oB Mgmt
192.168.10,1/24
(DHCP)

00B Mgmt
192.168.10,1/24
{DHCP)

10.200.0.1/24

Figure 2-13: Ipsec Tunnels Between vEdges.
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BED sessions can be seen by selecting Real Time from the left menu and selecting
IPsec Outbound Connections in the Device Options: field.

LI MONITOR  mistwork = Real Time
vEdge-1 | 10.100.900,101  Sine 0010 Device Model vEdge Cloud

Device Options: BFD Sessions

= Lo1=)

Total Rews: 2

AL Filaring

Search Opiicrs +
Advanced Mahware

i _--__ sowom | Doston i

TLS/55L o 10.100:100.103 30 publicinternet pibfic-intermet 10:100.0.701 10.00.0.703 12366

10.100.100.103 30 uw mpls mpls 10.200.0.101 10.200.0.103 12366

Figure 2-14: GUI-based vEdge Control Connections Verifications.

The SD-WAN infra is now ready. The focus of the next chapter is to show how to
implement customers into our example network.
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Introduction

This chapter introduces the operation of the Overlay Management Protocol
(OMP). It starts by introducing TLOC Routes which are used for establishing
tunnels between vEdges. Next, it explains OMP Routes which in turn are used
for advertising Service VPN specific networks reachability information. I am also
going to show the data plane encapsulation when data is sent between the hosts
in site 10 and site 30. The purpose of the data plane section is to show how the
label attribute advertised within OMP routing advertisements is used to identify
customer VPN. In order to see inside captured packets, I am using GRE tunnels
instead of IPSec. Figure 3-1 illustrates the example topology used in this chapter.
The customer VPN 10 is used on both sites. Site 10 subnet is 172.16.10.0/24 and
site 30 subnet is 172.16.30.0/24. Interface ge0/0 in both vEdges is connected to the
Public-Internet, and interface ge0/1 is the connected to MPLS transport network
where the customer has its dedicated MPLS VPN.

& 7
\5‘““0 < %5 AQ %,
E) ‘!\q?ze' ‘95,_,;; ey
2 Public-Internet LN
/,;' 10.100.0.1/24 ‘\_‘
172:16.10.10/24 54 “.\\ 172.16.30.30/24
N Ty
vEdgel 3 L
Edge3
Systerm-Ip ‘(‘-0(;* SEERmne] o “’a,.-:oC' 5:gteg:. P
',
10.100,100.1 ok - BFD P 10.100.100.3
Q\.'- 7 " e
‘ll ‘HTDI ‘l "ﬁ?li
\rEdEEI 7 ; GRE Tunnel
ite- System-IP ; =
Site-10 il N e e R e e T W Site-30

10,100.100.1

Figure 3-1: SD-WAN Example Topology.
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Service VPN Configuration

This short section shows how to configure service VPNs in vEdge by using CLI.
First, we create a VPN and attach an interface to it. Next, we assign an IP address
to the interface, enable it and then commit changes. Examples 3-1 and 3-2 show
the configuration steps.

vEdge-1(config)# vpn 10

vEdge-1(config-vpn-10)# interface ge@/2
vEdge-1(config-interface-ge0/2)# ip address 172.16.10.1/24
vEdge-1(config-interface-ged/2)# no shutdown
vEdge-1(config-interface-ge0/2)# commit

Example 3-1: VPN 10 Configuration on vEdge-1.

vEdge-3(config)# vpn 10

vEdge-3(config-vpn-10)# interface ge@/3
vEdge-3(config-interface-ge0/3)# ip address 172.16.30.1/24
vEdge-3(config-interface-ged/3)# no shutdown
vEdge-3(config-interface-ge0/3)# commit

Example 3-2: VPN 10 Configuration on vEdge-3.

TLOC Routes

Transport Location Identifier (TLOC) route advertisement carries the Overlay
Network reachability information. The TLOC entry consists of three main
elements and a set of attributes. The first element is the system IP address that is
used, as its name describes, to identify the system/device. These addresses are
only known by the SD-WAN vEdge devices and the control plane components.
The Underlay Network devices are unaware of these IP addresses. The next
TLOC element is the color which is used for identifying the transport network.
The third element in the TLOC entry describes the tunneling protocol. I am using
the Generic Route Encapsulation (GRE) protocol in order to show unencrypted
data plane traffic. In real life, the other option, IPSec is the obvious choice. Each
TLOC routes has also a set of attributes, just like we have in BGP.
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The Public-IP address attribute describes the routable destination IP address used
in the outer IP header (tunnel header). The Private-IP attribute in turn describes
the physical IP address of the vEdge interface connected to a specific transport
network. In a solution where vEdge is behind the NAT device, the Private-IP is
translated to Public-IP which we are using in the tunnel header. When vEdge
receives the TLOC routing advertisement, it knows that the advertising vEdge is
behind the NAT device if these two addresses are different. The Site-Id attribute
is self-explanatory, it identifies the site. The Restrict attribute in our example is set
to one, which implies that we only want to build a tunnel (GRE or IPSec) between
the vEdge interfaces connected to the same transport network. By default, this
attribute is not set, which means that vEdges tries to establish full mesh tunnels
between all transport interfaces no matter to which transport network (defined
by color) they belong. As an example, without setting the restrict attribute
vEdgel in figure 3-2 tries to build GRE tunnels with vEdge3 from Public-Internet
to Public-Internet but also from Public-Internet to MPLS and the same cross color
connection over MPLS transport. This will not work since there is no routing
between these two transport networks.

vEdges has OMP peering over the DTLS tunnel only with vSmart(s) that in turn
distributes the received information to other vEdges. In figure 3-2 vEdgel sends
the TLOC route to vSmart that forwards it to vEdge3. Based on the TLOC routing
information it builds two tunnels, one over MPLS and the other one over Public-
Internet to vEdge using the GRE encapsulation. It uses the public-IP address as a
next-hop address in the tunnel IP header. When the tunnel is up, vEdges start
monitoring the tunnel transport capability by using Bi-directional Forwarding
Detection (BFD). These tunnels are then used for Service VPN traffic sent
between vEdges.
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rTLGC Routes
10.100.100.101, mpls; gre
Attributes
Public-IP: 10.200.0.101
Private-IP: 10.200.0.101
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Figure 3-2: OMP TLOC Peering and TLOC Route Advertisement.

Examples 3-3, 3-4, and 3-5 verify that OMP peering is established only between

the vSmart and vEdges.

vEdge-1# show omp peers
R -> routes received

I -> routes installed
S -> routes sent

DOMAIN OVERLAY  SITE
PEER TYPE D D STATE UPTIME R/I/S
10.100.100.13 vsmart 1 100 up 0:00:21:58 2/2/2
Example 3-3: OMP peers of vEdgel.
vEdge-3# show omp peers
R -> routes received
I -> routes installed
S -> routes sent

DOMAIN OVERLAY  SITE
PEER TYPE ID D STATE UPTIME R/I/S
10.100.100.13 vsmart 1 100 up 0:00:23:01 2/2/2

Example 3-4: OMP peers of vEdge3.
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vsmart# show omp peers
R -> routes received
I -> routes installed
S -> routes sent
DOMAIN OVERLAY  SITE
PEER TYPE ID ID ID STATE UPTIME R/I/S
10.100.100.101  vedge 1 1 10 up 0:00:23:42 2/0/2
10.100.100.103  vedge 1 1 30 up 0:00:23:40 2/0/2

Example 3-5: OMP peers of vSmart.

Example 3-6 shows the TLOC route originated by vEdge and advertised to

vSmart.

vEdge-1# show omp tlocs advertised detail | exclude not | nomore

tloc entries for 10.100.100.101

mpls
gre

RECEIVED FROM:

peer 0.0.0.0
status C,Red,R
Attributes:
attribute-type installed
encap-key 0
public-ip 10.200.0.101
public-port 0
private-ip 10.200.0.101
private-port 0
public-ip B
public-port 0
private-ip oS
private-port 0
bfd-status up
site-id 10
preference 2]
weight 1
version 3
gen-id 0x80000010
carrier default
restrict 1
on-demand 2]
groups [ 0]
bandwidth 2]
qos-group default-group
ADVERTISED TO:
peer 10.100.100.13
Attributes:
encap-key 2]
public-ip 10.200.0.101
public-port 2]
private-ip 10.200.0.101

private-port

(]
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public-ip HH
public-port 0

private-ip HH
private-port (2]

site-id 10
preference 2]

weight 1

version 3

gen-id 0x80000010
carrier default
restrict 1
on-demand (]

groups [ 0]
bandwidth 0
qos-group default-group

tloc entries for 10.100.100.101
public-internet
gre

RECEIVED FROM:

peer 0.0.0.0
status C,Red,R
Attributes:
attribute-type installed
encap-key 0
public-ip 10.100.0.101
public-port 0
private-ip 10.100.0.101
private-port 0
public-ip B
public-port 0
private-ip HH
private-port %]
bfd-status up
site-id 10
preference 2]
weight 1
version 3
gen-id 0x80000010
carrier default
restrict 1
on-demand 2]
groups [ 0]
bandwidth 2]
qos-group default-group

ADVERTISED TO:
peer 10.100.100.13

Attributes:

encap-key 0

public-ip 10.100.0.101
public-port 0

private-ip 10.100.0.101
private-port 0

public-ip oS

public-port 0

private-ip HS
private-port 0

site-id 10

preference %]
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weight 1

version 3

gen-id 0x80000010
carrier default
restrict 1

on-demand 0

groups [ 0]
bandwidth 0

qos-group default-group

Example 3-6: TLOC Route advertised to vSmart by vEdgel.

Example 3-7 verify that vSmart has received two TLOC routes from vEdgel
which is also has advertised to vEdge3. The status of these routes indicates that
vSmart has selected (C = chosen) this TLOC route to be installed (I) into the
routing table and the next-hop address defined Public-IP attribute is reachable
(R). Note that vSmart installs all valid TLOC routes into RIB but it does not install
OMP routes describing Service VPNs into the RIB.

vsmart# show omp tlocs detail | exclude not | nomore | until tloc\ entries\ for\
10.100.100.103

tloc entries for 10.100.100.101
mpls
gre

RECEIVED FROM:

peer 10.100.100.101
status c,I,R

Attributes:

attribute-type installed
encap-key 0

public-ip 10.200.0.101
public-port 0

private-ip 10.200.0.101
private-port 0

public-ip B
public-port 0

private-ip HS
private-port 0

site-id 10
preference 0

weight 1

version 3
gen-id 0x8000000f
carrier default
restrict 1

on-demand 2]

groups [ 0]
bandwidth 2]

qos-group default-group

ADVERTISED TO:
peer 10.100.100.103
Attributes:
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encap-key
public-ip
public-port
private-ip
private-port
public-ip

public-port 0

private-ip
private-port
site-id
preference
weight
version
gen-id
carrier
restrict
on-demand
groups
bandwidth
qos-group

0
10.200.0.101
]
10.200.0.101

(]

10
0
1
3
0x8000000f
default
1
0
[e]
0
default-group

tloc entries for 10.100.100.101
public-internet
gre

RECEIVED FROM:

public-port 0

peer 10.100.100.101
status C,I,R

Attributes:
attribute-type installed
encap-key 0
public-ip 10.100.0.101
public-port 0
private-ip 10.100.0.101
private-port 2]
public-ip e
public-port 0
private-ip HH
private-port 2]
site-id 10
preference 2]
weight 1
version 3

gen-id 0x8000000f
carrier default
restrict 1
on-demand 2]
groups [ 0]
bandwidth (2]
qos-group default-group

ADVERTISED TO:
10.100.100.103

Attributes:
encap-key 0
public-ip 10.100.0.101
public-port 0
private-ip 10.100.0.101
private-port 0
public-ip :
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private-ip HH
private-port 0

site-id 10
preference 2]

weight 1

version 3

gen-id 0x8000000f
carrier default
restrict 1
on-demand 2]

groups [ 0]
bandwidth 2]
qos-group default-group

tloc entries for 10.100.100.103

Example 3-7: TLOC Route Entry about vEdgel TLOCs in vSmart.

The example below verifies that vEdge3 has received the TLOC route and that it
is also installed into the routing table (status C, I, R). Based on the restrict
attribute vEdge3 only builds the GRE tunnels with vEdge only between the
TLOCs sharing the same color (transport network identifier). vEdge uses its
TLOC specific public-IP address as a source IP and the public IP received via
TLOC route as a destination IP in GRE tunnel header when sending data packets.

vEdge-3# show omp tlocs ip 10.100.100.101 detail | exclude not\ set | nomore

tloc entries for 10.100.100.101
mpls
gre

RECEIVED FROM:

peer 10.100.100.13
status C,I,R

Attributes:

attribute-type installed
encap-key 0
public-ip 10.200.0.101
public-port 0
private-ip 10.200.0.101
private-port 0
public-ip B
public-port 0
private-ip oS
private-port 0
bfd-status up

site-id 10
preference 2]

weight 1

version 3

gen-id 0x8000000f
carrier default
restrict 1
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on-demand (]

groups [ 0]
bandwidth 0

qos-group default-group

tloc entries for 10.100.100.101
public-internet
gre

RECEIVED FROM:

peer 10.100.100.13
status c,I,R

Attributes:

attribute-type installed
encap-key 2]

public-ip 10.100.0.101
public-port 0

private-ip 10.100.0.101
private-port 0

public-ip B
public-port 0

private-ip oS
private-port 0

bfd-status up

site-id 10
preference 0

weight 1

version 3
gen-id 0x8000000f
carrier default
restrict 1

on-demand (2]

groups [ 0]
bandwidth 2]

qos-group default-group

Example 3-8: TLOC Route Entry about vEdgel TLOCs in vEdge3.

Example 3-9 shows that vEdge has two GRE tunnels with vEdgel
(10.100.100.101), one over Public-Internet and one over MPLS transport. There
are no tunnels between different local-remote colors.
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Tunnel Verification

vEdge-3# show tunnel statistics

tunnel stats gre 10.100.0.103 10.100.0.101 0 ©
system-ip 10.100.100.101
local-color public-internet
remote-color public-internet

tunnel-mtu 1471
tx_pkts 7027
tx_octets 751722
rx_pkts 7026
rx_octets 653168

tcp-mss-adjust 1391
tunnel stats gre 10.200.1.103 10.200.0.101 0 ©

system-ip 10.100.100.101
local-color mpls
remote-color mpls
tunnel-mtu 1471

tx_pkts 7061

tx_octets 808604

rx_pkts 7026

rx_octets 653129

tcp-mss-adjust 1391

Example 3-9: GRE tunnel statistics.

vEdge has also started the BFD session with vEdgel. Note, in order to install
OMP routes about service VPN networks, there has to be an active BFD session to
system-ID described in TLOC.

vEdge-3# show bfd sessions system-ip 10.100.100.101 | beg 10.

10.100.100.101 10
10.100.100.101 10

up public-internet public-internet 10.100.0.103 10.100.0.101 gre
up mpls mpls 10.200.1.103 10.200.0.101 gre

Example 3-10: BFD session to vEdge verification on vEdge3.

Examples 3-11 and 3-12 shows that we have IP reachability over the transport
networks between the Public-IP addresses.

vEdge-3# ping vpn © 10.200.0.101 source 10.200.1.103 count 3
Ping in VPN ©

PING 10.200.0.101 (10.200.0.
64 bytes from 10.200.0.101:
64 bytes from 10.200.0.101:
64 bytes from 10.200.0.101:

101) from 10.200.1.103 :

56(84) bytes of data.

icmp_seq=1 ttl=61 time=2.54 ms
icmp_seq=2 ttl=61 time=2.35 ms
icmp_seq=3 ttl=61 time=2.26 ms

--- 10.200.0.101 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2003ms
rtt min/avg/max/mdev = 2.267/2.390/2.548/0.123 ms

Example 3-11: BFD session to vEdge verification on vEdge3.
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vEdge-3# ping vpn © 10.100.0.101 source 10.100.0.103 count 3

Ping in VPN ©

PING 10.100.0.101 (10.100.0.101) from 10.100.0.103 : 56(84) bytes of data.
64 bytes from 10.100.0.101: icmp_seq=1 ttl=64 time=1.40 ms

64 bytes from 10.100.0.101: icmp_seq=2 ttl=64 time=1.29 ms

64 bytes from 10.100.0.101: icmp_seq=3 ttl=64 time=5.46 ms

--- 10.100.0.101 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2001ms
rtt min/avg/max/mdev = 1.294/2.721/5.462/1.938 ms

Example 3-12: BFD session to vEdge verification on vEdge3.

OMP Routes

While TLOC routes are used for tunnel setup between vEdges, OMP routes are
used for advertising reachability information related to Service VPN subnets. The
OMP route entry includes VPN and the subnet information as well as a set of
attributes. In our example, vEdgel advertises its Service VPN 10 subnet
172.16.10.0/24 to vSmart. The advertisement carries attributes that describe the
TLOCs and the label value that is used in data plane encapsulation as VPN
identifier. vSmart verifies the reachability of the system-ID of TLOC (based on
the TLOC route described in the previous section) before forwarding the
advertisement to vEdge3. vSmart doesn’t install the route in its RIB because it is
not in the data path i.e. it never has to route packets to Service VPN subnets.
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OMP Routes OMP Routes
vpn 10 route 172.16.10.0/24 vpn 10 route 172.16.10.0/24
Attributes Attributes
originator 10.100.100.101 ariginator 10.100.100.101
label 1003 label 1003
tloc: 10.100.100.101, mpls, gre _®_. e | tloc: 10.100.100.101, mpls, gre
Attributes 10.100.100.13 Attributes
originator 10.100.100.101 originator 10.100.100.101
label 1003 label 1003
tloc: 10.100.100.101, public-internet, gre tloc; 10.100.100.101, public-internet, gre
.

» . B
o s
S Age 5 %
0" \51 T i p@%ffq’?@‘,
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Public-internet -

10.100.0.1/24
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Figure 3-3: OMP Route Advertisement.

Example 3-13 shows the OMP route about VPN 10 subnet 172.16.10.0/24 from the
vEdge perspective. The subnet is reachable through both transport networks. The
VPN 10 is identified with label 1003. The Red in the status field means that route
is redistributed into OMP (connected routes are redistributed automatically).

vEdge-1# show omp routes advertised detail | exclude not | nomore

RECEIVED FROM:

peer 0.0.0.0

path-id 34

label 1003

status C,Red,R

Attributes:

originator 10.100.100.101
type installed
tloc 10.100.100.101, mpls, gre
overlay-id 1
site-id 10
origin-proto connected
origin-metric 2]

RECEIVED FROM:
peer 0.0.0.0
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path-id 37

label 1003

status C,Red,R

Attributes:

originator 10.100.100.101
type installed
tloc 10.100.100.101, public-internet, gre
overlay-id 1
site-id 10
origin-proto connected
origin-metric 0

ADVERTISED TO:
peer 10.100.100.13

Attributes:
originator 10.100.100.101
label 1003
path-id 34
tloc 10.100.100.101, mpls, gre
site-id 10
overlay-id 1
origin-proto connected
origin-metric (%]
Attributes:
originator 10.100.100.101
label 1003
path-id 37
tloc 10.100.100.101, public-internet, gre
site-id 10
overlay-id 1
origin-proto connected
origin-metric 0

Example 3-13: OMP route about VPN 10 subnet 172.16.10.0/24 on vEdgel.

Example 3-14 shows that vSmart has received the OMP route. That status shows
that route is selected (C) and the system-ID is reachable (R) so the update is valid
and vSmart can forward the update to vEdge3.

vsmart# show omp routes received | until 172.16.30.0 | exclude not\ set | nomore

RECEIVED FROM:

peer 10.100.100.101
path-id 34
label 1003
status C,R
Attributes:
originator 10.100.100.101
type installed
tloc 10.100.100.101, mpls, gre
overlay-id 1
site-id 10
origin-proto connected
origin-metric 0

RECEIVED FROM:
peer 10.100.100.101
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path-id 37
label 1003
status C,R
Attributes:

originator 10.100.100.101

type installed

tloc 10.100.100.101, public-internet, gre

overlay-id 1

site-id 10

origin-proto connected

origin-metric 0

omp route entries for vpn 10 route 172.16.30.0/24

Example 3-14: Received OMP route about VPN 10 subnet 172.16.10.0/24 on vSmart.

Example 3-15 shows that vSmart has advertised the OMP routes to vEdge3.

vsmart# show omp routes advertised detail | until 172.16.30.0 | exclude not| nomore

RECEIVED FROM:

peer 10.100.100.101
path-id 34
label 1003
status C,R
Attributes:
originator 10.100.100.101
type installed
tloc 10.100.100.101, mpls, gre
overlay-id 1
site-id 10
origin-proto connected
origin-metric (%]

RECEIVED FROM:

peer 10.100.100.101
path-id 37
label 1003
status C,R
Attributes:
originator 10.100.100.101
type installed
tloc 10.100.100.101, public-internet, gre
overlay-id 1
site-id 10
origin-proto connected
origin-metric 0

ADVERTISED TO:

peer 10.100.100.103

Attributes:
originator 10.100.100.101
label 1003
path-id 1
tloc 10.100.100.101, mpls, gre
site-id 10
overlay-id 1
origin-proto connected
origin-metric 0
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Attributes:
originator 10.100.100.101
label 1003
path-id 2
tloc 10.100.100.101, public-internet, gre
site-id 10
overlay-id 1
origin-proto connected
origin-metric 0

omp route entries for vpn 10 route 172.16.30.0/24

Example 3-15: Advertised OMP route about VPN 10 subnet 172.16.10.0/24 on vSmart.

Example 3-16 shows that vEdge3 has received an update from vSmart. It also
shows that vEdge3 has installed a route into the RIB. In order to install an OMP
route to RIB, the TLOC IP address has to be reachable meaning there has to be a
valid TLOC route that describes the Public-IP of TLOC IP. Besides, there also has
to be an active BFD session with the originating vEdgel.

vEdge-3# show omp routes received | until 172.16.30.0 | exclude not\ set | nomore

RECEIVED FROM:

peer 10.100.100.13
path-id 1
label 1003
status C,I,R
Attributes:
originator 10.100.100.101
type installed
tloc 10.100.100.101, mpls, gre
overlay-id 1
site-id 10
origin-proto connected
origin-metric (%]
RECEIVED FROM:
peer 10.100.100.13
path-id 2
label 1003
status c,I,R
Attributes:
originator 10.100.100.101
type installed
tloc 10.100.100.101, public-internet, gre
overlay-id 1
site-id 10
origin-proto connected
origin-metric (%]

Example 3-16: Received OMP route about VPN 10 subnet 172.16.10.0/24 on vEdge3.
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Example 3-17 shows the routing entry about the VPN 10 subnet 172.16.10.0/24 on
vEdge3 RIB. Note that the Administrative Distance (AD) is the same 250 as what
I0S devices use for NHRP routes. If you are using IOS-XE devices in your SD-
WAN solution, then the AD is 251.

vEdge-3# show ip routes vpn 10 detail | until 172.16.30.0/24 | nomore
Codes Proto-sub-type:

IA -> ospf-intra-area, IE -> ospf-inter-area,

E1 -> ospf-externall, E2 -> ospf-external2,

N1 -> ospf-nssa-externall, N2 -> ospf-nssa-external2,

e -> bgp-external, i -> bgp-internal
Codes Status flags:

F -> fib, S -> selected, I -> inactive,

B -> blackhole, R -> recursive, L -> import

VPN 10 PREFIX 172.16.10.0/24
proto omp

distance 250

metric (2]

uptime 0:00:56:59
tloc-ip 10.100.100.101
tloc-color mpls

tloc-encap gre

nexthop-label 1003

status F,S

VPN 10 PREFIX 172.16.10.0/24
proto omp

distance 250

metric (2]

uptime 0:00:56:59
tloc-ip 10.100.100.101
tloc-color public-internet
tloc-encap gre

nexthop-label 1003

status F,S

VPN 10 PREFIX 172.16.30.0/24

Example 3-17: RIB Verification in vEdge3.
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IP Reachability Verification

Examples 3-18 and 3-19 verifies that we have IP connectivity between subnets in
site 10 and 30.

vEdge-3# ping vpn 10 172.16.10.10 source 172.16.30.1 count 2

Ping in VPN 10

PING 172.16.10.10 (172.16.10.10) from 172.16.30.1 : 56(84) bytes of data.
64 bytes from 172.16.10.10: icmp_seq=1 ttl=63 time=3.35 ms

64 bytes from 172.16.10.10: icmp_seq=2 ttl=63 time=2.68 ms

Example 3-18: Dataplane Testing by Pinging from vEdge3 to VPN 10 IP address on vEdgel.

Srv1@> ping 172.16.10.10

84 bytes from 172.16.10.10 icmp_seq=1 ttl=62 time=4.143 ms
84 bytes from 172.16.10.10 icmp_seq=2 ttl=62 time=3.159 ms

Example 3-19: Dataplane Testing by Pinging from host 172.16.30.30 to 172.16.10.10.

Data Plane

Figure 3-4 shows the encapsulated ICMP messages when sent over transport
networks. When the data path goes over the Public-Internet, there is only the
tunnel header which in our case is GRE with VPN label. The packet sent over the
MPLS transport first has the MPLS Transport label used within the MPLS
network for label switching packets from ingress PE to egress PE. Then there is a
VPN label that identifies the customer VPN in PE devices. Within these MPLS
headers, there is a GRE tunnel header.

Data Packet

sre-iP10.100:0.103, dis-IP 10.100.0.101
GRE

MPLS Label: 1003

src-lP 172.16.10.30.30, dis-IP 172.16.10.10
ICMP

Public-Internet
10.100.0.1/24

172.16.10.10/24 172.16,30.30/24

vEdgel > -, vEdge3
System-IP AE e, 2 System-IP
10.100.100.1 W™ il U 10 10.100.100.3
e, s N N\ BTS
- .
vEdgel
Site-10 System-ip Site-30

10,100.100.1

Data Packet
MPLS Label; 16 (Transport over MPLS)
MPLS Label: 18 (Custamer VPN

src-1P 10.200.1.103, dis-IP 10.200.0.101
GRE

MPLS Label: 1003

sre-P 172.16.10.30.30, dts-IP 172.16:10.10
IChP

Figure 3-4: Data Packet Captures.
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Capture 3-1 shows the encapsulated ICMP message from 172.16.30.30 to
172.16.10.10 over the Public-Internet transport network. The MPLS label is
received with the OMP route and it is used as a VPN identifier in remote vEdge.

Internet Protocol Version 4, Src: 10.100.0.103, Dst: 10.100.0.101
Generic Routing Encapsulation (MPLS label switched packet)
MultiProtocol Label Switching Header, Label: 1003, Exp: @, S: 1, TTL: 64
0000 0000 0011 1110 1011 .... .... .... = MPLS Label: 1003
. 000. .... .... = MPLS Experimental Bits: ©
..1 .... .... = MPLS Bottom Of Label Stack: 1
Ceee e heee eeee e . 0100 0000 = MPLS TTL: 64
Internet Protocol Version 4, Src: 172.16.30.30, Dst: 172.16.10.10
Internet Control Message Protocol

Capture 3-1: Data Packet Captures from the Public-Internet transport.

Capture 3-2 shows the encapsulated ICMP message from 172.16.30.30 to
172.16.10.10 over the MPLS transport network. So basically we are creating a GRE
tunnel inside MPLS VPN. This increases overall complexity because in the MPLS
transport network we need LDP or Segment Routing for exchanging label
binding information for label switching (outer MPLS label) and BGP VPNv4
Unicast for exchanging the customer VRF reachability information
(inner/customer MPLS label).

MultiProtocol Label Switching Header, Label: 16, Exp: @, S: 0, TTL: 62
0000 0000 00O 00Ol PPPO .... .... .... = MPLS Label: 16
. 000. .... .... = MPLS Experimental Bits: ©
..0 .... .... = MPLS Bottom Of Label Stack: @
eee eeee eeee aeee e . 0011 1110 = MPLS TTL: 62
MultiProtocol Label Switching Header, Label: 18, Exp: ©, S: 1, TTL: 62
0000 0000 00PO 0001 0010 .... .... .... = MPLS Label: 18
. 000. .... .... MPLS Experimental Bits: ©
..1 .... .... = MPLS Bottom Of Label Stack: 1
Ceee eeee eeee e . 0011 1110 = MPLS TTL: 62
Internet Protocol Version 4, Src: 10.200.1.103, Dst: 10.200.0.101
Generic Routing Encapsulation (MPLS label switched packet)
MultiProtocol Label Switching Header, Label: 1003, Exp: ©, S: 1, TTL: 64
0000 0000 0011 1110 1011 .... .... .... = MPLS Label: 1003
. 000. .... .... = MPLS Experimental Bits: ©
..1 .... .... = MPLS Bottom Of Label Stack: 1
et teee eeee eeee e . 0100 0000 = MPLS TTL: 64
Internet Protocol Version 4, Src: 172.16.30.30, Dst: 172.16.10.10
Internet Control Message Protocol

Capture 3-2: Data Packet Captures from the MPLS transport.
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Summary

If we compare the control plane operation in the Viptela based SD-WAN solution
to the VXLAN Fabric DC solution, we can see a lot of similarities. TLOC routes
are used for advertising the tunnel endpoint public IP address while this task in
VXLAN fabric is done by control plane protocol used in the underlay network
(OSPF, IS-IS, or BGP). The customer subnet and VPN identifier (label) and
encapsulation used in the data plane are advertised with OMP routes in Viptela
SD-WAN, while in VXLAN fabric the same task is done by MP-BGP L3VPN
EVPN update where the customer VPN is identified with Virtual Network
Identifier (VNI). The Viptela based SD-WAN solution uses a centralized control
plane model where updates are sent to vSamart that forwards valid updates to
other vEdges. The same model is also used with VXLAN fabric, Leaf switches
send updates only to Spine switches which forwards valid updates to other Leaf
switches or Super-Spine switches in case we are using three tiers, 5-stage Clos
fabric. So why there is again one new control-plane protocol doing the same job
that can be done with existing, standard protocols? The OMP also distributes the
encryption keys for tunnel encryption. BGP at the time of writing is not capable
of doing that. Besides, OMP messages are sent over DTLS tunnels while BGP
update messages are sent as clear text.
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Introduction

In order to have IP connectivity between hosts A and B over the underlay
transport network, we need to build a tunnel (IPSec or GRE) between the Public
IP addresses of vEdge devices (TLOC Routes). Then we also need VPN-specific
subnet routing information (OMP Routes) to be able to route traffic over the
tunnel. This chapter discusses the role and operation of various protocols
involved in Control Plane operations when an MPLS Transport network is used
as an Underlay Network for SD-WAN solution. The first section introduces the
Segment Routing solution for building a Label Switch Path (LSP) between PE
routers over the MPLS backbone by using the IS-IS routing protocol for both
routing and label distribution. The second section explains how to build L3VPN
between vEdge Public IP addresses over the LSP. Figure 4-1 shows the high-level
routing model used in this chapter.

Site-10 Site-30
[ [ R Data Plane: IP reachability -
—
ame @ omproutesoveroms:
| “10 VPN reachability
/N g
& . n
vEdgel \qﬂmp Color: R Color: ~ aEmws P’  vedges
W T intermet \/J/ Public-Internet
Color: Public IP: Public IP: Color:
MPLS/GRE | 10.200.0.101 +f-—-=-=-===== -BFD over GRE Tunnek —===========~ + 10.200.1.103 | MPLS/GRE

I VRF MP-BGP
L Cust_nilsiid VENvA Rl C.s
@ MPLS Underlay: Routing & Label Distribution
SN . S SN - S,
(Segment Routing | (Segment Routing )
PE-01 P-02 PE-03

MPLS Transport: I5-15 Segment-Routing Label Distribution

Figure 4-1: Control Plane Model.
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Building a Label Switch Path

In order to build a Labels Switch Path (LSP) between PE devices, we need a
routing protocol for IP reachability and MPLS labels for subnet/label binding.
This is because forwarding decision within MPLS network is based on labels, not
IP addresses. Label/Subnet binding information in traditional MPLS networks is
done by using Label Distribution Protocol (LDP). Having one protocol for routing
and another for the label distribution, however, increases overall complexity. The
Segment-Routing is developed for simplifying the solution. It uses a routing
protocol for advertising both IP reachability information and MPLS label-related
information. The reason why I use the term “IP reachability” instead of the term
“route” is that the most common IGP protocols in MPLS Underlay are OSPF and
IS-IS and which don’t advertise routes but link-state information. Segment-
Routing in turn doesn’t advertise label/subnet binding information, it advertises
a label range and then the index number for each destination.

Segment Routing Global Block (SRGB)

Segment-Routing Global Block (SRGB) defines the label range from where a
Link-State IGP allocates IGP Prefix-SID (Prefix Segment Identifier). In practice,
IGP Prefix-SID is a node-specific Prefix to SID mapping identifier (Label) within
the MPLS network. We are using the SRGB 16000 — 23999 in our examples (figure
4-2). When the IS-IS Segment-Routing protocol extension is enabled on a router,
it advertises the SRGB label range (8000) within SR Capability sub-TLV (Type-2)
carried in the IS-IS Router Capability TLV (Type-242). The SRGB base label (16000)
in turn is advertised by using the Prefix-SID/Label sub-TLV (Type-1) carried within
the SR Capability sub-TLV.

Note: IS-IS uses Links State Protocol (LSP) Data Units for advertising information
to its IS-IS neighbors. Information is encoded as Type/Length/Value (TLV) fields.
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IGP Prefix Segment (Prefix-SID)

IS-IS Segment-Routing extension uses the Extended IP reachability TLV (Type-135)
for advertising the node IP and its metric. Its Prefix-SID sub-TLV (Type-3)
describes the index number/label value that is used by receiving IS-IS routers for
calculating the label associated with the advertised node IP address. The
Index/value is derived from the statically configured value, either as an absolute
label value or as an index number. Note that the value has to be a unique, node-
specific value. As an example, in PE-01 we are using absolute label value 16001.
The index value is calculated by subtracting SRGB base value 16000 from the
defined absolute label value 16001 which gives us an index value 1 (16001 — 16000
= 1). The receiving IS-IS router calculates the label value by adding the index
value to the SRGB base value which gives the label 16001 (16000 + 1 = 16001). If
the absolute label value is signaled, every router should use the same SRGB.

The IS-IS Segment Routing configuration of PE-01, P-02, and PE-02 can be found
at the end of this chapter.

ISIS Link State Protocol Data Unit
Extended P Reachability (t=135, |=26)
Ext. IP Reachability: 1.1.1.1/32
Metric: 1
subTLV: Prefix-SID (t=3, 1=6)
Algorithm: Shortest Path First (SPF)
® SiD/Label/Index: 0x00000001

For IP packets
————= Destination P * * | With the destination IP
1.1.1.1

H
—= SRGB Index value for IP #——— E
1}
1}

Router Capability (t=242, |=16)
Router ID: 0x01010101
....... 0 =S bit: False
<o .0, = D bit: False
Segment Routing - Capability (t=2, 1=9)
h IV = | flag: IPv4 support: True
0. ... =V flag: IPv6 support: False
---4 Range: 8000

SID/Label (t=1, =3}
A, S — -» Label: 16000

+ SRGB Label Range

o The First MPLS Label

L 4

Set MPLS label based on
*+——| received SRGB + Index
value 16000 + 1 = 16001

H from SRGB

1

H C | Destination MAC:

H 15I5-all-level-1-18's

' (01:80:c2:00:00:14)

E Loopback 0: Loopback 0: Loopback 0:

! 1.1.1.1/32 2.2.2.2/32 3.33.3/32

1

= | T | D W ST N

! (Segment Routing ) (Segment Routing )

[ MAC:

H 5015:0000:1b08

i PE-01 P02 PE-03

 SS— o - =7 ==

SRGE | SRGE | SrGe_

[16000 - 23399] (16000 - 23999] [16000 - 23599]

Figure 4-2: MPLS Transport Underlay: IS-1S Link State Packet sent by PE-01.

Capture 4-1 shows the complete IS-IS LSP advertised by PE-01.
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IEEE 802.3 Ethernet
Destination: ISIS-all-level-1-IS's (01:80:c2:00:00:14)
Source: 50:15:00:00:1b:08 (50:15:00:00:1b:08)
Length: 134
Logical-Link Control
ISO 10589 ISIS InTRA Domain Routeing Information Exchange Protocol
ISO 10589 ISIS Link State Protocol Data Unit
PDU length: 131
Remaining lifetime: 1199
LSP-ID: ©000.0000.0001.00-00
Sequence number: 0x00000018
Checksum: ©xac69 [correct]
[Checksum Status: Good]
Type block(@x01): Partition Repair:0, Attached bits:@, Overload bit:@, IS type:1
Area address(es) (t=1, 1=2)
Protocols supported (t=129, 1=1)
Traffic Engineering Router ID (t=134, 1=4)
IP Interface address(es) (t=132, 1=4)
Type: 132
Length: 4
IPv4 interface address: 1.1.1.1
Hostname (t=137, 1=5)
Extended IS reachability (t=22, 1=30)
Extended IP Reachability (t=135, 1=26)
Type: 135
Length: 26
Ext. IP Reachability: 10.1.2.0/24
Metric: 40
0... .... = Distribution: Up
.@.. .... = Sub-TLV: No
..01 1000 = Prefix Length: 24
IPv4 prefix: 10.1.2.0
no sub-TLVs present
Ext. IP Reachability: 1.1.1.1/32
Metric: 1
@... .... = Distribution: Up
.1.. .... = Sub-TLV: Yes
..10 0000 = Prefix Length: 32
IPv4 prefix: 1.1.1.1
SubCLV Length: 8
subTLV: Prefix-SID (t=3, 1=6)
Code: Prefix-SID (3)
Length: 6
Flags: 0x40, Node-SID
Algorithm: Shortest Path First (SPF) (@)
SID/Label/Index: ©x00000001
Router Capability (t=242, 1=16)
Type: 242
Length: 16
Router ID: 0x01010101
..0 = S bit: False
.. ..0. = D bit: False
Segment Routing - Capability (t=2, 1=9)
1... .... =1 flag: IPv4 support: True
.0.. .... =V flag: IPv6 support: False
Range: 8000
SID/Label (t=1, 1=3)
Label: 16000

Capture 4-1: IS-IS Link State Packet sent by PE-01.
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Example 4-1 shows that PE-03 knows the SRGB range as well as Prefix-SID/Index
associated with IP 1.1.1.1/32.

PE-03# sh isis database detail PE-01.00-00

IS-IS Process: SR LSP database VRF: default
IS-IS Level-1 Link State Database
LSPID Seq Number  Checksum Lifetime A/P/0O/T
PE-01.00-00 0x00000012 Ox6AB1 968 e/e/0/1
Instance 0x0000000D
Area Address 49
NLPID OxCC
Router ID 1.1.1.1
IP Address 1.1.1.1
Hostname PE-01 Length : 5
Extended IS P-02.00 Metric : 40
Interface IP Address : 10.1.2.1
IP Neighbor Address : 10.1.2.2
ADJ-SID : 16 Flags : V/L, Weight 1
Extended IP 1.1.1.1/32 Metric : 1 ()
Prefix-SID 1 Algo : 0 Flags : N
Extended IP 10.1.2.0/24 Metric : 40 (V)
Capability : Router-Id 1.1.1.1 Flags 0xo
SR-Range 16000 - 23999 (8000) Flags I--
Digest Offset : ©
IS-IS Level-2 Link State Database
LSPID Seq Number  Checksum Lifetime A/P/0O/T

Example 4-1: show isis database detail PE-01.00-00 on PE-03.

The IPv4 Forwarding Equivalency Class (FEC) under VRF default in example 4-2
shows that PE-03 uses MPLS label 16001 in the outer MPLS header when sending
data packets to PE-01 (1.1.1.1/32). Deaggregatin FEC is customer VRF related and
there we can see the customer VPN Label advertised by MP-BGP. We will focus
on that in the next section. The Adjacency SID (AD]J SID) describes the Inter-

Router links.

PE-03# sh mpls switching detail

VRF default

IPv4 FEC

In-Label : 16001
Out-Label stack : 16001

FEC :1.1.1.1/32
Out interface : Ethl/3
Next hop : 10.2.3.2

Input traffic statistics
Output statistics per label

Deaggregation FEC type

: @ packets, @ bytes
: label 16001, © packets, © bytes
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In-Label : 492287

VRF . Customer-77
Address-Family : IPv4

Input traffic statistics : @ packets @ bytes
ADJ] SID

In-Label : 16

Out-Label stack : 3

FEC : 10.2.3.2

Out interface : Eth1/3

Next hop : 10.2.3.2

Input traffic statistics : @ packets, @ bytes
Output statistics per label : label 3, © packets, @ bytes

*Label statistics accurate as of 72 seconds ago

Block Label-Range
1 16000 - 23999

Example 4-2: show isis database detail PE-01.00-00 on PE-03.

Example 4-3 shows that PE-03 is installed the information in its RIB. Whenever
PE-03 has something to send to 1.1.1.1/32, it pushes the label 16001 as a top label
for the packet. In case that traffic is received from the customer VRF, PE-03 also
adds the VPN label as a bottom of stack label.

PE-03# show ip route 1.1.1.1 isis-SR detail

IP Route Table for VRF "default"

'*' denotes best ucast next-hop

'**' denotes best mcast next-hop

'[x/y]"' denotes [preference/metric]
'%<string>"' in via output denotes VRF <string>

1.1.1.1/32, ubest/mbest: 1/0
*via 10.2.3.2, Eth1/3, [115/81], ©0:05:37, isis-SR, L1 (mpls)
MPLS[@]: Label=16001 E=0 TTL=255 S=0
client-specific data: 41

Example 4-3: show ip route 1.1.1.1 isis-SR detail on PE-03.
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Examples 4-4 and 4-5 show the same show commands from the PE-01
perspective.

PE-01# sh isis database detail PE-03.00-00
IS-IS Process: SR LSP database VRF: default
IS-IS Level-1 Link State Database

LSPID Seq Number  Checksum Lifetime A/P/O/T
PE-03.00-00 0x00000012 OXF5F7 1182 e/e/0/1
Instance 0x0000000D
Area Address 49
NLPID OxCC
Router ID 3.3.3.3
IP Address 3.3.3.3
Hostname PE-03 Length : 5
Extended IS : P-02.00 Metric : 40
Interface IP Address : 10.2.3.3
IP Neighbor Address : 10.2.3.2
ADJ-SID : 16 Flags : V/L, Weight 1
Extended IP 3.3.3.3/32 Metric : 1 (U)
Prefix-SID 3 Algo H) Flags : N
Extended IP 10.2.3.0/24 Metric : 40 (V)
Capability : Router-Id 3.3.3.3 Flags 0x0
SR-Range 16000 - 23999 (8000) Flags I--

Digest Offset :

(]

<snipped>

Example 4-4: show isis database detail PE-03.00-00 on PE-01.

PE-01# sh mpls switching detail

VRF default

IPv4 FEC

In-Label : 16003
Out-Label stack : 16003

FEC : 3.3.3.3/32
Out interface . Eth1l/2
Next hop : 10.1.2.2

Input traffic statistics
Output statistics per label

Deaggregation FEC type

: @ packets, © bytes
: label 16003, © packets, © bytes

In-Label . 492287
VRF : Customer-77
Address-Family : IPV4

Input traffic statistics

: @ packets © bytes

ADJ SID

In-Label . 16
Out-Label stack : 3

FEC :10.1.2.2
Out interface : Eth1l/2
Next hop :10.1.2.2

Input traffic statistics
Output statistics per label
<snipped>

: @ packets, @ bytes
: label 3, @ packets, @ bytes

Example 4-5: sh mpls switching detail on PE-01.
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MP-BGP: Advertising Customer Routes

MP-BGP is used for advertising customer routes between PE devices. BGP uses
IPv4/Labeled VPN Unicast afi/safi for advertising VPNv4 addresses (Route-
Distinguisher:IPv4 prefix). BGP Update carries the IPv4 prefix, its associated RD,
and VPN Label value. The VPN label value within Segment-Routing enabled
devices is taken from the SR Dynamic range (default range 24000 - 1048575).
Besides, MP-BGP Update carries Route-Target extended community which is
used for BGP export/import policy. In our example, PE-01 advertises its
customer-specific subnet 10.200.0.0/24 with RD 65077:77 and VPN Label 492287.
The BGP Update message is label switched across the MPLS transport meaning
P-02 forwards packet based on MPLS label 16003, which is the label used with
the destination IP address 3.3.3.3/32.

MultiProtocol Label Switching Header, Label: 16003, Exp: &, 5: 1, TTL: 64
Internet Protocol Version 4, Sre: 1.1.1.1, Dst: 3.3.3.3
Transmission Control Protocol, Src Port: 17583, Dst Port: 179,
Border Gateway Protocol - UPDATE Message
Path attributes PUSH VPN label 492287 into Packets

Path Attribute - MP_REACH_NLRI which destination is 10.200.0.0/24
Address family identifier (AFI): IPw4 (1) Recursive NH lookup for 1.1.1.1

Subsequent address family identifier (SAF1): Labeled VPN Unicast {128)
Next hop network address (12 bytes)

Next Hop: Empty Label Stack RD=0:0 1Pvd=1,1.1.1 I
Metwork layer reachability information (15 bytes)
BGP Prefix
———————% Label Stack: 492287 (battom)

Route Distinguisher: 65077:77

MP Reach NLRI IPv4 prefix: 10.200.0.0
Path Attribute - EXTENDED_COMMUNITIES
Carried extended communities: {1 community) Install route to
o 3 Import route 10.200.0.0/24
. B | L —
Route Target: 65077:77 [Transitive 2-Octet AS-Specific] into VRF Customer-77 BRIE 10.200.0.0/24 into

VRF Customer-77 RIB

L1600 p---F2B__
label
BGP Update BGP Update
Loopback 0: MLRI: 10.200.0.0 o NLRI: 10.200.0.0 , Loophacko:
1.11.1/32 VPN L: 492287 VPN L: 492287 3.3.3.3f32
VRF Contenxt: NH: 1.1.1.1 NH:1.1.1.1 VRF Context:
MName: Customer-77 RT:65077:77 RT:65077:77 Name: Customer-77
RD/RT: 65077:77 MP-BGP RD/RT: 65077:77
Net: 10.200.0.0/24 R R Ao e e o (D) e B B R R R T Net: 10.200.1.0/24
15-15 15-15
e * = TSeament Routng ]~ * = Segment Routing ]~ (]
0 maC: Vg
5015:0000:1b08

PE-01
[24000 - 1048575]

P-02 PE-03
[24000 - 1048575]
- .

[16000 — 23999] [16000 — 23999] [16000 — 23999]

Figure 4-3: MPLS Transport Overlay: MP-BGP Update by PE-01.
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Capture 4-2 shows the complete MP-BGP packet sent by PE-01.

MultiProtocol Label Switching Header, Label: 16003, Exp: 6, S: 1, TTL: 64
Internet Protocol Version 4, Src: 1.1.1.1, Dst: 3.3.3.3
Transmission Control Protocol, Src Port: 17583, Dst Port: 179, Seq: 106, Ack: 228,
Len: 132
Border Gateway Protocol - UPDATE Message
Marker: fffffffffffrffrfrffrrfrffrffrreer
Length: 84
Type: UPDATE Message (2)
Withdrawn Routes Length: ©
Total Path Attribute Length: 61
Path attributes
Path Attribute - MP_REACH_NLRI
Flags: 0x90, Optional, Extended-Length, Non-transitive, Complete
Type Code: MP_REACH_NLRI (14)
Length: 32
Address family identifier (AFI): IPv4 (1)
Subsequent address family identifier (SAFI): Labeled VPN Unicast (128)
Next hop network address (12 bytes)
Next Hop: Empty Label Stack RD=0:0 IPv4=1.1.1.1
Number of Subnetwork points of attachment (SNPA): ©
Network layer reachability information (15 bytes)
BGP Prefix
Prefix Length: 112
Label Stack: 492287 (bottom)
Route Distinguisher: 65077:77
MP Reach NLRI IPv4 prefix: 10.200.0.0
Path Attribute - ORIGIN: IGP
Path Attribute - AS_PATH: empty
Path Attribute - LOCAL_PREF: 100
Path Attribute - EXTENDED_COMMUNITIES
Flags: Oxc@, Optional, Transitive, Complete
Type Code: EXTENDED_COMMUNITIES (16)
Length: 8
Carried extended communities: (1 community)
Route Target: 65077:77 [Transitive 2-Octet AS-Specific]

Capture 4-2: MP-BGP update sent by PE-01.

Example 4-6 show the BGP table of PE-03 concerning subnet 10.200.0.0./24 that is
attach to customer VRF in PE-01. We can see that VPN label 492287 is associated
with network 10.200.0.0/24 with the next-hop 1.1.1.1.
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PE-03# sh bgp vpnv4 unicast 10.200.0.9/24
BGP routing table information for VRF default, address family VPNv4 Unicast
Route Distinguisher: 65077:77 (VRF Customer-77)
BGP routing table entry for 10.200.0.0/24, version 7
Paths: (1 available, best #1)
Flags: (©x800800l1a) (high32 ©0000000) on xmit-list, is in urib, is best urib
route, is in HW
vpn: version 11, (©x00000000100002) on xmit-list

Advertised path-id 1, VPN AF advertised path-id 1
Path type: internal, path is valid, imported same remote RD, is best path,
in
rib
AS-Path: NONE, path sourced internal to AS
1.1.1.1 (metric 81) from 1.1.1.1 (1.1.1.1)
Origin IGP, MED not set, localpref 100, weight ©
Received label 492287
Extcommunity: RT:65077:77

VRF advertise information:
Path-id 1 not advertised to any peer

VPN AF advertise information:
Path-id 1 not advertised to any peer

Example 4-6: sh bgp vpnv4 unicast 10.200.0.0/24 on PE-03.

The information is installed from the BGP table into the routing table. Examples
4-7 and 4-8 illustrate the recursive next-hop resolution and verify that PE-03 uses
MPLS label 16001 when forwarding customer traffic over the MPLS transport
network.

PE-03# show ip route detail vrf Customer-77 | sec 10.200.0.0
10.200.0.0/24, ubest/mbest: 1/0
*via 1.1.1.1%default, [200/0], ©0:25:37, bgp-65077, internal, tag 65077
(mpls-vpn)
MPLS[@]: Label=492287 E=0 TTL=0 S=0 (VPN)
client-specific data: 2
recursive next hop: 1.1.1.1/32%default
extended route information: BGP origin AS 65077 BGP peer AS 65077

Example 4-7 show ip route detail vrf Customer-77 | sec 10.200.0.0 on PE-03.
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PE-03# show ip route 1.1.1.1 detail

IP Route Table for VRF "default”

'*' denotes best ucast next-hop

'**' denotes best mcast next-hop

'[x/y]"' denotes [preference/metric]
'%<string>"' in via output denotes VRF <string>

1.1.1.1/32, ubest/mbest: 1/0
*via 10.2.3.2, Eth1/3, [115/81], ©0:26:43, isis-SR, L1 (mpls)
MPLS[@]: Label=16001 E=0 TTL=255 S=0
client-specific data: 41

Example 4-8 show ip route 1.1.1.1 detail on PE-03.

When the MPLS Underlay Network routing and label binding process is done
and the BGP Updates are sent, vEdges have IP connectivity and they can
establish a tunnel between them and sent BFD messages by using it. At this phase
the TLOC Route sent to vSmart is valid. Figure 4-4 shows that BFD messages are
encapsulated with a label stack where the inner VPN label defines the customer
VREF and the outer MPLS label is used for forwarding packets to the destination.

Site-10 vSmart Site-30
i > -
TS - =
- Wu‘es,‘?%‘%é‘; z:};.:é;ﬁ‘i"te; .~
TOL = -edee SV e D,
[] « MPLS Label: 16003, Exp: 6, 5: 0, TTL: 62 g, - '
VPN Label; 492287, Exp: 6, S: 1, TTL: 62
N/ 1Pvd, Src: 10.200.0.101, Dst: 10.200.1.103 \/
N\ ic Routing Encapsulation (IP) !"'\
vEdgel VPN 1Pvd, , Src: 10.200.0.101, Dst: 10.200.1.103 VPN vEdge
@ E5ied UDP, Src Port: 3784, Dst Port: 3784
i Color: Public IP: BFD Control message PubliciP: | Color:
! MPLS/GRE | 10.200.0.101 10.200.1.103 | MPLS/GRE
i
!
!
| [ VRF
| L Cust J [ cust
1

PE-01 P-02 PE-03

MPLS Transpcrt: 15-1S Segment-Routing Label Distribution
Figure 4-4: BFD over GRE.
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Capture 4-3 shows the complete captured packet.

MultiProtocol Label Switching Header, Label: 16003, Exp: 6, S: @, TTL: 62
MultiProtocol Label Switching Header, Label: 492287, Exp: 6, S: 1, TTL: 62
Internet Protocol Version 4, Src: 10.200.0.101, Dst: 10.200.1.103

Generic Routing Encapsulation (IP)

Internet Protocol Version 4, Src: 10.200.0.101, Dst: 10.200.1.103

User Datagram Protocol, Src Port: 3784, Dst Port: 3784

BFD Control message

Capture 4-3: BFD Message Sent by PE-01.

When the GRE tunnel is established between vEdge-1 and vEdge-3 user data can
be routed over it. Just for the recap, VPN routes in vEdges are advertised to
vSmart as OMP routes including all valid TLOCs (Public IP address, Colour, and
Encapsulation) that can be used for routing packets towards the advertised VPN
subnet. The TLOC is valid when BFD messages can be exchanged between
vEdges attached to the same color. As can be seen from figure 4-5 and capture 4-4
there are three label values when data is sent across the MPLS transport network;
one for the LSP between PE devices, one as an MPLS customer VRF identifier,

and one for the client VPN identifier in vEdges.

Site-10 Site-30
I S Data Plane: IPreachability -
] —
> ---._OMPRoutesoverDTLs: _________ -

MPLS Label: 16003, Exp: 0, S: 0, TTL: 62 \’

VPN Label: 492287, Exp: 0, 5: 1, TTL: 62 N\

IPvd, Src: 10.200.0.101, Dst: 10.200.1.103 m/ vEdge3

Generic Routing Encapsulation (MPLS label switched packet)

MPLS Label: 1003, Exp: 0, 5: 1, TTL: 64 Public IP: Color:
MPLS/GRE | 10.200.0.101 |'Pv4, 3rc: 172.16.10.10, Dst: 172.16.30.30 10.200.1.103 | MPLS/GRE

Internet Control Message Protocol

L Cust
Action:
e *| Pop MPLS label 16003 fe-eocommaaaannq >
and forward to PE-03

PE-01 P-02 PE-D3

i

MPLS Transport: I5-1S Segment-Routing Label Distribution
Figure 4-5: ICMP from Host A to Host B.
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Capture 4-4 shows the complete captured packet.

MultiProtocol Label Switching Header, Label: 16003, Exp: @, S: ©, TTL: 62
MultiProtocol Label Switching Header, Label: 492287, Exp: @0, S: 1, TTL: 62
Internet Protocol Version 4, Src: 10.200.0.101, Dst: 10.200.1.103

Generic Routing Encapsulation (MPLS label switched packet)

MultiProtocol Label Switching Header, Label: 1003, Exp: @, S: 1, TTL: 64
Internet Protocol Version 4, Src: 172.16.10.10, Dst: 172.16.30.30

Internet Control Message Protocol

Capture 4-4: ICMP Request Sent by Host A to Host B.

Summary

When we are running SD-WAN over the MPLS transport network we need to
understand what information is needed and how it is advertised. First, we need
to build an LSP between PE devices. In our example, this was done by using the
IS-IS Segment-Routing protocol extension. Then we need IP connectivity between
vEdge devices. This is done by advertising networks associated with customer
VRF, where vEdges are connected, by using MP-BGP. In addition, we need to
advertise TLOC routes and OMP routes to vSmart and from there to other
vEdges. It is crucial to understand the relationship between control plane
protocols IS-IS, BGP, and OMP and this way to understand how the system
works.

The reason why I wrote this chapter is that I wanted readers to understand the
additional complexity coming with MPLS transport compared to Internet
transport where we only rely on routing. My intent is not to say that don’t use
MPLS transport.
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MPLS device configurations

PE-01# sh run

hostname PE-01

install feature-set mpls

feature-set mpls

feature bgp

feature isis

feature mpls 13vpn

feature mpls segment-routing

feature mpls oam

feature mpls segment-routing traffic-engineering

segment-routing
mpls
connected-prefix-sid-map
address-family ipv4
1.1.1.1/32 absolute 16001
vrf context Customer-77
rd 65077:77
address-family ipv4 unicast
route-target import 65077:77
route-target export 65077:77
vrf context management

interface Ethernetl/1
no switchport
vrf member Customer-77
ip address 10.200.0.1/24
no shutdown

interface Ethernetl/2
no switchport
ip address 10.1.2.1/24
isis network point-to-point
ip router isis SR
mpls ip forwarding
no shutdown
1
interface loopbacke
ip address 1.1.1.1/32
ip router isis SR
icam monitor scale

router isis SR
net 49.0000.0000.0001.00
is-type level-1
address-family ipv4 unicast
segment-routing mpls
router bgp 65077
router-id 1.1.1.1
address-family ipv4 unicast
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address-family vpnv4 unicast
neighbor 3.3.3.3
remote-as 65077
update-source loopbacke
address-family ipv4 unicast
address-family vpnv4 unicast
send-community extended
vrf Customer-77
address-family ipv4 unicast
network 10.200.0.0/24

PE-03# sh run

hostname PE-@3

install feature-set mpls

feature-set mpls

feature bgp

feature isis

feature mpls 13vpn

feature mpls segment-routing

feature mpls oam

feature mpls segment-routing traffic-engineering

vlan 1
segment-routing
mpls
connected-prefix-sid-map
address-family ipv4
3.3.3.3/32 absolute 16003

vrf context Customer-77
rd 65077:77
address-family ipv4 unicast
route-target import 65077:77
route-target export 65077:77
vrf context management

interface Ethernetl/1
no switchport
vrf member Customer-77
ip address 10.200.1.1/24
no shutdown

interface Ethernetl/3
no switchport
ip address 10.2.3.3/24
isis network point-to-point
ip router isis SR
mpls ip forwarding
no shutdown

interface loopbacke
ip address 3.3.3.3/32
ip router isis SR
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icam monitor scale

line console
line vty
boot nxos bootflash:/nx0s.9.3.5.bin sup-1

router isis SR
net 49.0000.0000.0003.00
is-type level-1
address-family ipv4 unicast
segment-routing mpls
router bgp 65077
router-id 3.3.3.3
address-family ipv4 unicast
address-family vpnv4 unicast
neighbor 1.1.1.1
remote-as 65077
update-source loopbacke
address-family vpnv4 unicast
send-community extended
vrf Customer-77
address-family ipv4 unicast
network 10.200.1.0/24

P-02# sh run

hostname P-02

install feature-set mpls

feature-set mpls

feature bgp

feature isis

feature mpls 13vpn

feature mpls segment-routing

feature mpls oam

feature mpls segment-routing traffic-engineering

vlan 1
segment-routing
mpls
connected-prefix-sid-map
address-family ipv4
2.2.2.2/32 absolute 16002

interface Ethernetl/2
no switchport
ip address 10.1.2.2/24
isis network point-to-point
ip router isis SR
mpls ip forwarding
no shutdown

interface Ethernetl/3
no switchport
ip address 10.2.3.2/24
isis network point-to-point
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ip router isis SR
mpls ip forwarding
no shutdown

interface loopbacke
ip address 2.2.2.2/32
ip router isis SR

router isis SR
net 49.0000.0000.0002.00
is-type level-1
address-family ipv4 unicast
segment-routing mpls
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Introduction

Cisco Viptela SD-WAN solution builds a full-mesh topology between vEdge
devices by default when there are no Control Policies implemented. This means
that vEdges tries to build an IPSec/GRE tunnel to every reachable TLOC public IP
addresses no matter which site or color (transport network) TLOCs belong to. We
have already change the default behavior by using the restrict option (chapter 2)
under tunnel interfaces. In this way, tunnels are only established between TLOCs
belonging to the same color. In this chapter, we are going to create a Hub and
Spoke topology by implementing a Control Policy where the vSmart advertises
TLOC/OMP routes from site 30 to sites 10 and 20 and TLOC/OMP routes from
sites 10 and 20 to site 30. vSmart doesn’t advertise TLOC/OMP routes between
sites 10 and 20. Site 10 and 20 will be our Branch/Remote sites and site 30 will be
the Hub/DataCenter site.

Figure 5-1 recaps the operation of the Overlay Management Protocol (OMP).
vEdgel in site 10 advertises TLOC route advertisement to vSmart where it
describes its System Id, transport color, and encapsulation method as well as
Public/Private IP and restricts attributes (among several other attributes). vSmart
forwards TLOC routes received from vEdgel to both vEdge2 and vEdge3.
vEdgel also advertises OMP routes where it describes the reachability
information about its local subnet 172.16.10.0/24 bound to VPN10.
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vEdgel TLoc:
System-1P Public-Internet/GRE
10.100.100.101 10.100.0.101 3
VPN10
172.16.10.0/24 -qm
@ Site-10 P ToC:
TLOC: Public-Internet/GRE
MPLS/GRE 10.100.0.103
10.200.0.101 @ vEdge3

System-IP
10.100.100.103

= N/ VPN1O
[ N\ 172.16.30.0/24

OMP aver DTLS

TLOC:
Public-Internet/GRE
10.100.0.102

Site-20
VPN1O ’

172.16.20.0/24 >'\ . '1-. \_ﬁ:t/)
TLOC:
vEdge2

MPLS/GRE

Systerm-IP 10.200.2.102
10.100.100.102

Figure 5-1: TLOC Route advertisement.

MPLS/GRE
10.200.1.103

When vEdge2 and vEdge3 receive TLOC route advertisement, they can establish
GRE tunnels with vEdge-1 between the same colors (restrict option) using the
received public IP address as a tunnel destination. They also start the BFD
session over each tunnel to monitor the tunnel's health. When tunnels are up and
running vEdges can send data by using a public IP address as a destination IP
address in the tunnel header. Figure 5-2 illustrates how vEdges establish color-to-
color tunnels between themselves. vEdgel has an mpls-to-mpls tunnel with both
vEdge2 and vEdge3 as well as an internet-to-internet tunnel with both vEdges.
vEdge2 and vEdge3 have also tunnels between themselves.
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vEdgel
System-IP
10. 100 1DD 101

172, 16.10 om -% (,

Site-10

TLOC:
Public-Internet/GRE
10,100, 0 101

TLoC:
MPLS/GRE
10.200.0.101

TLOC:
Public- Intemet.-’GRE
10.100.0.102

Site-20

172.16.20.0/24

vEdge2
System-1P
10.100.100.102

TLOC:
Public-Internet/GRE

10.100.0.103
T T

oG
MPLS/GRE
10.200.1.103

TLOC:
MPLS/GRE
10.200.2.102

Figure 5-2: Full Mesh Tunnels Between vEdges.

vEdge3
System-IP
10.100.100.103
VPN1O
172.16.30.0/24
Site-30

Figure 5-3 shows the TLOC routes received by vEdgel. You can verify the real-
time information of vEdgel by selecting vEdgel from the device list in the
Monitor/Network window. Next, select the OMP Received TLOCS option from the
Device Option field. As an example, we can see that vEdgel has received two
TLOC routes from vSmart (10.100.100.13) originated by vEdge2 10.10.100.102.

Device Options:

10.100,100,101
10300100007
10.100:100.102
10:100.100.102

10,100.100.103

10.100.100,103

vEdge-1|10.100.100.101  Site ID: 10

OMP Received TLOCS

mpis

public-imternet  gre
mpis gre
public-imernet  gre
mpls gre

public-internet  gre

Device Model. vEdge Cloud @

Search Opticns v

D.0.00

0.0.0.0

10.100.100.13

10.100.100.13

10.100.100.13

10,100,100.13

10.200.0.101

10.100.0.101

10.200.2.102

10.100.0.102

10.200.1.103

10,100.0.103

10.200.0.101

10.100.0.101

10.200.2.102

10.100.0.102

10.200.1.103

10.100.0.103

20

20

30

30

_mmm——-—

up

up

up

up

up

Figure 5-3: Received TLOC Routes from vEdgel Perspective.

Figure 5-4 verifies that vEdge also has BFD sessions between vEdge2 and vEdge3
over both transport networks.
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vEdge-1110.100.100,101  Site: 10  Device Model, vEdge Cloud )
Device Options: | BFD Sessions
= Filter =
Q Search Opticna
System IP Last Updated | Site 1D | Source TLOC Calor Remote TLOC Color m Destination Public P
10.100.100.102 21 Apr 2021 10:27:04 AM EEST 20 public-intarnet public-internet 10.100.0.101 10.700.0.102
10.100,700.703 21 Apr 2027 T:27:04 AM EEST 30 up public-internet publicinternet 10.100.0.107 10.700.0.708
10.700.100.103 21 Apr 2021 127:04 AMEEST 30 up mpls mpls 102000101 18.200.1.103
10.100.100.102 21 Apr 2021 102704 AM EEST 20 up mpls mpls 10,200.0.101 10,200.2702

Figure 5-4: BFD Sessions of vEdgel.

Figure 5-5 shows that vEdgel has received VPN10 specific OMP routes from both
sites over both transport networks.

vEdge-1110,100.100.101  Sneil:10  Device Model: vEdge Cloud @
Device Options: OMFP Recelved Routes
= Filter =

Search Options. v

-mmmm g N T 25

20 Apr 2021 .. 172.16.10.0/24 0,000 CRedR 10.100.100.101 mpla gre 10.100.100.101
20Apr2021 .. 10 172.16.10.0/24 = 0.0.0.0 CRedR 10.100.100.107 public-intamet gre it} 10.100.100.107
20Apr2027 .. 10 17216.20.0/24 10.100.700.13 CIR 10.100.100.102 mpls gre 20 10.100.100.102
20 Apr2021 .. 10 172.16.20.0/24 1010010013 CIR 10.100.100.102 publicntemet gre n 10.100.100.102
20 Apr2021 .. 10 172.16.30.0/24 1010010013 CIR 10.100.100.103 mpls gre 30 10,100.100.103
20Apr2021.,. 10 172.1630.0/24  10.100.100.13 CIR 10.100.100.103 public-internet gre 30 10.100.100.103

Figure 5-5: Received OMP Routes from vEdgel Perspective.

We can also see that vEdgel has installed VPN 10 specific OMP routes into VPN
10 RIB and FIB.

vEdge-1/10.100.100.101  Site ID' 10 Device Model: vEdge Cloud @

Device Options: | IP Routes
= Filter~  VPNID: 10 Protocol omp

Search Dptions v

T e I K e o

ipva 172.16.20.0/24 omp 10.100.100.7102 mpls
- 10 Ipvd 172.16.20.0/24 omp 10.100.100.102 public-internet FS
- 10 ipvd 172.16.30.0/24 omp 10.100.100.103 mpls FS
= 10 ipvd 172.16.30.0/24 omp 10.100.100.103 public-internet FS

Figure 5-6: VPN10 related IP Routes from vEdgel Perspective.
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The example below verifies that we have IP connectivity from host 172.16.10.10
(site 10) to host 172.16.30.30 (site 30) and to host 172.16.20.20 (site 20).

PC1-10> ping 172.16.30.30

84 bytes from 172.16.30.30 icmp_seq=1 ttl=62 time=2.646 ms
84 bytes from 172.16.30.30 icmp_seq=2 ttl=62 time=4.439 ms
84 bytes from 172.16.30.30 icmp_seq=3 ttl=62 time=2.830 ms
84 bytes from 172.16.30.30 icmp_seq=4 ttl=62 time=2.663 ms
84 bytes from 172.16.30.30 icmp_seq=5 ttl=62 time=2.298 ms

PC1-10> ping 172.16.20.20

84 bytes from 172.16.20.20 icmp_seq=1 ttl=62 time=7.359 ms
84 bytes from 172.16.20.20 icmp_seq=2 ttl=62 time=5.029 ms
84 bytes from 172.16.20.20 icmp_seq=3 ttl=62 time=2.071 ms
84 bytes from 172.16.20.20 icmp_seq=4 ttl=62 time=2.637 ms
84 bytes from 172.16.20.20 icmp_seq=5 ttl=62 time=3.321 ms

Example 5-1: IP Connectivity Verification
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vSmart - from CLI mode to vManaged mode

The default management mode for Viptela components is CLI mode. We can’t
use NETCONF to push policies made in vMange to vSmart unless we change the
mode to vMange mode. Figure 5-7 shows the failure notification when trying to
activate the Centralized Policy when vSmart is in CLI mode.

£ CONFIGURATION | POLICIES
Centralized Policy Localized Policy
© Add Policy @
Q Search Options ~ Tatal Rows: 1

Ul Palicy Bulider false acirmin M202021TOA55T1504

View

Preview

Copy

Failed o sctivate policy

Edit
¥Smarts 10.100.100.13 are not in vManage mode

Delete

-+ Activate

Cancel

Figure 5-7: Failure Notification.

We can verify the management mode either from the vSmart CLI or by
navigating to configuration/devices and by selecting the Controllers tab from the
vManage GUIL Example 5-2 shows that the vManged state is false and the
Configuration Template is set to None.

vsmart# show system status | i beg Pers

Personality: vsmart
Model name: vsmart
Services: None
vManaged: false
Commit pending: false
Configuration template: None
Policy template: None
Policy template version: None
Chassis serial number: None

Example 5-2: Verifying Manage Mode Used in vSmart by Using the Device CLI.
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Figure 5-8 shows that vSmart mode is CLI and there is no assigned template.

£ CONFIGURATION | DEVICES

WAN Edge List Controllers

© Add Controller = | 01l Change Mode ~ 006

SR Total Rows: 3

_m_ ot
wilanage wTanage 10010012 0o In Syne Installed
wamart vemart 10,100.100,13 100 cu - Insync Instalied
vBond yhond 1010010017 Wi cil - In Syne Instalied

Figure 5-8: Verifying Manage Mode Used in vSmart via vMange GUL

Create CLI Template

In order to change the CLI mode to the vManaged mode navigate to the
configuration/templates window and select the Device. Open the Create Template
drop-down menu and choose the CLI Template option.

X CONFIGURATION | TEMPLATES

Device Feature

© Create Template ~

From Feature Template Q
cL! Template

i7i_gure 5-9: Changing vSmart to the vManaged Mode — Step#1.

Search Options

Then select the vSmart from the Device Model drop-down menu and fill the
Template Name and Description fields. You can either copy the vSmart
configuration from the vSmart CLI or by selecting vSmart from the Load Running
config from the reachable device drop-down menu. Click the Add button when done.
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£X CONFIGURATION | TEMPLATES

Device  Frature

Devics Madl whimart

Tamplate Mame Smarn: Temptate+ |
[ — vErart Temptane-+1
CLI Configuratien
1 System
bt i
wystem-ip 18,100, 18013
184

Load Runrisg config from reschable device:

10103,160,73 < vemart

v O Search B Crecte Variable [ Selectnfiin

Figure 5-10: Changing vSmart to the vManaged Mode — Step#2.

Attach CLI Template to vSmart

Attach the CLI template to vSmart by selecting the Attach Device optin from the

Options menu [...].

LI CONFIGURATION | TEMPLATES

Device  Feature

© Create Template =

Tempiate Type MonDeisat -

vSmarl.CL.  vSrmart CU temp... CU vSmart

Search Gptions

admin

(01=)

Total Rows: 1

m—m————-

20 Apr 2021 12:0.

In Syre

Edit

View

Delete

Copy

Attach Devices
Export S5V

Figure 5-11: Changing vSmart to the vManaged Mode — Step#3.

Select vsmart from the Available Devices column and press the Arrow button to
move it to Selected Devices columns. Then click the Attach button.
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Attach device from the list below 0 ltems Selected

Name Device IP Name Device IP

(L) e _.....10100100.13 fvsmart .--10.100.100.13 _,

oo

Figure 5-12: Changing vSmart to the vManaged Mode — Step#4.

As the last step, select the Configure Devices button.

n CONFIGURATION | TEMPLATES ‘Configure’ action will be applied to 1 device(s)
attached to 1 device template(s).
Device Template Total
vSmart_CLI_Version_1 1

Device list (Total: 1 devices)
Filter/Search

83%aee62-fed5-40fc-bi3c-6fc54TaldTes

vamart|10,100.100.13 . ] _—
Flease select a device from the device list

Configure Device Rollback Timer
=

Figure 5-13: Changing vSmart to the vManaged Mode — Step#5. )

Figure 5-14 shows the successful template installation.
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B Task viEw
Push CLI Template Configuration | & Validation Success = Initiated By: admin  From: 192.168.10.48

Total Task: 1| Success: 1

Saarch Oprions ~ Total Rows: 1
Qs.ac 58 Done - Push CLITem.,  B3%aee62fed5-400-. vSmen verman 1010010013 10,100.10012

Figure 5-14: Changing vSmart to the vManaged Mode — Verification: Success.

Note! The failure shown in figure 5-15 may occur if you copied the configuration
and attached it to the CLI template configuration.

B TaskviEW
Push CLI Template Configurasies | & Validstion Seeceis = Initiated By- admin From: 192.160.10.48
Total Vesk: 1 | Failkaw -1
Lo1=)
Q Search Opsons ~ Tosl Fows: 1
I O - [ T = )
0 Fatlute Oevice falled to proceds recuest. Enor type | soclication Emor teg - stoess-denied 9aeet?-dect Alfo- wGmart wamart 010010013 100 AR R RS

Figure 5-15: Changing vSmart to the vManaged Mode — Verification: Failure.

We can verify successful changes from the CLI (example 5-3) or the vManage
GUI (figure 5-16).

vsmart# show system status | i beg Pers

Personality: vsmart

Model name: vsmart

Services: None

vManaged: true

Commit pending: true

Configuration template: vSmart-Template-vl
Policy template: None

Policy template version: None

Chassis serial number: None

Example 5-3: Verifying Manage Mode Used in vSmart by Using the vSmart CLL

€3 CONFIGURATION | Devices

WAN Edge Liat Controllers
© Add Contraller » | (] Change Mode = @ 9 e
E—— Total Rows: 3
—_—-m Josigrd Tompiete | Do tsus ---
Whanage “meags 10,100,100 12 100 Sy Instalied
vSmart vamart 10.100.100.13 100 vManage wSmar-Template-v] nSmc Instalied

vBond wvband 1000.300.77 1o cu n Sme Instalied

Figure 5-16: Verifying Manage Mode Used in vSmart by Using the vManage GUI.
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Policy Configuration

Figure 5-17 illustrates the SD-WAN Policy model. It has two main policy
categories, a) Localized Policies, and b) Centralized Policies. The focus of this chapter
is Centralized Policies. Centralized Policies has two sub-categories, a) Data
Policies and Control/Topology policies. Our intent is to restrict traffic between site 10
and site 20 so we are going to build a Centralized Policy where we are using
Control Policy to build a Hub and Spoke topology where sites 10 and 20 are
restricted from each other by controlling TLOC/OMP route advertisements.

SD-WAN / Traditional
Policy )

Centralized
Policies

i i TLOC Routes
ontrol _CZ OMP Routes

Control/Topology

Figure 5-17: SD-WAN Policy Model.

Figure 5-18 illustrates the TLOC/OMP route advertisement directions. The
vSmart can advertise TLOC/OMP routes received from Branch Sites (site 10 and
site 20) to DataCenter (site 30). Besides, vSmart can advertise TLOC/OMP routes
from DataCenter to Branch Sites. However, vSmart doesn’t advertise TLOC/OMP
routes received from one Branch Site to another. This way we create Hub and
Spoke topology where Branch Sites are restricted from each other and no data
can be sent between them. The whole Control Policy is based on routing control
and we are not using any data traffic filtering.
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Site 10

[ftoc][rio]

DataCenter

Branch Sites

Site 20

owe

Figure 5-18: TLOC/OMP Routes Advertisement Direction.

Example 5-4 shows the configuration we are going to build by using vManage
GUL It also shows the structure and configuration flow of the Centralized Policy.
Note that the Centralized Policy doesn’t have any name, we can only use one
Central Policy. In the first step, we create a set of lists where we define a Group of
Interest. A list can include application, color, data prefix, policer, prefix, site, SLA
class, TLOC, or VPN. We are going to use two site lists and a prefix list. One site
list for DataCenter (site 30) and the other one for the Remote-Sites (sites 10 and
20). The prefix list matches all networks. In the second step, we create a Control
Policy that has a set of sequences where we match TLOCs and OMP routes from
site 30 listed under site list DataCenter and where we set the action Accept. At the
end of the Control Policy, we have implicit reject. As the last step, we apply the
Control Policy to sites listed in the site-list Remote-Sites as an outbound policy.
By doing this, we allow vSmart to send TLOC and OMP routes originated from
the DataCenter to Remote-Sites but not TLOC and OMP routes from site 10 to
site 20 and the other way around. There is no policy applied towards site 30, so
vSmart forwards all TLOC and OMP routes to site 30.



Cisco SD-WAN 109

# Centrlazied Policy

Policy
Lists # Group of Interest
site-1list DataCenter
site-id 30

!
site-1list Remote-Sites
site-id 10
site-id 20
!
prefix-list _AnyIpv4PrefixList
ip-prefix 0.0.0.0/0 le 32
|
!
control-policy HUB_AND_SPOKE_POLICY # Control Policy
sequence 1
match tloc
site-1list DataCenter
!
action accept
!
!
sequence 11
match route
prefix-list _AnyIpv4PrefixList
site-list DataCenter
!
action accept
|
1
default-action reject
1
1
apply-policy
site-1list Remote-Sites
control-policy HUB_AND_SPOKE_POLICY out

# Apply Policy

Example 5-4: Verifying Manage Mode Used in vSmart by Using the vSmart CLL
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Step-1: Create Site-List

Open the vMange GUI and navigate to configurations/policies and select the
Centralized Policy tab. Click the Add Policy button.

£X CONFIGURATION | POLICIES

Centralized Policy Localized Palicy

No Centralized Policles sdded, add your first Palicy

Figure 5-19: Add Centralized Policy.

Select Site from the left list pane. Click the New Site List button. I have named the
first site list as Remote-Sites and added sites 10 and 20 to the list.

3 CONFIGURATION | POLICIES Centratized Policy > Add Policy
O Create Groups of Interest

Select a list type on the laft and start creating your groups of interest

Application © New Site List
s Site List Name
Data Prefix Remote-Sites
Poticar hea e

Prefix | 100

_ Add Cancel

Figure 5-20: Adding Site Lists.

I have also created the DataCenter site list in the same way. Figure 5-21 shows
our two site lists. To move forward to Configure Topology and VPN Membership
section, click the Next button at the bottom (not shown in the figure).

© New Site List

DataCenter admin 20 Apr 2021 11;14:38 AME...

Remote-Sites 10,20 1] admin 20 Apr 2021 111406 AME..

Figure 5-21: Site Lists DatCenter and Remote-Sites.
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Example 5-5 shows the configuration related to site lists. The configuration is sent
to vSmart as a part of the complete policy configuration when we activate the
policy as the last step. Note that there is also an auto-generated prefix-list with
prefix 0.0.0.0/0 le 32 which covers all subnets including 172.16.30.0/24.

policy

lists
site-1list DataCenter
site-id 30

!
site-list Remote-Sites

site-id 10

site-id 20

|

prefix-list _AnyIpv4PrefixList
ip-prefix 0.0.0.0/0 le 32

Example 5-5: Site List Configuration.

Step-2: Create Control Policy

Open the Add Topology drop-down menu and select Custom Control (Route &
TLOC) option.

L2 CONFIGURATIOM | POLICIES i i Policy

ate Groups of intenest () Configure Topology and VPN hembership

Specify your network topology

Topology VPN Membership
© Add Topology = @ e
Hubrand-Spoke e Total Rows: 0

Mesh

Custom Conirol (Route ATLOG) | descriptior

Import Existing Topelogy

Figure 5-22: Configure Centralized Policy Step 1: Control Policy TLOC.
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Give the name and description and click the Sequence Type button. This will create
the first sequence under Control Policy.

¢ CONFIGURATION | POLICIES Add Custom Control Policy

Name HUB_AND_SPOKE_POLICY

Description Allow Traffic Flows Only to/from Branch-Datacenter

e

T, Drag & drop to reorder

Reject Enabled
Default Action

Save Control Policy Cancel

Figure 5-23: Configure Centralized Policy Step 2: Control Policy TLOC.

Select the TLOC option from the Add Control Policy pop-up window. By doing
this the first sequence matches to TLOCs.

¥ Route
Create a policy to apply on a OMP

i TLoc
-nl_,:,( Create a policy to apply to TLOCs

Figure 5-24: Configure Centralized Policy Step 3: Control Policy TLOC.
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Click the Action selector and choose the Accept option.

H
-] Sequence Rule Drag and drop to re-arrange rules

(@) accept ) Reject OMP Tag m

Match Conditions Actions

Site List Accept
Select a site list

Site ID 0-4254967295

i‘igure 5-25: Configure Centralized Policy Step 4: Control Policy TLOC.

Click the Match selector and open the Site List drop-down menu from the Match
Conditions window. Select the DataCenter.

H
Drag and drop to re-arrange rules

Match Conditions Actions
Site List Acoept En

Select & site list

Search Remote-Sites
DataCenter 10
| Remote-Sites 20

Figure 5-26: Configure Centralized Policy Step 5: Control Policy TLOC.
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Click the Save Match and Actions button.

B roc
[+] Sequence Rule Drag and drop to re-arrange rules

Match Actions

(®) Accept ) Reject OMP Tag

Match Conditions Actions
Site List = Accept
DataCenter x -
Site ID

Enabled

Save Match And Actions

Figure 5-27: Configure Centralized Policy Step 6: Control Policy TLOC.

Figure 5-28 shows the first sequence TLOC. We created a sequence inside the
Control Policy HUB_AND_SPOKE_POLICY where we match to TLOCs of

DataCenter and set the action to permit.

LX CONFIGURATION | POLICIES  Add Clistom Cantrol Palicy

Name HUB_AND_SPORE POLIEY

Desoription A Traffic Fiows Oniy ta/fram Branch-Datacenter

© Sequence Type - TLOC

Ty Orag & drop r [T frag and diop ta re-amange rules
o = Match Conditions Actions
Rense H
. She List: DtaCenter Accegt
Detuuht Aestian Site 10

w

Toc

o

Figure 5-28: Configure Centralized Policy Step 6: Control Policy TLOC.
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Create a new sequence under the same Control Policy. This sequence will match
to OMP Routes. In addition, this sequence also matched the default IP prefix
because we are not explicitly defined any IP prefix.

= Route
Create a policy toapply on a GMP

BB Create 2 policy to apply ta TLOCS

Figure 5-29: Configure Centralized Policy Step 7: Control Policy OMP Route.

The process of creating a route sequence is the same as what we did with the
sequence related to TLOC. Set the Match and Action conditions.

Route
© Sequence Rule Drag and drop 1o re-arrange rules

Protocol 1Pvd . Color List Originator Preference m | 3
Match Conditions Actions
Site List X Accept Enabled
DataCenter x w
Site ID

Save Match And Actions

Figure 5-30: Configure Centralized Policy Step 8: Control Policy OMP Route.
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Figure 5-31 shows that the sequence related to TLOC is listed before the sequence
related to OMP Route.

¥ CONFIGURATION | POLIGIES  Add Custom Contral Paliey

Name O_BPOKE_POLICY

Deseription Aoy

i Flaws Only 10/ from Branch-Datacenter

© Sequence Type E Route Raute
T, Drag & drop 1o reorder L R RN Drag and drop o fe-armange rules

TLoc

0 = Match Conditions Actions '

Default Action Site 10 1
-

Figure 5-31: Confiqure Centralized Policy Step 9: Control Policy OMP Route.

Example 5-5 shows the configuration of the Control Policy. The auto-generated
prefix-list with the prefix 0.0.0.0/0 is added under the match route (OMP route)
section because we did not specify the exact subnet.

control-policy HUB_AND_SPOKE_POLICY

sequence 1

match tloc

site-1list DataCenter

!

action accept

!

!
sequence 11

match route

prefix-list _AnyIpv4PrefixList

site-1list DataCenter

!

action accept

!

!
default-action reject

Example 5-6: Configuration Related to TLOC/OMP Control-Policy Sequences.
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By clicking the Next button, you will be forwarded to Configure Traffic Rules
window.

X CONFIGURATION | POLIGIES  Conualized Pocy > Add Palicy

& Create Groups of Inferest ) configure Topalogy and VPN Membership
Specify your network topology

Topolagy WPN Membership

© Add Topology ~

Q. Search Options Total Rows: 1
= e = e T T I
HUB_AND_SPOKE_POLICY 8 Customn Control Allow Traffic Flows Only fo/from 8. 0 admn 20 Apr 2021 11:45:58 AM EEST
BACK oo
Figure 5-32: Configure Centralized Policy Step 10: Control Policy.

to Sites and VPN window.

We are not using any traffic rules so click the Next button to move to Apply Policy

€2 CONFIGURATION | POLICIES e

zed Folicy > Add Paliy

& Creste Groups of Inferest @& configure Topology and VPN Membership O configure Traffic Rules
Choose a tab and add Traffic rules under the selected tpe

Application Aware Routing Traffic Data Cfiowd

Ml (Create an spplication-aware routing policy)

Q Sawrch Ogtions Total Rows: 0
[ome o serin e T [liaes
BACK

B e

Figure 5-33: Configure Centralized Policy Step 11: Control Policy.
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Step-3: Apply Control Policy

Give the name and description to Centralized Policy. Note that you can activate
only one Centralized Policy at a time and that is why I am using the _Version-1
definition at the end of the name. Select site list Remote-Sites from the Outbound
Site List field. By doing this we add a Control Policy Hub_and_Spoke_Policy
toward sites 10 and 20 defined in the Remote-Sites site-list. Remember that the
main policy is a Centralized Policy with the sub-policy Control Policy which is used
for setting up the topology. Click the Add button.

X CONFIGURATION | PoucES

Inboused Sita List

Figure 5-34: Confiqure Centralized Policy Step 12: Apply Policy.

Example 5-7 shows the CLI configuration generated in Apply Policies to Sites and
VPNs phase.

apply-policy
site-1list Remote-Sites
control-policy HUB_AND_SPOKE_POLICY out

Example 5-7: Configure Centralized Policy Step 12 from the CLI: Apply Policy.

Figure 5-35 shows the Control Policy Hub_and_Spoke_Policy is attached to the
Centralized Policy Centralized-Policy_Version-1 as an outbound policy towards
sites listed in the site list Remote-Sites. You can check the configuration that has
been created by clicking the Preview button. Click the Save Policy button.
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2 CONFIGURATION | POLIGIES  Curralicos Palicy » Add Palicy
& Create Geoups of inerest & configure Topolagy and VN Membership & canfigure Traffic Aukes O Apply Policies 1o Snes and VPNs
Add policies to sites and VPNs
Policy Name Cendrilived Policy Verson-]
Policy Description Centralized Palicy foe Hub snd Spoke

Topology  Application-Aware Routing  Traffic Data  Cllowd

HUB_AND_SPOKE_POLICY

— = I

out Remode-Saen s 1

ancx [ reion |

F_lgure 5-35: Configure Centralized Policy S?ep 13: Actiéc;ing Policy.

CAMCEL

Step-4: Activate Centralized Policy

As the final step, we activate the Centralized Policy by selecting Activate from the
Options drop-down menu [...].

L2 CONFIGURATION | POLICIES I Custom Options =
Ceniralized Polley  Localized Palicy
PR Total Rows: 1
Name | Deseription | Type Activated Updsted By Palicy Version Last Updatad [
Centrafized, Policy_Versi,, Centralized Policy foe H... Ul Poficy Builder fakse admin 04202021T0BS511508 20 Apr 2021 TIEETT Au  aes
View
Preview
Copy
Edit
Delete
Activate

Figure 5-36: Configure Centralized Policy Step 14: Activating Policy.

You will be asked to confirm the activation. Click the Activate button.
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Policy will be spplied to the reachsble ySmarts:
10:100,100.13

c-“'

Figure 5-37: Configure Centralized Policy Step 14: Activating Policy.

Figure 5-38 shows that the Centralized Policy is now applied successfully to
vSmart.

Bl Task viEw

Push vSmart Policy | € Validation Success - Inltiated By: admin  From: 192.168.10.48

Total Task: 1| Success : 1

(O]=)

Sarch Options v Total Rows: 1

e — r=—— en | e

b & Success Done - Push vSmart Policy  vsmart 10,100.100,13 10.100.100.12

{28-Apr-2821 9:48121 UTC] Updating policy

[3@-Apr-2821 8:48:22 UTC] Applying pelicy o vSmart.
[2@-Apr-2021 9:48:24 UTC] wsmart is online

[28-2pr-2821 9:48738 UTC] Policy changes applisd fo vSmart

Figure 5-38: Configure Centralized Policy Step 14: Activating Policy.
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Policy Verification

We can verify that our Centralized Policy is in effect from the vMange GUI by
verifying which TLOC and OMP routes vEdgel has received from the vSmart.
Figure 5-39 shows that in addition to local TLOCs, vEdgel has received only site

30 TLOCs (DataCenter).
[ MONITOR  Network > Real Time
vEdge-1]10.100.100.101  Site [D:10  Device Model: vEdge Claud o
URL Filtering 3
Device Options: OMP Received TLOCS
Advanced Malware
Protection 0 e
TLS/SSL Decryption Q Search Options v Total Rows: 4
vt oS e Sl e -
10.100.100.101 mplks gre 0.0.0.0 10.200.0.101 10.200.0.101
Control Conneclions )
10:100:.100:101 publiciinternet  gre o.o0no 10.100.0.101 10.100.0.001 10 up
System Stalus 10.100.100.103 mpls gre 10.100.100.13 10.200.1.108 10:200.1.103 30 up
U- 10.100.100.103 publicinternet  gre 10.100.100.13 10.100.0.103 10.100.0.103 30 up
Events

Figure 5-39: Centralized Policy Verification — TLOC routes.

We can also see that vEdgel has only received site 30 related OMP routes from
the vSmart.

vEdge-1|10.100.100.101  SitelD:10  Device Model: vEdge Cloud °
Device Options: OMP Received Routes
= Fitr- (0]=)
Search Options Total Rows: 4
o e e o
20 Apr 2021 . 172.16.10.0/24 0.0.00 CRedR 10.100.100.101 mp|5
20 Apr2021... 10 17216.10.0/24 0.0.00 CRedR 10.100.100.101 public-internet gre
20 Apr2021.. 10 172.16.30.0/24 10.100.100.13 CIR 10.100.100.103 mpls gre
20 Apr2021.. 10 172.16.30.0/24 10.100.100.13 CIR 10.100.100.103 public-internet gre

Figure 5-40: Centralized Policy Verification — OMP routes.
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Figure 5-41 verifies that vEdgel has installed OMP route 172.16.30.0/24 to VPN10
Routing Information Base (RIB).

vEdge-1(10.100.100.101  SiteiD: 10  Device Model: vEdge Cloud G

Device Options: . IP Routes

= Filter>  VPNID: 10 @e

Q Search Options v Total Rows: 3

Next Hop If Namet VPNID | AFType | Prefix Protocol | TLOCIP
i i

ge0/2 10 ipva 172.16.10.0/24 connected - - Fs

- 10 ipva 172.16.30.0/24 omp 10.100.700.703  mpls Fs

- 10 ipva 172.16.30.0/24 omp 10.100.100.108  publicinternet Fs

Figure 5-41: Centralized Policy Verification — IP routes.

We can also see that there is only two BFD session from vEdgel to vEdge-3, one

over Public-Internet transport network and the other one over MPLS transport
network.

vEdge-1]10.100100.101  Site|D: 10 Device Model vEdge Cloud @
Device Options: BFD Sessions
= Filter~

Search Optians

N N T R

10.100.100.103 20 Apr 2021 12:56;30 PM EEST 30

10000101 are

10.100.100.103 20 Apr 2021 12:56:30 PM EEST 30

up mpls mpls 10.200.0.101 are

Figure 5-42: Centralized Policy Verification — BFD Sessions.
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Figure 5-43 illustrates the topology we created with Centralized Topology. There
are no tunnels between vEdgel and vEdge2.

TLOC:

vEdgel Public-Internet/GRE
System-IP 10.100.0.101
10.100.100,101
VPN1O
172.16.10.0/24 >< a—
TLOC:
Site-10 Public-Internet/GRE
10.100.0.103
TLOC: e
MPLS/GRE ~ #————mmmm b
10.200.0.101 5] vEdge3
Q t System-IP
10.100.100,103
ST i
,\ 172.16.30.0/24
Site-30
TLOC: (4) |
Public-Internet/GRE g-ecaaaaanx { : !
10.100.0.102 i
Site-20 TLOC:
VPN1O MPLS/GRE
172.16.20.0/24 -$ —()y 10.200.1.103
vEdgel
TLOC:
System-IP
MPLS/GRE
10.100.100.102 THan0 4 168

Figure 5-43: Final Topology — Hub and Spoke.

Example 5-8 shows that we can’t anymore ping the end-point 172.16.20.20 but
we still can ping end-point 172.16.30.30.

PC1-10> ping 172.16.20.20

*¥172.16.10.1 icmp_seq=1 ttl=64 time=0.140 ms (ICMP type:3, code:0, Destination network
unreachable)

*172.16.10.1 icmp_seq=2 ttl=64 time=0.126 ms (ICMP type:3, code:0, Destination network
unreachable)

*172.16.10.1 icmp_seq=3 ttl=64 time=0.131 ms (ICMP type:3, code:0, Destination network
unreachable)

*172.16.10.1 icmp_seq=4 ttl=64 time=0.128 ms (ICMP type:3, code:0, Destination network
unreachable)

*172.16.10.1 icmp_seq=5 ttl=64 time=0.210 ms (ICMP type:3, code:0, Destination network
unreachable)

PC1-10> ping 172.16.30.30

84 bytes from 172.16.30.30 icmp_seq=1 ttl=62 time=2.646 ms

84 bytes from 172.16.30.30 icmp_seq=2 ttl=62 time=4.439 ms

84 bytes from 172.16.30.30 icmp_seq=3 ttl=62 time=2.830 ms

84 bytes from 172.16.30.30 icmp_seq=4 ttl=62 time=2.663 ms

84 bytes from 172.16.30.30 icmp_seq=5 ttl=62 time=2.298 ms

Example 5-8: Data Plane Testing.
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Example 5-9 shows the complete vSmart configuration

vsmart# sh run

system

host-name vsmart
system-ip 10.100.100.13
site-id 100
admin-tech-on-failure
organization-name nwkt

vbond 10.100.0.11

aaa

auth-order local radius tacacs
usergroup basic

task system read write

task interface read write

!
usergroup netadmin

|
usergroup operator

task system read

task interface read

task policy read

task routing read

task security read

!

usergroup tenantadmin

!

user admin

password

$6$7KzSSqC2GCIveIVA$VXMCv59Qv2] . 1Dd21ugXXJI9dUuv3izVKXPEbE3b43AAry3n6
ptI7Dqun0@yOTzxaUVRGAUZ7E/ySEiWdyt8/60

!

user ciscotacro
description CiscoTACReadOnly
group operator
status enabled
1
user ciscotacrw
description CiscoTACReadWrite
group netadmin
status enabled
|
|
logging
disk
enable
1
1
ntp
server 10.100.0.14
version 4
exit
!
1
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omp
no shutdown
graceful-restart
|
vpn ©
interface etho
ip address 10.100.0.13/24
ipv6é dhcp-client
tunnel-interface
allow-service all
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
allow-service netconf
no allow-service ntp
no allow-service stun
|

no shutdown
|

ip route 0.0.0.0/0 10.100.0.1
!
vpn 512
interface ethl
ip dhcp-client
no shutdown
!
|
policy

lists
site-1list DataCenter
site-id 30

!
site-1list Remote-Sites
site-id 10
site-id 20
!
prefix-list _AnyIpv4PrefixList
ip-prefix 0.0.0.0/0 le 32
!
!
control-policy HUB_AND_SPOKE_POLICY
sequence 1
match tloc
site-1list DataCenter
!
action accept
!
!
sequence 11
match route
prefix-list _AnyIpv4PrefixList
site-1list DataCenter
!
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action accept
!
!
default-action reject
!
!
apply-policy
site-1list Remote-Sites
control-policy HUB_AND_SPOKE_POLICY out
!
|
vsmart#

Example 5-9: Complete vSmart Configuration.
Spoke-to-Spoke traffic

If we want to allow traffic flows between spoke sites without direct tunneling we
can do the OMP route summarization in the Hub site. In our example, I have
added a null route under VPN10 configuration for network 172.16.0.0/10. This
static route is automatically redistributed into the OMP route advertisement
process. Our Centralized Policy allows OMP Routes from site 30 to be advertised
to sites 10 and 20.

OMP Routes
vpn 10 route 172.16,0.0/19
Attributes
originator 10,100.100.103
label 1003
tloc: 10.100.100.101, mpls, gre
Attributes
originator 10.100.100.103
label 1003
tlac: 10.100.100.103, public-internet, gre

vEdgel
System-IP
10,100.100.101
VPN1O \ ’
==

172.16.10.0/24

Site-10
Site-30
vEdge3
System-|P
e 10.100.100.103
OMP over DTLS VPN1O
&
& ¥ 2 [==n }{ 172.16.:30.0/24
b <" vSmart
o
0L
= interface ge0/3
ipaddrass 172.16.30.1/24
Site-20 "‘y—\ no shutdown
|
VPN10O |
172.16.20.0/24 ).\ -“—@ ip route 172.16.0.0/19 null0
vEdge2
System-IP
10.100.100.102

Figure 5-44: Spoke-to-Spoke: OMP Summary Route Advertisement.
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Figure 5-45 shows that vEdge3 advertises the OMP Summary route 172.16.0.0/19
to vSmart.

vEdge-3|10.100.100.103 Site ID:30  Device Model: vEdge Cloud o

Device Options: | OMP Advertised Routes

= Filter~  VPNID: 10 Prefix: 172.16.0.0/19

Q Search Options v

VPN ID Prefix To Peer Label Tloc IP
10 172.16.0.0/179 10.100.100.13 1003 10,100.100.103 mpls

10 172.16.0.0/19 10.100.100.13 1003 10.100.100.103 public-internet

Figure 5-45: Spoke-to-Spoke: OMP Summary Route Advertisement — vEdge3.

Figure 5-46 shows that vSmart in turn advertises the OMP Summary route
172.16.0.0/19 to both vEdgel and vEdge2.

vsmart | 10.100.100.13  Site ID: 100  Device Model: vSmart o

Device Options: . OMP Advertised Routes

= Filter~  VPNID: 10  Prefix: 172.16.0.0/19

Search Options

m

1721600/19 10.100.100.101 1003 10.100.100.103 mpls
10 172.16.0.0/19 10.100.100.101 1003 10.100.100.103  public-internet
10 172.16.0.0/179 10.100.100.102 1003 10.100.100.103 mpls
10 172.16.0.0/179 10.100.100.102 1003 10.100.100.103 public-internet

Figure 5-46: Spoke-to-Spoke: OMP Summary Route Advertisement — vSmart.
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Figures 5-47 and 5-48 verifies that both vEdgel and vEdge2 have received the
OMP Summary route 172.16.0.0/19 from vSmart

vEdge-1|10.100.100.101  SiteID; 10  Device Model: vEdge Cloud o
Device Options: OMP Received Routes
= Filter~  VPNID: 10 Prefix: 172.16.0.0/19
Search Options v
m—
25 Apr 2021 .. 172.16.0.0/19  10.100.100.13 CIR 10.100.100.103  mpls
25Apr2021... 10 172.16.0.0/19  10.100.100.13 CIR 10.100.100.108  public-internet
Figure 5-47: Spoke-to-Spoke: Received OMP Summary Route — vEdgel
vEdge-2|10.100.100.102  Site ID:20  Device Model; vEdge Cloud @
Device Options: OMP Received Routes
= Filter~  VPNID: 10 Prefix: 172.16.0.0/19
Search Options
25 Apr 2021 .. 172160019 1010010013 CIR 10.100.100.103  mpls
25 Apr2021.. 10 172.16.0.0/19 1010010013 CIR 10.100.100.103  public-internet
Figure 5-48: Spoke-to-Spoke: Received OMP Summary Route — vEdge2

Figure 5-49 verifies that we have a data plane connection also between sites 10
and 20 though we don’t have a GRE tunnel or BFD session between sites (figures
5-50 and 5-51).
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£ MONITOR  nietwork > Troubleshooting > Traceroute

oting -

Select Device ~

vEdge-2110.100.100.102  Site ID:20  Device Model: vEdge Cloud ()

Destination IP *
172.16.10.10

VPN Source/Interface for VPN - 10

VPN -10 Choose/Reset selections

Advanced Options >

Output
10,100,100.102
Traceroute-m 15-w 1 172.16.10.10in VPN 10

traceroute to 172.16.10.10 (172.16.10.10), 15 ——
hops max, 60 byte packets > (&) >

172.16.30.1

@
&

172.16.10.1

1172.16.30.1 (172.16.30.7) 10.419 ms 10.882
ms 11.682 ms

2172.16.10.1 (172.16.10.1) 28.877 ms 29.200

ms 29,479 ms 22.77ms

—_

3172.16.10.10 (172.16.10.10) 22.322 ms

22,771 ms 23.202 ms 172161010

Figure 5-49: Spoke-to-Spoke: Data Plane Testing.

WAN - Tunnel

vEdge-2 (10.100.100.102  Sie|D:20  Device Model: vEdge Cloud @

o Chart Options = | ¥ Real Tin|

{red

Apr 25, 13.00 Apr 25, 1330 Apr 25, 14.00 Apt 25, 14:30 Apr 25, 15:00 Apr 25, 1530 Ape 25,

2 Rows Selected | (interface Local D

and Remote Interface Description are hidden by default. Please elick on the Columns dropdowr]

Q

& Down (0)

Search Options

(o) T Up(2)

T T N T

~  public-inernet

= GRE

mpls

L]
Figure 5-50: Spoke-to-Spoke: GRE Tunnels of vEdge2.

vEdge-2public-internet-vEdge-3:public-intemet ge0/0-ged/0 0.00 N/A

- = = -

vEdge-2mpls-vEdge-3:mpls ge0/1-gel1 GRE 0.00 N/A
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Real Time

vEdge-2 | 10.100.100.102  SneiD:20  Device Model, vEdge Clovd @)

Device Dptions: BFD Sessions

= Filter =
Search Dptions w

__--_mm_mmw-_

10.700.100.103 25 Apr 20271 44519 PM EEST a0 public-internet 10.100.0.102 10.100.0.103

10.100.100.103 25 Apr 2021 4:45:19 PM EEST a0 up mpls mpls 10.200.2.102 10.200.1.103

Figure 5-51: Spoke-to-Spoke: BFD Sessions of vEdge2.

Summary

This chapter started by explaining tasks required to change vSmart from CLI
Managed to vManaged mode. Next, it explained how to construct a Centralized
Policy that has a Control Policy which rejects TLOC and OMP routes received
from site 10 to be advertised to site 20 and the other way around. As a result,
there is no GRE tunnel between site 10 and site 20 and they are restricted from
each other. The last section describes how we can allow traffic between site 10
and site 20 by using OMP route summarization in site 30.
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Introduction

This chapter introduces two template-based configuration models a) Feature
Templates, and b) CLI Templates. Each protocol/feature has its unique Feature
Templates where we can define related attributes. We can set the value of each
attribute as global or device-specific. Feature Templates are then attached to the
Device Template which in turn is applied to the device. Our focus is on vEdge
System settings and VPN-specific configuration. We can also build Device
Templates by using CLI Template that, unlike the Feature Template, includes all
device configuration in one configuration.

Feature Templates

Figure 6-1 illustrates configuration components from the vEdge2 perspective. It
has three VPNs; a) VPNO for WAN, b) VPN512 for OoB Mgmt, and c) Service
VPNI10 for the customer. Each of these VPNs has an attached interface(s) with a
set of parameters depending on the VPN type. vEdge2 has also basic System
settings like system-Id and site-Id.

NTP

®

1 Syﬂem 2 NTP
Public-Internet
_—r * Site-ld
Hostname: vEdge2 10.100.0.1 * System P ®  NTPserver

System-IP: 10.100.100.102 s Hostname
Site-ld: 20

VPN 10
172.16.20.0/24

veniorp " _

IP: 10.100.0.102/24 F &
Tunnel encap: GRE iz b VPN i
Color: public-internet

« VPN Identifler . ::*E;:a"?

* VPN Next-Hop(s) . FEENES
IP: 10.200.2.102/24 s Tunnel encapsulation
Tunnel encap: GRE » Control Connection
Caolor: mpls

OoB mgmt GW

MPLS NH
'DoB mgm 192.168.10.1/24 10.200.2.1
192.168.10,0/24

Figure 6-1: Device Template based on Feature Templates.

» List of Devices
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I have already created nine Feature Templates. There are separate templates for
the system and NTP as well as for VPNs and interfaces attached to VPNs. I will
show how to create the System and NTP template and VPNO related templates.

£ CONFIGURATION | TEMPLATES

Device Feature

Template Type  tBonistes < Q Search Optiais

B [ Devics Mocel
vEdge-VPND-inet-ge0/0 TLOC: Interface Settings for the Public-intemet Transpart 'WAN Edge Interface vEdge Cloud
VEdge-NTP NTP master: 10.100.0.14 NTP vEdge Cloud
vEdgeVPN1D LAN - Customer#1 WAN Edge VPN vEdge Cloed
vEdge-VPND-mpls-gel/1 TLOC: Interface Settings for the MPLS Transpart 'WAN Edge Interface vEdge Cloud
VEdgeSystem Sie-id, SystenviP and Hostname WAN Edge System vEdge Cloud
vEdge-VPND 'WAN - Underlay Transport Network WAN Edge VPN vEdge Cloud
vEdge-VPN512 OoB Management ‘WAN Edge VPN vEdge Cloud
vEdge-VPN512-Mgmi-Etho OoB Interface Settings - DHCP WAN Edge Interface vEdge Cloud
vEdge-VPN10-LAN-GO/2 LAN Gateway ‘WAN Edge Interface vEdge Cloud

Figure 6-2: Example Feature Templates.

You can create Feature Templates by navigating to the Configuration/Templates
window where you first select the platform and then select the Feature Template
from the right window. We are first going to do the System template.

R CONFIGURATION | TEMPLATES

Orvice  Fasturs.

—

O wdaz) aan Archive B

O resdasix

O mas NTP NP Secarity
(N

[ sbege 120 Syatem

[ veage a0 e

= — Fa
[ «edge 100 wwm Secure Imemet Gateway (SIG) o VPN Interfsce Bridge
A N LA

(5] VPN Interface Celiular VPN interface Ethemst VPN interface GRE

= v WAN it | WAN | LAN N

B sbage Cloist | VPH Intarface IPsec VPN intarface NATPool VPN interface PRP

e | wan s wan
L] stanage

Figure 6-3: Creating Feature Template — Starting Point.
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System and NTP Templates

Select the System box from the Basic Information section. Fill in the Template Name
and Description fields. The icon in front of the Site ID, System IP, and Hostname
drop-down menu means that the value is device-specific and needs to be filled
when the Device Template is attached to vEdge. The text within square brackets
shows how this value is shown in the Update Device Template window (figure 6-28
on page 146) during the process where Device Template is attached to vEdge.
You can modify the text string as you like but remember that if you use the text
string “Mickey Mouse”, you will be asked to fill the “Mickey Mouse” field. With
this in mind, remember to use descriptive texts. Note that the icon in front of the
Owerlay Id and Timezone drop-down menu means that the default value is shown
in the value field.

£ CONFIGURATION | TEMPLATES

Device Feature

Feature Template System vEdge-System
Device Type vEdge Cloud
Template Name vEdge-System

Description Site-id, System-IF, and Hostname

GPS Tracker Advanced
BASIC CONFIGURATION

Site ID g
System IP @ v
Overlay ID (-
Timezone S~
Hostname - v

Figure 6-4: Feature Template — Basic Information: System Settings.

At this point, we have three device-specific variables: [system_site_id],
[system_system_ip], and [system_host_name].
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Figure 6-5 shows the NTP Server defined in the NTP Feature Template. The globe
symbol in front of the server IP address means that this value is fixed, global for
all devices which are using this template and it's not being asked during the
Device Template attachment process. You can also use device-specific values if
needed.

£ CONFIGURATION | TEMPLATES

Device Feature

Fealure Templale -~ NTP ~ vEdge-NTP

Device Type vEdge Cloud

Template Name vEdgeNTP

Description NTP master: 10.100.0.74
B3 Auenteaton

SERVER

Selhad

0700.074

Figure 6-5: Feature Template — Basic Information: NTP Settings.
VPN Template

Figure 6-6 illustrates the VPN configuration window. Fill in the Template Name
and Description fields. Choose the Basic Configuration and give the VPN Id. Note
that I have already done all the configuration and the view in figure 6-7 is the
Edit view of the template.

£ CONFIGURATION | TEMPLATES

Device Feature

Feature Template VPN vEdge-VPNO

Device Type vEdge Cloud

Template Name VEdge-VPND

Description WAN - Underlay Transport Netwark
Basic Configuration DNS Advertise OMP IPv4 Route IPv6 Route Service Service Route GRE Route
IPSEC Route NAT Global Route Leak

Figure 6-6: Feature Template — VPN: VPNO Settings — Name and Description.
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Example 6-7 shows the Basic Configuration Section where we give the VPN Id.
By default, there is no name for VPN.

VPN ]

Name S~

Enhance ECMP Keying @~ On e Off
Enable TCP Optimization @~ On e Off

Figure 6-7: Feature Template — VPN: VPNO Settings — VPN Identifier.

VPNO is attached to two transport networks. We need to define the VPN-specific
next-hop addresses under the [Pv4 Route section. Figure 6-8 shows that we have
two next-hops for 0.0.0.0/0.

IPv4 ROUTE

© New IPv4 Route

0.0.0.0/0 Next Hop 2

Figure 6-8: Feature Template — VPN: VPNO Settings — IPv4 Route verification.

You can add routes by clicking the New IPv4 Route button. Figure 6-9 shows the
IPv4 route configuration window. We have two next-hop with device-specific
values, each device usually will use a different NH for the default GW. I have
modified the default text strings to describe the usage of the default route.
Because these values are device-specific values, they are asked during the Device
Template attachment process. Now we have five device-specific variables:
[system_site_id],  [system_system_ipl,  [system_host_name], [VPNO-Default-NH-
MPLS], and [VPNO-Default-NH-Inet].

The Feature Templates for the OoB Management VPN512 and the Customer
VPN10 are configured in the same way.
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Next Hop

Address Distance
= - 9~ (-]
= v @ b O

© Add Next Hop

Figure 6-9: Feature Template — VPN: VPNO Settings — IPv4 Route Configuration.

VPN Interface

In the previous section, we configure the VPNO Feature Template. Now we
configure templates for interfaces connected to Public-Internet. The configuration
flow for the MPLS transport network follows the same principles. Fill Template
Name and Description fields and go to the Basic Confiquration section.

X CONFIGURATION | TEMPLATES

Device Feature

Feature Template VPN Interface Ethernet vEdge-VPNO-inet-gel/0

Device Type vEdge Cloud

Template Name vEdge-VPNO-inet-ge0/0

Description TLOC: Interface Settings for the Public-internet Transport

Tunnel NAT VRRP ACL/QoS ARP 802.1X Advanced
Figure 6-10: Feature Template — VPN: VPN Interface — Interface Basic Settings.

The global value for the Shutdown field is set to No, which enables the interface.
We are using interface ge0/0 in every vEdge for Public-Internet transport so we
can define the Interface Name attribute as a global value. We can also use global
value for the Description. Interface IP address, in turn, is device-specific. I have
changed the description to [VPN-GO0/0-Inet]. Now we have six device-specific
variables: [system_site_id], [system_system_ipl, [system_host_name], [VPNO-Default-
NH-MPLS], [VPNO-Default-NH-Inet], and [VPNO-G0/0-Inet].
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BASIC CONFIGURATION

Shutdown o Yes ® No
Interface Name v  ged/o
Description *  Intemnet Transport

O Dynamic @ Static

IPv4 Address = v

Figure 6-11: Feature Template — VPN: VPN Interface — Interface Basic Settings.

All our interface Tunnel configurations are defined as global values. Select radio
button to On for Tunnel Interface, Restrict, and Control Connectin fields. Select the
public-internet from the Color drop-down menu. We are using public-internet for
control connection (vBond, vManage, and vSmart), so set the Control Connection
global value to On.

TUNNEL

Tunnel Interface O ® On Off
Per-tunnel Qos @~ On e Off
Color ~  public-internet v
Restrict . ‘ @® on off
Groups S~

Border 9~ On e Off
Control Connection - | ® On off
Maximum Control Connections o~

Figure 6-12: Feature Template — VPN: VPN Interface — Tunnel Settings#1.
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Scroll down to the Tunnel Section. Enable all services. At the end of the Tunnel

section, click the Advanced Options. Here you change the tunnel encapsulation
mode from the default IPSec to GRE.

TUNNEL

Allow Service

Al -/ ® on ‘ off
Advanced Options »

Advanced Options ~

Encapsulation

GRE - | ® on W off
Preference 9~

Weight @~

IPsec @ ~ On e Off

Figure 6-13: Feature Template — VPN: VPN Interface — Tunnel Settings#2.

I have already created VPN Interface templates for VPN512 and VPN10. Now we
have done all the Feature templates. The next step is to create the Device Template
where we are going to attach our Feature Templates.



Cisco SD-WAN 139

Device Templates

The next step is to create a Device Template and attach all previously defined
Feature Templates to it. Navigate back to the configuration/templates window and
select the Device tab. Open the Create Template menu and select the From Feature
Template option. As the figure below shows, we already have a CLI template for
vSmart.

€2 CONFIGURATION | TEMPLATES

Device Feature

© Create Template ~

From Feature Template Q Search Options v
CLI Template
e S S T N
vSmart-Template-v vSmart-Template1 vSmart

Figure 6-14: Device Template — From Feature Template: Create Template.

Select the vEdge Cloud from the Device Model drop-down menu and fill in the
Template Name and Description fields.

€2 CONFIGURATION | TEMPLATES

Device Feature

Device Model vEdge Cloud v
Template Name vEdge-Device-Template
Description Single vEdge with the Inet and MPLS Transport

Transport & Management VPN Service VPN Additional Templates

Figure 6-15: Device Template — From Feature Template: Create Template.
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System and NTP

Go to the Basic Information section. Figure 6-16 shows the default values.

Basic Information
Systam * Fatlory Defauit_vEdge System, Ternplate - Additional System Templates
O Archive
Legging* Foctory. Defauit_Logging_ Template Vi e ni
AkA Factory_Defaclt_AAA_Templatn = BFD - Factory_Detaiitt_BFD_Template_v01 -
omp Factory_Detauit_vEdge_OMP_Tamrglate - Security * Factory_Default_vEdge_Secerity_Template_V -

Figure 6-16: Device Template: Basic Information — Default values.

Open the System drop-down menu and select our previously created Feature
Template vEdge-System (figure 6-4). Note that the Description field is visible on the
right-hand side.

Basic Information
System * Factary, Default_vEdge. System_Template - Additional System Templates
Serid, Bystanl and Hastnams © Archive
Logging* -
VEdge-Syitem © NIP
L] Factary_Defaudt BFD_Temptate V0 -
oMp Factary_Defaut_yEdge Secuiity_ Template V.. =

Figure 6-17: Device Template: Basic Information — adding the System Feature Template.

Click the NTP plus-sign under the Additional System Template section. This adds
an NTP drop-down menu. Open the NTP drop-down menu and select our
Feature Template vEdge-NTP.

Basic Information
System * vEilge-Syster - Additional System Templates
© Archive
Logging* Factary_Default Logging_Template Vi
NTP VEdgeNTP - @
AMA Factory Default_AMA_Templals - BFD * Factory Detast BFD, Tenplate V01
OoMP * Factory_Default_vEdge OMP_Template - Security * Factory_Defaust_vEdge_Securtty_Template_ V. -

Figure 6-18: Device Template: Basic Information — adding the NTP Feature Template.
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VPN Template

Scroll down to the Transport & Management VPN section. Figure 6-19 shows the
default fields and their values.

Transport & Management VPN

VPN O Faciory_ Default_vEdge_VPHLO_Template V01 = Additional VPN 0 Templates
© 8GR
O OsFF
© Secure Intemet Galeway

© VPN Interface

© VPN Interface Cellutar
© VPN Interface GRE
© VPN Interface IPsec
© VPN Interface PPP

VPN 512+ Factory_Diefault_vEdge_VPN_512_Tempiate_.. = Additional VPN 512 Templates

@ VPN Interface

Figure 6-19: Device Template: VPNInformation — adding the VPN and VPN Interface
Feature Templates.

Open the VPN(* drop-down menu and select our vEdge-VPNO Feature Template.
Next click the VPN Interface plus-sign under the Additional VPN 0 Template
section. This adds a VPN Interface drop-down menu. Open the VPN Interface
drop-down menu and select our Feature Template vEdge-VPNO-mpls-ge0/0. Click
the VPN Interface plus sign again and select the other VPN Interface Feature
Template vEdge-VPNO-inet-ge0/0. Repeat these processes for the OoB
Management VPN512. At this point, it should be clear why the Feature Template
naming needs to be clear and descriptive.

Transport & Management VPN

VPNO* VEdpeVPND - Additional VPN 0 Templates
© BGP
VPN Interface wEdge-VPNG-mpls-geti/1 - @ O osPF

© Secure Intermel Gateway
© VPN Interface

© VPN interface Cellular
© VPN Interface GRE

© VPN Interface IPsec

© VPN Interface PPP

VPN Interface vEdge-VPHT-inet-ge0/0 - @

VPN 512+ VEdge-VPNS12 - Additional VPN 512 Templates

© VPN interface
VPN Interface vEdge-VPNS12-Mgrmi-Ethd - @

Figure 6-20: Device Template: VPN Information — adding the VPN and VPN Interface
Feature Templates.
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Scroll down to the Service VPN section and click the Add VPN button.

Service VPN

Figure 6-21: Device Template: VPN Information — adding the Service VPN.

The first step is to select the Service VPN. Our vEdge-VPNI10 is listed in the
Awvailable VPN Templates window. Move it to the Selected VPN Templates window
by clicking the arrow.

() Select VPNs

Select one or more Service VPNs 1o add.

o Template Name 1] Template Name

65§f6019-3a33-4174-81b3-e3echeBddabs vEdgeVPNID

Figure 6-22: Device Template: VPN Information — adding the Service VPN.

As a next step, we add VPN Interface as a Sub-Template. Click the VPN Interface
under the Additional VPN Templates section and select our Feature Template
vEdge-VPN10-LAN-G0/2 from the drop-down menu. Click the Add button.
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) select Sub-Templates

Include sub-templates to attach to ALL selected service VPNs:

Additional VPN Templates
VPN Interface vEdge-VPNT0-LAN-GI/2 ~ @ © Sub-Templotes = s

IGMP
Multicast
OSPF
PiM

00000

VPN Imerface

VPN Interface Bridge
VPN Interface GRE
VPN Interface IPsec

L I ]

[+]

VPN Interface Natpool

BACK [ add NG
Figure 6-23: Device Template: VPN Information — adding Interface to the Service VPN.

As the last step click the Create button.

Service VPN
[0Rows © Add VPN
Q Sewch Optices
wilo _______________ [mwkeme :
65116019-2233-4174-81b3-edecbeBd9as5 vEdge WPNTD VPN interface

Additional Templates

Figure 6-24: Device Template: Basic Information — Creating Device Template.
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Attach Device Template to vEdge

Select our Device Template vEdge-Device-Template and select the Attach Device
option from the Options menu [...].

L2 CONFIGURATION | TEMPLATES

Device Feature

ee
Templote Type | HonDefaut = Q Search Option

Total Rows: 2

Smart-Templatey1

vEdge Device- Template Sing

jge with the Inet and MPLS Transport Feature

Edit
View
Delate

Copy

Attach Devices
Export CSY

Figure 6-25: Attach Device Template to vEdge.

Select the vEdge2 from The Awvailable Devices section and move it to the Selected
Device section. Click the Attach button.

Attach Devices

Attach device from the list below

0 Items Selected

Available Devices

All - | e ”

All v || & v
Name Device IP Name Device IP

vEdge-1 10.100.100.101

vEdge-2 10.100.100.102

vEdge-3 10.100.100.103

vbond

10.100.100.11 °

Figure 6-26: Attach Device Template to vEdge — Select Device(s).
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The next step is to fill device-specific values from the vEdge2 perspective. Select
the Edit Device Template from the Options menu [...]. From the System and VPNO
point of view these are a) [system_site_idl, [system_system_ipl, [system_host_name],
[VPNO-Default-NH-MPLS], [VPNO-Default-NH-Inet], and [VPNO-GO/0-Inet] which
we defined for Feature Template. Note that if you click the Next button before
editing, you will get an error message.

Note that you can fill the required fields also in this window.

ﬂ CONFIGURATION | TEMPLATES

Device Template |  vEdge-Device-Template

00

Q earch Options v Total Rows: 1

2ab71090-4717-4153-01d71-Be286b288d90 10.100.100.702  vEdge-2

Edit Device Template

Figure 6-27: Attach Device Template to vEdge — Edit Device Template#1.

You can see all our device-specific fields in the Update Device Template window. If
you didn’t use descriptive names there’s no way to recognize which fields are
related to which VPNs or Interfaces. Note that Address fields are related to Next-
Hop addresses while IP address fields are related to Interface IP address. Let’s
take VPNO as an example. Our VPNO Feature Templates include two Next-Hops,
one towards the Public-Internet transport network which we’ll be asked to fill in
the Address (VPNO-Default-NH-Inet) and the Address (VPNO-Default-NH-MPLS)
fields. Then we have two VPN Interface Feature Templates which are sub-
templates for the VPN template and are shown in the windows as IPv4 Address
(VPNO-GO/0-Inet) and IPv4 Address (VPNO-GO/0-mpls). These fields describe the
interface IP addresses and subnet masks. After filling in all fields, click the Update
button.
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Variable List (Hover over each field for more information)

Chassis Number

System IP

Hostname

IPv4 Address{VPN10-G0/2-LAN)
Address{VPN512-Default-NH-Mgmt)
Address(VPNO-Default-NH-MPLS)
Address{VPNO-Default-NH-Inet)
IPv4 Address{VPNO-GO/D-Inet)
IPv4 Address{VPNOD-GO/1-MPLS)
Hostname(system_host_name)
System IP(system_system_ip)

Site ID{system_site_id)

Generate Password

Figure 6-28: Attach Device Template to vEdge — Edit Device Template#2.

Click the Next button to proceed.

2ab71090-47f7-4153-a1d1-8e286b288d%b
10.100.100.702
vEdge-2
T721620.1724
192168101
10.200:2.1
10.100.0.7
10.100.0.102/24
10.200.2.102/24
vEdge-2
10.100.100.102

0

Cancel

£ CONFIGURATION | TEMPLATES

Device Template |  vEdge-Device-Template

@ 2ab71090-47f7-4153-a1d1-8e2860288d%

Search Optiona ~

Q
T T S T e

10.100.100.102 vEdge-2

17216:20.1/24

Cancel

q

Total Rl

192.168.101

Figure 6-29: Attach Device Template to vEdge — Edit Device Template#3.
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Before adding the configuration to vEdge, you can see the configuration by
selecting vEdge2 from the left Device List section and clicking the Config Preview

button.
£ CONFIGURATION | TEMPLATES ‘Configure’ action will be applied to 1 device(s)
attached te 1 device template(s).
o e o
vEdge-Device-Template 1
Device list (Total: 1 devices) system -

device-model wvedge-cloud
host -name wEdpe-2
system-ip 10,180,100, 102

20b71090-4717-4153-a1d1-Be2866288d9 "‘_’"“’_‘;‘5 ;o
vEdge 2/10.100,100,102 site-i
adnin-tech-on-failure

no route-consistency-chack

sprorganization-name nwkt
erganization-name nwkt
console-baud-rate 115208

vbond 18.188.8.11 port 12346
aza
auth-order local radius tacacs
usergreup basic
task system read write
task interface resd write
!
usargroup netadmin
!
usergroup operator
task systen resd
task interface read
task policy read
task routing read
task security read

user admin
pasaword $68siwB0==8uT21Ua9E5reDP16gEEs IAEGPATOVNgMbgy /whIBF1CEaNdRaz dusrYY TLrL 68y iGEGnLABTHFrESSHI1KFEQRL
!
|

logging

N ey -

Figure 6-30: Attach Device Template to vEdge — Edit Device Template#4.

Example 6-1 below shows the configuration that will be pushed to vEdge.
Highlighted parts are the configurations that were specified as device-specific in
Feature Templates

system
device-model vedge-cloud
host-name vEdge-2
system-ip 10.100.100.102
domain-id 1
site-id 20

admin-tech-on-failure
no route-consistency-check

sp-organization-name nwkt
organization-name nwkt
console-baud-rate 115200

vbond 10.100.0.11 port 12346
aaa
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<snipped>
!
!
logging
disk
enable
!
!
ntp
server 10.100.0.14
version 4
exit
!
!
omp
<snipped>
!
security
ipsec
authentication-type shal-hmac ah-shal-hmac
|
1
vpn @
interface ge0/0
description "Internet Transport"
ip address 10.100.0.102/24
tunnel-interface
encapsulation gre
color public-internet restrict
control-connections
allow-service all
<snipped>
!
no shutdown
!
interface geo@/1
description "MPLS Transport”
ip address 10.200.2.102/24
tunnel-interface
encapsulation gre
color mpls
max-control-connections @
no control-connections
allow-service all
<snipped>
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1
no shutdown
!
ip route 0.0.0.0/0 10.100.0.1
ip route 0.0.0.0/0 10.200.2.1
1
vpn 10
interface ge0@/2
ip address 172.16.20.1/24
no shutdown
!
!
vpn 512
interface ethe
description Management
ip dhcp-client
no shutdown
|

ip route 0.0.0.0/0 192.168.10.1
!

Example 6-1: Complete Configuration.

You can also compare the new and the old configuration by clicking the Config
Diff button.

£ CONFIGURATION | TEMPLATES Canfigure’ action will be spshed to 1 devicas)
uttached o 1 devica implata(n)

I T

vEtlge-Device-Template 1

Device st (Total: 1 davloes) Local Conflguration ve, Mew Configuration

TR ATES a1 1SR ST chassis nme ZabTIOBU-ATA T ASE - aTdt atibTaLdtE
] u

Figure 6-31: Attach Device Terhpiﬁte to vEdge — Edit Device Template#5.

Click the Configure Device button. The Task View window shows the configuration
process.
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Bl Task ViEW

Push Feature Templ. fig 18 Val Success = Initiated By: admin From: 192.168.10.48

Total Task: 1| Success: 1

L01=)

Q Search Optlans v Total Rows: 1
[ o e oo e e
b @ Success Done-Pus.. 2ab71090-4717-415.. vEdge Cloud vEdge-2 10:100.100.102 20

[27-Apr-2821 8:17:57 UTC] Checking and creating device in vianage

[27-Apr-2821 8:17:57 UTC] Device is online

[27-Apr-2021 8:17:57 UTC] Updating device configuration in wManage

[27-Apr-2021 5:18:0@ UTC] Pushing configuration to device.

[27-Apr-2821 8:18:81 UTC] Pre-checks on vManage have passed, Continuing with pushing configuration to device,
[27-Apr-2821 8:18:35 UTC] Completed template push to device.

[27-Aor-2821 B:18:38 UTC] Temnlate successfully attached to device

Figure 6-32: Attach Device Template to vEdge — Configuring Device.
Verification

Navigate to configuration/devices and select WAN Edge List. The Mode column
shows that vEdge2 is in vMange mode while the other vEdges are still in CLI
mode. The Assigned Template column shows our Device Template vEdge-Device-
Template.

£X CONFIGURATION | DEVICES

WAN Edge List Controliers

[ change Mode ~ | % Upload WAN Edge List | & Export Bootstrap Configuration | & Sync Smart Account Q oe
Q Search Opticns Total Rows: 3
T T T i N R T

vEdge Cloud aSE0TSITET 1 e40c..  vEdge 10.100.100.187 n cu vaalid Auto Descovered o

_.' vEdge Cloud 877001 4-0b4b-4de . vEdged 10100100003 30 L] - valid Ao Discovered ...

2 yErge Cloud 28b71000-4717-415..  vEdgeZ (URTRLIR - R} vManage  vEdgeDevice-Template  valid Awito Discovered ..,

Figure 6-33: Attach Device Template to vEdge — Verification#1.

Figure 6-34 verifies that vEdge2 has two BFD sessions with vEdge3. Remember
that we have implemented the Hub and Spoke topology where vEdge3 is the
Hub and vEdgel and vEdge2 are Spokes.

vEdge-2110.700.100,702  SitelD;20  Device Model, vEdge Clovd

Device Options: BFD Sessions

= riwr- (o]=

Search Optians. Taotal Rows: 2
- o loccok | e Tocodor | e
10.100,100,103 27 Apr 2021 1H21:36 AMEEST 30 publicinternet public-internet 10.100.0.102 10.100,0.103
10.100.100,103 27 Apr 2021 11:21:36 AMEEST 30 up mpls mpls 10.200.2.102 10.200.1.108

Figure 6-34: vEdge2 BFD Sessions.
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Figure 6-35 shows that vEdge has IP routes 172.16.30.0/24 and 172.16.0.0.0/19 so
the control plane is working.

vEdge-2|10.100.100.102  SiteID:20  Device Model: vEdge Cloud 0

Device Options: IP Routes
= Filter~ VPN ID: 10

Search Options

mmz_-mm-

gel/2 Ipvd 172.16.10.0/24 connected -

- 10 Ipvd 172.16.0.0/19 omp 10.100.100.103 mpls FS
- 10 ipvd 172.16.0.0/19 omp 10.100.100.103 public-internet FS
=% 10 ipva 172.16.30.0/24 omp 10.100.100.103 mpls FS
- 10 ipvd 172.16.30.0/24 omp 10.100.100.103 public-internet FS

Figure 6-35: vEdge2 Control Plane Verification.

Figure 6-36 shows that also Data Plane is working as expected. The traceroute is
taking from the vEdge2 to vEdgel VPN10 LAN interface 172.16.10.1.

LI MONITOR  hetwurk » Troubleshooting » Traceroute
wEdge-2 (10100100102 Site it 20 Device Model: vEdge Closd ) Troubleshooting
Destination IP * VPN Source/Interface for VPN - 10
1TZI610.) vPh- 10 - Chooss/Reast selections -

Advanced Options >

output
10,160, 100,102

Traceroute-m 15-w 1 17216.10.1in VPN 10

Traceroute 1o 172.16.10,1 (172.16.10,1), 15 haps | 522me

frax, 60 byte patkete 1 @
117216301 (172.16,30.1) 4.205 ms 5648 ms 172.16.301 |
5806 ms

217216901 (172.16.10.1) 18.236 ms 18.592
ma 18.810 ms
18.55m
=

17216101

Figure 6-36: vEdge2 Data Plane Verification.
Detach Device Template from vEdge

In case you want to revert vEdge to back the CLI Mode you just need to detach the
Device Template from the device. Navigate to the configuration/template window
and select the Device tab. Then choose the template and select Detach Devices from
the Options menu [...].
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L3 CONFIGURATION | TEMPLATES

Device  Feature

© Create Template =

Template Type FonDsfust = Q, Soarch Ogtians Toted Rows: 7
Name: Dascription Type Device Model Feature Templates. Davices Aftached |
vSmar-Tempi ] Templi 1 oLl wSman o 1
vEdge Device-Template Single vEdge with the inet end MPLS Transport Feslure vEdge Cloud 14 1

Edit

View

Delete

Copy

Attach Devices
Detach Devices
Expori CSY
Change Device Values

Figure 6-37: Detach Device- Phase#1.

Figures 6-38 and 6-39 show the process.

B TASK VIEW

Device config mode - CLI | & Validation Success =

Total Task: 1 | Scheduled : 1

Bearch Cpmans v

Initlated By: admin  From: 192.168.10.4

Total Rows:
-__—
My Mot - CL vEdge-2 WAN Edge 10,100,700 102 10,100.100.12
Figure 6-38: Detach Device- Phase#2.
Bl Task view
Device config mode - GLI | @ Validation Success = Initiated By: admin  From: 192.168.10.48
Total Task: 1| Success: 1
Search Options ~ Total Rows: 1
- S S T N
~ @ Success Done - Device config mode - CLI wEdge-2 WA Edpe 10,100.100.102 10:100.100.12
{37-Apr-3021 8138141 UTC] Changing device canfiguration wode to CLT
[27-apr-m21 R:¥Rr43 UTC] Changed configuration mode to CLT
Figure 6-39: Detach Device- Phase#3.

CLI Templates with Variables

In the previous section, we implement the Device Template by using Feature

Templates. You can also use CLI Template-based Device Template. Select the CLI
Template from the Create Template menu.



Cisco SD-WAN 153

%X CONFIGURATION | TEMPLATES

Device Feature

© Create Template ~

From Feature Template Q Search Options v
CLI Template
vSmart-Template-v vSmart-Template-v1 cu vSmart

Figure 6-40: CLI Template.

Fill in the Device Model and Description fields. We want to create a CLI Template
that can be used with all our vEdge devices and that is why we enable device-
specific settings by using variables. As a first step, we need to download the base
configuration file. I have selected vEdge-2 from the Load Running config from
reachable device drop-down menu. When the configuration is loaded, we need to
select the values from the configuration that we want to be configurable during
the template implementation process. In figure 6-41 these device-specific fields
are host-name, system-ip, and site-id. To make the value vEdge-2 in the host-
name field to be configurable, we need to first highlight it and then click the
Create Variable selector.

L2 CONFIGURATION | TEMPLATES

Device  Feature

Device Model viEdge Cloud s
Template Name wEdge-CLI-Template
Description CLI Template with Variables

CLI Configuration Load Running config from reachable device: 10.100.100.102 - vEdge2 ~ Ok Search W CreateVariable [W Sclectafile
1 system
2 host-name vEdga-2
3 systen-ip 18.180. 180,182
4 site-id 28]
5  admin-tech-on-failure
&  no route-consistency-check

Figure 6-41: CLI Template — Setting Variables.



154 Chapter 6: Feature and CLI Templates

Figure 6-42 shows the output when we have set all three variables. Remember to
use descriptive naming just like what we did with Feature Templates because
you will be asked to fill these fields when the Device Template is attached to
vEdge devices. Even though figure 6-36 only shows the partial configuration you
have to set all device-specific settings as variables.

L& CONFIGURATION | TEMPLATES
Device Feature
Device Model
Template Name vEdge-CLI-Template
Description CLI Template with Variables
CL! Configuration Load Running config from reachable device:
1 pystem
2 host-name {{system: Hostname}}
3 system-1ip {{system: System-IP}}
4 site-id {{5ystem: Site-Id}}
5 admin-tech-on-failure
6 no route-consistency-check
7 sp-organization-name nwkt
8 organization-name ikt
9 vbond 10.100.9.11
16 aaa

Figure 6-42: CLI Template — Setting Variables.
Attach Template to vEdge

Attaching CLI-based Device Template to vEdge follows the same workflow that
we use with Device Template based on Feature Template. Select our Device
Template vEdge-CLI-Template and select the Attach Device option from the Options
menu [...].

¥ CONFIGURATION | TEMPLATES
Device Feature
Edit
@ Create Template ~
View
Template Type Non-Oetault = Search Options » Delete
Copy
____mm'l Atach Devies
vSmart-Template-v1 vEmart-Templatev1 wSmart Export 05V
vEdge-CLI-Termplate CLI Ternplate with Varlables cLl vEdge Cloud o
vEdge-Device-Template Single vEdge with the Inet and MPLS Transport Feature vEdpe Cloud 14

Figure 6-43: Attach CLI Template to vEdge.
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Select the vEdge2 from The Awvailable Devices section and move it to the Selected
Device section. Click the Attach button.

Attach device from the list below 1 Items Selected

Name Device IP Name Device IP
vEdge-1 10.100.100.107 vEdge-2 10.100,7100.102
vEdge-3 10.100.100.103
vbond 10.100.100.11

ﬁ.

Figure 6-44: Attach CLI Template to vEdge — Select Device(s).

The next step is to fill device-specific values from the vEdge2 perspective. Select
the Edit Device Template from the Options menu [...].

£ CONFIGURATION | TEMPLATES

Device Template |  vEdge-CLI-Template

Edit Device Templote

i:igure 6-45: Attach CLI Template to vEdge — Edit Device Template#1.
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Fill in all variables.

Variable List (Hover over each field for more information)

Chassis Number

System IP

Hostname

System: Hostname

System: System-IP

System: Site-Id

VPNO-Public-Internet: ge0/0 - IP address
VPNO-Public-MPLS: ge0/1 - IP address
VPNO Public-Inet Next-Hop IP Address
VPNO MPLS Next-Hop IP Address

VPN10-LAN: ge0/2 - IP address

2ab71090-47f7-4153-a1d1-8e286b288d%
10.100.100.102

vEdge-2

vEdge-2

10,100.100.102

20

10.100.0.102/24

10.200.2.102/24

10.100.0.1

10.200.2.1

172.16.20.1/24

Figure 6-46: Attach CLI Template to vEdge — Edit Device Template#2.

You can check the configuration by selecting the vEdge?2 from the left Device List
section and clicking the Config Preview button.
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3 CONFIGURATION | TEMPLATES

Device Template Total
vEdge-CLI-Template 1
Device list (Total: 1 devices) she
device-model vedge-cloud
Fiter/Search host-name vEdge-2
system-ip 16.109.100.102
site-id 20

2ab71090-4717-4153-a1d1-Be286b2884%

admin-tech-on-failure
no route-consistency-check

sp-erganization-name nwkt
organization-name nwkt
vbond 18.100.8.11 port 12346
aaa

auth-order local radius tacacs
usergroup basic

task system read write

task interface read write

!

usergroup netadmin

1

usergroup operator

task system read

task interface read

task policy read

task routing read

task security read

1

user admin

password $63siwkKBQ==3wT21Ua%8SreDPI6gE8s1AEEPATOVXgMbgy /whIBF1CEsWdRazdxorYYTLrLESy1GEq
1
!
logging
disk

enable
!

Configure Device Rollback Timer
Configure Devices

Figure 6-47: Attach CLI Template to vEdge — Edit Device Template#3.

Click the Configure Device button. The Task View window shows the configuration
process.

B Task view
‘Push LI Template Configuration | & Validation Suctess - nitinted By: sdmin  From: 192.168.10.48

Total Task: 1 | Success ;1

ee

Eearch Opticon Total Rows:; 1
-——mw__m
- Suocess Dane - Push CLI Tem._.  2ab71000-4774153... vEdge Cloud vEdge2 10.106.100.102 10.100.100.12
T 9

[37-apr-2821 9153:32 UTC] Checking and creating sevice in wManage
[#7-Apr-2021 9:53132 UTC] Device is online

[37-Apr-2821 9:53:32 UTC] Updating device canfigwration in vManage

[37-apr-2821 3:53:35 UTC] Pushing configuration to device.

[27-Apr-2821 #:53:36 UTC] Pre-checks on vManage have passed, with pushing i fon to device.
137-apr-2821 9:53:42 UTC] Completed tesplate push to device.

[27-Apr-2021 5:53:43 UTC] Tesplate soccessfully attached to device

Figure 6-48: Attach CLI Template to vEdge — Configuring Device.
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Verification

Figure 6-49 verifies that Data Plane is working as expected. The traceroute is
taking from the vEdge2 to host 172.16.10.10 attached to vEdgel VPNI10.

[ MOMNITOR  metwork > Troubls 19 > Tracercute
vEdge-2 | 10,100.100,102  Sieil: 20  Dewce Model vEdge Cloud ) Troubleshoo
Destination IP * VPN Saurce/Interface for VPN - 10
1161010 VBN - 10 - Ghoose/Reset selections -
Advanced Options >

Output
10.100,700.102

w1 172161090 In VPN 10

010 (17216.10.10), 15

1 20ma = 16.94ms s 000 =
> () > (=t > S
) %) L
17216307 172,180 NiA
ms
16.7%9ms
o S
4**1T261010 (T72.16.10.10) 16785 ms 172161010

Figure 6-49: vEdge2 Data Plane Verification.

Summary

This chapter showed how to configure vEdge devices using Device Template.
The first part introduced the Feature Template where each property/protocol is
configured as individual components that are then combined under the Device
Template. The second part explained how to use CLI based Device template
where we create one configuration file with configurable variables.
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Introduction

Dual-Homed site with two or more vEdge devices can be connected to external
WAN networks by using a) one direct WAN link per vEdge, b) direct links to
some or all WAN cloud or ¢) a combination of direct WAN link(s) and indirect
WAN links(s) via another local vEdge device by using TLOC Extension. This
chapter introduces the TLOC Extension. Figure 7-1 illustrates the example
network topology where site-10 is a Branch-site and site-30 is a Hub-site. vEdge2
on site-30 is connected to the Public-Internet while vEdge3 is connected to the
MPLS network. Between the vEdges, there are also dedicated links for TLOC
Extension. Interface ge0/1 on vEdge2 is connected to vEdge3 interface g0/3. From
the vEdge2 perspective, this link is a direct link to the MPLS network while
vEdge3 stitch the interface to its interface ge0/1 which is connected to the MPLS
network. The same solution is used for connecting vEdge3 to the Public-Internet,
interface ge0/0 on vEdge3 connected to vEdge2 interface ge(0/3 is just like a
regular WAN link from the vEdge3 perspective while vEdge2 bind this interface
to its interface ge0/0 connected to the Public Internet. This way both vEdge2 and
vEdge3 can set up tunnels with vEdgel by using both Public-Interface and MPLS
networks.

vEdge2 o
System-|P e

TLOC: 10.100.100.102 BGP AS 65030
Public-Internet /GRE &
] 10.100.0,101/24
m+ s S
Q}3\,\_/).
gell/3

TLOC:
L - MPLS/GRE
10.100.23.2/24

TLOC:
Public-internet/GRE
10.100.0.101

vEdgel
System-IP
10.100.100.101

VPN1O

172.16.10.0/24 ’< =

7 VPN1D
€ 172.1630.0/24

TLOC:
Site-10 -t - Public-Internet/GRE
10.100.32.3/24
TLOC:
MPLS/GRE

10.200.0.101

\E/;.Q—-—i S
fILOE E Eg vEdge3

MPLS/GRE

3 P
10.200.1.103 ystem

10.100.100.103

Figure 7-1: TLOC Example Topology.



160 Chapter 7: TLOC Extension

Configuring TLOCs by using CLI

Figure 7-2 shows the CLI commands needed in order to create the TLOC
Extension link. You can turn on the TLOC extension vEdge3 interface ge0/3 with
interface-sub command tloc-extensin ge0/1. After the configuration, vEdge2 can
use also the MPLS connection. vEdge2 uses its interface ge0/1 IP address
10.100.23.2 as a public-ip and private-ip in TLOC route advertisements about
color MPLS and that is why the address 10.100.23.2 has to routable from the
MPLS network perspective. We can also use NAT for relaxing the routing
requirements. Then the public-ip will be the IP address 10.200.1.103 attached to
vEdge3 interface ge0/1 while the private-ip is still 10.100.23.2.

Site-30
BGP AS 65030
TLOC:
Public-Internet/GRE vEdge2
10.100.0.101,/24 System-IP

10.100.100.102
Public-Internet

TLOC:
T T L =157 51— MPLS/GRE
Public-Internet/GRE @ 10.100.23.2/24
10.100.0.101
vEdgel
System-|P

10.100.100.101 @

T

Site-10
o 1
TLOC: - interface ge@/3
MPLS/GRE ip address 18.188.23.3/24
10.200.0.101

tloc-extension ged/1

%P"- no shutdown
P

3071 B

: 10.200.1.103 vEdge3
A System-IP
: 10,100.100.103

2 -
Q.p route 19.1090.23.8/24 16.200.6.163 ‘

|

Figure 7-2: TLOC Extension in vEdge3.
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After the TLOC Extenstion configuration, we can see that the Real-Time

monitoring verifies that vEdge2 has BFD sessions with vEdgel over the Public-
Internet and the MPLS transport networks.

vEdge-2110.100.100.102  SAeD:30  Device Model vEdge Cloud o
Device Options: BFD Sessions
= fir 0o
Search Options ~ Total Rows: 2
[ L ot
10100100707 04 May 2021 1:28[A5 PMEEST 10 public-interne public-internet 10.100.0.102 10.100.0.107
10100.100.707 04 May 2027 12845 PMEEST 1D up mpls mpls 1000232 10.200.0107

Figure 7-3: vEdge2 BFD Sessions with vEdgel.

Figure 7-4 verifies that GRE tunnels are also up over both transport networks

¥  mpls -- - -
B vEdge-2:mpls-vEdge-1:mpls ge0/1-ged/1 GRE T
~  public-internet -- = o
vEdge-2:public-internet-vEdge-1:public-internet ge0/0-ge0d/0 GRE 4

Figure 7-4: vEdge2 GRE Tunnels with vEdgel.

Figure 7-5 shows the TLOC Extension configuration from the vEdge3
perspective. Its interface ge0/0 is nothing more than a normal WAN link while
the TLOC Extension configuration is done under the interface ge0/3 on vEdge2. If
NAT is not used, the IP address 10.100.32.3 has to be a routable, public address.
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Site-30
% | BGP AS 65030

p route 18.166.32.8/24 10.100.6.161
vEdge2
System-IP
10.100.0.101 10.100.100,102

i

I

Public-Internet

TLOC: nterface ged/3
Public-Internet/GRE (2073} ------- ip address 10.108.32.2/24
10.100.0.101 tloc-extension ge@d/@
vEdgel no shutdown
System-|P

10.100.100.101 @

-

Site-10 @
TLoC:
MPLS/GRE
10.200.0.101 @ Toc
_________ Public-Internet/GRE
10.100.32.3/24
- D)
! | vEdge3
TLOC: System-IP
MPLS/GRE 10.100.100.103
10.200.1,103

Figure 7-5: TLOC Extension in vEdge2.

Template Based TLOC Extension

Figure 7-6 shows the structure of the Device Template and Feature Templates
attached to it. Note that the initial Feature Templates and Device Template were
done in chapter 6. We now have a new Feature Template “TLOC-Ext_for_MPLS-
G0/3” where in addition to IP address and no shut definition we are using TLOC
extension to bind ge0/3 to interface ge0/1. This new Feature Template is then
attached to Transport VPN 0 as VPN Interface.
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Device Template: vEdge

O

—T;lislc INFORMATION

SYSTEM > Feature Temp: vEdge-System: Sys-(P 10.100.100.103, Hostname vEdge-3, Consale 115000
* NTP > Feature Temp: vEdge-NTP: 10.100.100.14

Template-v2

TRANSPORT & MANAGEMENT VPN

VPN 0: Feature Temp: vEdge-VPND: VPN-Id 0

= VPN Interface > Feature Temp: MWWQ—W int gewumshut 1P 10.200.1.103/24, Tunnel On, Color mpls, Restrict
* VPN Interface > Feature Temp: vEd

4, Tunnel On, Color p

blic-internet, Restrict, Ctrl Con On,
VPN 512 > Feature Temp: vEdge-VPND: VPN-Id 512,
= VPN Interface > Feature Temp: vEdge-VPN512-Mgmt-EthD: 10.100.32.3

—ﬁR\HCE VPN

vEdge-vpn10: VEN-Id 10

Figure 7-6: Device Template and Feature Templates

The Real-Time monitoring of vEdge3 in figure 7-7 verifies that vEdge3 has BFD
sessions with vEdgel over the Public-Internet and the MPLS transport networks

vEdge-3|10.100.100.108  Site 030 Devica Model vEdge Clovd )
Device Options: BFD Sessions
e ©e
Search Dptions. ~ Total Rows: 2

m e mooee
101001007707 04 May 2021 1:34.33 PMEEST 10 public-internat publicinternet 10.100.32.3 10.100.0.107
10.700.100.707 04 May 2027 13433 PMEEST 10 up mpls mpls 10.200.1.103 10.200.0.107

Figure 7-7: vEdge3 BFD Sessions with vEdgel.

Figure 7-8 verifies that GRE tunnels are also up over both transport networks

v public-internet - # =
vEdge-3:public-internet-vEdge-1:public-internet ge0/0-ge0/0 GRE T
¥ mpls - 5 &
vEdge-3:mpls-vEdge-1:mpls ge0/1-ge0/1 GRE Ik
Figure 7-8: vEdge3 GRE Tunnels with vEdgel.
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Figure 7-9 illustrates the complete GRE tunneling. vEdgel have GRE tunnels
with both vEdge2 and vEdge3 over both transport network.

TLOC:
Public-Internet/GRE
10.100.0.101/24 )

Public-Internet

@)

o

TLOC:
MPLS/GRE
TLOC: 905
10.100.23.2/24 s
Public-Internet/GRE 00202
10.100.0.101
vEdgel \ ,
system-IP g Site-10
10.100.100.101
TLoC:
MPLS/GRE
10:200.0.101 TLOC:
| Public-Internet/GRE
10.100.32.3/24
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L}

Site-30
BGP AS 65030

vEdge2
System-IP
10.100.100.102

vEdge3
System-1P
10.100.100.103

Figure 7-9: Overall GRE Tunnels Between vEdge Devices.

The Real-Time monitoring of vEdgel in figure 7-10 verifies that vEdgel has BFD
sessions with vEdges in site 30 over the Public-Internet and the MPLS transport

networks.

10.700,100.702 04 May 2021 220709 PMEEST 30 up publicintarnet
10.100.100.103 04 May 2021 207:09 PMEEST 30 up publicanternat
10.100.100.102 04 May 2027 207.09 PM EEST 30 up mpla mpls
10.100.100.103 04 May 2021 207.09 PM EEST 30 up mpls mpls

public-internet

public-internet

10.a0001m 10.100.0.702
10.100.0.107 10.100.32.3
10.200.0107 10.100.23.2
10.200.0101 10.200.1.103

Figure 7-10: vEdgel BFD Sessions with vEdges on Site-30.
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Benefits of TLOC Extension

The benefit of the TLOC extension is that you can reduce the connection to
service provider networks without impacting the tunneling design. In figure 7-11
both vEdges on site-30 have established GRE tunnels over MPLS and Public-
Internet transport networks. If the link between vEdge2 and LAN router is down,
the traffic flows from site-30 to site-10 can still be load-balanced. However, TLOC
Extension does not protect against vEdge device failure. In case we lose vEdge2,
we will also lose the connection to the Public-Internet.

Site-30
vEdge2 BGP AS 65030
System-IP

10.100.100.102

VPN 3
@ P10

-

L Link Down

vEdgel
Syster-IP

10.100.100.101
VPN1O \ , @ @
172,16.10.0/24 -%
@

Site-10

VPN1D
172.16.30.0/24

¢ -
vEdge3
Systemn-|P
10.100.100.103

Figure 7-11: TLOC Extension Benefits.
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Introduction

This chapter discusses the interaction of LAN Control-Plane and WAN Control-
Plane on SD-WAN solution. You can use distance vector (EIGRP), link-state (IS-IS
and OSPF), or path-vector (iBGP or eBGP) protocols in addition to static routing
on the LAN side. Our focus is on iBGP based routing solutions. Figure 8-1 shows
the topology and IP addressing scheme used in this chapter. Note that we are still
using TLOC Extension implemented in chapter 7. For simplicity, iBGP peering is
configured straight between the interface. This way we avoid having two control
plane protocols in LAN. We are going to configure BGP settings on vEdge2 by
using CLI while we are using feature templates with vEdge3. After BGP
configuration, we are going to do some route optimization by using Centralized
Policies in vSmart.

Site-30
TLOC: vEdge2 BGP AS 65030
Publlc-Internat/GRE System-IP
10.100.0.101/24 10,100.100.102
i (VPN
—@ 10

02 -
2

&
{n}
o

\

TLOC:
Public-Internet/GRE [~
10.100.0.101 S

TioC: 1
. 1A apLs/ene 10.2.4.0/24 |
vEdgel 10.100.23.2/24 !
Syster-IP
10100100101 @’ %
VPN1O 3 VPN1O
172.16.10.0/24 -% Ro04 172.16.30.0/24
Site-10 & 4
o TLOC: i
. R 41—~ Public-Internet/GRE 1034024 |
TLOC: Eee 10.100,32.3/24 !
MPLS/GRE \ 3 iBGP
10.200.0.101 2 !
N CEITES -
l‘ﬂbr
Toe: vEdge3
MPLS/GRE System-IP

10,100.100.103

10.200.1.103

Figure 8-1: Overall Topology and 1P addressing.
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BGP Configuration Using CLI

Example 8-1 shows the BGP and OMP configuration steps related to the LAN
side on vEdge2. First, we attach the interface ge0/2 to VPN 10 and then assign an
IP address and enable the interface. Under the VPN 10 specific BGP section, we
define the BGP neighbor IP address and the neighbor AS number. We also
configure mutual redistribution from BGP to OMP and the other way around.

Don’t forget to commit changes.

vEdge-2(config)# vpn 10

vEdge-2(config-vpn-10)# interface ge@/2
vEdge-2(config-interface-ge@/2)# ip address 10.2.4.2/24
vEdge-2(config-interface-ge@/2)# no shutdown

vEdge-2(config-vpn-10)# router

vEdge-2(config-router)# bgp 65030

vEdge-2(config-bgp-65030)# address-family ipv4-unicast
vEdge-2(config-address-family-ipv4-unicast)# redistribute omp
vEdge-2(config-address-family-ipv4-unicast)# neighbor 10.2.4.4
vEdge-2(config-neighbor-10.2.4.4)# no shutdown
vEdge-2(config-neighbor-10.2.4.4)# remote-as 65030
vEdge-2(config-neighbor-10.2.4.4)# address-family ipv4-unicast

vEdge-2(config)# omp
vEdge-2(config-omp)# advertise bgp

Example 8-1: vEdge2 BGP and OMP CLI Configuration.

Feature Template Based BGP Configuration

Figure 8-2 highlights the BGP and OMP feature templates related to the LAN
side on vEdge3 from the complete feature template chart. As a first step, we need
to set up LAN facing interface ge0/2 (feature template vEdge3-Ro04). Then we
create another feature template for BGP where we define the AS Number,
maximum-paths used for ECMP (Equal Cost Multi-Pathing), and the neighbor IP
address and its AS number and OMP redistribution (feature template BGP-
Settings). These two templates are then attached to VPN 10. The third new feature
template is used for advertising BGP routes into OMP (feature template OMP-
Settings). The configuration of the feature template was discussed in chapter 6.
All feature templates are attached to device template vEdge-Device-template-v2
which is then attached to vEdge3.
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Device Template: vEdge-Device-Template-v2

O

‘tslc INFORMATION
SYSTEM > Feature Temp: vEdge-System: Sys-IP 10.100.100.103, Hostnome vEdge-3, Console 115000

TRANSPORT & MANAGEMENT VPN

VPN 0: Feature Temp: vEdge-VPND: VEN-Id O

* VPN Interface > Feature Temp: vEdge-VPNO-mpls-ge0/1: int gedy/1-noshut, IP 10.200.1.103/24, Tunnel On, Color mpls, Restrict

s VPN Interface > Feature Temp: vEdge-VPNO-inet-ge0/0: Int ge0/0-noshut, IP 10.100.32.3/24, Tunnel On, Color public-internet, Restrict, Ctrl Con On,
» VPN Interface > Feature Temp: TLOC-Ext_for MPLS-GO/3: int ge0y/3-nashut, IP 10.100.23.3/24, TLOC-Ext Int ged/1

VPN 512 > Feature Temp: vEdge-VPNO: VPN-Id 512,
= VPN Interface > Feature Temp: vEdge-VPN512-Mgmt-EthD: 10.100.32.3

—tnwc: VPN
vEdge-vpn10: VPN-Id 10

Sub-Template BGP > Feature Temp: BGP-Setting:

Sub-Template VPN Interface > Feature Temp: vEdge3-

Figure 8-2: BGP Configuration Chart Based on Feature Template.

Example 8-2 shows the CLI configuration generated from the device template.
The BGP and OMP configuration sections are highlighted.

vEdge-3# sh run

system

host-name vEdge-3
system-ip 10.100.100.103
site-id 30

admin-tech-on-failure
no route-consistency-check
sp-organization-name nwkt
organization-name nwkt
vbond 10.100.0.11
aaa
<snipped>
]
ntp
server 10.100.0.14
version 4
exit
!
!
omp
no shutdown
graceful-restart
advertise bgp
advertise connected
advertise static
1

security
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ipsec
authentication-type shal-hmac ah-shal-hmac
!
1
vpn ©
interface ge0/0
description "Internet Transport"
ip address 10.100.32.3/24
tunnel-interface
encapsulation gre
color public-internet restrict
allow-service all
<snipped>
!

no shutdown

1

interface ge0@/1

description "MPLS Transport"
ip address 10.200.1.103/24
tunnel-interface
encapsulation gre
color mpls restrict
max-control-connections @
no control-connections
allow-service all
<snipped>

|

no shutdown
|
interface ge0@/3
description TLOC-Ext-to-MPLS
ip address 10.100.23.3/24
tloc-extension ge@/1
no shutdown
!
ip route 0.0.0.0/0 10.100.32.2
ip route 0.0.0.0/0 10.200.1.1
!
vpn 10
router
bgp 65030
address-family ipv4-unicast
maximum-paths paths 2
redistribute omp
!
neighbor 10.3.4.4
no shutdown
remote-as 65030
address-family ipv4-unicast
!
1
1
|
interface ge0@/2
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ip address 10.3.4.3/24
no shutdown
]

!

vpn 512

interface ethe
description Management
ip dhcp-client
no shutdown
|

ip route 0.0.0.0/0 192.168.10.1
|

vEdge-3#

Example 8-2: CLI Configuration Derived from the Device Template.

Example 8-3 illustrates the LAN Ro04 BGP configuration.

Ro04(config)#router bgp 65030

Ro@4(config-router)# bgp router-id 4.4.4.4
Ro@4(config-router)# bgp log-neighbor-changes
Ro@4(config-router)# neighbor 10.2.4.2 remote-as 65030
Ro@4(config-router)# neighbor 10.3.4.3 remote-as 65030
Ro@4(config-router)# !

Ro@4(config-router)# address-family ipv4
Ro@4(config-router-af)# network 172.16.30.0 mask 255.255.255.0
Ro@4(config-router-af)# neighbor 10.2.4.2 activate
Ro@4(config-router-af)# neighbor 10.3.4.3 activate
Ro@4(config-router-af)# maximum-paths ibgp 2
Ro@4(config-router-af)# exit-address-family

Example 8-3: LAN Ro04 CLI configuration.

Verification

Examples 8-4 and 8-5 verifies that both vEdges have established BGP adjacency

with LAN Ro04.

vEdge-2# show bgp neighbor vpn 10
bgp bgp-neighbor vpn 10 10.2.4.4
as 65030

msg-rcvd 43

msg-sent 39

outQ 0
uptime 0:00:35:25
state established

last-uptime "Tue May 4 12:58:33 2021"
address-family ©
afi ipv4-unicast

Example 8-4: BGP Peering Verificatin on vEdge2.
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vEdge-3# show bgp neighbor vpn 10
bgp bgp-neighbor vpn 10 10.3.4.4
as 65030

msg-rcvd 33

msg-sent 31

outQ 0
uptime 0:00:27:31
state established

last-uptime "Tue May 4 13:06:23 2021"
address-family @
afi ipv4-unicast

Example 8-5: BGP Peering Verificatin on vEdge3.

Example 8-6 shows that Ro04 has now learned the route to 172.16.10.0/24 via BGP
from both vEdges and it is using multi-pathing meaning it can do flow-based
traffic load-balancing.

Ro@4#sh ip bgp 172.16.10.0
BGP routing table entry for 172.16.10.0/24, version 4
Paths: (2 available, best #2, table default)
Multipath: iBGP
Not advertised to any peer
Refresh Epoch 1
Local
10.3.4.3 from 10.3.4.3 (10.100.100.103)
Origin incomplete, metric 1000, localpref 50, valid, internal, multipath(oldest)
Extended Community: S00:0:30
rx pathid: @, tx pathid: @
Refresh Epoch 1
Local
10.2.4.2 from 10.2.4.2 (10.100.100.102)
Origin incomplete, metric 1000, localpref 50, valid, internal, multipath, best
Extended Community: S00:0:30
rx pathid: @, tx pathid: oxe

Example 8-6: BGP Peering Verificatin on Ro04.
Route Optimization

Figure 8-3 shows the real-time OMP routes received by vEdgel. We can see that
subnets 10.2.4.0/24 (the link between vEdge2 and Ro04) and 10.3.4.0/24 (the link
between vEdge3 and Ro04) are received from vSmart. OMP advertises connected
and static routes by default so this was expected behavior.
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vEdge-1|10.100.100.101  Site ID: 10 Device Model: vEdge Cloud o
Device Options: . OMP Received Routes
= Filter =
O\ Search Options v
04 May 2021 ... 10 10.2.4.0/24 10.100.100.13 CIR 10.100.100.102 mpls
04 May 2021 .. 10 10.2.4.0/24 10.100.100.13 CIR 10.100.100.102 public-internet
04 May 2021... 10 10.3.4.0/24 10,100.100.13 CIR 10.100.100.103 mpls
04 May 2021 ... 10 10.3.4.0/24 10.100.100.13 CIR 10.100.100.103 public-internet
04 May 2021 ... 10 172.16.10.0/24 0.0.0.0 CRedR 10.100.100.101 mpls
04 May 2021 ... 10 172.16.10.0/24 0.0.0.0 CRedR 10.100.100.101 public-internet
04 May 2021 ... 10 172.16.30.0/24 10.100.100.13 CIR 10.100.100.102 mpls
04 May 2021 ... 10 172.16.30.0/24 10.100.100.13 CIR 10.100.100.102 public-internet
04 May 2021 .. 10 172.16.30.0/24 10.100.100.13 CIR 10.100.100.103 mpls
04 May 2021 ... 10 172.16.30.0/24 10.100.100.13 CIR 10.100.100.103 public-internet

Figure 8-3: vEdgel OMP routes.

Figure 8-4 shows that the subnet 10.3.4.0/24 is also advertised to vEdge2 by

vSmart.
vEdge-2(10.100.100.102  Site ID:30  Device Model: vEdge Cloud @
Device Options: | OMP Received Routes
= Filter~
Q Search Options v
05May 2021... 10 10.2.4.0/24 0.0.0.0 CRedR 10100100102  mpls
05May 2021 .. 10 10.2.4.0/24 0.0.0.0 CRedR 10.100.100.102  public-internet
05May 2021... 10 10,3.4.0/24 10.100.100.13  InvU 10.100.100.103  mpls
05 May 2021 .. 10 10.3.4.0/24 1010010013 InvU 10.100.100.103  public-internet
05 May 2021 ... 10 172.16.10.0/24  10,100,100.13 CIR 10.100.100.101  mpls
05 May 2021 ... 10 172.16.10.0/24 10.100.100.13 CIR 10.100.100.101 puhlic-lntemet
05May 2021 ... 10 172.16.30.0/24  0.0.0.0 CRedR 10.100.100.102  mpls
05 May 2021 .. 10 172.16.30.0/24 0.0.0.0 CRedR 10.100,100.102  public-internet
05May 2021 ... 10 172.16.30.0/24  10.100.100.13  InvU 10,100.100.103  mpls
05 May 2021 ... 10 172.16.30.0/24 10.100.100.13  InvU 10.100.100.703 public-internet
Figure 8-4 vEdge2 OMP routes.
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Figure 8-5 in turn shows that the subnet 10.2.4.0/24 is advertised to vEdge3 by

vSmart.
vEdge-3|10.100.100.103  SiteID:30  Device Model: vEdge Cloud @
Device Options: OMP Received Routes
= Filter~

Q Search Options v

I T I T N R
05 May 2021 ... 10 10.2.4.0/24 10.100.100.13  InvU 10.100.100.102 mpls
05 May 2021 ... 10 10.2.4.0/24 10.100.100.13  InvU 10.100.100.102 public-internet
05 May 2021 ... 10 10.3.4.0/24 0.0.0.0 CRedR 10.100.100.103 mpls
05 May 2021 ... 10 10.3.4.0/24 0.0.0.0 CRedR 10.100.100.103 public-internet
05May 2021... 10 172.16.10.0/24 10.100.10003 CIR 10.100.100.107 mpls
05 May 2021.., 10 172.16.10.0/24 10.,100.100.13 CIR 10.100.100.10 public-internet
05 May 2021 ... 10 172.16.30.0/24 0.0.0.0 CRedR 10.100.100.103 mpls
05 May 2021 ... 10 172.16.30.0/24 0.0.0.0 CRedR 10.100.100.103 public-internet
05 May 2021 ... 10 172.16.30.0/24 1010010013 InvlU 10.100.100.102 mpls
05May 2021 ... 10 172.16.30.0/24 10.100.100.13  InvU 10.100.100.102 public-internet

Figure 8-5: vEdge3 OMP routes.

Subnets 10.2.4.0/24 and 10.3.4.0/24 will never be the data flow destination, so we
do not need to advertise them. There are several ways and places to do the
filtering. One way of doing that is to disable connected route advertisement from
OMP. Example 8-7 shows the CLI configuration.

vEdge-2(config)# omp
vEdge-2(config-omp)# no advertise connected
vEdge-2(config-omp)# commit

Example 8-7: Filtering Connected Routes from OMP.

vEdge3 is in vManaged mode which means that changes have to be done by
modifying templates. We have previously created a feature template OMP-
Settings which we are using for advertising BGP routes into OMP. This feature
template is then attached to basic settings for our device template. Basically what
we need to do is to disable connected route advertisement. Figure 8-6 shows the
complete template chart where the OMP feature template is highlighted.
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Device Template: vEdge-Device-Template-v2

O

‘tﬁlc INFORMATION
SYSTEM > Feature Temp: vEdge-System: Sys-IP 10.100.100.103, Hostname vEdge-3, Console 115000

TRANSPORT & MANAGEMENT VPN

VPN 0: Feature Temp: vEdge-VPND: VEN-Id O

* VPN Interface > Feature Temp: vEdge-VPNO-mpls-ge0/1: int gedy/1-noshut, IP 10.200.1.103/24, Tunnel On, Color mpls, Restrict

= VPN Interface > Feature Temp: vEdge-VPNO-inet-geQ/0: Int gel/0-noshut, IP 10.100.32.3/24, Tunne! On, Color public-internet, Restrict, Ctrl Con On,
= VPN Interface > Feature Temp: TLOC-Ext_for MPLS-GO/3: int ge0y/3-nashut, IP 10.100.23.3/24, TLOC-Ext Int ged/1

VPN 512 > Feature Temp: vEdge-VPNO: VPN-Id 512,
* VPN Interface > Feature Temp: vEdge-VPN512-Mgmt-Eth0: 10.100.32.3

—tnwce VPN
vEdge-vpn10: VPN-Id 10

Sub-Template BGP > Feature Temp: BGP-Settings: A5 65030, Max-Paths 2, Redistribute OMP, Neighbor 10.3.4.4 Remate AS 65030
Sub-Template VPN Interface > Feature Temp: vEdge3-Ro04: Int ge0y/2 no shut, IP 10.3.4.3/24

Figure 8-6: Device and Feature Templates.

After modification of the OMP-Settings feature template, we can see that vSmart
doesn’t advertise subnets 10.2.4.0/24 and 10.3.4.0/24 anymore (figure 8-7, 8-8, and

8-9).
vEdge-1/10.100.100.101  Site|D: 10  Device Model: vEdge Cloud o
Device Options: OMP Received Routes
= Filter~
Q Search Options. v
EEET T T T S T
05 May 2021.. 10 172.16.10.0/24 0.0.0.0 CRedR 10.100.100.101 mpls
05 May 2021 ... 10 172.16.10.0/24 0.0.0.0 CRedR 10.100.100.101 public-internet
05 May 2021 ... 10 172.16.30.0/24 10.100.10013 CIR 10.100.100.102 mpls
05 May 2021 ... 10 172.16.30.0/24 10.100.100.13 CIR 10.100.7100.102 public-internet
05 May 20271 ... 10 172.16.30.0/24 10.100.100.13 CIR 10.100.100.103 mpls
05 May 2021 ... 10 172.16.30.0/24 10.100.100.03 CIR 10.100.100.103 public-internet

Figure 8-7: vEdgel OMP routes.
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= Fllter~

Device Options:

vEdge-2 | 10.100.100,102

Site 1D: 30

OMP Received Routes

Device Model: vEdge Cloud

Search Options

-m

05 May 2021 .. 172.16.10.0/24  10.100.100.13 CIR 10.100.100.101  mpls
05 May 2021 ... 10 172.16.10.0/24 10,100.700.13 CIR 10.100.100.101  public-internet
05 May 2021 ... 10 172.16.30.0/24  0.0.0.0 CRedR 10.100.100,102  mpls
05 May 2021 ... 10 172.16,30.0/24  0.0.0.0 CRedR 10.100.100.102  public-internet
05 May 2021 ... 10 172.16,30.0/24 10.100.100.13  InvU 10.100.100.103  mpls
05 May 2021 ... 10 172.16.30.0/24 10,100.100.13  InvU 10.100.700.703  public-internet
Figure 8-8: vEdge2 OMP routes.
vEdge-3|10.100.100.103  SiteID: 30  Device Model: vEdge Cloud @

Device Options:

= Filter=

05 May 2021 .

05 May 2021 ...
05 May 2021 ...
05 May 2021 ...
05 May 2021 ...,

05 May 2021 ...

10

10

10

10

10

OMP Received Routes

172.16.10.0/24
172.16.10.0/24
172.16.30.0/24
172.16.30.0/24
172.16.30.0/24

172.16.30.0/24

Search Options v

10,100.100.13

10.100.100.13

0.0.0.0

0.0.0.0

10.100.100.13

10.100.100.13

CIR

CIR

CRedR

CRedR

Inv U

Inv U

10.100.100.101
10.100.100.101
10.100.100.103
10.100.100.103
10.100.100.102

10.100.100,7102

mmm

mpls
public-internet
mpls
public-internet
mpls

public-internet

Figure 8-9: vEdge3 OMP routes.

If we take a look at figures 8-8 and 8-9 we can see that vSmart has sent OMP
advertisements about subnet 172.16.30.0/24 to vEdge2 and vEdge3. Both devices
have marked the route as Invalid with unreachable TLOC (U). vEdge2 in our case
will never use vEdge3 as a next-hop for forwarding data flows to subnet
172.16.30.0/24, and the other way around. This due to fact that we have neither
VLAN 10 Inter-vEdge nor GRE tunnel between vEdge2 and vEdge3. That is why
we can prevent vSmart from advertising OMP routes originated by vEdge2 and

vEdge3 back to site 30.
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Figure 8-10 illustrates the OMP route propagation about subnet 172.16.30.0/24.
Both vEdge2 and vEdge3 advertise the route to vSmart, which in turn forwards

OMP advertisement to all vEdges.

OMP Routes

vpn 10 route 172.16.30.0/24
Attributes

originator 10.100,100.102
tloe: 10.100.100.102, mpls, gre
Attributes

originator 10.100.100.102
tlog: 10.100,100.102, public-internet, gre

[OMP Routes b
vpn 10 route 172.16.20.0/24
Attributes

ariginator 10.100.100.103
tloc: 10.100.100.103, mpls, gre
Attributes

vEdgel ariginator 10.100.100.103
System-IP \_tloc: 10,100.100.103, public-internet, gre )
10.100.100.101
N/ IR
ZN\ B
Site-10
OMP Routes
vpn 10 route 172.16.30.0/24
Attributes

ariginator 10.100.100.102

tloc: 10,100.100.102, mpls, gre
Attributes

ariginator 10.100,100.102
| tioc: 10.100.100.102, public-internet, gre

(OMP Routes ‘
vpn 10 route 172.16.30.0/24
Attributes

originator 10.100.100.103

tloc: 10.100.100.103, mpls, gre
Attributes

ariginator 10.100,100.103

| tloc: 10.100.100.103, public-i

Figure 8-10: OMP Route Propagation.

gre

Centralize Policy for OMP Route Filtering

vEdge2
System-IP
10.100.100.102

10.3.4.0/24
3 i8GP
L10
vEdge3
System-IP

10.100.100.103

Site-30
BGP AS 65030

VPN10
172.16.30.0/24

Figure 8-11 recaps the SD-WAN policy model. OMP route policies are part of the
Control Policies which in turn belongs to the Centralized Policy.
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Security
|.;;lr.-7| .'.-'f.‘d ® |ntrusion Preventin
olicies ]
olicies Advanced Malware Protection
SD-WAN Traditional ——a Route Policy
Policy s Qo5
L ,’I{'l'_
a Traffic Dato

= Appl n Aware Routing

= Cflow

Centralized a VPN Memebership
Palicies @ TLOC Rautes

Controf—--'-';,\‘_. OMP Routes

Control/Topology

Figure 8-11: SD-WAN Centralized Policies for OMP Routes.

Figure 8-12 illustrates the components related to our OMP Route policy and its
configuration steps. We start by defining the Group of Interest, which in our case
are la) Site30, and 1b) subnet 172.16.30.0/24. Then we need to specify our intent,
which is 2) advertise all other prefixes excluding prefix 172.16.30.0/24, 3) to
Datacenter still advertising all prefixes to site10.

la SITE LIST Site List: Name: DataCenter | Site-1D 30

1b PREFIX LIST Prefix List: Name: Site3-Prefix-List | Prefix: 192.168.30.0/24

OMP: Match Prefix-List: DataCenter | Action => Reject

Create Group of Interest

Configure Topology
Default Action: Permit

Policy Name: Centralized_Palicy_Version-1

Apply Paolicy to Sites
Outbound Site List: DataCenter

Activate Policy vsmart

Figure 8-12: SD-WAN Centralized Policies Configuration Steps.

We have an existing Central Policy Centralized_Policy_version1 which was used
for creating Hub and Spoke topology in chapter 5. Instead of using it, we create a
new Centralized Policy. Click the Add Policy button (figure 8-13).
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B Custom Options =

LX CONFIGURATION | POLICIES

Centralized Policy  Localized Policy

© Add Policy Q e

Sparch Options Total Rows: 1

m——m-

d_Poliey_. ¢ d Poliey £... LI Policy Builder false admin D4202021TOBS5115... 20 Apr2021 11:55:.

Figure 8-13: Configuring Centralized Policy — Add New Polic.

You can add a new prefix-list by clicking the New Prefix List selector. I have
already added the prefix-list Site30-Prefix-List that defines subnet 12.16.30.0/24,

3 CONFIGURATION | POLICIES  Centralized Policy > Add Policy
) Create Groups of interest

Select a list type on the left and start creating your groups of interest

Apphcation @ New Prefix List

Site30-Prefix-List 172.16.30.0/24 admin

Codor
Data Prafix
Polscer

Site

ITigure 8-14: Con_ﬁ'guring Centralized Policy — Create Prefix List.

I have also added a site-list DataCenter pointing to site 30.

3 CONFIGURATION | POLICIES Centralized Policy = Add Policy
O create Groups of Interest
Select a list type on the left and start creating your groups of interest
Application © New Site List

Color

Data Prefix

DataCenter 30 2 admin

Policer Remote-Sites 10,20 1 admin

Prefix

Figure 8-15: Configuring Centralized Policy — Create Site List.

After creating prefix-list and site-list, we can build a Route Policy. Select the
Custom Control (Route & TLOC) option from the Add Topology drop-down menu.
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L2 CONFIGURATION | POLICIES Centralized Palicy » Add Policy
@ Create Groups of Interest ) configure Topology and VPN Membership
Specify your network topology

Topelogy VPN Membership

© Add Topology =

Hub-and-Spoke
Mesh

Custorn Controt Route £ T100) L ) [ ——

Import Existing Topelogy

Search Optlans ~

Figure 8-16: Configuring Centralized Policy — Route Policy.

Fill in Name and Device fields. Set the default action to Accept and click the Save
Match And Action button.

X CONFIGURATION | POLICIES  Add Custom Control Policy

Name Route-Paliey 4008

Description Demy 17216.30.0/24

DU

N ——— [ heton |
=T
Avoapt Enabled

Save Match And Acticns

Figure 8-17: Configuring Centralized Policy — Route Policy: Default Action.

Click the Sequence Type selector and choose Route from the Add Control Policy pop-
up window.
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(=} Route
[ = B Create a policy 10 apply on 3 OMP

Figure 8-18: Configuring Centralized Policy —Route Policy.

Click the Actions selector and select the Reject option. Then select the Match
selector and choose the Site30-Prefix-List from the Prefix-List drop-down menu on
Match Conditions section. When done, click the Save Match And Action button.

€& CONFIGURATION | POLICIES  Add Custom Control Policy

Name Route-Policy1a-0C

Dascription Deny 172.16.30.0/24

© Sequence Type E Route

1y Drag & drop to reorder [ RN Nl Orag and drop 1o re-arrange rules

_ m s

oo e <[« I I S N N Y >
Match Cenditions Actions
Prefix List % Reject Enabled

Site0-Preforlist -

Figure 8-19: Configuring Centralized Policy — OMP Route Policy — Match and Action.

When done, save the Control Policy by clicking the Save Control Policy button.
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£ CONFIGURATION | POLICIES  Add Custaom Contred Policy

Name Route-Policy10-DG

Description Deny 172.16.30.0/24

© Sequence Type E Route

EN ...

Dedauh Acti
i Profix List:

T} Drag & drop o reotder [N EY N Drag and drop o re-srmange miles

Actions

Eite30-Profis-List Reject Enabled

Cancel

Click the Next button.

Figure 8-20: Configuring Centralized Policy — Saving the Route Policy.

L& CONFIGURATION | POLICIES  Centralized Palicy

Create Groups of O Con
Interest

Specify your network topology

Topology VPN Membership

© Add Topology -
S e—

Route-Paolicy-to-DC & custem Contral

BACK

¢ = Add Policy

figure Topelagy and VPN
Membership

Search Options w Total Roy

D L T [T

Deny 172.16.30.0/24 o admin 05 May 20217 7:.03.48 P_.,

Figure 8-21: Configuring Centralized Policy.
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We are not going to configure any Application-Aware Routing policy so click the
Next button again.

u CONFIGURATION | POLICIES Centralized Policy > Add Paliey

@ Create Groups of @ Configure Topology and VPN o Configure Traffic
Irterast Membership Rules

Choose a tab and add Traffic rules under the selected type

Application Aware Routing Traffic Data Cflowd

© Add Policy ~ {Create an application-aware routing policy) o e

Search Options ~ Total Rows:

Q
S S S T T T

BACK CANCEL
Figure 8-22: Configuring Centralized Policy.

The last window Add policies to site and VPN is where we bind our Control Policy
Route-Policy-to-DC to Centralized Policy Centralized-Policy-v1 (the main policy).
Select the site-list DataCenter (site 30) from the Outbound Site List section (policy
direction) and click the Add button.
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£ CONFIGURATION | POLICIES  Centralized Folicy » Add Policy

@& Create Groups of Interest & configure Topalogy and VPN Membership @& confgure Tratfic Rules O Apply Policies 1o Sites and YPNs
Add palicies to sites and VPNS
Palicy Name Gentralized-Palicy-v1

Policy Description Consralized-Palicyv1

Topology  Application-Aware Routing  Traffic Data  CPlowd

Inbeand Sine List

Select ane of mote site lists

Outbound Site List
DataCenter »

CANCEL

BACK EZEE
Figure 8-23: Configuring Centralized Policy — Applying the Policy#1.

You can preview the CLI configuration generated by our Centralized Policy by
clicking the Preview button. You can save the policy in this window or the Preview
window by clicking the Save Policy button.

€2 CONFIGURATION | POLICIES Ceniralized Pallcy = Add Policy

o Create Groups of e Configure Topology and VPN Q Configure Traffic o ‘Apply Policies to Sites and
Interest Membership Rules VPNs

Add policies to sites and VPNs
Policy Name Centralized-Policy-v1

Policy Descripti G Policy-v1

Topology  Application-Aware Routing  Traffic Data  Cflowd

|
Route-Palicy-to-DC |

BACK [ Preview | save Policy [ERCHINEEN
Figure 8-24: Configuring Centralized Policy - Applying the Policy#2.
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¢ CONFIGURATION | POLICIES Centralized Policy > Add Policy

viptela-policy:policy
control-policy Route-Peolicy-to-DC
sequence 1
match route
prefix-list Site3@-Prefix-List
}
action reject
!
}
default-action accept
1
lists
prefix-list Site3@-Prefix-List
ip-prefix 172.16.30.8/24
1
site-list DataCenter
site-id 3@
1
1
t
apply-policy
site-list DataCenter
control-policy Route-Policy-to-DC out
1
|

Save Policy BACK

Figure 8-25: Configuring Centralized Policy - Preview.

As the last step, we need to deactivate the current Centralized Policy and activate
the new one (figure 8-26). This can be done by selecting the Deactivate/Activate
from the policy-related options menu [...].
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£ CONFIGURATION | POLICIES ® Custom Options =

Centralized Policy Localized Policy

© Add Policy @ e

Search Options ~ Total Rows: 2

___— ez

Centralized_Policy_Version-1 Ceniralized Polic.. Ul Pollcy Bullder false admin 04202021 TOB56171! was

Centralized-Policyv1 Centralized-Poli.. Ul Policy Builder false admin D505Z021T160747¢  wese

View
Preview
Copy
Edit
Delete
Activate

Figure 8-26: Configuring Centralized Policy —Policy Activate.

You need to confirm the activation process.

Policy will be applied to the reachable vSmarts:
10.100.100.13

Figure 8-27: Configuring Centralized Policy —Policy Activate.

Figure 8-28 shows the progress of the process.

B TASK VIEW

Push vSmart Policy | @ Validation Success - Initiated By: admin From: 192.168.10.44

Total Task: 1 | Success : 1

Search Options ~ Total Rows: 1

-————

b @ Success Done - Push vSmart Pol..  ysmart 10.100.100.13 1010090092

[5-May-2021 15:99:45 UTC] Updating pelicy

[5-May-2821 16:89:45 UTC] Applying policy to vwSmart.
[5-May-2821 16:09:47 UTC] vSmart s anline

[5-May-2031 18:85:54 UTC] Policy changes applisd to vamart

Figure 8-28: Configuring Centralized Policy —Process View.

Figure 8-29 verifies that vEdgel still gets the OMP route about 172.16.30.0/24
while neither vEdge?2 (figure 8-30) nor vEdge3 (figure 8-31) doesn't.
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vEdge-110.100.100.101  SitelD:10  Device Model: vEdge Cloud @

Device Options: _ " OMP Received Routes
= Filter~
Q Search Options
Last Updated | VPN ID Prefix From Peer Status Tloc IP
05 May 2021 ... 10 172.16.10.0/24 0.0.0.0 CRedR 10.100.100.101 mpls
05 May 2021 ... 10 172.16.10.0/24 0.0.0.0 CRedR 10,100.100.101 public-internet
05 May 2021 .., 10 172.16.30.0/24 10.100.100.13 CIR 10,100.100.102 mpls
05 May 2021 ... 10 172.16.30.0/24 10.100.100.13 CIR 10.100.100.102 public-internet
05 May 2021 ... 10 172,16.30.0/24 10.100.100.13 CIR 10.100.100.103 mpls
05 May 2021 ... 10 172.16.30.0/24 10.100.100.13 CIR 10.100.100.103 public-internet

Figure 8-29: OMP Routes — vEdgel.

vEdge-2 | 10.100.100.102  Site ID:30  Device Model: vEdge Cloud o

Device Options: | . OMP Received Routes
= Filter~

Q Search Options T
Prefix From Peer I Status | Tloc IP Tloc Color

05 May 2021 ... 10 172.16.10.0/24 10.100.10013 CIR 10.100.100.101 mpls

05 May 2021 ... 10 172.16.10.0/24 10.100.100.13 CIR 10.100.100.101 public-internet

05 May 2021 ... 10 172.16.30.0/24 0.0.0.0 CRedR 10.100.100.102 mpls

05 May 2021 .. 10 172.16.30.0/24 0.0.0.0 CRedR 10.100.100.102 public-internet

Figure 8-30: OMP Routes — vEdge2.

vEdge-3|10.100.100.103 Site ID:30  Device Model; vEdge Cloud o

Device Options: | | OMP Received Routes
= Filter~
Q Search Options + Ta
Last Updated | VPN ID Prefix From Peer Status Tloe IP Tloe Color
05 May 2021 ... 10 172.16.10.0/24 1010010013 CIR 10.100.7100.101 mpls
05 May 2021 ... 10 172.16.10.0/24 10.100.100.13 CIR 10.100.100.101 public-internet
05 May 2021 ... 10 172.16.30.0/24 0.0.0.0 CRedR 10.100.100.103 mpls
05 May 2021 ... 10 172.16.30.0/24 0.0.0.0 CRedR 10.100.100.103 public-internet

Figure 8-31: OMP Routes — vEdge3.
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Introduction

vEdgel in site 10 has established four tunnels to site 30. All four tunnels are used
for ECMP by default. This chapter explains how we can prefer some of these
tunnels while the rest are only used when preferred tunnels fail. The first section
explains the TLOC specific precedence settings by using the Centralized Policies.
The second section introduces how we can set tunnel-specific precedence by
using Feature Templates. The last section explains how we can use a set of
tunnels for forwarding packets based on the destination prefix.

Centralized Policy — Precedence

Figure 9-1 illustrates the default traffic forwarding model where all tunnels are
used for flow-based load-balancing. vEdgel has received TLOC routes from
vEdge2 and vEdge3 where they describe their transport network (mpls, public-
internet), tunneling mode (GRE), and public IP address used in the outer IP
header (used as a next-hop in OMP routing updates). vEdgel has also received
VPN10 specific OMP routing update about network 172.16.30.0/24 from both
vEdges on site 30.

Site-30
[TLoc: vEdge2 BGP AS 65030
EPJb}c-IntemE GRE System-IP
| RELA Luco 1[}1)’24 10.100.100.102
i
2 IBGEP
Public-Intemet/GRE ; e \ 'BC' |
: |
- MPLSTBRE 10.2.4, 0;24 '.
widgul 10.100,23.2/24
System-IP
10.100.100.101 A |ei2
VEN1D . VPNLD
172.16.10.0/24 )( o z%a Ro04 @1}:.15.30.0;24
Site-10 A @l
TLOC: 10.?.4.0.#24 i
MPLS/GRE s »F  mep
10.200.0.101 i
arile
TLOC: R vEead
MPLS/GRE S
10.200.1.103 10,100.100.103

Figure 9-1: The Default Forwarding Model — ECMP over all Tunnels.
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Figure 9-2 shows there are four entries about the subnet 172.16.30.0/24 installed
in vEdgel VPN10 Routing Information Base (RIB).

vEdge-1|10.100.100,101  Site ID:10  Device Model: vEdge Cloud @
Device Options: |P Routes
= Filter~  VPNID: 10 @ e
Search Options v Total Rows: 5
s g s -m-m—-
gely2 ipvd 172.16.10.0/24 connected
10 ipvd 17216.30.0/24 omp 10.100.100.102 mpls FS
= 10 Ipvd 172.16.30.0/24 omp 10.100.100.102 public-internet FS
L 10 ipvd 172.16.30.0/24 amp 10.100.100.103 mpls FS
- 10 ipvd 172,16.30.0/24 omp 10.100.100.103 public-internet FS

Figure 9-2: VPN10 Routing Table of vEdgel.

Figure 9-3 shows the simulated youtube application data flow from the vEdgel
VPN10 LAN interface 172.16.10.1 to the destination 172.16.30.1. We can see that
four tunnels are used for traffic forwarding.

- Traubleshaoting > Similite Flows
vEdge-1110,100.100.107  Site D10 Device Model vEdge Cloud ()

VPN Source/interfacse for VPN - 10 Source IP Destination P Application

O monmor

VPN 10 - @2 v - 1721610, ~ 1723800, 1721630, VouRite R

Custom Application {created in CLI)

Advanced Options  »

Output: Total next hops: 4 | GRE- 4

e » 9 10.100.100.107

» mphs Hemote System P 10,100,100.102
mpks Encapsutation GRE

» plic-intomset Remote System P 10.100,100.102
hic-Intomer RSP GRE

> mph Remate System P 10,100,100.103
Encapsulation GRE

> i T Remole System [P 10, 1”10&103
" Encapsudation

Figure 9-3: Traffic Simulation.
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In the Centralized Policy based precedence model, vSmart does all the magic. It
adds precedence 200 to TLOC updates from vEdge2 and precedence 100 to TLOC
updates from vEdge3 before forwarding TLOC routes to vEdgel.

TLOC Routes
10.100.100,102, mpls, gre
Attributes
Public-1P; 10.200.0.102
Private-1P; 10,200.0.102
Site-ld: 30
Restritct: 1
preference: 200

10.100.100.102, public-Internet, gre
Attributes
Public-fP: 10.100.32.2
Private-1P: 10,100.32.2
Site-ld: 30
Mdget Restritet: 1
Systemr|? preference: 200
10.100.100.101

-

vy

Site-10
TLOC Routes

10.100.100,103, mpls, gre
Attributes
Public-1P: 10.200.1.103
Private-IP: 10.200.1.103
Site-1d: 30
Restritct: 1
preference: 100

10.100.100.103, public-internet, gre
Attributes

Public-1P: 10,100.23.3

Private-1P: 10,100.23.3

Site-1d: 30

Restritet: 1

preference: 100

Figure 9-4: Centralized Policy model.

& 2 iBGP
:

e Site-30
System-IP
10.100.100.102 BGP AS 65030

A

% Wi 1024224
o (=072

\
'

10.2.3.0/24

VPN1D
172.16.30.0/24

10.100.100.103

When vEdgel receives TLOC routes from vSmart, it only uses the public-ip
address carried within TLOC updates with the highest precedence value as a
valid next-hop for destination subnets received within OMP updates. Figure 9-5
shows that vEdgel only uses tunnels to vEdge2 because both TLOC updates
originated by vEdge2 have precedence 200 while TLOC updates originated by
vEdge3 have precedence value 100. Note that the precedence value is not shown
if you take a look at the vEdge2 OMP routes because the precedence is set as an

OMP attribute in the TLOC route.
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Note that we are only going to show how the do TLOC route precedence-based
traffic engineering for the traffic from sitel0 to site30. We are using BGP multi-
path in Ro04, so it will do flow-based load-balancing between vEdge2 and
vEdge3 when forwarding packets to sitel0. In order to prefer vEdge2, we need to
disable BGP multi-pathing and then use the BGP-specific egress policy such as
Weight or Local-Preference. In our example, the simple way to prefer vEdge2 as
the next-hop is using weight on Ro04.

Site-30
vEdge2 BGP AS 65030
System-Ip
10.100.100.102
@ e
(@202~~~
201 - 10.2.4.0/24
vEdgel
Syster-IP <
10,100.100.101 \
VEN10 100
172,16.10.0/24 \',
o
Site-10 71200

35
Preference:
100

3 iBGp

vEdge3
System-IP
10.100.100.103

Figure 9-5: ECMP to Site30 over Tunnels to vEdge2.
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TLOC List Configuration

As a first step, we are going to add TLOC lists. Navigate to the
configuration/policies window and select the Topology option from the Custom
Option drop-down menu.

L2 CONFIGURATION | POLICIES
Centralized Policy  Localized Policy Centralized Policy Localized Policy
CLI Policy CLI Policy
Lists Lists
Q bt i [Topoloay ] Farwarding Class/QoS
Ceniralized_Policy V.. Centralized Policy foe.. Ul Policy Builder fales admin Route Palicy
G i Polley-+1 C | Palicy-v1 Ul Palicy Bulider true admin O5S05Z02TTTE0747474 05 May 20271 7:07:47
C lized-Palicy-2 [+ Palicy-2 Ui Paliey Bullder false admin 05022021TOBOOTS73 08 May 2021 11:00:1.,

Figure 9-6: TLOC Precedence Configuration — TLOC List#1.

Select the TLOC from the Group of Interest section and click the New TLOC List
button.

ﬂ CONFIGURATION | POLICIES Centralized Policy = Define Lists ® Custom Options|

Select a list type on the left and start creating your groups of interest

Application © New TLOC List

Color
I K o e e e

Data Prefix

Policer

Prefix

Site

SLA Class

TLOC

VPN

Figure 9-7: TLOC Precedence Configuration — TLOC List#2.

We are going to create a TLOC list for all vEdges where each list includes both
TLOCs. Figure 9-8 shows how to configure the TLOC list for vEdge2. Note that
the TLOC IP is the System-Id used by vEdge?2.
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List Name

TLOC-vEdge2

TLOCIP Color Encap Preference
10.100.100.102 public-internet ~ are v 0-4294967295 °
10.100.100.102 | mpls v gre v 0-4294967295 °

Figure 9-8: TLOC Precedence Configuration — TLOC List#3.

Figure 9-9 shows all vEdge-specific TLOC lists.

¢ CONFIGURATION | POLICIES Centralized Policy > Define Lists

Select a list type on the left and start creating your groups of interest

Application © New TLOC List

Color

(e [mo ot oo | e
Data Prefix

¥ TLOC-vEdge3

Policer 10.100.100,103 mpls gre =
Prefix 10.100.100.103  public-internet gre <
“  TLOC-vEdge1
Site
10.100.100.101  public-internet are =
SLA Class 10.100.100.101  mpls gre
b !
10.100.100.102  public-internet gre -
VPN
10.100.100.102  mpls gre -

Figure 9-9: TLOC Precedence Configuration — TLOC List#4.
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TLOC Control Policy Configuration

When TLOC lists are done, we can start to build a new Control Policy under
Centralized Policy. I have copied our previously used Centralized Policy and
then detached it from the vSmart. We are going to do all modifications to the new
Centralized Policy. Select the Centralized Policy-2 and choose the Edit from the

Options menu [...].

B Custom Options -

L2 CONFIGURATION | POLICIES

Centralized Policy Localized Policy

@ Add Palicy ’
View

Q Search Dptions Preview i
Copy
m_-MI |
Edit
ized_Policy_.. © ized Policy f.. Ul Policy Builder false admin 04202021TOB55115... Delete
Centrali Policy-v1 C: i Policy-v1 Ul Policy Buildar trse admin DS052021T1607474... | Activate
(o] lized-Policy2 © lized-Policy-2 Ul Policy Bullder false admin DS0B2021TOB001573 OB May 202711000 ..

Figure 9-10: TLOC Precedence Configuration — Topology#1.

When you enter the Edit Policy window the Policy Application tab is selected by
default. Click the Topology tab.

ﬂl CONFIGURATION | POLICIES Centralized Policy = Edit Policy

Policy Application Topology Traffic Rules

Add policies to sites and VPNs
Policy Name Centralized-Policy-2
Policy D ipth C Policy-2

Topology  Application-Aware Routing  Traffic Data  Cflowd

Route-Palicy-to-DC

© New Site List

DataCenter

Save Policy Changes SN H=8
Figure 9-11: TLOC Precedence Configuration — Topology#2.
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Open the Add Topology drop-down menu and select Custom Control (Route &
TLOC) option.

X CONFIGURATION | POLICIES Centralized Policy > Edit Paliey

Paolicy Application Traffic Rules

Specify your network topology

Topology VPN Membership

@ Add Topology - 0 e

Hub-and-Spoke Sarit Gty e Total Rows: 1
Mesh

custom ol Route e 100) [ I e e A o
Import Existing Topology Control Deny 172.16.30.0/24 2 admin 05 May 2021 7:03:48 .«

Figure 9-12: TLOC Precedence Configuration — Topology#3.

Change the default action from Reject to Accept by selecting Default Action from
the Sequence Type section and the by choosing an Accept option.

° CONFIGURATION | POLICIES  Coniralized Policy > Topolaay Please save of close open rule before proceeding.
Kame TLOC Prefetence
Description TLOC Preference

Default Action
Ty Drag & drop 1o reorder
oo ; ] o |
Resept Enabled

Save Match And Actions Cancel

Figure 9-13: TLOC Precedence Configuration — Topology#4.

Next, select the TLOC option from the Sequence Type section. Click the Match
selector and choose TLOC. Select the previously created TLOC list TLOC-vEdge2
from the TLOC List in the Match Conditions section.
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Q CONFIGURATION | POLICIES  Add Custom Control Policy

Name TLOC-Preference

Description TLOC-Preference

© Sequence Type n TLOC
1, Drag & drop to reorder [+ LRI  Drag and drop to re-amange rules
TLOC H m Actions

Match Conditions Actions

x

Default Action

TLOC List Reject Enabled

Select a TLOC Hst

Search TLOC-vEdge2
TLOC-vEdge3 gre
TLOC-vEdge1 gre
TLOC-vEdge2

Save Match And Actions

Control Policy Cancel

Figure 9-14: TLOC Precedence Configuration — Topology#5.

Click the Actions button and mark the Accept radio button. Click the Preference
button and give preference value 200. Save changes by clicking the Save Match
And Action button. Do the same process by using TLOC list TLOC-vEdge3 but set

the preference to 100.

n TLOC TLOC
[+ ELLNEIREY T Drag and drop to re-arrange rules

@ Accept O Reject _:'.-- Terenc

Match Conditions Actions
x
TLOC List Accept Enabled
TLOC-wEdge2 x ¥
Preference %
200
TLOC IP
Color

Encapsulation

Save Match And Actions Cancel

Figure 9-14: TLOC Precedence Configuration — Topology#6.
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Figure 9-15 shows our rule. TLOCs defined in list TLOC-vEdge2 will be given
preference value 200, while TLOCs defined in list TLOC-vEdge3 will be given
preference 100 when this rule is applied as an outbound policy towards vEdgel.

B roc TL0C
[ RSN LER TR Drag and drop to re-arrange rules

o = Match Conditions Actions s
TLOG List: TLOC-vEdge2 Accept [n}
TLOC IP: Preference: 200 L]

o = Match Conditions

Actions 4
TLOC List: TLOC-vEdge3 Accept rtl
TLOC IP: Preference: 100 L]

Figure 9-15: TLOC Precedence Configuration — Topology#7.

You can see that our topology TLOC-Preference is now listed in the Centralized
PolicyTopology view. You can navigate to this page by opening the Custom

Options drop-down menu and by selecting the Topology option under the
Centralized Policy section.

L2 CONFIGURATION | POLIGIES Centrzlized Palicy = Topology
Spestfy yot Datiar Sapolony Centralized Policy Localized Palicy
Topology VPN Membership CLI Palicy CLI Policy
Lists Lists
Topology Forwarding Class/(QoS
Search Options Traffic Palicy Access Contral Lists

____ e
HUB_AND_SPOKE_POLICY  Custom Control Altow Traffic Flows Only t.. admin 20 Apr 2021 11:45:54 AM
Hub_and_Spoke_Policy Custom Control Albow Traffic anly from Br. o admin 20 Apr 2027 171:29:26 AM
Advertise_Site30_Routes_. Custom Cantrol Adverlise_Site30_Routes_.. 0 admin 05 May 2021 6:31.05PM
Route-Folicy-to-DC Custom Control Deny 172.16.30.0/24 2 admin 035 May 2021 7:03:48 FM _.
TLOC-Preference Custom Cantrel TLOC-Preference o admin 08 May 2027 11:30:55 4.,

Figure 9-16: TLOC Precedence Configuration — Topology#8.
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Applying Control Policy

Next, we need to apply the TLOC-Precedence topology to our Centralized Policy.
Navigate back to the Configuration/Policies window and select the policy
Centralized Policy-2. Click the Options selector [...] and choose Edit.

LX CONFIGURATION | POLICIES
Centralized Policy Localized Policy
© Add Policy A -,
View
Q Search Dgtions ~ Preview
Copy
Narme | Description Type Activated | Updated By | Policy Version E it
. " I
Centralized_Policy V.. Centralized Policy foe_. I Palicy Bulider false agmin 04202021T0B5611504 204 i
¢
o ol c Pali
Palicyv1 licy-41 Ut Palicy Buildaer true agmin 05052021 T160747474 051 Activate
[~ Palicy-2 [= Palicy-2 Ul Palicy Builder falze admin 05082021TOB00TSTS 08 May2ust THET e

Figure 9-17: Adding the Topology to Centralized Policy#1.

Select the Topology tab and open the Add Topology drop-down menu. Choose the
Import Existing Topology.

£ CONFIGURATION | POLICIES Contralized Policy = Edit Policy

Policy Application Traffle Rules
Specify your network topology

Topalogy VPN Membership

© Add Topology ~ o e
Hub-and-Spoke Bk Opsior Total Rows: 1
Mesh
Custom Contrl (Rt  TLOG) —————-
|mpﬂﬂ E)ﬁshng TO.DOIOgy frm Cantral Deny 172.16.30.0/24 admin 05 May 2021 7.03:48 FM see

Figure 9-18: Adding the Topology to Centralized Policy#2.

Select Custom Control (Route and TLOC) radio button from the Policy Type section
and choose our TLOC-Preference topology from the Policy drop-down menu.
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Import Existing Topology

Policy Type

Policy

O Hub And Spoke

TLOC-Preference

O Mesh

Route-Policy-to-DC

@ Custom Control ( Route and TLOC)

Figure 9-19: Adding the Topology to Centralized Policy#3.

Figure 9-16 shows out two topologies. The first one, Route-Policy-to-DC, is related
to route optimization explained in chapter 8 section Route-Optimization and it is
used for reject routing updates from site 30 to be sent back to the site.

¢ CONFIGURATION | POLICIES

Specify your network topalogy

Topology

@ Add Topology -

VPN Membership

@& Custom Control

TLOC-Preference

@ Custom Control

Edit Palicy

TLOC-Preference

Save Policy Changes

CANCEL

admin

admin

ee

Total Rows: 2

05 May 2021 7:03:48 PM E

08 May 2021 11:30:55 AM

Figure 9-20: Adding the Topology to Centralized Policy#4.

Select the Policy Application button. Now you can see our TLOC-Preference policy
listed as topology policy. Next, we need to apply the policy. Click the New Site
List button and select the Remote-Sites list as an Outbound Site List and click the
Add button. Figure 9-21 shows that now the TLOC-Preference topology policy is
applied as outbound policy when TLOC route updates are sent to sites listed in

the Remote-Site site list.
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ﬂ CONFIGURATION | POLICIES Centralized Policy = Edit Policy
Topology Traffic Rules
Add policies to sites and VPNs.

Policy Name Centralized-Policy-2

Policy ipti Centralized-Policy-2

Topology Application-Aware Routing Traffic Data Chlowd

TLOC-Preference

N T " T
out Remote-Sites s 0

Route-Policy-to-DC
© Mew Site List

N S " T
out DataCenter L

e Tl CANCEL
Figure 9-21: Adding the Topology to Centralized Policy#4.

You can preview the configuration before applying it. Example 9-1 shows the
Centralized Policy that will be implemented in vSmart after applying changes. We
have created a Control Policy TLOC-Preference where we set the preference value
200 for TLOCs attached to TLOC list TLOC-vEdge2 and preference value 100 for
TLOC:s attached to TLOC list TLOC-vEdge3. The Control Policy TLOC-Preference

is then applied as an outbound Control Policy towards sites listed in the Site List
Remote-Sites.

viptela-policy:policy
control-policy Route-Policy-to-DC
sequence 1
match route
prefix-list Site3@-Prefix-List
]

action reject
!
!
default-action accept
!
control-policy TLOC-Preference
sequence 1
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match tloc
tloc-1list TLOC-vEdge2
!
action accept
set
preference 200
1
1
!
sequence 11
match tloc
tloc-list TLOC-vEdge3
!
action accept
set
preference 100
1
!
!
default-action accept
!
lists
prefix-list Site30-Prefix-List
ip-prefix 172.16.30.0/24
!
site-1list DataCenter
site-id 30
!
site-1list Remote-Sites
site-id 10
site-id 20
|
tloc-1list TLOC-vEdge2
tloc 10.100.100.102 color public-internet encap gre
tloc 10.100.100.102 color mpls encap gre
!
tloc-1list TLOC-vEdge3
tloc 10.100.100.103 color mpls encap gre
tloc 10.100.100.103 color public-internet encap gre
1
1
!
apply-policy
site-list Remote-Sites
control-policy TLOC-Preference out
!
site-1list DataCenter
control-policy Route-Policy-to-DC out
!
1

Example 9-1: Complete Centralized Policy.

Verification Control Policy Configuration



Cisco SD-WAN 203

Figure 9-22 and examples from 9-2 to 9-5 verifies our that our policy works as
expected. Both TLOCs originated by vEdge2 have a preference 200 while
preference 100 is added to TLOCs originated by vEdge3.

vEdge-1|10,100.100.101  Site ID: 10 Device Model: vEdge Cloud @

Device Options: OMFP Received TLOCS
Q, Search Options. v
10.100:100.107 mpls gre o000 10:200.0.101
10.100.100.107 public-internet  gre 0000 10.100.0.701
10.100.100.102 mpls gre 10.100.700.73 10.100.23.2
10.100,100.1062 public-internet  gre 10.100.100.13 10.100.0.102
10.100.100.103 mpls gre 1070010003 10.200.1.703
10.100,100.103 public-internet  gre 10.100.100.13 10.100.32.3

Figure 9-22: vEdgel TLOC Received Routes.

Tol

0.101

10.100.0.101 10 up a

10.100.23.2 30 up 200
10.100.0.102 30 up 200
10.200.1.103 3n up 100
10.100.32.3 a0 up 100

vEdge-1# show omp tlocs ip 10.100.100.102
until prefe | exclude encap | nomore

tloc entries for 10.100.100.102
public-internet
gre

RECEIVED FROM:

peer 10.100.100.13
status C,I,R
loss-reason not set
lost-to-peer not set

lost-to-path-id not set
Attributes:

attribute-type installed
public-ip 10.100.0.102
public-port 0

private-ip 10.100.0.102
private-port 0

public-ip HH
public-port 0

private-ip HH
private-port 0

bfd-status up

domain-id not set
site-id 30
overlay-id not set
preference 200

color public-internet received |

Example 9-2: vEdgel TLOC Received Routes: TLOC 10.100.100.102 public-internet gre.
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vEdge-1# show omp tlocs ip 10.100.100.102 color mpls received | until prefe |
exclude encap | nomore

tloc entries for 10.100.100.102
mpls
gre

RECEIVED FROM:

peer 10.100.100.13
status Cc,I,R
loss-reason not set
lost-to-peer not set

lost-to-path-id not set

Attributes:
attribute-type installed
public-ip 10.100.23.2
public-port 0
private-ip 10.100.23.2
private-port 0
public-ip HH
public-port 0
private-ip o
private-port 0
bfd-status up
domain-id not set
site-id 30
overlay-id not set
preference 200

Example 9-3: vEdgel TLOC Received Routes: TLOC 10.100.100.102 mpls gre.

vEdge-1# show omp tlocs ip 10.100.100.103 color mpls received | until prefe |
exclude encap | nomore

tloc entries for 10.100.100.103
mpls
gre

RECEIVED FROM:

peer 10.100.100.13
status C,I,R
loss-reason not set
lost-to-peer not set

lost-to-path-id not set

Attributes:
attribute-type installed
public-ip 10.200.1.103
public-port 0
private-ip 10.200.1.103

private-port 0
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public-ip HH
public-port 0
private-ip :
private-port 0
bfd-status up
domain-id not set
site-id 30
overlay-id not set
preference 100

Example 9-4: vEdgel TLOC Received Routes: TLOC 10.100.100.103 mpls gre.

vEdge-1# show omp tlocs ip 10.100.100.103 color public-internet received |
until prefe | exclude encap | nomore

tloc entries for 10.100.100.103
public-internet
gre

RECEIVED FROM:

peer 10.100.100.13
status Cc,I,R
loss-reason not set
lost-to-peer not set

lost-to-path-id not set

Attributes:
attribute-type installed
public-ip 10.100.32.3
public-port 0
private-ip 10.100.32.3
private-port 0
public-ip HH
public-port 0
private-ip HH
private-port 0
bfd-status up
domain-id not set
site-id 30
overlay-id not set
preference 100

Example 9-5: vEdgel TLOC Received Routes: TLOC 10.100.100.102 public-internet gre.

Figure 9-23 and example 9-6 verify that vEdgel has installed only routes
originated by vEdge2 into RIB. Routes originated by vEdge3 are not installed into
the RIB.
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vEdge-1(10.100.100.101  SitelD: 10  Device Model: vEdge Cloud o

Device Options: OMP Received Routes

= Filter =

Search Options v

08 May 2021 .. 172.16.10.0/24  0.0.0.0 CRedR 10.100.100.101 mpls

08 May 2021 ... 10 172.16.10.0/24 0.0.0.0 CRedR 10.100.100.107 public-internet

08 May 2021 ... 10 172.16.30.0/24 10.100.100.13 CIR 10.100.100.7102 mpls

08 May 2021 ... 10 172.16.30.0/24 10.100.10033 CIR 10.100.100.102 public-internet

08 May 2021 ... 10 172.16.30.0/24 10.100,700.13 R 10.100.100.103 mpls

08 May 2021 ... 10 172.16.30.0/24 10.100.10013 R

Figure 9-23: vEdgel VPN10 RIB.

10.100.100.103

public-internet

vEdge-1# show ip routes vpn 10 detail
Codes Proto-sub-type:
IA -> ospf-intra-area, IE -> ospf-inter-area,
El -> ospf-externall, E2 -> ospf-external2,
N1 -> ospf-nssa-externall, N2 -> ospf-nssa-external2,
e -> bgp-external, i -> bgp-internal
Codes Status flags:
F -> fib, S -> selected, I -> inactive,
B -> blackhole, R -> recursive, L -> import

VPN 10 PREFIX 172.16.10.0/24
proto connected
distance 0

metric 0

uptime 0:02:54:05
nexthop-ifname ge@/2

status F,S

VPN 10 PREFIX 172.16.30.0/24
proto omp

distance 250

metric 0

uptime 0:00:01:50
tloc-ip 10.100.100.102
tloc-color mpls

tloc-encap gre

nexthop-label 1003

status

F,S
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VPN 10 PREFIX 172.16.30.0/24
proto omp

distance 250

metric 0

uptime 0:00:01:50
tloc-ip 10.100.100.102
tloc-color public-internet
tloc-encap gre

nexthop-label 1003

status F,S

Example 9-6: vEdgel VPN10 RIB.

Now when we simulate the Youtube data flow from site 10 to site 30, we can see
that only two tunnels between sites 10 and 30 are in use.

L moniTor ir hooting = Simuiate Fiows
Sebect Device = Edge-1110.900.100,901 S0 10 Davice Modal, vEdge Cloud @

VPN Saurce/Interface for VPN - 10 Source IP Destination IP

VPN 10 - Qo2 - (pvd - 17218101 “ 17216901 17216301

Apglication Custom Application {created in CLI)

w o

Advanced Options >

Output: Total next hops: 2 | GRE : 2

e ' g e 10.100.100.101
> — mpls Remote System P 10.100,700.102
— mpls Encapsulation GRE

» =+ pablic-internet Ramote Systemn (P 10,100,100.102

#= public-internes S EESENTERETY GRE

Figure 9-24: Simulated Youtube Data Flow from Site10 to Site30.

The trace in example 9-7 taken from the end-point PC1-10 attached to VPN10 in Site10
verifies that we still have IP connectivity between sites.

PC1-10> trace 172.16.30.1

trace to 172.16.30.1, 8 hops max, press Ctrl+C to stop

1 172.16.10.1 ©.342 ms ©0.150 ms 0.135 ms

2 10.2.4.2 4.098 ms 3.655 ms 2.252 ms

3 *10.2.4.4 2.749 ms (ICMP type:3, code:3, Destination port unreachable)

*

Example 9-7: Trace from site10 to Site30.
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Feature Template — Precedence & Prefix

This section explains how we can use the TLOC route preference attribute to
build subnet-specific overlay topologies. I have added subnet 172.16.77.0/24 to
site 30. Figure 9-25 shows that vEdgel has installed both routes 172.16.30.0/24
and 172.16.77.0/24 in its VPN10 RIB. Note that I have detached the Centralized
Policy which we configure in the previous section.

vEdge-1]10.100.100.101  SiteID: 10 Device Model. vEdge Cloud (@
Device Options: IP Routes
= Filter = VPNID: 10
Q, Search Optio
gely2 10 ipvd 172.16.10.0/24 connected FS
10 ipva 172.16.30.0/24 omp 10.100.100.102 mpls FS
10 i omp 10.100.100.102 public-internet FS
10 ip omp 10.100.100.103 mpls FS
10 ipv omp 10.100.100.103 public-internet FS
10 i omp 10.100.100.102 mpls FS
10 Ipva omp 10.100.100.102 public-internst FS
10 if omp 10.100.100.103  mpls FS
10 If omp 10.100.100.103 public-internet FS

Figure 9-25: VPN 10 RIB of vEdgel.

Route Control Policy Configuration

Figure 9-26 shows the Route control policy Prefix-Based-Preference where we
match both prefix-list and TLOC lists. Note that the prefix-list list configuration is
done in the same way as what we did in the TLOC List Configuration section but
instead of TLOC we will select Prefix from the Group of Interest section. The
prefix-list Site-30-Prefix-List-1 includes subnet 172.16.77.0/24 and the prefix-list
Site-30-Prefix-List-2 includes subnet 172.16.30.0/24. The first sequence states that
subnet 172.16.77.0/24 when originated by vEdge2 gets the OMP preference 200.
The second sequence states that subnet 172.16.30.0/24 when originated by vEdge2
gets the OMP preference 100 and so on.
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L3 CONFIGURATION | POLICIES  Edit Custom Control Palicy
Hame Prefix-Based-Preference
e B
'l Drag & drop to reordar Drag and drop 10 re-arrange rules
_ o = Match Conditions Actions
Default Action - &
Prefix List: Site-30-Prefind s Accept O
TLOG List TLOCvEdgel Preferonce: 200
v
0 - Match Conditions Actions L
Prafix List: Sibe-30-PrefinList-2 Accept Ln|
TLOG List TLOC-vEdgez? Preference: 160 L]
~
e = Match Conditions Actions s
Prefix List: Site-30-Prefin List-1 Accept n]
TLOG List TLOC+Edges Prefarence: e
v
0 - Match Conditions. Actions L
Prafix List: Site-30-Prefia-List-2 Accept e}
TLOC List TLOCvEdges Frefarence: 200 L]
v

Figure 9-26: Route Control Policy.

The process of applying the Route Control Policy is the same as we did with
TLOC Control Policy. I have once again copied the current Centralized Policy
and renamed it to Central-Policy-3. Select it and choose the Edit from the Options
menu [...].

L2 CONFIGURATION | POLICIES
Centralized Policy  Localized Policy
View
Preview
Q Search Options Caopy
Edit
N T R T TR T o
Centralized_Pelicy V.. Centralized Policy fo... Ul Policy Builder false admin 04202021T08B55115... 20)  Activate
licy-3 C Policy Wl Pelicy Buildar false admin 05082021T1028247... OB May 2021 128:24.. «ee
C i Folicyv1 o] -Policy-v] Ul Policy Buildar false admin 0505202TT1607474.. D5 May 2021 TOT4T.. ses
[+ Policy-2 Ci Policy-2 Ul Policy Bullder false =dmin 05082021TOBO0ISTE DB May 2021 121180, see

Figure 9-27: Applying the Route Control Policy#1.

Our Route Control Policy is now listed in the Policy Application tab. I have already
applied the policy towards sites defined in the site-list Remote-Access. Click the
Save Policy Changes button.
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L8 CONFIGURATION | POLICIES  Centralized Folicy > Edit Policy
Add policies to sites and VPNs

Palicy Name Centralized-Policy-3

Palicy Policy3

Topology  Application-Aware Routing  Traffic Data  Cllowd

Prefix-Based-Preference

out Remuote-Sites Ll

Route-Pollcy-to-DC

CANCEL

Figure 9-28: Applying the Route Control Pollcy#Z

Figure 9-29 shows that our Route Control Policy works as expected. vEdgel
receives all the OMP routes but it doesn't install either a route to subnet
172.16.30.0/24 originated by vEdge2 or a route to 172.16.77.0/24 originated by
vEdge3 into VPN10 RIB (the status of these is only Received = R).

vEdge-1/10.100.100.101  SitelD: 10 Device Model: vEdge Cloud @
Device Opti L OMP ived Routes
= Filter v
Search Options

mm-—m
08 May 2021 .., 172.16.10.. 0.0.0.0 CRedR 10.100.100.101  mpls
08 May 2021 ... 10 172.16.10... 0.0,0.0 CRedR 10.100.100.101  public-internet -
08 May 2021 ... 10 1721630 1010010013 R 10.100.100.102  mipls 100
08 May 2021 ... 10 1721630... 1010010013 R 10.100.100.102  public-internet 100
08 May 2021 ... 10 17216.30.... 10,00.100.13 CIR 10.100.100.103  mpls 200
08 May 2021 ... 10 172.16:30... 10,100.100.13 CIR 10.100.100.103  public-internet 200
08 May 2021 ... 10 17216.77... 10100.100.13 CIR 10.100.100.102  mpls 200
08 May 2021 ... 10 172.16,77... 10.100.100.13 CIR 10.100.100.102  public-internet 200
08 May 2021 ... 10 1721677... 100010013 R 10.100.100.103  mpls 100
08 May 2021 ... 10 1721677... 10.100.10013 R 10.100.100.103  public-internet 100

Figure 9-29: Route Control Policy Verification.
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Figure 9-30 verifies that route to 172.16.30.0/24 is only available through the

tunnels to vEdge3 while figure 9-31 shows that the subnet 172.16.77.0/24 is
reachable over tunnels to vEdge2

vEdge-1/10.100.100.101  SiteiD: 10  Device Model vEdge Cloud @
Device Options: IP Routes
= Filter~

Profix; 172.16.30.0/24

Search Options

-m——
ipwd 172.16.30.0/24 10.100.100.103 mpls
- 10 ipvd 172.16.30.0/24 omp 10.100.100.103 public-internet FS
Figure 9-30: Route Control Policy Verification subnet 172.16.30.0/24

vEdge-1[10.100.100.101  Site (10 Device Model: vEdge Cloud o
Device Options: |P Routes
= Fiiter~

Prefuc 172.16.77.0/24

Ssarch Options +

S e S O K
ipvd

172.16.77.0/24

omp 10100100102 mpls
10 ipva 172.16.77.0/24

omp 10.100.100.102

public-internet FS
Figure 9-31: Route Control Policy Verification — subnet 172.16.77.0/24

Example 9-8 shows the Centralized Policy configuration implemented in vSmart
viptela-policy:policy

control-policy Route-Policy-to-DC
sequence 1

match route

prefix-list Site30-Prefix-List
!

action reject
!

default-action accept
!

control-policy Prefix-Based-Preference
sequence 1

match route

prefix-list Site-30-Prefix-List-1
tloc-1ist TLOC-vEdge2
!

action accept
set
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preference 200
!
!
!
sequence 11
match route
prefix-1list Site-30-Prefix-List-2
tloc-1list TLOC-vEdge2
!
action accept
set
preference 100
!
!
!
sequence 21
match route
prefix-1list Site-30-Prefix-List-1
tloc-1list TLOC-vEdge3
!
action accept
set
preference 100
!
!
!
sequence 31
match route
prefix-1list Site-30-Prefix-List-2
tloc-1list TLOC-vEdge3
!
action accept
set
preference 200
!
!
!
default-action accept
!
lists
prefix-list Site-30-Prefix-List-1
ip-prefix 172.16.77.0/24
!
prefix-list Site-30-Prefix-List-2
ip-prefix 172.16.30.0/24
!
prefix-list Site30-Prefix-List
ip-prefix 172.16.30.0/24
!
site-1ist DataCenter
site-id 30
!
site-1list Remote-Sites
site-id 10




Cisco SD-WAN 213

site-id 20
!
tloc-list TLOC-vEdge2
tloc 10.100.100.102 color public-internet encap gre
tloc 10.100.100.102 color mpls encap gre
!
tloc-1list TLOC-vEdge3
tloc 10.100.100.103 color mpls encap gre
tloc 10.100.100.103 color public-internet encap gre
!
!
!
apply-policy
site-1list Remote-Sites
control-policy Prefix-Based-Preference out
!
site-1list DataCenter
control-policy Route-Policy-to-DC out
!
!

Example 9-8: Complete Centralized Policy

Example 9-9 verifies the data-plane operation. Trace from subnet 172.16.10.0
located in site 10 to subnet 172.16.30.1 goes via vEdge3 (IP address 10.3.4.3) and
the to subnet 172.16.7.0/24 via vEdge2 (IP address 10.2.4.2).

PC1-10> trace 172.16.30.1
trace to 172.16.30.1, 8 hops max, press Ctrl+C to stop

1 172.16.10.1 0.209 ms ©.076 ms ©0.109 ms

2 10.3.4.3 4.579 ms 4.459 ms 4.694 ms

3 *10.3.4.4 3.792 ms (ICMP type:3, code:3, Destination port unreachable)
*

PC1-10> trace 172.16.77.1
trace to 172.16.77.1, 8 hops max, press Ctrl+C to stop

1 172.16.10.1 0.377 ms ©.155 ms 0.267 ms

2 10.2.4.2 4.800 ms 5.369 ms 2.493 ms

3  *10.2.4.4 3.013 ms (ICMP type:3, code:3, Destination port unreachable)
*

Example 9-9: Data-Plane Testing
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Feature Template — Precedence

The last section of this chapter briefly describes how we can set the Tunnel Based
Preference by using Feature Templates. We have done Feature Template vEdge-
VPNO-inet-ge0/0 in chapter 6 and now we are going to edit that one. We can add
preference by selecting the Tunnel section and by opening Advanced Options.
There we can set the tunnel-specific preference value as a global or device-
specific value. Note that there is also a Weight attribute that is used for weighted
flow-based load-balancing over two tunnels having the same preference. If you
set the weight 25 for one tunnel and 75 for another, you will end up forwarding
every fourth flow over the tunnel with a weight value of 25.

X CONFIGURATION | TEMPLATES

Device Feature

Feature Template ~ VPN Interface Ethernet

Basic Configuration Tunnel

Advanced Options

Encapsulation

GRE

Preference

Weight

IPsec

Carrier

Bind Loopback Tunnel

Last-Resort Circuit

Warning : Tunnel can be configured only for Global @ |

VPN O

vEdge-VPNO-inet-ge0/0

NAT VRRP ACL/QoS

<| ® on
= | 100

S~

@~ On

S~

S~

S~ On

ARP

Off

e Off

e Off

802.1X

Advanced

Figure 9-32: Feature Template - Setting Tunnel Preference.
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Figure 9-28 shows the configuration preview.

3 CONFIGURATION | TEMPLATES

Device Template Total
vEdge-Device-Template-v2 1

Device list (Total: 1 devices)

Filier/Search

B7700d14-0bab-4dch-a93d-47c12a5bc321

vEdge-3010.100.100.103

Configure Device Rollback Timer

‘Configure’ action will be applied to 1 device(s)
R attached to 1 device template(s).
ipsec
authentication-type shal-hmac ah-shal-hmac
|
!
vpn @
interface ged/8
description "Internet Transport”
ip address 18.188.32,.3/28
tunnel-interface
color public-internet restrict
control-connections
allow-service all
no allow-service bgp
allow-service dhep
allow-service dns
allow-service icmp
allow-service sshd
allow-service netconf
allow-service mtp
allow-service ospf
allow-service stun
allow-zervice https
1
ne shutdown
|

no
no
no
na
no

interface ged/1

description “MPLS Transport"
ip address 18.288.1.183/24
tunnel-interface
encapsulation gre

color mpls restrict
max-control-connections @
no -control-connections
allow-service all

no allow-service bgp
allow-service dhep

Configure Devices

Figure 9-33: Feature Template - Setting Tunnel Preference.

Summary

Cancel

This chapter shows how we can do Trafic Engineering using Centralized Policies

and Feature Templates.
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Introduction

vEdges use BFD probes for Tunnel Health monitoring. Both vEdges in figure 10-1
send BFD probes in 1000ms frequency (Hello Interval). If seven sequential probe
replies are missing (Multiplier), the state of the tunnel is changed to down. The
Application-Aware Routing (AAR) in turn uses BFD probes for observation Path
Quality. In our example, the AAR poll interval value is 5000ms, which means that
vEdges calculate an average Packet Loss, Latency, and Jitter values from the
received BFD echoes within a five-second time frame. The calculated values in
the first poll interval are Packet Loss: 20%, Latency: 5ms, and Jitter: 1ms. Because
this was the first App-Route poll interval, it is not compared against threshold
values defined in sla-class NWKT_CRITICAL. Changing the path whenever the
result of the single App-Route poll interval is non-compliant might cause path
flapping where application data is shifted from path to path repeatedly. This
behavior can be avoided by using an App-Route Multiplier where the shifting
decision is based on the average value calculated from more than one App-Route
poll interval. We are using App-Route Multiplier 2 in the example shown in
figure 10-1. The calculated values in the second poll interval are Packet Loss: 0%,
Latency: 6ms, and Jitter: 1ms. The next step is to calculate average values from
these two newest App-Route poll intervals, which gives us Packet Loss: (20+0/2)
= 10%, Latency: (5+6)/2 = 5.5ms, and Jitter: (1+1)/2 1ms. These values are lower
than what is defined in sla-class NWKT_CRITICAL so we can use the path. In the
third iteration round (not shown in the figure) average values are calculated
based on the second and the third App-Route poll interval, the first one is
excluded based on multiplier 2 (only two latest poll intervals are used in our
case), and so on. The default values for BFD are Tx Interval 1000ms and
Multiplier value 7. The default values for AAR are poll interval 600 000ms (10
minutes), and multiplier value 6.
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SLA-Class: NWKT_CRITICAL: Packet Loss: 15%, Latency:10ms, Jitter: 3ms

Compliant
|
Average: Average:
» Packet Loss: 209, {20+0)/2=10 » Packet Loss: 1085,
* latency:5ms, {5+6)/2=5,5 + » Llatency:5.5ms,
* litter: 1ms {1+2)/2=1.5 + & Jitter: 1.5ms
1. Path Quality: Poll Interval 5000ms, Multiplier 2: 2. Path Quality: Poll Interval 5000ms, Multiplier 2:
+  Packet Loss: 20%, *  Packet Loss: 0%,
* Latency: 5ms, * Latency: 6ms,
* litter: Ims *  Jitter: 2ms
Tunnel Performance
BFD Probes: :
Hella Intervall 1000 + - +
Multiplier 7 H H i
I I 0 0 0 0 0
1 H '
o+ ¥ y
* t
1000ms & H
o - 5
1000ms
o i \
1000ms H
Ojg 1000ms
,\ 1000ms
Tunnel b]
(IPSec/GRE}  1000ms
his y
1000ms
o >
1000ms
o >
1000ms
oL

Figure 10-1: Application-Aware Routing Logic.

Tunnel Health Monitoring

BFD Settings

A<

Tunnel
{IPSec/GRE}

You can verify BFD transit interval and multiplier values from the device-specific
Real-Time/BFD Session view by navigating to the monitoring/network/(device)
page. Figure 10-2 shows the BFD values used in vEdge-1. Note that if BFD values
are different in the remote device, the higher values will be used by both vEdges.
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wEdge-1 [ 10.100.100.101  SAeiD: 10 Device Madel: vEdge Cloud o

Device Options: BFD Sessionz
= Filter~

Search Optiors

—- oo

10.100.100.102 15 May 2021 1:22:11 PM EEST public-intemet public-intermet 7 1000
10:000.700.703 15 May 2021 1:22:71 PMEEST 30 up public-ntamet publie-Intemat 7 1000
10.100.700.702 15 May 2027 112271 PM EEST 0 up mpis mpls 7 1000
10:100.100.103 15 May 2021 12211 PMEEST 30 up mpls mipls T 1000

Figure 10-2: vEdge-1 one Real-Time BFD Sessions.

The default BFD values can be set in the Feature Template where you can also set
color-specific BFD values. Besides, you can modify the Application-Aware
Routing multiplier and poll interval values in the Basic Configuration section. We
are leaving both AAR and BFD settings to their default, global values.

L3 CONFIGURATION | TEMPLATES

Device Feature

Feature Template  Add Template - BFD

Device Type VEdge Cloud
Template Mame BFD-Template
Description BFD-Template

Basic Configuration Color

GURATION

Multiplier &~

Poll Interval (milliseconds) (=

© New Color

Public Internet 2 1000

| MPLS @ 1000 - 7 % On s

Figure 10-3: Changing BFD Values — Feature Template.
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After creating the Feature Template you can add it to the Device Template in the
Basic Information section where you select the template from the BFD drop-
down menu.

LI CONFIGURATION | TEMPLATES

Device Feature

Transport & Management VPN Service VPN Additional Templates

Basic Information

System * vEdge-System = Additional System Templates
© Archive
Logging* Factory_Defaull_Logging. Template_ V01 &
NTP VEdge-NTP - @
AAA Factory_Default_AAA_Template -
BFD * BFD-Template .
omMP * Factory_Default yEdge OMP_Template -
Securlty * Factory_Default_vEdge_Security_Template V... ~

F_igure 10-4: Attaching BED Feature Template to Device Template.

Tunnel Switch-Over Process

Figure 10-5 shows the stabile situation where the tunneled packets, including
BFD probes, are label switched through PE-1-West and PE-2-East routers in the
MPLS transport network. Note that we are still using TLOC-Extension
configured in chapter 7. That is why vEdge-1 is connected to the MPLS transport
network through the vEdge-2 which in turn is connected to the Public-Internet
transport network through the vEdge-1. We are using default BFD transmit
interval and multiplier values in our example.
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Site-30
BGP AS 65030

vEdge2

—_— m\

ge: (71 System-IP
System-IP _.___;\ Public-Internet 10.100.100,102

10.100.100.101 S

VPN1D w\

172.16.10.0/2

PE1-West vEdge3
ASH1 System-IP
10.100.100.103
MPLS
Transport B3-50dth

Figure 10-5: Tunnel Health Monitoring - Stabile Situation.

Figure 10-6 verifies that all BFD echoes sent by vEdge-1 are successfully echoed
back over both transport networks.

vEdge-1|10.100:100.101  Site D10 Device Model: vEdge Cloud ()

Device Optlons: Tunne! BFD Statistics

Search Options v

—

vEdge-1 15 May 2027 1:59:33 PM EEST 10.100.0.707 10,100.0.702

vEdge-1 15 May 20271 115933 PM EEST  gre 10.100.0.100 10.100.32.3 51 551
vEdge-1 15 May 2027 1:50:33 PMEEST  gre 10.200.0.901 10.100.23.2 550 550
vEdge-1 15 May 2027 1:59:33 PM EEST  gre 10:200,0.101 10.200.1.103 551 551

Figure 10-6: BFD Statistics.
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172,16.10.0/24, N\

e e R
PE2-East (722}
'|' - B

11 = Link Dawn
t2 = 7 Missed BFD Response
t3 = Tunnel Down

Figure 10-7 illustrates a link failure event between PE1-West and PE2-East. This is
done by shutting down the interface on PE1-West and it reacts immediately to
failure event by a) removing the inter-router subnet from the RIB, b) tearing
down the BGP adjacency with P2-East, and c) starts using the path via P3-South
towards PE2-East. So Technically it continues forwarding BFD Echoes received
from vEdge-1. The BGP processes and RIB updates are shown in example 10-1.
However, from the PE2-East perspective, this is an indirect link-failure meaning
its interface towards PE1-West still remains up. Its BGP Hold timer is set to 20
seconds and it will wait that the hold timer expires before it tears down the BGP
adjacency with PE1-West, and updating its RIB. Until then it will forward BFD
echo replies towards PE1-West. By comparing the timestamps on example 10-1
and 10-2 you can see that the difference in the RIB update is approximately 17
seconds. vEdgel, however, will exclude the path over MPLS color from the
ECMP after seven missed BFD Echo replies and start using only tunnels over the
Public-Internet transport network.

Site-30
BGP AS 65030

vEdgel m vEdge2
System-|P @ Public-int t m System-IP
alalaiilily 10.100.100.102
10.100.100.101 {8 1100.100.
VPN1D - \_A_/\\% ,.
- “-\

IBGP

VPN10
172.16.30.0/24
172.16.77.0/24

ASH2 -

i
|
J
/
vEdge3
System-IP

10.100.100.103

MPLS
Transport

P3-50uth
ASH3

Figure 10-7: Link Failure Process.
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PE1-West

*May
*May
*May
*May
*May
*May
*May
*May
*May
*May

*May

*May
*May
*May

*May
*May
*May

15
15
15
15
15
15
15
15
15
15

15

15
15
15

15
15
15

11:
11:
11:
11:
11:
11:
11:
11:
11:
11:

11:

11:
11:
11:

11:
11:
11:

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

14:

14:
14:
14:

14:
14:
14:

43:
43,
43:
43:
43:
43:
43:
43:
43,
43,

43:

43:
43:
43:

43:
43:
44,

administratively

*May 15 11:14:44:

is_up: GigabitEthernet2 0 state: 6 sub state: 1 line: 1

006:
RT:
RT:
RT:
RT:
RT:
RT:

009:

009:

RT:

RT:
RT:
RT:

RT:
RT:
952:
down

%BGP-5-NBR_RESET: Neighbor 10.1.2.2 reset (Interface flap)
interface GigabitEthernet2 removed from routing table

del 10.1.2.0 via 0.0.0.0, connected metric [0/0]

delete subnet route to 10.1.2.0/24

interface GigabitEthernet2 topo state DOWN, afi ©

del 10.1.2.1 via 0.0.0.0, connected metric [0/0]

delete subnet route to 10.1.2.1/32

%BGP-5-ADJCHANGE: neighbor 10.1.2.2 Down Interface flap
%BGP_SESSION-5-ADJCHANGE: neighbor 10.1.2.2 IPv4 Unicast
topology base removed from session Interface flap
updating bgp 10.100.23.0/24 (0x0) [local 1bl/ctx:1048577/0x0]
via 10.1.3.3 0@ 1048577 1048577

closer admin distance for 10.100.23.0, flushing 1 routes
add 10.100.23.0/24 via 10.1.3.3, bgp metric [20/0]

updating bgp 10.200.1.0/24 (0x0) [local 1lbl/ctx:1048577/0x0]
via 10.1.3.3 0@ 1048577 1048577

closer admin distance for 10.200.1.0, flushing 1 routes
add 10.200.1.0/24 via 10.1.3.3, bgp metric [20/0]
%LINK-5-CHANGED: Interface GigabitEthernet2, changed state to

is_up: GigabitEthernet2 © state: 6 sub state: 1 line: 1
*May 15 11:14:45.953: %LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet2, changed state to down

*May 15 11:14:45: is_up: GigabitEthernet2 0 state: 6 sub state: 1 line: 1

Example 10-1: BGP Notifications in PE1-West.

PE2-East#

*May 15 11:15:00.026:

expired) © bytes

*May 15 11:15:00.027:

sent)

*May 15 11:15:00.027:

*May 15 11:15:00.027:

topology base removed

*May 15 11:15:00: RT:
via 10.2.3.3

%BGP-3-NOTIFICATION: sent to neighbor 10.1.2.1 4/0 (hold time

%BGP-5-NBR_RESET: Neighbor 10.1.2.1 reset (BGP Notification

%BGP-5-ADJCHANGE: neighbor 10.1.2.1 Down BGP Notification sent
%BGP_SESSION-5-ADJCHANGE: neighbor 10.1.2.1 IPv4 Unicast

from session BGP Notification sent

updating bgp 10.200.0.0/24 (0x0) [local 1lbl/ctx:1048577/0x0]

0 1048577 1048577

*May 15 11:15:00: RT: closer admin distance for 10.200.0.0, flushing 1 routes
*May 15 11:15:00: RT: add 10.200.0.0/24 via 10.2.3.3, bgp metric [20/0]

Example 10-2: BGP Notifications in PE2-East.
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Figure 10-8 verifies that tunnels over MPLS transport are down from vEdge-1 to

vEdges in site 30.
4 Rows Selected | (intarface Endpoints, Local Imerface i Remate imerface hiciden by default. Plesse cick on The Cokimng dropdawn on the right 1o enabie fhem) ‘
=% Saarch Opticen Tortal
+ Bawn (0 ity T g [
[ Trmiimre | ot oo i omrir |t s i)
*  public-intermet - - = = =
B vEdge- 1 publiodnmemetyFrige-:public-atemes oe QT iternat TranspnrT inmemen Tranaport GRE $ 156 [RE]
B vEsgeTpublicintemetvEsge- T-public-ntemee FEITgel/T temat Trameport Wnteenes Tranpport GRE T 95 nog
~  mpls - - = &
& vEcge T mplsvEdgeEmpls ool 1galy MPLS Transport MPLS Transport ORE b woo =583
& vEcge ImplevEdge-Zmpls el 1-gal MPLE Transport MPLE Transport GRE e nog 5400

Figure 10-8: Verification.

After routing tables in both PE1-West and PE2-East are updated, the BFD probes
start flowing over the MPLS transport network and tunnels can again be used for
ECMP.

Site-30
BGP AS 65030

vEdge2
_— . m
System-IP
System-IP @ ’J\ Public-Internet 0 6 1\‘;;{;) i
10.100.100.101 @ .100.100,
VPNIO \_/\_/-\
172.16.10.0,.@:1-

BFD Multiplier

172.16.30.0/24
172,16.77.0/24

PE2-East |

vEdge3
System-IP
10.100.100:103

14 = BGP Peering Down

15 = RIB Update
t6 = BFD Respone Received
t7 = Tunnel Up MPLS
Transport PA-Soith
ASE3

Figure 10-9: Converged Network.

Figure 10-10 verifies that vEdgel has sent more BFD echoes than what it has received
from the MPLS transport network (Destination IP 10.200.23.2 = MPLS color of vEdge2,
destination (IP 10.200.1.103 = MPLS color of vEdge3).
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vEdge-1/10.100.100.101  Sit=|D:10  Device Model: vEdge Cloud @
Device Options: Tunne! BFD Statistics

Q, Search Options ~

Hosmame Last Updated Tunnel Protocol Source IP Destination P BFD Echo Tx Pkts BFD Echo Rx Pkis

vEdge-1 15 May 2027 2:07:44 PM EEST gre 10.100.0.101 10.100.0.102 gz nz

vEdge1 15 May 2021 2:01:44 PM EEST  gre 10,100,007 10.100.32.3 813 813

vEdge-1 15 May 2027 2:07:44 PM EEST  gre 10.200.0,707 10.100.23.2 743 74

vEdge-1 15 May 2027 Z:07:44 PM EEST  gre 10.200.0.107 10.200.71.103 794 175

Figure 10-10: BFD Statistics on vEdge-1.

After convergence, we can see that all tunnels are up.

[ 4 Rowes Selected |

Q

o 11} It {1

~  pablic-ntermet

Local

Sasreh Oplions

T Unih
N I e e e e e )

B vEdge | publicnssmenyEdge-2 public-nterme

ian and ferms ion are hidden by defaull. Please ciick on the Columne dropdawn o the nght fo anable them)

g

Tartal |

Ge0/0-pe0/ 0 Indermet Tranapornt

Interret Transpont GRE 200 0o
B vEdge-)public-insemervEdge-Zpublic-ntemes pel-pedli T Insemen Transpon Incemet Transpon GRE 1.00 0.00

~  mpls - - -
B vEdgeTmpissEdge-Empin gell1ped/1 MPLE Trangpon MPLS Tranuport GRE 000 0.00
B vEdge1mpla-Edge-2mpls 0e0/1-pedit MPLS Transpan MPLS Transpert GRE .00 a0

Figure 10-11: Tunnel States Veriﬁ'cation_.

Path Quality Monitoring

SLA-Class & Traffic Policy

This section explains how to configure SLA-Class. Navigate to
Configuration/Policies/Central Policies page. Open the Custom Options drop-down
menu and select the List option from the Centralized Policy section.

LI COMFIGURATION | POLIGIES i Custom Of
Centralized Policy  Localized Policy Gentralized Policy (D) Localized Policy
© Add Policy CLI Palicy CLI Pedicy
Lists Lists
Raneoh Dptiotn: e Topology Forwarding Class/0o5

Name Description Type | Activated Traffic Policy Access Control Lists
Centralized_Palicy_Version-1 Centralized Policy foe Hub and Spake Ul Poliey Bulldsr false ] Route Palicy

Policy Policy-2 U Pokicy Builder frum adiin T4 Mary 2027 5:32-54 PM EEST e

Policy+1 Palicyv1 Uil Policy Builder false admin 05 May 2021 7:07:47 PM EEST

Policy-2 Polley-2 Ut Policy Bullger Talue samin OB May 2021 12:18:05 PM EEST

Figure 10-12: Creating SLA-Class List — Phase#1.
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Choose the SLA Class from the list field. Give the name to list and set the Packet
Loss, Latency, and Jitter threshold values and click the Add button.

X CONFIGURATION | POLICIES  Cortralized Policy = Defing Lists W

Select a list type on the left and start creating your groups of interest

Application © Now St

[
i LA Class List Name
Data Prefix NWKT-Critical
i Loss (%) Latency (ms) Jitter (ma)
3 n 4
Prafix
A Cancel

45 20 o

Voice-And-Vicea 2 system 14Mar2021501.. 4 T
L TransactionekD.. § 50 100 o systenm 1aMarzozi 501 4 10

Default 25 300 100 o Eystem T4marzoz1 501 # T8

Bulk-Data 0 300 100 [ ystem Tamarzon 01 # 0

Figure 10-13: Creating SLA-Class List — Phase#2.

Example 10-14 shows that our new SLA Class NWKT_CRITICAL is listed among
the default SLA Classes. Open the Custom Options drop-down menu again and
select the Traffic Policy option from the Centralized Policy section. This leads you to
the Application-Aware Routing window.

| £¥ CONFIGURATION | POLICIES  Centralized Pulicy = Dafine Lists
Gelect  l|st type an the left and start creating your groups of Interest Centralized Policy Localized Policy
T— CLI Palicy CU Policy
Lists. Lists
Color
RN T v o
Dt Paitin Volod-andVideo 2 45 a0 0 Traffic Policy Acoess Cantrol Lists
Poiicer TransactionsbD_. 5 0 100 o Raute Policy
et Default 25 300 100 o system T4Mer202 501 A TE 1
Bulk-Data 10 200 100 0 system 14 Mar021 8. 40
S WWKFCtical 2 10 4 0 admin 18 May2021 410 # 08
TLoc

Figure 10-14: Creating SLA-Class List — Phase#3.

Click the Add Policy drop-down menu and select the only available option Create
New.
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2 CONFIGURATION | POLICIES  Contralized Policy » ppliciation Aware Routing Palicy m
Choose tab and add Traffic rides under the selected type
Application Aware Routing  Traffic Deta  Cllowd
UL R (Create an apglication-awans routing policy) o e
Create New PRI W e Total Rows:0
e o T T R

Figure 10-15: Creating Traffic Policy — Phase#1.

Click the Sequence Type button. Next, click the Sequence Rule button under the App
Route section to create a new rule.

¢ CONFIGURATION | POLICIES Centralized Policy = Application Aware Routing Policy > Add Application Aware Route Policy
Name NWKT-App-Aware-Palicy
Description NWET-App-Aware-Policy

© Sequence Type E App Route
1, Drag & drop t reorder © Sequence Rule | @ ACISequence Rules JRCEEEULELEEECE TIPS

App Routs :

Default Action

Figure 10-16: Creating Traffic Policy — Phase#2.

We want this policy to be applied to the application running on the subnet
172.16.30.0/24 and we also want to use the MPLS transport network as the
primary path. We could (and should) also select an application but for simplicity,
I am only using a subnet as an example. First, fill in the Name and Description
fields. Select the Destination Prefix from the Match options and type the network
address to the Destination IP Prefix field. Go to the Action section and select
NWKT-Critical from the SLA Class menu. Besides, select the mpls as the Preferred
color. Click the Save Match And Actions button.



228 Chapter 10: Application-Aware Routing

* CONFIGURATION | POLICIES Centralized Policy = Application Aware Routing Policy > Add Application Aware Route Policy

Mame NWKT-App-Aware-Palicy

Description NWET-App-Aware-Palicy

© Sequence Type E App Route
1) Drag&dioptorecrder  JRASSLIDULUEUE BEREEL BLEIEER Dy and drop to re-armange rules

App Route ) Matoh
Defautt Action Protocol P - Backup 5L Prefered Color 0 |
Match Conditions Actions
Destination Dats Prefix List * SLA Class
NWET-Critical =
Destination:  IP 172.16.30.0/24
ke Preforred Colae
mpls =
Strict
Save Match And Actions Cancel
PREVIEW CANCEL

Figure 10-17: Creating Traffic Policy — Phase#3.

Figure 10-18 verifies our changes.
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n CONFIGURATION | POLICIES Centralized Policy > Application Aware Routing Policy = Add Application Aware Route Policy

Name NWKT-App-Aware-Policy

Description NWKT-App-Aware-Policy

© Sequence Type E App Route

1'4. Drag & drop to reorder © Sequence Rule | @ AC| Sequence Rules [IEHELGE LR ELIERTTES
App Route E o

= Match Conditions Actions
Default Action Destination Data Prefix List: SLA Class:  List NWKT-Critical
Destination:  |P 172.16.30.0/24
w Preferred Color  mpls
PREVIEW Save Application Aware Routing Pc CANCEL

Figure 10-18: Creating Traffic Policy — Phase#4.

Click the Save Application Aware Routing Policy button. Now the new Traffic
Policy is listed on the Application Aware Routing page.

X CONFIGURATION | POLICIES ©

Folicy = Appliciation Aware Routing Policy
Chooae & tab and add Traffic rules under the selocted type

Application Aware Routing Traffic Data Chawd

{Create an sppScation-oware routing policy) @ e

Bewee Opiing. Tetal Rows: 1
St e [ | feercs count Updtod erman
NWKT-App-Avware-Pallcy Apo Roule HWRT-App-fware-Policy a adniin 18 May 2027 471821 PMEEST  yus

Figure 10-19: Creating Traffic Policy — Phase#5.
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Centralized Policy

As the last step, we need to apply the Traffic Policy into the Centralized Policy.
Navigate back to the Centralized Policy window. We are currently using the policy
Centralized-Policy-3, and we are going to add the new AAR Policy to it. Select
the Edit option [...].

a CONFIGURATION | POLICIES stom Options =
Contralized Policy  Localized Policy
© Add Palicy e e
(o} Susech Options Tatal Rows: 4
Centralized Policy Versi  Centrallzed Palicy foe Hu... Ui Polisy Bullder nlae admif 0420202170551 1504 20 Apr 2021 115511 4 P
Coriralized-Policy 3 Cantralized-Foboy3 Ut Fiolicy Builder s agmin 0814202171 AZ28400% 14 May 2037 53254 PM
Cantralizad-Policy«1 Contralized-Palicyv1 Ut Policy Builder falss admin VS0S2021T180747474 05 May
View
= fizad-Policy-2 iz hicy-2 Ut Policy Bulider {nlse admin 05082021TO8001573 08 May Preview
Copy
Edit
Delete
Deactlvate

Figure 10-20: AddingTraffic Policy to Centralized Policy— Phase#1.

Select the Traffic Rules page and in the Application Aware Routing window select
Import Existing from the Add Policy drop-down menu.

X CONFIGURATION | FOLIGIES  Cantralized Policy » Edit Policy

Pollcy Application  Topolegy  REEUERITSY

Choose & tab and sdd Traffic rilas under the selocted type

Application Aware Routing  Traffic Data Cflowd

L ELERCU IR (Create an application-aware rauling palicy) @ e
Create New i Dpiona e Tatal Fows: @
Impart Existing

___l""""_w"'-_-

Figure 10-21: AddingTraffic Policy to Centralized Policy— Phase#2.

Select the NWKT-App-Aware-Policy from the Policy drop-down menu and click
the Import button

Policy NWKT-App-Aware-Policy -

Figure 10-22: AddingTraffic Policy to Centralized Policy— Phase#3.
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Figure 10-23 shows that our Traffic Policy is listed on the Application Aware
Routing page.

X CONFIGURATION | POLICIES  Contralized Poficy = Edit Palicy

Choose & tab and add Traffic rules undar the salected typa
Application Aware Routing Traffic Data Chlowd
LGEERE oIl (Create an application-aware routing policy) e e
Q Search Optiona + Total Rows: 1
Hame | Type Description Refarence Count Updated By Last Updated -
NWKT-App-Aware-Policy @& App Route NWET-App-Aware-Pokcy 0 admin T8 May 2027 418:21 PMEEST ...

[ Preview ] Save Policy Changes [RS8

Figure 10-23: AddingTraffic Policy to Centralized Policy— Phase#4.

Next, select the Policy Application page. You can see that our previously created
Traffic Rule NWKT-App-Aware-Policy is now shown on the Application-Aware
Routing page. Now we need to attach the Site List and VPN to it. Click the New
Site List and VPN button.

¢ CONFIGURATION | POLICIES  Centralized Policy > Edit Palicy

[TUETPRNN  Topology | Traffic Rules

Add policies 1o sites and VPNs
Policy Name Canjiralized-Policy-3
Policy Deseription Centrafized-Pality-3
Topology  Application-Aware Routing  Traffic Data  Cflowd

NWKT-App-Aware-Policy

Ist and VPN List

P L CANCEL

Figure 10-24: AddingTraffic Policy to Centralized Policy— Phase#5.
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Select sites DataCenter and Remote-Sites from the Select Site List menu. Select
NWKT-VPN10 from the Select VPN List menu. Click the Add button (not shown in
the figure). Note that I have configured the VPN list beforehand (VPN10/NWKT-
VPN10) just like any other list even though the configuration is not shown.

Add policies to sites and VPNs

Policy Name Centralized-Policy-3

Policy Description Centralized-Policy-3

Topology  Application-Aware Routing

a CONFIGURATION | POLICIES Centralized Policy =

NWKT-App-Aware-Policy

@ New Site List and VPN List

Select Site List

DataCenter x Remote-Sites x

Select VPN List

NWKT-VPN1O x

Figure 10-26 shows that our site lists and VPN 10 list are attached to NWKT-App-

Aware-Policy.

Edit Policy

Policy Application Topology

Traffic Data Cflowd

Traffic Rules

Save Policy Changes CANCEL

Figure 10-25: AddingTraffic Policy to Centralized Policy— Phase#6.
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a CONFIGURATION | POLICIES Centralized Policy = Edit Policy

Topology Traffic Rules

Add policies to sites and VPNs

Policy Name Centralized-Policy-3

Policy Description Centralized-Policy-3

Topology  Application-Aware Routing Traffic Data Cflowd

NWKT-App-Aware-Policy

@ New Site List and VPN List

DataCenter, Remote-Sites NWKT-VPN10 7B

Save Policy Changes CANCEL

Figure 10-26: AddingTraffic Policy to Centralized Policy— Phase#7.

Before applying the policy you can check the policy configuration that will be
sent to vSmart by clicking the Preview button. Example 10-3 shows the complete
policy configuration. We have a sla-class NWKT-Critical where we set the
thresholds for Packet Loss, Jitter, and Delay. Then we have app-route-policy
which name is a combination of the VPN List name NWKT-VPN and the traffic
rule policy name NWKT-App-Aware-Policy. This policy states that traffic towards
subnet 172.16.30.0/24 within VPN10 will be sent over the tunnel going through
the MPLS transport network. Then the app-route-policy is added to both site-list
Remote-Sites and DataCenter. Note that we already have an existing Control
Policy attached to the site list DataCenter that is used for preventing routing
updates about site 30 internal networks from the WAN side.
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viptela-policy:policy
sla-class NWKT-Critical
latency 10
loss 3
jitter 4
!
control-policy Route-Policy-to-DC
sequence 1
match route
prefix-list Site3@-Prefix-List
!
action reject
!
!
default-action accept
|
app-route-policy _NWKT-VPN1©_ NWKT-App-Aware-Policy
vpn-1list NWKT-VPN1@
sequence 1
match
destination-ip 172.16.30.0/24
!
action

sla-class NWKT-Critical preferred-color mpls
!

!

lists

prefix-list Site30-Prefix-List
ip-prefix 172.16.30.0/24
!

site-1list DataCenter
site-id 30

!

site-list Remote-Sites
site-id 10
site-id 20

!

vpn-1list NWKT-VPN1©

vpn 10
!
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apply-policy

site-1list Remote-Sites
app-route-policy _NWKT-VPN10_NWKT-App-Aware-Policy
!

site-list DataCenter
control-policy Route-Policy-to-DC out
app-route-policy _NWKT-VPN10_NWKT-App-Aware-Policy
!

!

Example 10-3: Complete Centralized Policy Configuration.

After verifying the configuration, click the Save Policy Changes button and in
Activate Policy pop-up window, click the Activate button.

Activate Policy X

Policy will be applied to the reachable devices:

10.100.100.13

Figure 10-27: AddingTraffic Policy to Centralized Policy— Phase#8.

Figure 10-28 shows the progress of a policy activation process.

B TAsK VIEW
Push vSmart Policy | @ Validation Success = Initiated By: admin  From: 192.16§

Total Task: 1 | Success : 1

[18-May-Ta21
[18-pay-2021
[18-May-2021 15:47:35 UTC] Policy changes spplied to vimert

Figure 10-28: AddingTraffic Policy to Centralized Policy— Phase#9.
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Introduction

This chapter explains how a local Internet connection on remote sites can be used
for accessing services hosted in public clouds. Figure 11-1 illustrates the example
topology which we are going to use in this chapter. In vEdge-1, we have a Data-
Policy that states that traffic from the VPN 10 subnet 172.16.10.0/24 to
10.100.0.13/32 (vSmart) will be sent over VPN 0. The traffic will be examined and
allowed by the local Zone-Based Firewall (ZBF) and then routed to the Internet
using NAT. All other traffic flows will be forwarded through the overlay tunnels
using flow-based load-balancing. The main difference from the routing
perspective between Direct Cloud Access (DCA) and Direct Internet Access
(DIA) is that the default route points straight to the Internet in the DIA solution
while in DCA we strictly define which subnets, IP addresses, or application
traffic are using the local Internet. Note that in the DIA solution good practice is
to filter out traffic flows towards Bogon IP addresses.

vBond vManage wSmart
10.100.100.11 10.100.100.12 10.100.100.13

a2 13

b |
Public-Internet
10.100.0.0/24

Rule: Allow-LAN-vSmart
172.16.10.0/24 > 10.100.0.13 Inspect RoD4
! Q‘E}b
Public-Internet VPNO
"" vEdge2 172.16.30.0/24
System-Ip 172.16.77.0/24
10.100.100.102
System-1P
10.100.100.101
vEdge3
172.16.10.0/24 System-IP
10.100.100.103
_ —@ -mm-
Site-10
Site-30

Figure 11-1: Example DCA Topology.
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Data Policy

Building Blocks

Our example data-policy _NWKT-VPN10_Direct-Cloud-Access applies to Service
VPN bind to vpn-list NWKT-VPN10. Traffic flows from the subnet 172.16.10.0/24
to the destination listed in the data-prefix-list Cloud-Services will be routed out
from the VPN 0 using the NAT. The data-policy is added to vEdges listed in site-
list Remote-Sites. Note that the Firewall policy is not part of the Data-Policy, it has

its policy.

SD-WAN
Policy

Data Policy:Custom
AAR

Centralized
Policies

Figure 11-2: Data-Policy Building Blocks.

By simulating traffic flows from VPN 10 IP address 172.16.10.1 to destination IP
10.100.0.1 we can verify that without data policy vEdge-1 uses all four tunnels for

data-policy  NWEKT-VPN10_Direct-Cloud-Access
wpn-list NWKT-VPN10
sequence 1
match
destination-data-prefix-list Cloud-Services
source-ip 172,16,10.0/24
1
action accept
nat use-vpn 0
nat fallback
count Cloud-Data-Pkts_-2125445204
1
!
default-action drop
]
lists
data-prefix-list Cloud-Services
ip-prefix 10.100.0.0/24
1

site-list Remote-Sites
site-id 10

site-id 20

1

vpn-list NWKT-VPN10
vpn 10
|

apply-policy
site-list Remote-Sites
data-policy _NWEKT-VPN10_Direct-Cloud-Access from-service

flow-based load-balancing when forwarding data packets.
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L mMoNITOR oubleshooting > Simulate Flows

vEdge-1| 10,100.100.101 Site ID: 10 Device Madel: vEdge Cloud o

VPN Source/Interface for VPN - 10 Source IP Destination IP
VPN-10 w gelr2 - ipv4 - 172,16.10.1 L 172.16.10.1 10.100.0.1
Application Custom Application (created in CLI)
Choosa or

Advanced Options >

Output:

e > e 10.100.100.101

> —t mpls Remote System IP 10,100.100.102
4= mpls Encapsulation GRE

» =+ public-internet Remote System P 10,100.100,102
= public-internet Encapsulation GRE

> =t mpls Remote System IP - 10,100.100.103
+— mpls Encapsulation GRE

> =+ public-internet Remote System IP 10.100.100.103
+— public-internet Encapsulation GRE

Figure 11-3: Simulated Traffic Flows.

Configuration Data Prefix List

Before starting to set up the data policy we need to configure the Data Prefix List
where we define the cloud service subnets. Go to the Confiquration/Policies page
and open the Custom Option drop-down menu and select the List option under
the Centralized Policy. This list is later applied to Data Policy. Note that VPN List
for VPN 10 and Site Lists for Branch sites are already configured in previous
chapters.



240 Chapter 11: Direct Cloud Access

3 CONFIGURATION | POLICIES

= Custom Optiona «

Centralized Policy  Locallzed Policy Centralized Pelicy Localized Policy
CLI Policy CLI Policy |
Lists Lists
Q SefiHtpmon Topology Forwarding Class/QoS
m Description | Typa Activated (DAETREY  Traffic Policy Access Control Lists
Caentralized_Policy V.. Centralized Policy fo... Ul Palicy Bullder false admin Route Policy
G Policy-3 Ci Ul Palicy Bullder true admin D51B2027TI34724827 TBMay 2021 34724 ..,
(s i Palicy1 Ci Ul Palicy Builder false admin 0552021 TH60747474 05 May 2021 TOTAT .. eee
[+ i Paolicy-2 Ci Palicy-2 Ul Palicy Builder falze admin 0S0B2021TOBOOT1573 08 May 2021 12:18:0..
Centralized-Policy-4 DiA an Site 10 Ul Policy Builder {alze admin

05202021TOS3IE17449 20 May 2021 B:38:117..

Figure 11-4: Data Prefzx List Configuration.

Figure 11-5 shows the configured Data Prefix list Cloud-Service that has IP prefix
10.100.0.0/24 assigned to it.

¢ CONFIGURATION | POLICIES Centralized Policy = Define Lists
Select a list type on the left and start creating your groups of interest
Application
Colar
N T
Data Prefix
Policer
Prefix

Figure 11-5: Data Prefix List Configuration.

Configuration Data Policy

Navigate back to the Configuration/Policies page and open the Custom Option
drop-down menu and select the Traffic Policy option under the Centralized Policy.

£ CONFIGURATION | POLICIES
Centralized Policy  Localized Policy Centralized Policy Localized Policy
CLI Policy CLI Palicy |

Lists Lists
Q SeanXOptions ¥ Topalogy Forwarding Class/QoS
Nama | Description Typa Activated | SEEENE:R  Traffic Policy Access Control Lists
Centralized_Policy_V. . Centralized Policy fo... LI Policy Bullder false admin Route Policy
= li Policy-3 C i Policy-3 Lt Palicy Builder truse admin D51B202TTI34724827T TBMay 2021347240 ..,
i i Policy+1 Ci i Policy+1 Uit Policy Builder false admin D5052021T160747474 05 May 2021 70747, eee
Polley2 dPoliey2 Ui Policy Builder false sdmin 05082021T0R001S73 D8 May 2021 12180, wes

Canitralized-Policy-4 DA on Site 10 Ui Policy Builder false admin 05202021T053817449 20 May 2021 B:38:17..  wes

Figure 11-6: Data Policy Configuration.
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Go to the Traffic Data page and select the Create New option from the Add Policy
drop-down menu.

X CONFIGURATION | POLICIES Centralized Policy > Data Policy
Choose a tab and add Traffic rules under the selected type

Application Aware Routing Traffic Data Cflowd

L WCLELTIR Al (Create a data policy)

Create New Search Options v

=

Figure 11-7: Data Policy Configuration — Step#1.

Click Sequence Type and select the Custom option from the Add Data Policy pop-up
window.

Application Firewall
Direct application traffic to a firewall.

“. | Qos
1 Class/QoS maps for packet forwarding.

Service Chaining
Rerouting data traffic through firewalls, load balancers and IDF's.

Traffic Engineering
Direct control traffic along a desired path.

Custom
Create a custom policy.

Figure 11-8: Data Policy Configuration — Step#2.
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Fill in the Name and Description fields. Click the Sequence Rule button and select
the previously created Cloud-Service Data Prefix List as a destination and set the
source IP Prefix manually. Note that we could also use Data Prefix List as a
source. Set the NAT as an action. You can’t use NAT VPN with any other VPN Id
than 0. The Fallback option allows the destination cloud service also to be used via
Hub site if vEdge loses its Internet local connection. The Action Counter creates a
counter that is used for tracking packets that match this Data Policy. When the
Match and Action conditions are set, click the Save Match And Actions button.

¢ CONFIGURATION | POLICIES  Centralized Policy = Data Policy > Add Data Palicy
Name Direci-Cloud-Access
Description Direct-Cloud-Aocess
@ Sequence Type n SRistof
T, Drag & drap 1o rerder [ RELEOEEY TN Drag and drop 1o re-armange rules
Uestnaton Usta Frang List
(=Tt H
i Cloud-Services %
Detault Action
Destination;
P Prefix
Source Data Prefix List
Source:  IP 17216.10,0/24
Prefix

Data

Accapt cnaneea
NATVPN: VPN
10:

Fallback

Counter Name
Cloud-Data-Pkts

Save Match And Actions Cancel

Figure 11-9: Data Policy Configuration — Step#2.

Figure 11-10 shows the complete Data Policy. Click the Save Data Policy button.




Cisco SD-WAN 243

¢ CONFIGURATION | POLICIES Centralized Policy = Data Policy = Add Data Pelicy

Name Direct-Cloud-Access

Description Direct-Cloud-#ccess

© Sequence Type ‘ Custom
11 Drag & drop to reorder [ T L YTl Drag and drop to re-arrange rules
_ © | _ Mach Conditions

Default Action o R i
Destination Data Prefix List: Cloud-Services

Destination:  IP

Source Data Prefix List:

Source:  IP 172.16.10.0/24

PREVIEW

Figure 11-10: Data Policy Configuration — Step#2.

Data Policy CANCEL

Actions
Accept
NAT VPN, (1]
Fallback true
Counter

Cloud-Data-Pk

Set the Default Action to reject.

* CONFIGURATION | POLICIES Centralized Policy > Data Policy > Edit Data Policy

Name Direct-Cloud-Access

Description Direct-Cloud-Access

© Sequence Type Default Action
T‘ Drag & drop to reorder
Accept Enabled
Custom :

Default Action

Figure 11-11: Data Policy Configuration — Step#3.
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Figure 11-12 shows that our Data Policy is now listed on the Traffic Data page.

X CONFIGURATION | POLICIES Centralized Policy > Data Policy
Choose a tab and add Traffic rules under the selected type

Application Aware Routing Traffic Data Cflowd

G ERELITSUR G (Create a data policy)

Q Search Options v
Type Description Reference Count Updated By
Direct-Cloud-Access Data Direct-Cloud-Access o admin

Figure 11-12: Data Policy Configuration — Step#3.

Applying the Data Policy to Centralized

You could add the Data Policy to the existing Centralized Policy or you can make
a copy from the currently activated Centralized Policy and then add the new
Data Policy to it, which is exactly what we are going to do. Open the Options
menu [...] at the end of the Centralized which you are going to copy and select
the Copy option.

£X CONFIGURATION | POLICIES 1 Custom Options ~
Centralized Policy  Localized Policy
© Add Policy o e
Q, Suarch Ogticas ~ Total Rows: 4
T T T N
Centralized_Policy V.. Centralized Policy fo.. Ul Palicy Builder false adrmin 04202021T085511504 20Apr2021 11551, e
c lized-Policy-3 (= i Policy Ul Palicy Bullder true admin 05182021T134724827 18 May 2027 4:47:24.
G I-Policy-+1 C I Palicy-v1 Ul Palicy Builder false admin 05052021T160747474 05— 777
View
= Policy-2 (= lized-Policy-2 Ui Palicy Builder false admin OS0BZ027TOBOOTS7E 08
Preview
Copy
Edit
Delete
Deactivaie

Figure 11-13: Centralized Policy — Copy Current Centralized Policy.

Select the Edit option from the copied Centralized Policy and choose the Edit
option (figure 11-14).



Cisco SD-WAN 245

X CONFIGURATION | POLICIES B Custom Options =

Centralized Policy Localized Palicy

@e

Q, Senrch Optiana v Total Rows: 5
e v e el ey B ek et
Centralized_Policy V... Centralized Policy fo. Ui Policy Builder falze admin 042020271 T0B5511504 20 Frelew
C I Palicy-3 G lized-Policy-3 Ul Palicy Builder true admin 05182021T134724821 18 i::v
Ci I Palicy-v1 Ci lized-Policy-v1 Lt Palicy Bullder false admin 05052021TI60747474 05 Delste
CemalizedPolicy2  Centralized-Policy2 Ul Palicy Builder false admin OS0B2021TOBOOIETE OB  Acgvate
Cemralized-Palicy-4 DA on Site 10 Ul Policy Builder false admin 05202021TOS5381 7440 20 May 2021 B:3817.. wae

Figure 11-14: Centralized Policy — Edit Copied Centralized Policy.

Select the Traffic Data option from the Traffic Rule Page and select the Import
Existing option from the Add Policy drop-down menu.

Q CONFIGURATION | POLICIES Ceniralized Policy > Edit Policy

Policy Application Topology

Choose a tab and add Traffic rules under the selected type

Application Aware Routing Traffic Data Cflowd

(LRGN (Create a data policy)

Create New

Search Options
Import Existing

e

Figuré 11-15: Centralized Policy — Import Existing Data Policy.

Select our previously created Data Policy Direct-Cloud-Access from the Policy
drop-down menu and click the Import button.

Policy Direct-Cloud-Access -

Figure 11-16: Centralized Policy — Import Existing Data Policy.
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The Data Policy Direct-Cloud-Access is now listed on the Traffic Data page.

¢ CONFIGURATION | POLICIES Centralized Policy = Edit Policy

Policy Application Topology Traffic Rules

Choose a tab and add Traffic rules under the selected type

Application Aware Routing  Traffic Data Cflowd

LG RCAR G (Create a data policy)

O\ Search Options
MName Type Description Reference Count
Direct-Cloud-Access & Data Direct-Cloud-Access 0 admin

figﬁfe 11-17: Centralized Policy — Import Existing Data Policy.

Click the Policy Application button and select Traffic Data, then click the New Site
List and VPN List button.

* CONFIGURATION | POLICIES Centralized Policy > Edit Policy

Policy Application Topology Traffic Rules

Add policies to sites and VPNs

Policy Name Centralized-Policy-4

Policy Description DIA on Site 10

Topology Application-Aware Routing Traffic Data Cflowd

Direct-Cloud-Access

© New Site List and VPN List

S S

Figure 11-18: Centralized Policy — Applying the Data Policy.
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Select pre-configured Site List Remote-Sites that includes sites 10 and 20. Select
also pre-configured VPN List NWKT-VPNI10 that includes our Service VPN 10.
No matter what Policy we are applying to Centralized Policy, we need to define
the direction. The direction in our example is from VPN10 (Service VPN) to the
Internet so the direction is From Service. Click the Add button (not shown in figure
11-19). When done, you can either preview the configuration or save policy
changes.

¢ CONFIGURATION | POLICIES Centralized Policy = Edit Policy
Topology Traffic Rules
Add policies to sites and VPNs

Policy Name Centralized-Policy-4

Policy Description DIA on Site 10

Topology Application-Aware Routing Traffic Data Cflowd

© New Site List and VPN List
@ From Service O From Tunnel o All

Select Site List

Remote-Sites x

Select VPN List

NWKT-VPNID x

Figure 11-19: Centralized Policy — Applying the Data Policy.

As the last step, we need to deactivate the current Central Policy and then
activate the new one. Figures from 11-20 to 11-24 illustrate the process.
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L2 CONFIGURATION | POLICIES B Custom Options =

Centralized Policy Localized Policy

© Add Palicy o e

Total Rows: 5

Search Options v

Centralized_Policy_.. Centralized Policy f.. Ul Policy Builder false admin D42020271TOBSS115.. 20 Apr2021 1155«
G lized-Policy-3 © | Folicy-3 Ul Palicy Bullder true admin D5182021T1347248... 718 May 2021 4472 ...
c lized-Policy+v1  Ci | Policy-v1 Ul Policy Bullder false admin 05052021T1607474... 051 yaon
¢ ized-Policy:2  Centralized-Policy-2 Ul Policy Bullder false admin 0S0B2021TOBOOTSTA 08! Preview
Centralized-Policy-4  DiA on Site 10 Ul Policy Builder false admin 05202021T0538174.. 200 Copy

Edit

Delete

Deactivate

Figure 11-20: Deactivate the Current Centralized Policy.

Policy will be removed from the following vSmart.
10.100.100.13

Would you like to remove policy from reachable vSmarts?

Figure 11-21: Deactivate the Current Centralized Polic_y_— Confirmation.

B TASK VIEW

Push vSmart Policy | @ Validation Success - Initiated By: admin From: 192.1€

Total Task: 1 | Success : 1

¢

Search Options ~ Total
-————m
I @ Success Done Removing polic...  vsmart 10.100.100.13 10.100.100.12

[28-May-2821 5:21:42 uTc] Updating policy

[28-May-2821 6:21:42 UTC] Deleting policy from vsmart.
[2@-May-2821 6:21:45 UTC] vSmart is online

[20-May-20821 6:21:52 UTC] Done push policy changes to vsmart.
[20-May-2821 6:21:52 UTC] Done Remaving policy to vsmart.

Figure 11-22 Deactivate the Current Centralized Policy — Process Verification.
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Policy will be applied to the reachable vSmarts:
10.100.100.13

=N o

Figure 11-23: Activating the New Centralized Policy.

B TASK VIEW

Push vSmart Policy | € Validation Success ~ Initiaty

Total Task: 1 | Success: 1

Search Options

-mm

¥ @ Success Done - Push vSmart P... vsmart 10.100.100.13

[2@-May-2821 6:23:21 UTC] Updating policy

[28-May-2021 6:23:21 UTC] Applying policy to vSmart.
[28-May-2621 6:23:23 UTC] vSmart is online

[28-May-2821 6:23:31 UTC] Policy changes applied to vsmart

Figure 11-24: Activating the New Centralized Policy — Process Verification.

Data Policy Verification

By simulating traffic flows from VPN 10 IP address 172.16.10.1 to destination IP
10.100.0.1 we can verify that our Data Policy is working as expected (figure 11-
25), the traffic is switched out from the interface ge0/0, which is the underlay
connection to the Internet. Figure 11-24 in turn shows that traffic towards subnet
172.16.30.0/24 on site 30 is still tunneled. The reason why the traffic only goes
over the MPLS transport is that the App-Route Policy we applied in chapter 10 is
still effective.
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L] MoNITOR Troubleshooting = Simulate Flows
vEdge-1/10.100,100,101  Sile I: 10 Device Model: vEdge Cloud @
VPN Source/Interface for VPN - 10 Source IP
VPN -10 - ged/2 - ipvd - 172,16.10.1 W 17216100
Destination IP Application Custom Application (created in CLI)

10.100.0.1 o

Choose

Advanced Options >

Qutput:

e > e 10,100.100.101

Troubleshooting

Total next hops: 1| Remote 1 1

Remote P
Interface

>

10.100.0.1

ged/0

Figure 11-25: Testing Data Policy Operation — Traffic to the Internet.

L monrTor k > Tt hooting

Simulate Flows

vEdge-1]10.100.100707  SiteID; 10 Device Madet vEdge Cloud @

VPN Source/Interface for VPN - 10 Source [P Destination IP
VPN-10 v edi2 - ipwd - 17216100 v 17236301 1723630
Application Cistom Application (created in CLI)

Chooss

Advanced Options >

Output:

e g @ 10.100.100.101

Remote System (P 10.100.100.102
Encapsulation GRE

> =+ mpls
4= mpls

Remote System P 10.100.100.103
Encapsulation GRE

> —+ mpls
= mpls

Figure 11-26: Testing Data Policy Operation — Traffic to the Site 30.

o

Tatal next hops: 2 | GRE:- 2

You need to enable NAT (shown in figure 11-27) in the Feature Template attached
to the Device Template that vEdge-1 is using. Without NAT the new Data Policy is
not working and all the traffic from VPN10 to vSmart is forwarded to tunnels.
The Device Template configuration is installed into vEdge devices while the Data
Policy as a part of the Centralized Policy is installed into vSmart, not to vEdges.
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L2 CONFIGURATION | TEMPLATES

Device Feature

Feature Template - VPN Interface Ethernet -~ vEdge-VPNO-inet-ge0/0
Basic Configuration Tunnel VRRP ACL/Qos ARP 802.1X Advanced

NAT «-| @ on Off

Figure 11-27: Enabling NAT on Interface ge0/0 Using Feature Template.

Zone-Based Firewall
Building Blocks

Zone-Based Firewalls will be implemented to vEdges just like any other Security
Policies. That is why it is listed in the figure as Localized Policy. The Data Policy
introduced in the previous section in turn is a Centralized Policy because it is
applied to vSmart. The first thing to do is to define the Security Zones which at the
time of writing are equivalent to VPN. Figure 11-26 shows that we have a zone-
pair  ZP_Zone-NWKT-VPN10_Zo_13779244719 (auto-generated name) with
source-zone Zone-NWKT-VPN10 (VPN10) and destination-zone Zone-Internet
(VPNO). The zone-policy under the zone-pair binds the zone-based-policy DIA-
Policy to zone-pair. The zone-based-policy is just a regular firewall rule that permits
traffic from the subnet 172.16.10.0/24 to IP 10.100.0.13/32. The action Inspect
states that return traffic is allowed without additional rule.
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Localized
Policies

Security £

Firewall: Direct Clovd Access

SD-WaN

Centralized
Paolicies

nebership

zone-based-policy DIA-Policy
sequence 1
seq-name Allow-LAN-vSmart
match
source-ip 172.16.10.0/24
destination-ip 10.100.0.13/32
1

action inzpect
1

L]
default-action drop
1
zone Zone-Internet
vpn 0
]

zone Zone-NWKT-VPN10
vpn 10
1

zone-pair ZP_Zone-NWKT-VPN10_Zo_1377924719
source-zone Zone-NWKT-VPN10
destination-zone Zone-Internet
zone-policy DIA-Policy
!
!
zane-te-nozone-internet deny

Figure 11-86: Zone-Based Firewall Building Blocks.

Configuration Zone Lists

The first thing to do is to create a new Zone-List. Go to the Configuration/Security
window and select List from the Custom Options menu.

L3 CONFIGURATION | SECURITY

No policies added, add your first security palicy

Add Security Policy

[ = Gurom i -]

Figure 11-29: Configuring Zone-Based Firewall — Create Zone Lists.

You can create a new zone list by selecting Zones from the List view and then
clicking the New Zone List button. Figure 11-30 shows the pre-configured zones
Zone-NWKT-VPN10 (VPN 10) and Zone-Internet (VPN 0).
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X CONFIGURATION Security > Define Lists = Custom Options =
Select a list type on the left and start creating your groups of interest
Application © New Zone List
Data Prefix
_mm-_-

Domain

Zane-NWKT-VPN1O. admin 20 May 2021105, # TN
Sigratures Zone-Internet ] 0 admin 20 May 2021 10:5.. # O W
‘Whitelist URLs
Blacklist URLs
TLS/SSL Profile

Figure 11-30: Configuring Zone-Based Firewall — Create Zone Lists.

Create Data Policy

Go back to the Configuration/Security window and click the Add Security Policy
button.

¢ CONFIGURATION | SECURITY

No policies added, add your first security policy

Add Security Policy

Figure 11-31: Configuring Zone-Based Firewall — Create Security Policy.

Select the Direct Cloud Access option from the Add Security Policy pop-up window.
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Choose a scenario that fits your use-case. Click Proceed to continue building your desired policies.

Compliance

Application Firewall | Intrusion Prevention | TLS/SSL Decryption

=

Guest Access
Application Firewall | URL Filtering | TLS/SSL Decryption

Direct Cloud Access

Application Firewall | Intrusion Prevention | Advanced Malware Protection | DNS Security | TLS/SSL Decryption

@ Direct Internet Access

Application Firewall | Intrusion Prevention | URL Filtering | Advanced Malware Protection | DNS Security | TLS/SSL Decryption

* Custom
Build your ala carte policy by combining a variety of security policy blocks

Cancel

Figure 11-32: Configuring Zone-Based Firewall — Create Security Policy.

Select the Create New option from the Add Firewall Policy drop-down menu.

ﬂ CONFIGURATION sSeccurity = Add Security Policy

) Firewall

Create VPN zones and define your 5-tuple and Application behavior within these zones.

© Add Firewall Policy «

Create New

Copy from Existing

Figure 11-33: Configuring Zone-Based Firewall — Create Security Policy.



Cisco SD-WAN 255

Click the Apply Zone-Pairs button.

¢ CONFIGURATION | SECURITY Add Firewall Policy
Source i Destinations ¥
s Apply Zone-Pairs t n -]
0 Rules
Name Maximum of 32 characters Description Deseription of the configuration
[-CELRTTER (Drag and drop the Order cell to re-arrange rules and click on the ather cells to inline add/edit the values) e
Q Search Options v Default Action m Total Rows: 0

Figure 11-34: Configuring Zone-Based Firewall — Create Security Policy: Zone Pair.

Select Zone-NWKT-VPN10 from the Source Zone drop-down menu and Zone-
Internet from the Destination Zone drop-down menu.

Target Zone-Pair

Source Zone Zone-NWKT-VPN10 x = —»  Destinatlon Zone Zone-Internet x b °

Figure 11-35: Configuring Zone-Based Firewall — Create Security Policy: Zone Pair.

Fill in the Firewall policy Name and Description fields. Click the Add Rule button
to build a traffic filter between zones.
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€I CONFIGURATION | SECURITY  Add Firewall Policy

i i v
Sources Apply Zone-Pairs Destinations v
Zone-NWKT-VPNIO B e Zone-intemet
0 Rules
Hame DI -Policy Description DiA-Palicy
L ECLETER (Drag and drop the Onder cell to re-arrange rules and click on the other ceffs to infine add/edit the values) e
Q Search Options Defoult Action 0L Total Rows: O

R T e N e e N e i

Figure 11-36: Configuring Zone-Based Firewall — Create Security Policy: Add Rule.

Figure 11-35 shows the rule that we are using between zones. Note that the
Action field is not shown but it is set to Inspect. Save the policy.

° CONFIGURATION | SECURITY  Edit Firewall Policy

Sources Apply Zone-Pairs Destinations ¥
ZoneNWKT-VPNTD _— _— Zone-ntarmiet
1 Rules
Name Did-Palicy Description Dl Palicy
[ ILUEEETY (Drag and drop the Order cell 1o re-arrange rules and click on the other calls 1o inline add/edit the values) e
Q Search Dptiany Detault Action Tatal Rows: 1
Application List To d

1 Allow-LAN-vSmert B na 17218 10.0/24 Any 10100013732 Any - Any Ay

Figure 11-37: Configuring Zone-Based Firewall — Create Security Policy: Add Rule.

When the policy is done you can click the Next button (not shown in figure 11-38)
until you landed on a Policy Summary page.
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€2 CONFIGURATION sccwly » Add Secutlly Policy
I Firewall
© Add Firewall Policy = SESEERERNET TN @ e
Search Dptane Total Rows: 1
DiA-Polioy B moneBasedFW DlA-Policy admin 20 May 2021 1T0B40 A .ee

Figure 11-38: Configuring Zone-Based Firewall — Create Security Policy: Add Rule.

Fill in the Name and Description fields. Before saving the policy, you can preview
the configuration. Note that when you save the policy, you don’t implement it
anywhere, that is done by editing a Feature Templates.

£ CONFIGURATION Security > Add Security Palicy undefined
) Firewal & Intrusion ] Advanced Malware ] DNS ] TLS/SSL [o] Palicy
Prevention Protection Security Decryption Summary

Provide 8 name and description for your security master palicy and configure additional security settings. Click Save Policy to save the security master policy configuration.
Security Policy Name Firewall-Policy

Securlty Policy | Firewsll-policy
Description

Additional Policy Settings

Firewrall
Direct Internet Applications [[) ©ypass firewall policy and allow all Intemet traffic to/from VPN 0
TCP SYN Flood Limit B Disabled
High VPN Entera VPN Server Example: 10.0.0.1 Port
Speed ]
Logging
Audit Trail B off {Applicable enly for the rules with Inspect action)
BACK CANCEL

Figure 11-39: Configuring Zone-Based Firewall — Save Policy.
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Figure 11-40 shows the complete Security Policy.

Q CONFIGURATION Security > Edit Security Policy Firewall-Policy

Config Preview

policy
zone-based-policy DIA-Policy
sequence 1
seq-name Allow-LAN-vSmart
match

source-ip 172.16.10.0/24
destination-ip 10.100.0.13/32
!
action inspect
1
1
default-action drop
]
zone Zone-Internet
vpn @
!
zone Zone-NWKT-VPN1@
vpn 1@
!
zone-pair ZP_Zone-NWKT-VPN1@_Zo 1377924719
source-zone Zone-NWKT-VPN1@
destination-zone Zone-Internet
zone-policy DIA-Policy
1
!
zone-to-nozone-internet deny
1

Figure 11-40: Configuring Zone-Based Firewall — Save Policy.

After saving the policy it is listed in the security policy view.

Save Policy Changes
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LY CONFIGURATION | SECURITY ™ Custom Options =

0 Add Security Policy 0 e

Q Search Dptions. Total Rows: 1
oy e e [ [ [T
Flrewalk-Folicy Firesvall-Folicy Direct Cloud Access o o admin 20 May 2027 TTI20..  sss

Figure 11-41: Configuring Zone-Based Firewall — Verification.
Apply FW Policy to Device Template

The Security Policies are applied to Device Templates. We want to add ZBF to
vEdge-1 so we need to edit the vEdge-Device-Template shown in figure 11-42.
Open the Options menu [...] and select the Edit option.

£X CONFIGURATION | TEMPLATES

Device Feature

© Create Template ~ @ e

Template Type  NorDefault = Q, Search Options ~ Total Rows: 5
Name Description Type | Device Model m-
vSmart-Template-v1 vEmatt-Template-y] CLI vSmart Q e
vEdge-CLI-Template CLI Template with Variables cL! vEdge Cloud Q s
CLI-Template-for-vEdgel CLI-Template-forvEdgel cL! vEdge Cloud a
vEdge-Device-Template Single vEdge with the Inet and MPLS Transport Feature vEdge Cloud 14 ses
vEdge-Device-Template-v2 Dual-Homed-vEdges Feature vEdge Cloud e

Edit

View

Delete

Copy

Attach Devices

Detach Devices
Export CSV
Change Device Values

Figure 11-42: Applying Zone-Based Firewall to Device Template.

Go to the Additional Templates section and our Firewall-Policy from the Security
Policy drop-down menu. Update change by clicking the Update button.
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X CONFIGURATION | TEMPLATES

Basic Information Transport & Management VPN Service VPN Additional Templates

“-k D@L VpUIUE v

I O S Frerre.
(H] 65ff6019-aa33-4f74-81b3-e3eebe8dass vEdge-VPN10 VPN Interface

Additional Templates

Banner Choose... -

Policy Choose... -

SNMP Choose.., -

Security Policy Firewall-Policy s 2

Bridge @ Bridge ~

-

Figure 11-43: Applying Zone-Based Firewall to Device Template.

Figure 11-43 shows the successful update process.

B TAsk viEW

Total Task: 1 | Success : 1

Search Optiona

v @ Success Done - Push Fe... a%B807512-8371e-40c... vEdae Cloud vEdge1 10.100.700.101 10 101

{2e-May-2821 9:13:22 UTC] Configuring device with feature template: vEdge-Device-Template

[2@-May-2821 9:13:22 UTC] Generating configuration from template

[2@-May-2821 9:13:23 UTC] Checking and creating device in vManage

[2e-May-2821 9:13:25 UTC] Device is online

[20-May-2821 9113:25 UTC] Updating device configuration in vManage

[2@-May-2821 9:13:28 UTC] Pushing configuration to device.

[28-May-2821 9:13:23 UTC] Pre-checks on vManage have passed. Continuing with pushing configuration to device,

Figure 11-44 Applying Zone-Based Firewall to Device Template.

Push F: 4 3 ion | @ Validati - Initiated By: admin From: 192.168.10

) e e e e e e T

Total Rows|

00.100.72
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Example 11-1 shows the complete configuration pushed to vEdge-1 after
updating the Device Template.

system
device-model vedge-cloud
host-name vEdge-1
system-ip 10.100.100.101
domain-id 1
site-id 10

admin-tech-on-failure
no route-consistency-check

sp-organization-name nwkt
organization-name nwkt
console-baud-rate 115200
vbond 10.100.0.11 port 12346
aaa

auth-order local radius tacacs
usergroup basic

task system read write

task interface read write
!

usergroup netadmin

1

usergroup operator

task system read

task interface read

task policy read

task routing read

task security read

!

user admin

password

$6$siwkBQ==$wT21Ua9BSreDPI6gB8s14E6PAJoVXgMbgv/whI8F1C6sWdRazdxorYYTLrL6syiG6
gnLABTnrE96HIiKF6QRq1l

1
|
logging

disk

enable

!
!
ntp

server 10.100.0.14

version 4
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exit
!
!
omp
no shutdown
graceful-restart
advertise connected
advertise static
!
security
ipsec
authentication-type shal-hmac ah-shal-hmac
]
!
vpn ©
interface ge0/0
description "Internet Transport"
ip address 10.100.0.101/24
nat
!
tunnel-interface
encapsulation gre
color public-internet restrict
control-connections
allow-service all
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
1

no shutdown

!

interface geo@/1

description "MPLS Transport”
ip address 10.200.0.101/24
tunnel-interface
encapsulation gre
color mpls restrict
max-control-connections ©
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no control-connections
allow-service all
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
1
no shutdown
!
ip route 0.0.0.0/0 10.100.0.1
ip route 0.0.0.0/0 10.200.0.1
1
vpn 10
interface ge0@/2
ip address 172.16.10.1/24
no shutdown
!
!
vpn 512
interface ethe
description Management
ip dhcp-client
no shutdown
]

ip route 0.0.0.0/0 192.168.10.1
!
policy
zone Zone-Internet
vpn ©
!
zone Zone-NWKT-VPN1O
vpn 10
!
zone-pair ZP_Zone-NWKT-VPN1@_Zo_1377924719

source-zone Zone-NWKT-VPN10
destination-zone Zone-Internet
zone-policy DIA-Policy

!
zone-based-policy DIA-Policy
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sequence 1
seq-name Allow-LAN-vSmart
match
source-ip 172.16.10.0/24
destination-ip 10.100.0.13/32
]
action inspect
!
!
default-action drop
!
zone-to-nozone-internet deny
|

Example 11-1: Complete Configuration of vEdge-1.

Example 11-2 verifies that now we can only ping destination 10.100.0.13 but not
the other IP addresses on the same subnet from site 10.

PC1-10> ping 10.100.0.13

84 bytes from 10.100.0.13 icmp_seq=1 ttl=63 time=2.753 ms
84 bytes from 10.100.0.13 icmp_seq=2 ttl=63 time=3.375 ms
~C

PC1-10> ping 10.100.0.12

10.100.0.12 icmp_seq=1 timeout
10.100.0.12 icmp_seq=2 timeout
10.100.0.12 icmp_seq=3 timeout
~C

Example 11-2: Verification.

And we are done.

Thanks for reading this book.
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Appendix A: Device Configurations
Underlay Network Devices

Internet Router

INTERNET# sh run

version 9.3(5) Bios:version
hostname INTERNET
<snipped>

feature ospf
feature interface-vlan
<snipped>
ip route 10.100.32.0/24 10.100.0.102
ip route 172.16.10.0/24 10.100.0.40
vlan 1,100
vlan 100
name Infra

ip prefix-1list CONNECTED seq 5 permit 10.100.0.0/24
route-map CONNECTED permit 10
match ip address prefix-1list CONNECTED

interface V1anloo
no shutdown
ip address 10.100.0.1/24

interface Ethernetl/1
switchport access vlan 100

interface Ethernetl/2
switchport access vlan 100

interface Ethernetl/3
switchport access vlan 100

interface Ethernetl/4
switchport access vlan 100

interface Ethernetl/5
switchport access vlan 100

interface Ethernetl/6
switchport access vlan 100

interface Ethernetl/7
switchport access vlan 100
<snipped>
router ospf INET-MPLS
redistribute direct route-map CONNECTED
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PE1-West

PE1-West#sh run
|

hostname PE1l-West
|

license udi pid CSR1000V sn 9L6R8516KGG
1

interface Loopbacke

ip address 1.1.1.1 255.255.255.255
1

interface GigabitEthernetl

ip address 10.200.0.1 255.255.255.0
negotiation auto

no mop enabled

no mop sysid

1

interface GigabitEthernet2

ip address 10.1.2.1 255.255.255.0
negotiation auto

no mop enabled

no mop sysid

1
interface GigabitEthernet3

ip address 10.1.3.1 255.255.255.0
negotiation auto

no mop enabled

no mop sysid

1

1
router bgp 1

bgp log-neighbor-changes

network 10.200.0.0 mask 255.255.255.0
timers bgp 5 20

neighbor 10.1.2.2 remote-as 2
neighbor 10.1.3.3 remote-as 3




Cisco SD-WAN 267

PE2-East

PE2-East#sh run

hostname PE2-East
1
1
interface Loopbacke

ip address 2.2.2.2 255.255.255.255

1

interface GigabitEthernetl

ip address 10.200.1.1 255.255.255.0
negotiation auto

no mop enabled

no mop sysid

1

interface GigabitEthernet2

ip address 10.1.2.2 255.255.255.0
negotiation auto

no mop enabled

no mop sysid

1
interface GigabitEthernet3

ip address 10.2.3.2 255.255.255.0
negotiation auto

no mop enabled

no mop sysid

1

router bgp 2

bgp log-neighbor-changes

network 10.200.1.0 mask 255.255.255.0
timers bgp 5 20

redistribute static

neighbor 10.1.2.1 remote-as 1
neighbor 10.2.3.3 remote-as 3

1

ip route 10.100.23.0 255.255.255.0 10.200.1.103
|
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P3-South

P3-South#tsh run
|

hostname P3-South

!

!

interface Loopbacke

ip address 3.3.3.3 255.255.255.255
!

interface GigabitEthernetl

ip address 10.1.3.3 255.255.255.0
negotiation auto

no mop enabled

no mop sysid

1
interface GigabitEthernet2

ip address 10.2.3.3 255.255.255.0
negotiation auto

no mop enabled

no mop sysid

1

1
router bgp 3

bgp log-neighbor-changes

timers bgp 5 15

neighbor 10.1.3.1 remote-as 1

neighbor 10.2.3.2 remote-as 2
|
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Control Components

CA-Server

CA-Server#sh run
|

hostname CA-Server

!

1

no aaa new-model

clock calendar-valid

1

1

!

crypto pki server PKI

database level complete

database archive pkcsl2 password 7 ©30752180500701E1D
issuer-name cn=rootca.nwkt.local

grant auto

hash sha256

database url flash:

1

crypto pki trustpoint TP-self-signed-3892705574
enrollment selfsigned

subject-name cn=I0S-Self-Signed-Certificate-3892705574
revocation-check none

rsakeypair TP-self-signed-3892705574

!

crypto pki trustpoint PKI

revocation-check crl

rsakeypair PKI

!

!

crypto pki certificate chain TP-self-signed-3892705574

crypto pki certificate chain PKI

certificate ca 01
30820316 308201FE A0030201 02020101 300D0609 2A864886 F70D0101 0BO50030
1C311A30 18060355 04031311 726F6F74 63612E6E 776B742E 6C6F6361 6C301E17
©0D323130 33313231 32353035 305A170D 32343033 31313132 35303530 5A301C31
1A301806 03550403 1311726F 6F746361 2E6E776B 742E6C6F 63616C30 82012230
0DO6092A 864886F7 0D010101 05000382 010F0030 82010A02 82010100 9DOEFD28
501B5D73 199B33B4 C9051BAE 4CBC3454 ©3A23DFO O761E3EQ 1F76C29B 9554F864
9BD9521D A9634D5F FO955AAC6 FA2EQE38 12ED3E7C D2DD74D5 ED3CAF3B 96F019CO
85774100 D230CC30 E2D28C68 A296BE11 E673B853 780932BB 575719FA BFB2EFBO
0D52C398 FAE3A4F8 76523808 F144953A 4D5CC492 44149694 732EAQ6F 422C52A6
45FE7755 04250923 B736633F DAA4810E C8DB9839 2813B50C OEB8193F 07B376F4
5B26052F 1F711BCO 9C9C1545 6CO3E879 A1OE7760 F330ABC1 7DOCF50B F3919D8B
A23B99B5 2CC13319 5FFOF28C 277BA7C4 C1F1B349 7044A730 7698F600 E4986B9C
1DF1912D C5D2BF42 C8A903E7 932534F3 F5F6CD56 A8914987 6DE12671 02030100
01A36330 61300F06 03551D13 0101FF04 05300301 Q1FF300E 0603551D OFO101FF
04040302 0186301F 0603551D 23041830 168014D2 C18924D1 7C547D28 43734EB4
77F87F2D 77A1AF30 1D060355 1DOEO416 0414D2C1 8924D17C 547D2843 734EB477
F87F2D77 A1AF300D 06092A86 4886F70D 01010B05 00038201 010072C0 921E1396
E8B5C22D DBBBC867 33D178EE 9279E2E4 148C2D3C 42AC86E7 ©6F99465 F6A86663
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9E7A9BAC 8D27F5AB D524696D 89BF4526 2075BD58 ABD84A70 600B97B4 S5AE64105
877F07A9 51DC1FO3 9513F3BD DE59D140 A84D58C8 OASDE138 1A4386AE 425CC5ES
327C9776 D64C58D9 15A3A61F OEO305F6 8DE4430E BDC26FD6 E3397E2A 866C8569
DF94243A 57F9BCA3 827B5460 ©4A12B38 2D29DOD8 15335662 1ED3AB84 35B96D22
D26A828F 49A2A862 77A82D91 54F175A3 1D5CCAF8 DOB255DO 670522D1 936C7853
AE2A6707 86094354 8E261801 2A054000 7E92C7A2 15C96C01 B766FD36 5E530450
32F1FOFA DBFDBD29 917A2393 AS554E597 217E546C D8749E17 BBE2
quit
!
!
license udi pid CSR1000V sn 9YYPTPC2M42
diagnostic bootup level minimal
spanning-tree extend system-id
1
!
interface GigabitEthernetl
ip address 10.100.0.14 255.255.255.0
negotiation auto
no mop enabled
no mop sysid
1
1
virtual-service csr_mgmt
1
ip forward-protocol nd
ip http server
no ip http secure-server
ip ftp username ****
ip ftp password ****
ip route 0.0.0.0 0.0.0.0 10.100.0.1
1

ip scp server enable
1

!
!

tftp-server flash:PKI.ca
!
|
!
ntp master
!
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vBond

vbond# sh run

system

host-name vbond
system-ip 10.100.100.11
site-id 100

admin-tech-on-failure
no route-consistency-check
organization-name nwkt
vbond 10.100.0.11 local
aaa
auth-order local radius tacacs
usergroup basic
task system read write
task interface read write
1
usergroup netadmin
1
usergroup operator
task system read
task interface read
task policy read
task routing read
task security read
1
usergroup tenantadmin
1
user admin
password
$6$meJoeGPXS1/jhFSK$hwZ5Uo3pLhiRLMOAD7eRAutUkRknCLgIyrhzFd174qazZyYS3yoKP2xrBw
Ao6s1mRrOUiuI9ejmkoLmftljbIp/
1
user ciscotacro
description CiscoTACReadOnly
group operator
status enabled
1
user ciscotacrw
description CiscoTACReadWrite
group netadmin
status enabled
1
1
logging
disk
enable
1
1
ntp
server 10.100.0.14
version 4
exit
!
1
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omp
no shutdown
graceful-restart
advertise connected
advertise static
1
security
ipsec
authentication-type ah-shal-hmac shal-hmac
|
1
vpn ©
interface ge0/0
ip address 10.100.0.11/24
ipvée dhcp-client
no shutdown
|

ip route 0.0.0.0/0 10.100.0.1
1
vpn 512
interface etho
ip dhcp-client
ipve dhcp-client
no shutdown
]

ip route 0.0.0.0/0 192.168.10.1
!

vbond#

vSmart

vsmart# sh run
system
host-name vsmart
system-ip 10.100.100.13
site-id 100
admin-tech-on-failure
organization-name nwkt
vbond 10.100.0.11
aaa
auth-order local radius tacacs
usergroup basic
task system read write
task interface read write
|
usergroup netadmin
1
usergroup operator
task system read
task interface read
task policy read
task routing read
task security read
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usergroup tenantadmin

!

user admin

password
$6$7KzSSqC2GCIveIV4A$VXMCv59Qv2].1Dd21ugXXJI9dUuv3izVKXPEbE3b43AAry3n6ptI7DqunO
Qy0TzxaUVRGAUZ7E/ySEilNdyt8/60

1

user ciscotacro
description CiscoTACReadOnly
group operator
status enabled
|
user ciscotacrw
description CiscoTACReadWrite
group netadmin
status enabled
|
|
logging
disk
enable
|
|
ntp
server 10.100.0.14
version 4
exit
!
!
omp
no shutdown
graceful-restart
|
vpn ©
interface etho
ip address 10.100.0.13/24
ipvée dhcp-client
tunnel-interface
allow-service all
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
allow-service netconf
no allow-service ntp
no allow-service stun
|

no shutdown
1

ip route 0.0.0.0/0 10.100.0.1
!
vpn 512

interface ethl

ip dhcp-client
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no shutdown

]
!
policy
sla-class NWKT-Critical
loss 3

latency 10

jitter 4

|

data-policy _NWKT-VPN1© Direct-Cloud-Access
vpn-1list NWKT-VPN1©

sequence 1

match
source-ip 172.16.10.0/24

destination-data-prefix-1list Cloud-Services
!
action accept
count Cloud-Data-Pkts_-651790820
nat use-vpn 0
nat fallback
!
!
default-action accept
!
!
app-route-policy _NWKT-VPN1@_NWKT-App-Aware-Policy
vpn-1list NWKT-VPN1@
sequence 1
match
destination-ip 172.16.30.0/24
!
action
sla-class NWKT-Critical preferred-color mpls
!
!
!
!
lists
vpn-1list NWKT-VPN1©
vpn 10
!
data-prefix-1list Cloud-Services
ip-prefix 10.100.0.0/24
!
site-1list DataCenter
site-id 30
!
site-1list Remote-Sites
site-id 10
site-id 20
!
prefix-list Site30-Prefix-List
ip-prefix 172.16.30.0/24
!
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!
control-policy Route-Policy-to-DC
sequence 1
match route
prefix-list Site3@-Prefix-List
!
action reject
!
!
default-action accept
1
1
apply-policy
site-1list DataCenter
control-policy Route-Policy-to-DC out
app-route-policy _NWKT-VPN10_NWKT-App-Aware-Policy
1
site-1list Remote-Sites
data-policy _NWKT-VPN1@_Direct-Cloud-Access from-service
app-route-policy _NWKT-VPN1@_ NWKT-App-Aware-Policy
|
1
vsmart#

vManage

vmanage# sh run
system
host-name vmanage
system-ip 10.100.100.12
site-id 100
admin-tech-on-failure
sp-organization-name nwkt
organization-name nwkt
vbond 10.100.0.11
aaa
auth-order local radius tacacs
usergroup basic
task system read write
task interface read write
1
usergroup netadmin
1
usergroup operator
task system read
task interface read
task policy read
task routing read
task security read
1
usergroup tenantadmin
1
user admin
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password
$6$Stk7TWMMEY7Qi82x$7j . WtL3.WseQgOhAPMtULUFfaT9T5ihxYJJI.BXHIj.BzdPapd9TCELFFOM
Zm3daFrE2C1wX9DS5cOjTAASjiWg.
|
user ciscotacro
description CiscoTACReadOnly
group operator
status enabled
|
user ciscotacrw
description CiscoTACReadWrite
group netadmin
status enabled
|
|
logging
disk
enable
|
|
ntp
server 10.100.0.14
version 4
exit
!
!
vpn ©
interface etho
ip address 10.100.0.12/24
ipvé dhcp-client
tunnel-interface
allow-service all
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service stun
allow-service https
|

no shutdown
|

ip route 0.0.0.0/0 10.100.0.1
!
vpn 512

interface ethl

ip dhcp-client

no shutdown

|

ip route 0.0.0.0/0 192.168.10.1
|

vmanage#
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vEdge-1

vEdge-1# sh run

system

host-name vEdge-1
system-ip 10.100.100.101
site-id 10

admin-tech-on-failure
no route-consistency-check

sp-organization-name nwkt
organization-name nwkt
vbond 10.100.0.11

aaa

auth-order local radius tacacs
usergroup basic
task system read write
task interface read write
1
usergroup netadmin
1
usergroup operator
task system read
task interface read
task policy read
task routing read
task security read
1
user admin
password
$6$siwkKBQ==$wT21Ua9BSreDPI6gB8s14E6PAJoVXgMbgv/whI8F1C6sWdRazdxorYYTLrL6syiG6
gnLABTnrE96HIiKF6QRq1l
1
user ciscotacro
description CiscoTACReadOnly
group operator
status enabled
1
user ciscotacrw
description CiscoTACReadWrite
group netadmin
status enabled
1
1
logging
disk
enable
1
|
ntp
server 10.100.0.14
version 4
exit
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]
!
omp
no shutdown
graceful-restart
advertise connected
advertise static
1
security
ipsec
authentication-type shal-hmac ah-shal-hmac
]
!
vpn ©
interface ge0/0
description "Internet Transport"
ip address 10.100.0.101/24
nat
!
tunnel-interface
encapsulation gre
color public-internet restrict
allow-service all
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
|

no shutdown
]
interface geo@/1
description "MPLS Transport"
ip address 10.200.0.101/24
tunnel-interface
encapsulation gre
color mpls restrict
max-control-connections ©
no control-connections
allow-service all
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
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allow-service https
1

no shutdown

!

ip route 0.0.0.0/0 10.100.0.1
ip route 0.0.0.0/0 10.200.0.1
!
vpn 10

interface ge0/2

ip address 172.16.10.1/24

no shutdown

!
!
vpn 512

interface ethe

description Management

ip dhcp-client

no shutdown

|

ip route 0.0.0.0/0 192.168.10.1
!
policy
zone Zone-Internet
vpn @
!
zone Zone-NWKT-VPN1O
vpn 10
!
zone-pair ZP_Zone-NWKT-VPN1@_Zo_1377924719

source-zone Zone-NWKT-VPN10©
destination-zone Zone-Internet
zone-policy DIA-Policy

!
zone-based-policy DIA-Policy
sequence 1
seq-name Allow-LAN-vSmart
match
source-ip 172.16.10.0/24
destination-ip 10.100.0.13/32
!
action inspect
!
!
default-action drop
!

zone-to-nozone-internet deny
!
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vEdge-2

vEdge-2# sh run

system
host-name vEdge-2
system-ip 10.100.100.102
site-id 30

admin-tech-on-failure
no route-consistency-check

sp-organization-name nwkt
organization-name nwkt
vbond 10.100.0.11

aaa

auth-order local radius tacacs
usergroup basic
task system read write
task interface read write
|
usergroup netadmin
|
usergroup operator
task system read
task interface read
task policy read
task routing read
task security read
1
user admin
password
$6$siwkBQ==$wT21Ua9BSreDPI6gB8s14E6PAJoVXgMbgv/whl8F1C6sWdRazdxorYYTLrL6syiG6
gnLABTnrE96HIiKF6QRq1
|
user ciscotacro
description CiscoTACReadOnly
group operator
status enabled
1
user ciscotacrw
description CiscoTACReadWrite
group netadmin
status enabled
|
|
logging
disk
enable
1
1
ntp
server 10.100.0.14
version 4
exit
!
!
omp
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no shutdown
graceful-restart
advertise bgp
advertise static
1
security
ipsec
authentication-type shal-hmac ah-shal-hmac
|
!
vpn ©
interface ge0/0
description "Internet Transport"
ip address 10.100.0.102/24
tunnel-interface
encapsulation gre
color public-internet restrict
allow-service all
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
1
no shutdown
|
interface ge0@/1
description "MPLS Transport"
ip address 10.100.23.2/24
tunnel-interface
encapsulation gre
color mpls restrict
max-control-connections @
no control-connections
allow-service all
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
1
no shutdown
|
interface ge0@/3
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ip address 10.100.32.2/24
tloc-extension geo/0

no shutdown
|

ip route 0.0.0.0/0 10.100.0.1
ip route 0.0.0.0/0 10.100.23.3
ip route 0.0.0.0/0 10.200.2.1
|
vpn 10
router
bgp 65030

address-family ipv4-unicast
redistribute omp
]
neighbor 10.2.4.4
no shutdown
remote-as 65030
address-family ipv4-unicast
1
|
1
!
interface ge0d/2
ip address 10.2.4.2/24
no shutdown
]
!
vpn 512
interface ethe
description Management
ip dhcp-client
no shutdown
|

ip route 0.0.0.0/0 192.168.10.1
1

vEdge-2#
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vEdge-3

vEdge-3# sh run

system
host-name vEdge-3
system-ip 10.100.100.103
site-id 30

admin-tech-on-failure
no route-consistency-check

sp-organization-name nwkt
organization-name nwkt
vbond 10.100.0.11

aaa

auth-order local radius tacacs
usergroup basic
task system read write
task interface read write
1
usergroup netadmin
1
usergroup operator
task system read
task interface read
task policy read
task routing read
task security read
1
user admin
password
$6$siwkBQ==$wT21Ua9BSreDPI6gB8s14E6PAJoVXgMbgv/whl8F1C6sWdRazdxorYYTLrL6syiG6
gnLABTnrE96HIiKF6QRq1
1
user ciscotacro
description CiscoTACReadOnly
group operator
status enabled
1
user ciscotacrw
description CiscoTACReadWrite
group netadmin
status enabled
1
|
logging
disk
enable
1
1
ntp
server 10.100.0.14
version 4
exit
!
!
omp
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no shutdown
graceful-restart
advertise bgp
advertise static
1
security
ipsec
authentication-type shal-hmac ah-shal-hmac
|
!
vpn ©
interface ge0/0
description "Internet Transport"
ip address 10.100.32.3/24
nat
!
tunnel-interface
encapsulation gre
color public-internet restrict
allow-service all
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
1

no shutdown
|
interface ge0@/1
description "MPLS Transport"
ip address 10.200.1.103/24
tunnel-interface
encapsulation gre
color mpls restrict
max-control-connections @
no control-connections
allow-service all
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
|

no shutdown
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]
interface ge0@/3
description TLOC-Ext-to-MPLS
ip address 10.100.23.3/24
tloc-extension ge@/1
no shutdown
|
ip route 0.0.0.0/0 10.100.32.2
ip route 0.0.0.0/0 10.200.1.1
1
vpn 10
router
bgp 65030
address-family ipv4-unicast
network 172.16.30.0/24
maximum-paths paths 2
redistribute omp
|
neighbor 10.3.4.4
no shutdown
remote-as 65030
address-family ipv4-unicast
1
]
1
!
interface ge0/2
ip address 10.3.4.3/24
no shutdown
|
!
vpn 512
interface ethe
description Management
ip dhcp-client
no shutdown
]
ip route 0.0.0.0/0 192.168.10.1
1
vEdge-3#

LAN-Ro04

Ro@4#sh run
|

hostname Ro04

!

!

!

interface Loopback77

ip address 172.16.77.1 255.255.255.0
!

interface Loopbackl172

description ** LAN SIMULATION **
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ip address 172.16.30.1 255.255.255.0
!
interface GigabitEthernetl
ip address 172.16.30.1 255.255.255.0
shutdown
negotiation auto
no mop enabled
no mop sysid
1
interface GigabitEthernet2
ip address 10.2.4.4 255.255.255.0
negotiation auto
no mop enabled
no mop sysid
!
interface GigabitEthernet3
ip address 10.3.4.4 255.255.255.0
negotiation auto
no mop enabled
no mop sysid
1
interface GigabitEthernet4
ip address 10.100.0.40 255.255.255.0
negotiation auto
no mop enabled
no mop sysid
!
router bgp 65030
bgp router-id 4.4.4.4
bgp log-neighbor-changes
neighbor 10.2.4.2 remote-as 65030
neighbor 10.3.4.3 remote-as 65030
]
address-family ipv4
network 10.100.0.0 mask 255.255.255.0
network 172.16.30.0 mask 255.255.255.0
network 172.16.77.0 mask 255.255.255.0
neighbor 10.2.4.2 activate
neighbor 10.2.4.2 soft-reconfiguration inbound
neighbor 10.3.4.3 activate
maximum-paths ibgp 2
exit-address-family
1

Roo4#
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