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Introduction

Building Data Centers with VXLAN BGP EVPN is intended to provide a
solid understanding of how data center network fabrics with VXLAN BGP
EVPN function. It serves as both a technology compendium and a
deployment guide.

Cisco’s NX-OS-based data center switching portfolio provides a collection
of networking protocols and features that are foundational to building data
center networks as traditional networks evolve into fabric-based
architectures, like VXLAN with the BGP EVPN control plane.

This book’s goal is to explain how to understand and deploy this
technology, and it begins with an introduction to the current data center
challenges, before going into the technology building blocks and related
semantics. It also provides an overview of the evolution of the data center
fabric. The book takes a deep dive into the various fabric semantics,
including the underlay, multitenancy, control and data plane interaction,
unicast and multicast forwarding flows, and external, data center
interconnect, and service appliance deployments.

Goals and Methods

The goal of this book is to provide a resource for readers who want to get
familiar with data center overlay technologies, especially VXLAN with a
control plane like BGP EVPN. This book describes a methodology that
network architects and administrators can use to plan, design, and
implement scalable data centers. You do not have to be a networking
professional or data center administrator to benefit from this book. The
book is geared toward understanding the functionality of VXLAN with
BGP EVPN in data center fabric deployments. Our hope is that all readers,
from university students to professors to networking experts, will benefit
from this book.

Who Should Read This Book?

This book has been written with a broad audience in mind, while
specifically targeting network architects, engineers, and operators.
Additional audiences who will benefit from reading this book include help



desk analysts, network administrators, and certification candidates. This
book provides information on VXLAN with BGP EVPN for today’s data
centers.

For a network professional with in-depth understanding of various
networking areas, this book serves as an authoritative guide, explaining
detailed control and data plane concepts, with VXLAN and BGP EVPN
being the primary focus. Detailed packet flows are presented, covering
numerous functions, features, and deployments.

Regardless of your level of expertise or role in the IT industry, this book
offers significant benefits. It presents VXLAN and BGP EVPN concepts in
a consumable manner. It also describes design considerations for various
fabric semantics and identifies the key benefits of adopting this technology.

How This Book Is Organized

Although this book slowly progresses conceptually from Chapter 1 to
Chapter 11, you could also read individual chapters that cover only the
material of interest. The first chapter provides a brief introduction to the
evolution of data center networks, with an emphasis on the need for
network overlays. Chapters 2 and 3 form the foundation for VXLAN BGP
EVPN. The subsequent chapters describe underlying or adjacent building
blocks to VXLAN BGP EVPN, with an emphasis on Layer 2 and Layer 3
services and the associated multitenancy. Chapter 10 describes the
integration of Layer 4-7 services into a VXLAN network with BGP EVPN,
while Chapter 11 concludes the book with an overview of fabric
management and operations.

The chapter breakdown is as follows:

= = Chapter 1, “Introduction to Programmable Fabric.” This chapter
provides a brief introduction to the Cisco VXLAN BGP EVPN fabric.
It begins with a description of the requirements of today’s data centers.
It also gives an overview of how data centers evolved over the years,
leading to a VXLAN BGP EVPN-based spine—leaf fabric. This chapter
introduces common fabric-based terminology and describes what
makes the fabric extremely scalable, resilient, and elastic.

= Chapter 2, “VXIL.AN BGP EVPN Basics.” This chapter describes
why overlays have become a prime design choice for next-generation



data centers, with a special emphasis on VXLAN, which has become
the de facto choice. The chapter describes the need for a control plane—
based solution for distribution of host reachability between various
edge devices and provides a comprehensive introduction to BGP
EVPN. It describes the important message formats in BGP EVPN for
supporting network virtualization overlays and presents representative
use cases. The subsequent chapters build on this background and
provide further details on the underlay, multitenancy, and single-
destination and multidestination data packet flows in a VXLAN BGP
EVPN-based data center network.

= Chapter 3, “VXLAN/EVPN Forwarding Characteristics.” This
chapter provides an in-depth discussion on the core forwarding
capabilities offered by a VXLAN BGP EVPN fabric. For carrying
broadcast, unknown unicast, and multicast (BUM) traffic, this chapter
describes both multicast and ingress replication. It also discusses
enhanced forwarding features that reduce flooding in the fabric on
account of ARP and unknown unicast traffic. This chapter describes
one of the key benefits of a BGP EVPN fabric: the realization of a
Distributed Anycast Gateway at the ToR or leaf layer.

= Chapter 4, “The Underlay.” This chapter describes the BGP EVPN
VXLAN fabric underlay that needs to be able to transport both single-
destination and multidestination overlay traffic. The primary objective
of the underlay is to provide reachability among the various switches in
the fabric. This chapter presents IP address allocation options for the
underlay, using both point-to-point IP numbered options and the rather
attractive IP unnumbered option. It also discusses choices of popular
IGP routing protocols, such as OSPF, IS-IS, and BGP for unicast
routing. The chapter also describes the two primary choices for
multidestination traffic replication in the underlay: the unicast and
multicast mode.

= Chapter 5, “Multitenancy.” This chapter describes how multitenancy
has become a prime feature for next-generation data centers and how it
is realized in the data center network with VXLAN BGP EVPN. In
addition to discussing multitenancy when using VLLANs or Bridge
Domains (BDs) in VXLAN this chapter covers modes of operation for
both Layer 2 and Layer 3 multitenancy. Overall, this chapter provides a



basic introduction to the main aspects of multitenancy when using data
center networks with VXLAN BGP EVPN.

= Chapter 6, “Unicast Forwarding.” This chapter provides a set of
sample packet flows that indicate how bridging and routing operations
occur in a VXLAN BGP EVPN network. Critical concepts related to
IRB functionality, symmetric IRB, and distributed anycast gateway are
described in action for real-world traffic flows. This chapter pays
special attention to scenarios with silent hosts as well as dual-homed
hosts.

= Chapter 7, “Multicast Forwarding.” This chapter provides details
about forwarding multicast data traffic in a VXLAN BGP EVPN
network. It discusses vanilla Layer 2 multicast traffic forwarding over
VXLAN, as well as topics related to its evolution with enhancements in
IGMP snooping. It also presents special considerations for dual-homed
and orphan multicast endpoints behind a vPC domain.

= Chapter 8, “External Connectivity.” This chapter presents external
connectivity options with a VXLAN BGP EVPN fabric. After
introducing the border leaf and border spine variants, it provides details
on options for external Layer 3 connectivity using VRF Lite, LISP, and
MPLS L3 VPN. It also details Layer 2 external connectivity options,
with an emphasis on vPC.

(DCI).” This chapter describes various concepts related to multi-pod
and multifabric options with VXLAN BGP EVPN deployments. It
provides a brief primer on the salient distinctions between OTV and
VXLAN. Most practical deployments require some form of
interconnection between different pods or fabrics. This chapter
discusses various considerations that need to be taken into account
when making a decision on when to use the multi-pod option versus the
multifabric option.

= Chapter 10, “Layer 4-7 Services Integration.” This chapter provides
details on how Layer 4—7 services can be integrated into a VXLAN
BGP EVPN network. It covers deployments with intra-tenant and inter-
tenant firewalls, which can be deployed in both transparent and routed
modes. In addition, this chapter presents a common deployment
scenario with load balancers, with emphasis on the nuances associated




with its integration into a VXLAN BGP EVPN network. The chapter
concludes with a common load balancer and firewall service chain
deployment example.

= Chapter 11, “Introduction to Fabric Management.” This chapter
introduces the basic elements of fabric management, including POAP-
based day-0 provisioning (using DCNM, NFM, and so on), incremental
configuration using day-0.5 configuration, overlay configuration using
day-1 provisioning (using DCNM, VTS, and NFM), and day-2
provisioning, which involves provisions for continuous monitoring,
visibility, and troubleshooting capabilities in a VXLAN BGP EVPN
fabric. It presents a brief primer on VXLAN OAM, which is an
extremely efficient tool for debugging in overlay-based fabrics.

Command Syntax Conventions

The conventions used to present command syntax in this book are the same
conventions used in the NX-OS Command Reference:

= Boldface indicates commands and keywords that are entered literally,
as shown. In actual configuration examples and output (not general
command syntax), boldface indicates commands that are manually
input by the user (such as a show command).

m Jtalics indicate arguments for which you supply actual values.

m Vertical bars (|) separate alternative, mutually exclusive elements.
m Square brackets [ ] indicate optional elements.

m Braces { } indicate a required choice.

= Braces within brackets [{ }] indicate a required choice within an
optional element.



Chapter 1 Introduction to Programmable Fabric

In this chapter, the following topics will be covered:

m Requirements of today’s data centers

» Evolution of data center technology from Spanning Tree Protocol (STP)
to VXLAN BGP EVPN

m Programmable fabric concepts

Data centers have evolved significantly over the past few years. This
evolution has occurred rapidly and within a relatively short time period,
bringing popular technologies such as virtualization, the cloud (private,
public, and hybrid), software defined networking (SDN),! and big data. For
the mobile-first and cloud-native age, scale, agility, security, consolidation,
and integration with compute/storage orchestrators are common data center
requirements. In addition, visibility, automation, ease of management,
operability, troubleshooting, and advanced analytics are also expected to be
part of today’s data center solutions

The shift away from a device-by-device management toward a more service-
centric system has already taken place. Open application programming
interfaces (APIs) and standards-based protocols that prevent single-vendor
lock-in are prime criteria in most customer requests for proposals (RFPs).
The Cisco Virtual Extensible LAN (VXLAN) with BGP Ethernet VPN
(EVPN)-based fabric presents a unified data center solution composed of the
data center Nexus family of switches? running NX-OS coupled with
controllers.

While this book focuses on NX-OS-based EVPN, the information presented
is also applicable for platforms running I0S-XE2 and I0S-XR#% operating
systems. This chapter presents some of the challenges and requirements that
led to the evolution of the data center network fabric. It provides a brief

primer on the architecture and commonly used terms associated with the
programmable fabric or Cisco’s VXLAN BGP EVPN- based fabric.



Today’s Data Center Challenges and
Requirements

In the past, the desire for instant elasticity and agility was perhaps not as
pervasive as it is today, considering the application expectations from data
centers. It took days or weeks to deploy applications. But with the evolution
of the data center—and the cloud in particular—deployment time today is
expected to be minutes or even seconds.

Not only is the speed of deployment critical, but it is important to be able to
scale-up as workload requirements expand. In addition, paying only for what
is actively being used has become the norm. The requirements for high-
availability access to applications and their associated data have become
increasingly stringent. While the demand for availability has been driven by
the widespread globalization of enterprises across continents, applications
have also become increasingly sophisticated.

In this new landscape, where all workloads and applications are being
moved over to the data centers, the traditional designs for data centers are no
longer sufficient to address all the requirements. This is the case regardless
of whether data centers exist in combination with a private cloud, public
cloud, or hybrid cloud. Given the current environment, some of the key
demands of today’s data center deployments are as follows:

m Agility: Agility defines how long it takes for an application request to
be fulfilled. An agile data center is one that is able to reduce this time to
a minimum.

= Scalability: Scalability is of paramount importance, especially in cloud-
based data centers. A data center should be able to house thousands of
tenants and several thousand tenant networks. The 4096 (or 4K) network
limitation imposed by the 12-bit VLAN field is not sufficient for
supporting large multitenant data centers.

= Elasticity: A data center must be able to adapt to changing demands and
requirements. This might involve the addition of compute workloads,
additional storage, additional network bandwidth, and so on. A data
center must be able to add capacity to address the increase in demand
without affecting existing application workloads.



= Availability: A data center must be able to be constantly operational
(24/7, 365 days a year). In addition, access to applications needs to be
available from all types of devices (such as tablets, smart phones, and
smart watches), which advances the bring-your-own-device (BYOD)
model to an entirely new level. For high availability, disaster recovery
(DR) requirements often specify that potential backup options are
available that can take over whenever some kind of failure occurs at the
primary data center site.

m Low cost: The total cost of ownership (TCO) for a data center
comprises both the capital expenditure (CAPEX) and the operating
expenditure (OPEX). While the CAPEX portion is amortized over time,
the OPEX portion is a continuous expenditure. As a result, OPEX is
under close scrutiny from most CIOs/CFOs. Reducing OPEX for data
centers is thus commonly a high-priority item.

= Openness: To prevent a tie-in with a single vendor, a push toward
building data centers with standards-based options exists from both
hardware and software points of view. Most large-scale data centers
have already moved to a white-box or branded white-box (Brite-box)
model. Enterprise and service providers are also demanding open
standards—based data center deployments.

m Security: Especially in multitenant data center deployments, a prime
requirement is to impose effective security policies to ensure that traffic
from a tenant is completely isolated from another tenant. Some of the
other security-related requirements include enforcement of application
policies, prevention of unauthorized access, detection of threats,
isolation of infected devices, distribution of secure patches to affected
devices, and consistent policy applications between the private cloud
and public cloud.

= Solution orientation: The days of a box-by-box deployment within a
data center have passed. Today’s data centers demand a unified solution
with various pieces in place from a network point of view, and they also
require close integration with compute and storage orchestrators as well
as service appliances (physical and virtual). In addition, sophisticated
automation in conjunction with an SDN controller is required in this
highly competitive space.



= Ease of use: Even with a solution-oriented approach, continuous
management, monitoring, and visibility into the day-to-day operations of
a data center is highly desirable. Ease of use has a direct impact on
reducing the OPEX.

= Support for hybrid deployments: Both enterprises and service
providers have already adopted the cloud model to some extent. As a
result, one of the key requirements of a data center is support for hybrid
cloud deployments where resources from the public cloud can be
extended over to the private enterprise data center in an elastic manner.
Such operations must be seamless from the point of view of the
applications. In other words, applications should be completely unaware
of whether they are hosted on premises or off premises.

= Power efficiency: A large portion of the operational cost of a data
center is attributed to its electrical power requirements. The networking
industry at large and data center vendors in particular are cognizant of
this requirement, and the incentive to build progressively green data
centers certainly exists.

The Data Center Fabric Journey

Figure 1-1 depicts the evolution of data center networks over the past several
years. Spanning Tree Protocol (STP)-based networks served network
requirements for several years. Virtual PortChannel (vPC)2 was introduced
to address some of the drawbacks of STP networks while also providing
dual-homing abilities. Subsequently, overlay technologies such as
FabricPath® and TRILLZ came to the forefront, introducing routed Layer 2
networks with a MAC-in-MAC overlay encapsulation. This evolved into a
MAC-in-IP overlay with the invention of VXLAN.8

While Layer 2 networks evolved beyond the loop-free topologies with STP,
the first-hop gateway functions for Layer 3 also became more sophisticated.
The traditional centralized gateways hosted at the distribution or aggregation
layers have transitioned to distributed gateway implementations. This has
allowed for scaling out and removal of choke points. This section provides
an overview of why and how this evolution has occurred.
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Figure 1-1 Data Center Network Journey

Building a loop-free Layer 2 network that enables devices in the same
broadcast domain to communicate with each other, was the initial
development that made local area networks (LANSs) extremely popular.
Within a broadcast domain, forwarding is based on a MAC address—based
lookup. STP, which was standardized as IEEE 802.1D,2 prescribed a
methodology for creating a tree topology that is, by definition, loop free. By
making this a plug-and-play function, STP-based networks with IEEE
802.1Q12 support gained rapid adoption and are still being used today.

With many technologies, shortcomings become readily apparent when a
technology or protocol is designed for one specific environment but is then
applied to another environment that has a completely different set of
requirements. This has been the case with STP-based networks. Various
issues make the adoption of STP for a large data center network, difficult.
Some of the major issues include the following:

= Convergence issues: On a link failure or switch failure in STP-based
networks, the tree needs to be recalculated. This can significantly impact
traffic convergence times because topology change notifications result in
clearing the MAC tables on the switches. As a result, relearning of the
state is required. This problem becomes amplified when the root node
goes down and a new one needs to be elected. While timers can be
tweaked to reduce the effect of failures, the inherent problem persists.
As link speeds go from 10G to 40G to 100G, even subsecond
convergence times can result in significant traffic drops. High
convergence times are thus one of the main drawbacks of STP-based
networks.

= Unused links: As mentioned earlier, STP builds a tree in order to ensure
that the resultant network topology has no cycles or loops. One potential
side effect of this is that many of the links between the various switches,
which are part of the topology, are placed in a blocked state and
rendered redundant. Consequently, network resources are not optimally
utilized. Currently, having the ability to leverage all links and their
corresponding bandwidth in order to attain optimal use of existing
resources, is a desired goal.



= Suboptimal forwarding: Because the tree is rooted at a particular
switch with STP, all traffic from that switch to any other switch in the
topology will be forwarded along a single path. Because traffic is always
forwarded along this tree, a shorter path between a pair of non-root
switches, if it exists, will not be utilized. Consequently, traffic between
those switches will be suboptimally forwarded, and this is certainly a
less-than-ideal situation.

= Lack of Equal-Cost MultiPath (ECMP) routing: Because only one
path is active between a source switch and a destination switch in a
traditional STP-based Layer 2 network, ECMP options are absent. Layer
3 networks, on the other hand, provide the ability to leverage more than
one equal-cost path between a pair of routers. This is extremely
desirable and is one of the major reasons Layer 3 networks have gained
popularity.

m Traffic storm issues: With a tree topology, traffic starting from a switch
should not be sent back to that switch; however, traffic may still loop
endlessly within a network in certain failure states. Such an occurrence
could potentially bring down the entire network. This scenario has been
termed a broadcast storm. Any kind of network storm can chew up
unnecessary bandwidth within the network and should be avoided at all
costs. Because there is no Time to Live (TTL) field in a Layer 2 header,
once a storm is introduced, the traffic could flow endlessly. Layer 3
networks have a fail-safe mechanism due to the presence of the TTL
field and an associated decrement at every routed hop. Once the TTL
becomes 0, the packet is dropped. The lack of such a liveliness field in
Layer 2 networks immensely limits scalability, especially as the size of
the network grows.

= Lack of dual-homing support: STP inherently does not allow a device
or host to be attached to more than one switch. When that is attempted, a
loop is formed, and STP essentially blocks one of the links.
Consequently, from a redundancy or fault tolerance point of view, if that
switch goes down, traffic to and from the downstream device or host is
black-holed until the tree is recalculated.

= Network scale: In the age of cloud computing, significant constraints
can be introduced as a result of having only a 4K network namespace,
especially with the addressing and numbering for tenant networks. Even
a medium-sized data center deployment can host several tenants, each of



which might have a set of networks that summed together exceeds this
limit. Unfortunately, due to the 12-bit identifier that represents a VLAN
or a broadcast domain in the IEEE 802.1Q or dot1q header, 4K is quite
limiting. When dot1q was introduced a few decades ago, perhaps the
inventors thought that 4K would be a large enough namespace; however,
significant advances in networking technology resulted in this number
being exceeded in a relatively short time period.

Technologies such as virtual PortChannel (vPC), Multichassis EtherChannel
(MCEC) and virtual switching system (VSS)12 allow a downstream device
(host or switch) to attach to a pair of switches. All these technologies fall
under the umbrella of Multi-Chassis Link Aggregation (MC-LAG).12 With
vPC, a pair of switches (called vPC peers) is configured such that the rest of
the network sees the pair as a single logical switch.

Figure 1-2 shows how a typical STP network can be made more efficient
with vPC. The downstream device is attached to both vPC peers using a
regular PortChannel or EtherChannel configuration. Both links are in an
active state, thereby allowing active-active forwarding. Traffic from the
downstream device may hash over to either peer and be appropriately
forwarded. Similarly, traffic to the downstream device may flow through
either peer. Multidestination traffic to the downstream device is sent via only
one of the peers, thereby avoiding duplication.

STP VPC

STP Primary Root
HSRP Active/Active (fwd)

l
ISTP Primary ﬂoot! STP Secondary Root
[ HSRP Active [ HSRP Standby

Figure 1-2 STP to vPC Improvement



Each vPC peer has a primary role and a secondary role. Information between
the vPC peers is synchronized over a control channel termed the vPC peer
link. This information includes MAC, ARP, and neighbor-discovery (ND)
information as well as various configuration and consistency check
parameters. Not only does vPC provide dual-homing from a Layer 2
perspective, but its active-active forwarding semantics also extend to first-
hop redundancy protocols (FHRPs) like Hot-Standby Router Protocol
(HSRP)!4 and Virtual Router Redundancy Protocol (VRRP).L2 This reflected
a significant improvement over traditional FHRP deployments with active-
standby behavior where only the active node was forwarding data traffic.
With the presence of vPC, both vPC peers forward data traffic
simultaneously, while the active FHRP vPC peer resolves ARP/ND requests
from the control-plane perspective only. (For more information on vPC, see
the Cisco vPC design best practices guide.1%)

While vPC addresses some limitations of STP, it remains limited to a pair of
switches. A more generic multipath solution was desired, especially as the
requirements of building an extremely large scalable Layer 2 domain
developed. As the number of endpoints within Layer 2 networks expanded,
it became impractical for all switches within a network to learn all endpoint
MAC addresses.

In addition, the plug-and-play behavior of Layer 2 networks was still
desirable. As a result, overlay technologies such as FabricPath and TRILL
were introduced. Overlays in general provide a level of abstraction. With the
separation of the host address space from the topology address space,
overlays allow both of these to scale independently.

Cisco FabricPath is a MAC-in-MAC encapsulation that eliminates the use of
STP in Layer 2 networks. It uses Layer 2 Intermediate System to
Intermediate System (IS-IS) with appropriate extensions to distribute the
topology information among the switches that are part of the network. In this
way, switches behave like routers, building switch reachability tables and
inheriting all the advantages of Layer 3 strategies such as ECMP. In addition,
no unused links exist in this scenario, while optimal forwarding between any
pair of switches is promoted. One of the salient features of FabricPath is the
simplicity with respect to configuration and enablement. Only the global
feature needs to be enabled, along with a couple of commands related to
putting a VLAN and the network-facing ports in a specific mode. The switch



ID allocation, the enablement of IS-IS, and the discovery of the switch
topology happen under the hood.

At the same time, the IS-IS protocol is employed to build appropriate
multidestination trees, thereby allowing optimal forwarding of Broadcast,
Unknown Unicast, Multicast (BUM) traffic. vPC was extended to vPC+Z
for supporting dual-homed devices in FabricPath networks.

In FabricPath, every switch in the network has a unique switch identifier, or
switch ID. Figure 1-3 provides a snapshot of the FabricPath header.
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Figure 1-3 FabricPath Header

As shown in Figure 1-3, the outer MAC header encodes the destination and
source switch ID. In addition, a forwarding tag (FTAG field) is used for
topology identification.

For multidestination traffic, the FTAG field identifies the tree along which
BUM traffic must be forwarded. In a FabricPath network, endpoints are
attached to edge switches. Core switches interconnect various edge switches
with each other. The edge switches learn about directly attached endpoints in
a manner similar to traditional Layer 2 network learning. When traffic is sent
over the FabricPath network, however, the edge switches add a FabricPath
header with its own source switch ID and an appropriate destination switch
ID. In that sense, MAC learning is still achieved via Flood and Learn (F&L)
semantics, but in this situation, switches learn remote MAC addresses
against the appropriate remote switch ID.

The core switches in the network only need to forward traffic based on the
FabricPath header. They are completely unaware of the endpoints. The core
switches can therefore be lean, and, in general, this helps the network scale.



For improving the scale on the edge switches, Layer 2 conversational
learning is enabled by default in a FabricPath network. With Layer 2
conversational learning, switches only learn about remote endpoints in active
conversation.

While Layer 2 ECMP became available with FabricPath, the scale-out of
first-hop routing for endpoints (aka the default gateway) was also desired.
With Anycast HSRP,!8 a four-way active-active FHRP for FabricPath was
introduced, allowing a more scalable approach than the classic centralized
two-way active-active approach with vPC.

While FabricPath has been immensely popular and adopted by thousands of
customers, it has faced skepticism because it is associated with a single
vendor, Cisco, as well as a lack of multivendor support. In addition, with IP
being the de facto standard in the networking industry, a push for an IP-
based overlay encapsulation occurred. As a result, VXLAN was introduced.

VXLAN, a MAC-in-IP/UDP encapsulation, is currently the most popular
overlay encapsulation in use. As an open standard, it has received
widespread adoption from networking vendors. Just like FabricPath,
VXLAN addresses all the STP limitations previously described. However, in
addition, with VXLAN, a 24-bit number identifies a virtual network
segment, thereby allowing support for up to 16 million broadcast domains as
opposed to the traditional 4K limitation imposed by VLAN:S.

Because VXLAN runs over an IP network, the ECMP feature of Layer 3
networks is innately available for use. In general, an overlay such as
VXLAN running on top of Layer 3 can use hierarchical addressing with IP
and any transport. However, an overlay such as FabricPath that uses a MAC-
in-MAC encapsulation requires a transparent Layer 1 transport that cannot
be addressed in a scalable manner because MAC addresses are represented
by a flat address space. In essence, with VXLAN, data center networks have
moved from being transport dependent to any-transport (aka transport
independent) with the use of IP. As a result, the previous flat MAC-based
addressing scheme for the underlay has moved to a hierarchical IP-based
addressing scheme.

The edge switches in a VXLAN network are called edge devices, and they
host the VXLAN Tunnel Endpoint (VTEP). The edge switches are
responsible for encapsulation and decapsulation of the VXLAN header. The



core switches that interconnect the various VTEPs are regular IP routers.
Notably, these do not need to have any specialized hardware or software
functionality. Also, the switches within a VXLAN network learn about each
other using regular routing protocols such as OSPF, Layer 3 IS-IS, and so
on.

The VTEPs learn about their directly attached endpoints using regular Layer
2 learning semantics. Remote endpoints are learned through a process
known as VXLAN Flood and Learn (F&L). Toward the VXLAN core,
VTEPs take the original Layer 2 frame from an endpoint and add a VXLAN
header. This header contains the outer source IP address (SIP) set to its own
VTEP IP and an outer destination IP address (DIP) set to the VTEP IP below
which the destination endpoint is attached.

With VXLAN, the endpoint-to-VTEP binding is learned using F&L
semantics. Typically, every network is identified with a unique Layer 2
virtual network identifier (L2 VNI) and associated with a multicast group.
Multidestination traffic from a VTEP is forwarded toward the VXLAN core
with the destination IP set to the multicast group associated with the
corresponding Layer 2 network. In this way, remote VTEPs that are part of
the same Layer 2 network will receive that traffic because they are part of
the same multicast tree.

After decapsulation, VTEPs perform MAC learning of remote MAC
addresses against the associated remote VTEPs (specifically L2 VNI, SMAC
to VTEP SIP). As with any other overlay, the core switches forward traffic
based only on the outer header, in this case, the outer IP header and are
unaware of the endpoint addresses. With non-multicast options for VXLAN
F&L, the IP core network does not need to support IP multicast.

With the non-multicast option, the VTEPs need to support ingress or head-
end replication. Here, multiple replicas are generated and individually
unicast to every member remote VTEP for every multidestination frame.
With VXLAN F&L, a similar approach is performed for the first-hop
gateway as with classic Ethernet. A two-way active-active FHRP in
conjunction with vPC introduces a centralized gateway approach.

Today, VXLAN is one of the few overlay protocols that can be used both as
a network overlay and a host overlay. This means the VXLAN header can be
encapsulated/decapsulated and processed not only at the VXLAN-capable



network switches but also at the server hosts themselves. This allows for
extremely flexible implementation options with seamless physical-to-virtual
integration. In addition, proposals are already in place for the next overlay
evolution, in the form of Generic Protocol Encapsulation (GPE) and
Network Service Header (NSH). However, ratification of these options may
take some time.12 For now, VXLAN remains the de facto overlay protocol
for data center deployments.

Cisco Open Programmable Fabric

With the introduction of VXLAN as a competent standards-based data center
overlay solution, learning within a VXLAN network was still based on F&L
semantics. Years of networking experience showed that flooding-based
approaches eventually present scalability challenges.

Regardless, flooding provided a mechanism to learn about endpoint,
specifically remote MAC to VTEP bindings so that subsequent traffic can be
unicast. However, if this same mapping could be distributed to the various
edge devices or VTEPs employing a control protocol, then the need for
flooding could potentially be completely eliminated.

With extensions to the BGP EVPN address family, it is now possible to
distribute endpoint (IP, MAC)-to-VTEP bindings within a VXLAN network.
In this way, the moment an endpoint is learned locally at a VTEP, using BGP
EVPN, this reachability information can be distributed to all the interested
VTEPs. Any traffic to this endpoint can then be optimally forwarded from
any other VTEP without the need for any flood traffic.

While elimination of flooding for Layer 2 traffic certainly helps scalability
to a large extent in a VXLAN network with BGP EVPN support, Layer 3
traffic can also be optimally forwarded in these networks, using specific
methodologies. Before discussing these options, however, this chapter
provides a brief primer regarding traditional Layer 3 traffic forwarding in a
data center network.

The classic three-tier topology has served the networking industry for a
fairly long time period (see Figure 1-4). Typically, endpoints or servers are
attached to the access layer, which has Layer 2 support only with appropriate
VLAN and switch port configurations. For inter-subnet communication,



traffic from the endpoints is routed via the aggregation or distribution layer
switches.

o
| '
Layer-3 = eemeennenenneees Aggregation/Distribution
—R
Layer-2 .
s Arpag

e

Figure 1-4 Classic Three-Tier Topology

The default gateway for the endpoints is hosted at the aggregation layer in
the form of Layer 3 SVIs or IRB interfaces. For redundancy, aggregation
layer switches are configured with FHRPs such as HSRP or VRRP. Various
aggregation layer switches are in turn interconnected via core layer switches.
Appropriate Layer 3 protocols allow exchange of prefix information
between aggregation and core layer switches.

With large-scale data center deployments, three-tier topologies have become
scale bottlenecks. As the number of endpoints within a network expands, the
number of IP-MAC bindings stored within the aggregation layer switches
also increases, consequently requiring support for a large FIB table. In
addition, the control plane overhead in terms of ARP and ND refreshes that
need to be handled by these switches also expands significantly. This issue,
coupled with the number of Layer 3 interfaces and corresponding tenant
VRFs that can be hosted at the aggregation layer switches, yields big
problems.

With the agility and elasticity requirements, relocating any workload to areas
where resources are available, is desirable. With three-tier topologies,



unnecessary “tromboning” of traffic through aggregation switches, which
host the corresponding default gateways, offers the best-case scenario. In the
worst-case scenario, the workloads may only be brought up below servers
that are behind the directly attached access layer switches in a given
aggregation POD.

For 4K VLANS, the aggregation layer switches might suffer from huge
scalability challenges. Therefore, with VXLAN in the picture, and its
support for up to 16 million virtual networks, a traditional three-tier topology
cannot survive such a burden. The industry at large recognized this
limitation, and a strong push toward moving Layer 3 to the access layer and
away from a centralized Layer 3 gateway approach has occurred.

Moving the default gateway to the access layer reduces the failure domains
because the access switch only needs to support first-hop protocols for
workloads below it. This certainly represents a more scalable model,
compared to the case where a single or pair of aggregation switches have to
support all endpoints below all the access switches. This has given rise to
leaf-spine or spine-leaf topologies (see Figure 1-5).
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Figure 1-5 Layer 3 Moved to the Access Layer in Clos Topology

The access layer with Layer 3 support is typically called the leaf layer. The
aggregation layer that provides the interconnection between the various leafs
is called the spine layer. With VXLAN and the elimination of STP and its
associated ill effects, the network has already moved toward greater stability.
The aggregation or spine switches now become core switches, which are
lean and only need to optimally forward traffic between the leafs. They are
completely unaware of the endpoint addresses. In addition, with the BGP



EVPN control protocol, the reason to flood any unknown unicast traffic is
essentially eliminated.

The distribution of reachability information with BGP EVPN allows the
realization of a distributed IP anycast gateway. The same default gateway
can be simultaneously configured at any and all leaf switches as needed. In
this way, when a workload moves between various leaf switches, it still finds
its default gateway directly attached to it. Any workload can be placed
below any leaf switch.

With the distributed IP anycast gateway, any routed traffic will be optimally
forwarded from the source leaf to the destination leaf. The spines provide the
required redundancy, thereby providing a simple network topology with
enough redundancy.

The Cisco open programmable fabric employs this spine-leaf—based,
multitier Clos2? topology that employs open, standards-based protocols,
specifically VXLAN for the data plane and BGP EVPN for the control
plane. The fabric encompasses not only the optimal forwarding semantics
but also the automation and manageability framework that accompanies the
solution. In short, this involves (1) Day 0 bring-up of the fabric with the
devices set up in the appropriate designated roles and the corresponding
startup configuration; (2) Day 1 operations of the fabric, which involves
provisioning of appropriate overlay configuration on the respective leaf
switches based on active workloads; and (3) Day 2 operations of the fabric,
which involves troubleshooting, manageability, and continuous monitoring
of the fabric. This also includes integration of the fabric with various
compute orchestrators as well as with Layer 4-7 service appliances.

Fabric-Related Terminology

Figure 1-6 shows some terminology that is used throughout this book. As
mentioned earlier, the fabric is comprised of leaf switches hosting a VTEP.
The leaf switches or leafs are also called edge or Network Virtualization
Edge (NVE) devices. Physical and virtual endpoints are connected to the
leafs.
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Figure 1-6 Data Center Fabric Terminology

The downstream interface from the leaf toward the endpoints is typically a
Layer 2 port over which dotlq tagged or untagged traffic is carried. One or
more spine switches provide connectivity between the leafs. Each switch
within the fabric is part of an IP network that is termed the underlay (see

Figure 1-7).
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Figure 1-7 Fabric Underlay

All interleaf traffic is VXLAN encapsulated and sent over the overlay (see
Figure 1-8). External reachability from the fabric occurs through special
nodes called borders. The border functionality may either be hosted on a leaf

(in which case it is termed a border leaf) or hosted on a spine (in which case
it is called a border spine).
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Figure 1-8 Fabric Overlay

VXLAN encapsulated traffic coming from the leaf switches is typically
decapsulated at the VTEP on the border. Also, based on the configured
Layer 2 or Layer 3 handoff, traffic is forwarded toward the external device.
Sometimes the leaf to which service appliances are attached is termed a
service leaf. Incidentally, different leaf roles are notably logical and not
physical. The same leaf switch could perform all three functions—regular,
border, and service leaf.

For efficient BGP EVPN overlay connectivity, one or more route reflectors
(RRs) are also hosted within the fabric. Typically, RR functionality is
configured on the spines or super spines. If IP multicast is employed for
forwarding multidestination traffic, rendezvous points (RPs) also need to be



hosted within the fabric. Typically, RPs are also hosted on the spines or
super spines.

Data Center Network Fabric Properties

The Clos-based fabric has several desirable properties that are especially
appealing for data center networks. This relatively simple topology offers
enhanced scalability, resiliency, and efficiency. With no oversubscription and
with equal uplink and downlink bandwidth at every leaf, the fabric offers
high bisectional bandwidth that is especially appealing for data center
applications.

With a two-tier Clos fabric, every leaf can reach every other leaf via a single
hop through a selected spine. This provides deterministic latency for all
traffic forwarded through the fabric. Adding an additional spine causes this
number of equal-cost paths to increase by one. The ECMP applies equally to
both unicast and multicast traffic as well as to both Layer 2 (bridged) and
Layer 3 (routed) traffic with the distributed IP anycast gateway at the leaf
layer.

The fabric is extremely resilient to link and node failures, and therefore it
provides a high level of redundancy. Losing a spine reduces the available
fabric bandwidth, but traffic continues to be forwarded in an optimal manner
albeit at a reduced total rate. Similarly, on link failures, traffic is redirected
to available paths, and the convergence time is governed by how fast the
underlay and overlay protocols converge.

Within a fabric, any and all subnets can be simultaneously configured on any
and all leafs, providing a true “any workload anywhere” option from a
network point of view.

The fabric has a desirable scale-out property by which more leafs can be
added if more servers, racks, or workloads are added. On the other hand, if
the workloads require additional bandwidth, more spines can be added. And
if higher bandwidth is required toward the external world, more border
nodes can be added. In this way, the fabric can be extended as needed based
on the demand.

The fabric can also be designed so that tens to hundreds to thousands of 10G
server-facing ports can be supported. With desired oversubscription



configuration, the fabric is malleable to support different kinds of workload
environments with varying capacities.

Server or Endpoint Connectivity Options

The endpoints typically attached to a leaf may be bare-metal machines,
virtual workloads, storage devices or service appliances. The endpoints may
be attached to the leafs either directly or via fabric extenders (FEX)2L or, in
some cases, via blade switches. With the introduction of the Nexus 2K series
of switches, FEX technology came to the forefront, and since then, it has
gained widespread acceptance in a relatively short period of time.

Logically, a FEX module can be treated as an external line card that is
completely managed from the parent switch to which it is attached. All
management and configuration of the FEX module is done from the parent
switch. Traffic to and from FEX-connected end hosts is switched and routed
at the parent switch.

With FEX, the end-of-row (EoR) or middle-of-row (MoR) topologies are
prevalent, where the FEX typically serves as the top-of-rack (ToR) switch
per rack and where every FEX connects to a MoR or EoR switch. MoR
deployments have the advantage of requiring shorter cables for connectivity
compared to EoR deployments.

With respect to a fabric, various FEX connectivity combinations are
possible, as shown in Figure 1-9. These combinations depend on whether the
server is dual attached directly to the leaf or via the FEX. The FEX itself
may even be dual attached to a pair of leaf switches configured as vPC
peers.
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Probably the most common option is to have straight-through FEX with one
on each vPC peer while having a server dual attached to these FEXs via a
PortChannel. This allows fault tolerance in case of a link failure, FEX
failure, or vPC peer failure. If even more redundancy is required, enhanced
vPC or EvPC deployments may be used, where both the servers and the
FEXs are dual attached.

Blade chassis-based server deployments are extremely popular as well,
providing the advantages of packing more compute power in the same rack
space, simplifying management, and reducing the amount of cabling
required. Blade switches such as the Cisco UCS Fabric Interconnect [FI]
series of switches,?2 can also be connected southbound from the leafs. Figure
1-10 shows common southbound connectivity options with the UCS FI.
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Figure 1-10 Southbound UCS-FI Connectivity Options

For a complete data center solution, along with compute and network
features, storage also needs to be considered. The fabric is flexible enough to
support both traditional Fibre Channel (FC)?2-based storage and IP storage
options. Cisco Nexus devices support the unified port option, where a port
can be configured to carry either Ethernet or FC traffic.

Fibre Channel over Ethernet (FCoE)#* technology eliminates the need for
having a dedicated Ethernet link and a separate FC link. FCoE allows a
converged southbound connectivity option to the servers, where the same
link can carry both Ethernet and FC traffic. Upstream from the leafs, the
traffic can be separated into Ethernet traffic that is carried over the VXLAN
core, and storage traffic that is carried over a separate storage network.

With the popularity of IP storage and the rapid rise of hyperconvergence
solutions, the need for having a separate storage network has been
completely eliminated. The Cisco HyperFlex22 solution provides an
evolutionary approach for IP storage that is fully backward compatible with
current deployments and easily integrated with a VXLAN BGP EVPN-
based fabric. The fabric integrates well with both FC and IP storage devices.

This brief introduction to the VXLAN BGP EVPN-based fabric will allow
acceleration to grasp the concepts discussed in subsequent chapters, which
deal with the details of various control and data plane nuances and how
traffic is forwarded within and outside the fabric. The VXLAN BGP EVPN-
based fabric is a giant step toward realization of an extremely scalable
network that is going to serve cloud-based data center environments for the
foreseeable future.

Summary

This chapter provides a brief introduction to the Cisco VXLAN BGP EVPN
fabric. The chapter begins with a description of the requirements of modern
data centers. Subsequently, it gives an overview of how data centers evolved
over the years leading to a VXLAN BGP EVPN-based spine-leaf fabric.
Common fabric-based terminologies are introduced, along with a description
on what makes the fabric extremely scalable, resilient, and elastic.
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Chapter 2 VXLAN BGP EVPN Basics

In this chapter, you will learn about the following:

m VXLAN and its typical Flood and Learn (F&L) use case

= The evolution of a BGP EVPN control plane for VXLAN-based data
center environments

= Basic Route type messages employed with BGP EVPN for network
virtualization overlays

The paradigm shift toward cloud has included the adoption of an increasing
degree of virtualization, where an array of physical servers and I/0 devices
can host multiple virtual servers that can all share the same logical network
despite being in remote geographic locales. As opposed to the traditional
north—south direction of data traffic between clients and servers,
virtualization has facilitated greater east—west data traffic within the data
center. East—west traffic describes data communications between servers
and/or various applications all contained within the data center. Because
much of the data required by the end user in a corporate network or on the
Internet involves more complex data, certain preprocessing activities are
required. As a means to demonstrate this preprocessing need, one example
of east—west traffic involves access from a web server (via an app server) to
the database.

Dynamic rendering of websites and/or business applications often uses a
two- or three-tiered server architecture, where one tier must communicate
with a second tier before delivering the requested data to the end user. When
these tiers communicate with one another or need access to data storage or
other data residing in the same data center, the term east—west trdffic is used
because this represents a more horizontal path profile (see Figure 2-1).
Another example of east—west traffic is a user making a request to a social
networking site (such as www.facebook.com), which results in a rapid set of
exchanges between the servers sitting on the data center backend and
returning a web page that has lots of information about the user, his friends’
feeds, the associated advertisements that may match the user’s preferences,
and so on.
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Figure 2-1 East—West Communication Flow

Typically, groups of devices are isolated into a broadcast domain using
virtual local area networks (VLANs). A VLAN is assigned an IP subnet, and
all the hosts within that VLAN have unique IP addresses within that subnet.
A VLAN based on the IEEE 802.1Q standard is represented by a 12-bit tag.1
This limits the maximum number of VLANSs to 4096, thereby limiting the
number of supported unique network identifiers or broadcast domains. In an
era of multitenant cloud deployments, 4K VLANSs are not enough. Because a
single tenant might require several network IDs (VLANSs) for different
application tiers, saturation of these virtualized networks became a notable
problem.

With virtualization, the number of end hosts, which now occupy virtual
workloads or virtual machines within a broadcast domain, has skyrocketed.
Scalability issues are paramount as a result. A typical 48-port access layer
switch traditionally had 48 servers attached to it. With virtualization, this
number has increased 20- to 30-fold. In some cases, this increase is even
greater due to the fact that containers are becoming popular.? As a result, a
switch now needs to cater to this increased capacity by having larger
hardware forwarding table resources; this is a MAC table explosion problem
from a data plane point of view.2 In addition, the switches also have to



service first-hop protocols (for example, DHCP, ARP, ND, IGMP) for these
workloads, which results in an increase in the control plane overhead.

The classical protocol for establishing a loop-free environment in a Layer 2
broadcast domain has been the IEEE 802.1D Spanning Tree Protocol (STP)
and the corresponding evolved revisions, Rapid Spanning Tree Protocol
(RSTP; IEEE 802.1w) and Multiple Spanning Tree (MST; IEEE 802.1s).2
STP has served networking environments for over 20 years. As discussed in
Chapter 1, “Introduction to Programmable Fabric,” STP has several
drawbacks, such as increased convergence time on switch/link failures, non-
optimal forwarding between switches since the packets traverse a tree, and
no multipath or equal-cost multipath (ECMP) options (an attractive feature
of Layer 3 networks). The increase in the host scale in a broadcast domain
demands a better option than STP for supporting large data center
environments.

Because virtualization permits decoupling of an end host from a physical
server, migration and mobility demands of data centers, allowing movement
from one physical server to another, have resulted in higher bandwidth
requirements of such networks. This fact is further supported by the change
in network communications, which adopt an “any-to-any” model, where any
host can communicate with any other host on the network, logical or
physical. In addition, agility, power efficiency, and ease of manageability are
additional demands of data centers as utilization expands. Given these
requirements, it is evident that traditional networking paradigms are
insufficient.

The rise in horizontal data center traffic requires solutions to address the
broadcast domain limitations exhibited by 12-bit VLANs. Overloading
VLANSs with different multiple IP subnets has not solved the problem
because it does not provide the isolation required in multitenant
environments. In addition, different tenants may have network identifiers
with overlapping IP subnets. Thus any solution needs to somehow maintain
Layer 2 bridging semantics while achieving better Layer 2 isolation of
tenants with a higher capacity for network IDs. In order to accommodate the
needed flexibility, scalability, mobility, and agility that data centers now
require, an extended virtualized network solution was required. To fill this
need, network virtualization overlays came to the forefront.



Overlays

Network virtualization overlays have become the de facto solution to address
the problems just described related to data center expansion. Overlays
provide a level of indirection, which allows the abstraction of the existing
network technologies and extends classic network capabilities. As stated by
David Wheeler, “All problems in computer science can be solved by another
level of indirection, except of course for the problem of too many
indirections.”2 This fundamental computer science idea supports the concept
of network virtualization overlays.

The concept of overlays has been around in the networking world for quite a
while. Chapter 1 describes the drawbacks of conventional networks that led
to the evolution of overlays. As the name implies, an overlay is a static or
dynamic tunnel that runs on top of a physical network infrastructure. In the
1990s, MPLS- and GRE-based encapsulations started to gain popularity.®Z
Subsequently, other tunneling technologies, such as IPsec,2 6in4,2 and
L2TPv3,12 also came to the forefront, but they were typically used at WAN
edge devices. These tunnels were employed either for security purposes, for
simplifying routing lookups, or in the case of 6in4 for example, for carrying
payloads over a transport network that was not capable of supporting the
payload type.

With overlays, the original packet or frame is packaged or encapsulated at a
source edge device with an outer header and dispatched toward an
appropriate destination edge device. The intermediate network devices all
forward the packet based on the outer header and are not aware of the
original payload. At the destination edge device, the overlay header is
stripped off, and the packet is forwarded based on the inner payload.

Overlays have been used in data center environments only since 2008. That
time frame also saw the rise of software defined networking (SDN) and the
adoption of the cloud. Overlays in data center environments are referred to
as network virtualization overlays. The name comes from the fact that most
of the trends in data centers were revolutionized by the rapid adoption of
server virtualization. When considering network virtualization overlays, a
few distinct characteristics need to be considered. A primary feature that all
these network virtualization overlays exhibit is related to the concept of
location and identity. Identity identifies an end host and could be its IP



address, its MAC address, and so on. Location identifies the tunnel edge
device that is responsible for encapsulating and decapsulating tunnel traffic
for that end host. As mentioned earlier, the end hosts themselves could be
virtual machines, bare-metal servers, containers, or any other workload. The
outer header of the overlay references the source and destination locations,
and the inner header references the source and destination end host
identities.

The other notable feature pertains to the specific overlay service an overlay
provides. This dictates the type of overlay as well as the associated header
format. Overlay services are routinely offered as either Layer 2 (bridging) or
Layer 3 (routing) services; however, many modern overlays provide both
Layer 2 and Layer 3 services. The original packet (Layer 3) or frame (Layer
2) can be encapsulated into another packet (Layer 3) or frame (Layer 2).
This provides potentially four combinations, depending on whether a
packet/frame is carried in another packet/frame. If the outer header is a
Layer 2 frame, the overlay approach is referred to as frame encapsulation.
Examples of overlays that employ frame encapsulation are TRILL,L Cisco
FabricPath,2 and SPB (IEEE 802.1Qaq).2 On the other hand, if the outer
header is a Layer 3 packet, the overlay is referred to as packet encapsulation.
Examples of overlays that employ packet encapsulation are LISP, VXLAN,
and NVGRE.14

With Overlay services defined along with the different data-plane
encapsulations, a method of transport to move the data across the physical
network is required. This method of transport is typically an underlay
transport network (or simply the underlay). In defining the underlay, we
need to know the OSI layer where tunnel encapsulation occurs. In some
sense, the overlay header type dictates the type of transport network. For
example, with VXLAN, the underlying transport network (underlay) would
be a Layer 3 network, which would transport the VXLAN-encapsulated
packets between the source and destination tunnel edge devices. Thus, the
underlay provides reachability between the various tunnel/overlay edge
devices.

Usually reachability is distributed via an appropriate routing protocol.
Discovery of these edge devices is a prerequisite to the operation of any
overlay service. It should be noted that overlays incur a per-packet/frame
overhead of n bytes, where n is the size of the overlay header along with the



associated outer headers. The original payload encapsulated into the overlay
header is transported over the underlay; hence, the underlay network must be
provisioned with the appropriate maximum transmission unit (MTU) to
ensure delivery of the overlay traffic.

Next, the network virtualization overlay requires a mechanism to know
which end hosts are behind which overlay edge device. This allows the
tunnel edge devices to build the location-identity mapping database. The
mapping information may be facilitated via a central SDN controller (such
as a Cisco APICL2 or an OpenDaylight controllerl®) or via an overlay end
host distribution protocol (such as BGP EVPNZ or OVSDB!) or via a data
plane—based discovery scheme (such as Flood and Learn [F&L]). Using this
information for a destination end host lookup, the source edge device can
push an overlay header with the appropriate fields so that the packet/frame
can be delivered to the destination edge device and, subsequently, to the
destination end host. Because end hosts typically belong to a certain tenant,
it is imperative that the overlay header has some notion of tenancy. By
pushing the appropriate tenant context information in the overlay header at
the source device during encapsulation, the destination edge device can
perform a per-tenant destination lookup post decapsulation, thereby ensuring
isolation among tenant traffic. This is a primary requirement in multitenant
data center environments.

The data plane for overlays, in addition to providing unicast encapsulated
transport of Layer 2 or Layer 3 traffic, also needs to handle the transport of
multidestination traffic. Multidestination traffic is typically referred to as
“BUM,” which stands for “broadcast, unknown unicast, or multicast.”
Handling these traffic types requires special capabilities to receive imposed
multidestination packets from the overlay and then replicate and transport
these packets accordingly in the underlay. The two most common methods
that can accommodate this replication and transport in the underlay are IP
multicast and ingress replication (also called head-end replication or unicast
mode).

Network virtualization overlays can be initiated either from physical servers
or network switches, typically the top-of-rack (ToR) switches connected to
the servers. The physical servers are typically virtualized so that they can
host a virtual switch/router that has enhanced capability of encapsulating and
decapsulating the overlay header. This model requires the network switches



to only provide connectivity between the virtualized servers, which in turn
permits transport of data between the virtual end hosts, using what are called
host overlays.

For deployments where there is a mix of bare-metal and virtualized
workloads, the ToRs take care of pushing/popping the overlay headers for all
kinds of workloads beneath them. These are termed network overlays. Both
host overlays and network overlays are extremely popular and represent
commonly deployed options for addressing the scale challenges in
multitenant data center environments. Each has pros and cons, but the best of
both worlds can be realized by using hybrid overlay environments, where
both host overlays and network overlays are supported, allowing for
optimized physical-to-virtual (P2V) communication (see Figure 2-2).
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Figure 2-2 Host, Network, and Hybrid Overlays

With a basic understanding of essential features of overlay services, an
overview of the commonly used taxonomy for both the underlay and the
overlay, is presented. The underlying transport network, or underlay, is
typically composed of transit devices that interconnect the edge devices.
Edge devices serve as boundary devices for the underlay and are connected
to end hosts and to non-overlay-speaking devices such as physical and
virtual servers. Thus, edge devices connect LAN segments with the
underlay.

Within the edge devices resides the functionality for encapsulation and
decapsulation of overlay data traffic and for building the whole overlay
network. In VXLAN terminology, this functionality on the edge device is
termed a VTEP, which stands for VXLAN Tunnel Endpoint. Figure 2-3
illustrates the key terms and functions involved in a VXLAN underlay.
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While an edge device can host multiple VTEPs that may participate in
different underlays, typically an edge device hosts a single VTEP. As a
result, throughout this book we frequently use the terms VTEP and edge
device interchangeably. Between the VTEPs, tunnel encapsulation is used to
provide the overlay services. In regard to VXLAN, these services are
distinctively identified with a virtual network identifier (VNI), which
significantly expands the ability to accommodate a much larger scale of
broadcast domains within the network. These aspects make VXLAN very
attractive. Figure 2-4 illustrates the key terms and functions involved in a
VXLAN overlay.
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Introduction to VXLAN

The scalability limitations of VLANs have created a need for alternative
solutions as virtualization has expanded. Yet, at the same time, utilization of
bridging semantics of OSI Layer 2 have needed to be preserved in order to
link specific VMs and legacy devices within networks. In order to achieve
this, VXLAN (Virtual Extensible Local Area Network) was developed.
VXLAN extends the number of network IDs from 4096 to 16 million and
provides a MAC-over-IP/UDP overlay that extends the existing VLAN
namespace, thus increasing the number of broadcast domains exponentially.
Hence, VXLAN represents a Layer 2-in-Layer 3 overlay. Edge devices are
responsible for pushing and popping the VXLAN header through the hosted
VTEP functionality.

In essence, a VXLAN connects two or more networks over Layer 3 while
allowing workloads or servers on these different networks to continue
sharing the same Layer 2 broadcast domain. Thus, while VLAN always
operates in the Ethernet data link layer (Layer 2) only, VXLAN operates
across Layer 3. In addition, as mentioned earlier, Layer 2 Ethernet networks



employ STP for loop prevention, which creates a loop-free topology and
hence a single active path for VLAN traffic. However, by using Layer 3 with
VXLAN, all possible paths between the VTEPs can be employed via ECMP,
which also greatly increases utilization of the fabric. Even by using ECMP
in the underlay, a single distinct path between the VTEPs in the overlay is
used while still leveraging all available ECMP paths. And by using an IP
core as part of its underlay, VXLAN has made it easier to debug and
maintain data centers by leveraging existing network expertise.

Inner aspects of the VXLAN header refer to Layer 2 components, while
outer headers reflect the Layer 3 edge devices. Thus, the VXLAN header
contains the original Layer 2 Ethernet frame of a workload, which includes
the inner MAC source address as well as the inner MAC destination address,
the original Ethernet payload, and the frame check sequence. In addition, the
original inner 802.1Q header of the Layer 2 Ethernet frame is removed and
mapped to a VNI to complete the VXLAN header, as illustrated in Figure 2-
5.
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Figure 2-5 VXLAN Frame Format

The VXLAN header is preceded by an outer UDP header, an outer IP header,
and an outer Ethernet header. The destination port number of the outer UDP
header is set to 4789.12 The UDP source port number is generated based on
the fields of the original or inner header. The source IP address in the outer
IP header is set to that of the source VTEP, while the destination IP address
is set to that of the destination VTEP. The derivation of the outer Ethernet
header is based on a routing lookup on the outer IP header, using regular
Layer 3 lookup semantics. In this way, VXLAN adds a 50-byte overhead to



the existing Ethernet frame or 54-byte overhead, if an optional IEEE 802.1Q
tag is added. Figure 2-6 illustrates the VXLAN frame format.
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Figure 2-6 VXLAN Frame Format Details

Typically, in a Layer 3 network with ECMP, load balancing is achieved for
forwarding traffic by choosing one of several equal-cost paths based on the
popular 5-tuple input.2 Typically, the 5-tuple comprises the source IP
address, destination IP address, Layer 4 (L.4) protocol, source L4 port, and
destination L4 port. With VXLAN, for all traffic destined between
workloads behind the same pair of source and destination VTEPs, all the
other fields in the outer headers other than the UDP source port are identical.
Since the UDP source port varies based on the contents of the inner
packet/frame, it provides the necessary entropy to select different paths for
different end host flows between the same source and destination VTEP pair.
Hence, the ability to appropriately generate the UDP source port values is an
important feature that should be supported by VTEPs, regardless of whether
they are implemented in a software or hardware form factor. This is a critical
differentiator of VXLAN compared to other overlays.

With an IP underlay, any appropriate routing protocols such as OSPF,2L IS-
IS,22 etc. can be employed for all the VTEPs to establish connectivity to one
another. The IP underlay needs to provide a means to transport overlay
single-destination and multidestination traffic. One way to transport



multidestination traffic is using IP multicast in the underlay. In this case, the
underlay employs Protocol Independent Multicast (PIM), which is a family
of multicast routing protocols for IP networks. Popular PIM options for IP
multicast include PIM Any Source Multicast (ASM), PIM Single Source
Multicast (SSM), and Bidirectional PIM (BIDIR).22 Chapter 4, “The
Underlay,” goes into further detail on both unicast and multicast routing
options for the IP underlay. A VXLAN VNI is mapped to an appropriate IP
multicast group. This is done at configuration time, when the VNI is
configured at a VTEP. As a result, the VTEP joins the corresponding
multicast tree established via PIM. In this way, all VTEPs that are members
of the same VNI are part of the same multicast group. Multidestination
traffic originating from an end host that is part of a given VNI is transported
to all other end hosts in that VNI over VXLAN where the outer destination
IP address is set to the multicast group address associated with that VNI.

VXLAN Flood and Learn (F&L)

Consider the sample network topology shown in Figure 2-7, which
illustrates a typical F&L-based communication in a VXLAN network.
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Figure 2-7 VXLAN F&L

Host A (IP 192.168.1.101) below VTEP V1 (10.200.200.1) and Host B (IP
192.168.1.102) below VTEP V3 (10.200.200.3) are part of the same
VXLAN segment with VNI 30001. The network subnet associated with VNI
30001 is 192.168.1.0/24, and the associated multicast group is 239.1.1.2.
When VNI 30001 is configured at V1 and V3, they both join the multicast
group 239.1.1.2 as interested receivers. Assume that Host A wants to
communicate with Host B.

As is usually the case, Host A will first try to resolve the IP-MAC binding
associated with Host B, using Address Resolution Protocol (ARP). Host A
sends out an ARP request with DMAC=FFFF.FFFF.FFFF and
SMAC=00:00:30:00:11:01. VTEP V1 receives this ARP request and
performs a Layer 2 lookup based on [VNI=30001,
DMAC=FFFF.FFFF.FFFF]. VTEP V1 determines that this is a
multidestination frame that needs to be sent out to all members of VNI



30001. Consequently, it encapsulates this packet with a VXLAN header with
VNI=30001, Source IP=10.200.200.1, and Destination IP=239.1.1.2.

The VXLAN-encapsulated packet is sent out toward the IP core. The packet
is forwarded over the multicast tree and then reaches all interested receivers,
including V3. The VXLAN-encapsulated packet is decapsulated at V3
because it has [VNI=30001, Group=239.1.1.2] configured locally. Layer 2
learning results in the entry [VNI=30001, MAC=00:00:30:00:11:01-
>10.200.200.1] being learned at V3. A Layer 2 lookup is performed at V3
based on [VNI=30001, DMAC=FFFF.FFFE.FFFF]. Because this is a
broadcast packet, it is locally forwarded to all hosts below V3 that are part of
VNI 30001, including Host B. On receiving the ARP request, Host B sends
out an ARP response with DMAC=00:00:30:00:11:01 and SMAC=
00:00:30:00:11:02. V3 receives this packet, and it performs local learning
and a destination lookup based on [VNI=30001,
DMAC=00:00:30:00:11:01]. This results in a Layer 2 table HIT, and the
packet is VXLAN encapsulated and sent toward V1.

The salient fields of interest in this packet are VNI=30001, Source
[P=10.200.200.3, and Destination IP=10.200.200.1. The encapsulated packet
is delivered to V1 via regular Layer 3 routing. V1 also performs Layer 2
learning and then the destination lookup based on [VNI, DMAC] results in
the ARP response packet from Host B being delivered to Host A. In this
way, the host MAC information is appropriately populated at both VTEPs,
and Hosts A and B know about each other’s MAC-IP binding. Subsequent
traffic between Hosts A and B is then unicast over VXLAN between V1 and
V3, respectively.

Through this mechanism, the multidestination traffic is flooded over the
VXLAN between VTEPs to learn about the host MACs located behind the
VTEPs so that subsequent traffic can be unicast. This is referred to as an
F&I mechanism. Given this, communication within a VXLAN VNI follows
regular Layer 2 forwarding semantics, just as is the case within a VLAN (see
Figure 2-8). The main difference is that the VXLAN VNI domain spans
Layer 3 networks over an IP underlay.
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Multiple VNIs may share the same multicast group. This is because having
16 million potential VNI options and having a unique 1:1 mapping between
a VNI and a multicast group requires an exorbitant number of software and
hardware resources, making it impractical for deployment. In fact, in most
practical deployments, a maximum of 512 or 1024 multicast groups are
supported. This means that a VTEP may receive VXLAN-encapsulated
multidestination traffic for a VINI that is not locally configured. Isolation at
the network level is still maintained, because every VXLAN network
segment has a unique VNI, and the lookup key is always [VNI, DMAC].
One alternative to IP multicast for handling multidestination traffic in a
VXLAN environment is to use ingress replication (IR), or head-end
replication. With IR, every VTEP must be aware of other VTEPs that have
membership in a given VNI. The source VTEP generates n copies for every
multidestination frame, with each destined to other VTEPs that have
membership in the corresponding VNI. This places an additional burden on
the VTEPs, but it has the benefit of simplification since there is no need to
run multicast in the IP underlay.




VXLAN is one of the few overlays that has been used both as a host overlay
and as a network overlay. With the rise of SDN, VXLAN has been heavily
used as a host overlay, with physical servers hosting software VTEPs that
perform VXLAN encapsulation and decapsulation for traffic between
virtualized workloads. To establish communication between legacy
workloads that do not support VXLAN, Layer 2 VXLAN gateways come to
the forefront, providing translation between legacy VLAN-based and
virtualized VXLAN-based domains. Networking vendors started to support
VXLAN in their hardware switches, thereby providing options for use of
VXLAN as a network overlay. This paved the way for a hybrid environment
where both software and hardware VTEPs can be simultaneously supported
in the same data center environment.

VXLAN provided a notable solution for the issues of poor scalability, the
need for enhanced network mobility, and preserved network manageability.
However, some disadvantages with VXLAN have been identified. While
VXLAN defined an extensible data plane for virtual networks, a control
plane was not specified in this regard. Consequently, the native F&L-based
approach employed by VXLAN is far from ideal since the broadcast domain
for a VXLAN now spans Layer 3 boundaries. In general, any flooding-based
mechanism will have serious concerns, especially as the scale increases. As
discussed in Chapter 1, VXLAN F&L suffers from the same disadvantages
as Ethernet F&I.-based networks. Thus, while VXLAN offers significant
advantages in some aspects related to the increasing data center demands, it
fails to offer a comprehensive solution in total. The missing piece is a
mechanism to learn about end hosts behind a VTEP without the need to
flood traffic. This is accomplished using a BGP-based control protocol
extension.

Introduction to BGP EVPN with VXLAN

Utilization of VXLAN clearly offers many advantages for multitenant data
centers through advancing the number of network identifiers and through its
Layer 3 overlay platform. But while STP is avoided by incorporating the IP
core for data transport, multicast protocols are still required to emulate
flooding over a Layer 3 network when seeking destination workloads before
specific host-to-host identifiers are learned and defined. Therefore, VXLANSs
traditionally have utilized F&L. approaches when transporting data over a



network. All logical and legacy devices within the network behind the
destination VTEP addresses receive data from the originating workload in an
effort to target the destination workload, and once received by its intended
destination address, specific MAC address information is provided back to
the originating workload so that host learning occurs. Once learned, a direct
host-to-host connection is established within the VXLAN network segment.

With this in mind, the use of Border Gate Protocol (BGP)?* and Ethernet
VPN (EVPN)2 addresses some problems related to learning via flooding by
minimizing the extent to which this needs to occur. BGP is a longstanding,
standardized protocol for Network Layer Reachability Information (NLRI)
exchange to facilitate host-to-host reachability within the network. BGP has
effectively demonstrated that it can scale at the Internet level. Being a hard-
state protocol, one that initiates messaging only when there is a change of
some sort in the network reachability information that it is advertising, BGP
messaging has been extended in various ways. In the context of network
virtualization overlays, BGP provides a data directory of all MAC and IP
addresses of devices (logical and otherwise) behind a VTEP within a
VXLAN network segment. As a result, BGP permits a clear structure of
standardized numbering and naming of VXLAN destinations, which
eliminates the need to flood in order to learn addressing information.
Multiprotocol BGP has similarly been well established in operating in IP
networks with multitenancy support,2® and its use in combination with
EVPN offers the needed control plane aspects.

The EVPN extensions that are part of BGP (or Multiprotocol BGP [MP-
BGP])% add enough information within these standardized identifiers so
data exchange may occur efficiently between workloads. EVPN transports
information between source and destination VTEPs within a VXLAN, using
BGP/MP-BGP formatting to identify reachability of specific [P and MAC
address destinations behind a VTEP. Through integrated routing and
switching,22 EVPN facilitates transport for both Layer 2 and Layer 3, using
known workload addresses present within the VXLAN network. As a result,
the need for unnecessary flooding for learning can be notably reduced, and
in some cases, it can be completely eliminated.

In a nutshell, the EVPN address family allows the host MAC, IP, network,
VREF, and VTEP information to be carried over MP-BGP. In this way, as
long as a VTEP learns about a host behind it (via ARP/ND/DHCP etc.),



BGP EVPN distributes and provides this information to all other BGP
EVPN-speaking VTEPs within the network. As long as the source VTEP
continues to detect a host behind it, an EVPN update message is not sent out.
As a result, other VTEPs need not “age out” any remote host reachability
information. This prevents any kind of aging-related churn that may happen
in typical F&L scenarios, thereby greatly enhancing network scalability.

To expand on this concept a bit further, it is sometimes presumed that BGP-
EVPN eliminates the need for flooding altogether, but this is not actually
valid. VXLAN operates as the data plane of the network and transports data.
Hence, for handling BUM traffic over VXLAN, the sourcing VTEP is still
required to send multidestination traffic to multiple VTEPs, either using IP
multicast or ingress replication. While flooding due to unknown unicast
traffic can perhaps be eliminated (if there are no “silent” hosts, or hosts that
have not yet been discovered and only respond when spoken to), broadcast
traffic due to ARP, DHCP, and other addressing protocols may still incur
flooding. Examples of these include a web server, some firewalls, or some
select service appliances. In the era of virtualization, the number of silent
hosts has been reduced; however, these hosts have not been completely
eliminated. Therefore, through the use of the EVPN control plane, the need
for flooding is reduced, but EVPN does not remove the need for it entirely.

BGP EVPN differs from F&L in several ways. Both peer discovery and
remote end host learning are handled in a completely different fashion
because BGP EVPN distributes endpoint identifiers (MAC and optionally IP
addresses) as well the endpoint-associated IP prefix information behind a
VTEP. Likewise, peer VTEP authentication is different, with the control
plane containing the required information rather than waiting for unicast
learning responses. In addition, BGP EVPN narrows host route distribution
through the use of this control plane. As a result, ARP requests are
suppressed within the VXLAN network, which markedly enhances the
efficiency of the data transport. Given these characteristics, the use of BGP
EVPN with VXLAN offers an improved means by which data transport is
facilitated and controlled so that the number of specific hosts being
identified within a network can increase exponentially.

MP-BGP Features and Common Practices



The VXLAN BGP-EVPN solution is based on MP-BGP, as described in
RFC 4760.22 The main feature in MP-BGP is to allow a multiplex of address
families and related NLRI into a single BGP peering session. As a result,
MP-BGP also allows VPN services across this single BGP peering session
and provides embedded logic for separating reachability information for the
separate tenants. The terms tenant, VPN, and VRF are used interchangeably
here.

MP-BGP address families are used to transport specific reachability
information. Popular address families include VPNv4 and VPNv6, which are
widely used for Multiprotocol Label Switching (MPLS) between different
data center sites with Layer 3 VPNs. Other VPN address families (for
example, Multicast VPN [MVPN]) are used to transport reachability of
multicast group information within MPLS or other encapsulations in a
multitenant environment. In case of VXLAN, the focus is on the address
family L2VPN EVPN, which describes the method of transporting tenant-
aware Layer 2 (MAC) and Layer 3 (IP) information across a single MP-BGP
peering session.

In BGP, when using a single autonomous system (AS), the peering between
BGP speakers is called internal BGP (iBGP). iBGP is mainly used to
exchange information between all the speakers in a synchronous fashion
across the entire AS. iBGP requires full-mesh peering as reachability
information must be learned from an iBGP speaker and must not be relayed
to any other iBGP speaker. In order to change this behavior, iBGP can utilize
the function of a route reflector (RR). An RR is allowed to receive iBGP
information and then “reflect” the information to any of its RR clients—that
is, all known iBGP neighbors. With iBGP and RR function, BGP peerings
can be optimized so the requirement of using a full-mesh BGP peering can
be abandoned (see Figure 2-9). Likewise, this also permits the control plane
to be scaled higher (that is, N sessions for N peers versus N(N—1)/2 or O(N?)
sessions required with full-mesh connectivity).
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With external BGP (eBGP), peering between BGP speakers is achieved
between different autonomous systems. This means, for example, that a BGP
speaker in AS 65500 can be peered with its neighbor BGP speaker, which
resides in AS 65501 (see Figure 2-10). In eBGP, the rules for route exchange
are slightly different. Unlike with iBGP, which requires full-mesh peering
without the use of an RR, BGP reachability information received from an
eBGP speaker is always sent to all its neighbors. In addition, compared to
iBGP, eBGP has implicit next-hop self-semantics so that every route
originated by the eBGP speaker is advertised with itself as the next hop.
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Figure 2-10 eBGP with no Route Reflector

MP-BGP is well known for its multitenancy and routing policy capabilities.
In order to differentiate between routes stored in the BGP tables, MP-BGP
uses Route Distinguishers (RDs). An RD is 8 bytes (64 bits) and composed
of three fields. The first 2 bytes are the Type field, which determines how the



Value field will be interpreted. The remaining 6 bytes are the Value field,
which can be filled according to three well-known formats.

As illustrated in Figure 2-11, the first format is type 0, where a 2-byte
autonomous system number plus a 4-byte individual number completes the
Value field of the RD. For type 1 and type 2, the first portion of the Value
field is similar in size (each 4 bytes), but the content of this portion differs: It
is the IP address in type 1 and the AS number in type 2. The latter portion of
the Value field for both type 1 and type 2 formats is again a 2-byte individual
number field. As a common best practice for separation and path efficiency,
a good rule of thumb is to use a unique RD on a per-VRF, per-router basis so
each logical virtual router instance is individually identifiable.

Type 0 2-byte ASN 4-byte Value
Type 1 4-byte IP 2-byte Value
Type 2 4-byte ASN 2-byte Value

Figure 2-11 Route Distinguisher Formats and Types

In addition to providing unique identifiers for multiple tenants, MP-BGP
also uses route policies to prioritize routes in a particular logical instance.
This is achieved via an attribute called a Route Target (RT). An RT attribute
can be thought of as identifying a set of sites, though it would be more
precise to think of it as identifying a set of VRFs. Associating a particular
RT attribute with a route allows that route to be placed in the VRFs that are
used for routing traffic that is received from the corresponding sites.

The RT’s notation is similar to that of the RD, but its function is rather
different. While one is used to uniquely identify prefixes of entries in the
BGP table, the other controls the import or export of these prefixes (see
Figure 2-12). RTs essentially are tags placed on a route to identify routes,
which may be preferentially important.

By using RTs, routes can be identified and placed in different VRF tables.
With the control of an export RT, prefixes can be steered, at the ingress
switch, to receive a special tag assigned in MP-BGP. Likewise, if the same



RTs on the import side are being used, all the routes marked at the export can
then be imported preferentially as well. RTs are also 8 bytes long, but
formatting can be rather freely used, apart from the prefix:suffix notation.
Cisco provides automated derivation of RDs and RTs for simplification.

VRF-A
Export
VRE-A 65501:50001
Import Import
65501:50001 [« »  65501:50001
Export
65501:50001

Figure 2-12 Route Target Concept

Note

Automated derivation of RD uses the type 1 format with RID
Loopback IP: internal MAC/IP VRF ID (RD: 10.10.10.1:3). For
automatic derivation of RT, the format is ASN: VNI (RT:
65501:50001).

Multiprotocol BGP contains many more features and functions. For the
specifics of the VXLAN EVPN solution, the RD and RT fields are described
to understand generic prefix advertisement. Further, extended community
attributes are carried in MP-BGP to amend the existing prefixes with further
information for forwarding. However, this information is beyond the scope
of this introduction to MP-BGP and its associated common practices.



IETF Standards and RFCs

VXLAN EVPN pertains to multiple Internet Engineering Task Force (IETF)
Requests for Comments (RFCs) or drafts. The generic control plane for
EVPN is described in RFC 7432. This RFC defines the general rules of
engagement of the MP-BGP EVPN address family and its NLRI for the
different data plane implementations. While specific drafts exist to define
the details for MPLS, for Provider Backbone Bridges (PBB), and for the
network virtualization overlay (NVO) implementations, our main focus
involves the implementation of BGP EVPN for the NVO data plane with
VXLAN (see Figure 2-13).
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Figure 2-13 IETF RFC/Drdft for Control and Data Plane

The relevant IETF draft describing the VXLAN implementation for EVPN is
draft-ietf-bess-evpn-overlay. This draft is part of the BGP Enabled Services
(BESS) working group2? and defines functions like encapsulation markers,
how to construct EVPN routes, and how subnets are mapped to an EVPN
virtual instance (EVI). Subsequent implementation drafts are draft-ietf-bess-
evpn-inter-subnet-forwarding and draft-ietf-bess-evpn-prefix-advertisement.
Both of these additions describe how the Integrated Routing and Bridging
(IRB) and Layer 3 routing operation in EVPN are handled. Table 2-1 lists
the VXLAN BGP EVPN-related RFCs/drafts currently implemented on the
Cisco Nexus operating system (NX-OS).




RFC/Draft Title Category

RFC 7348 Virtual Extensible Local Area Network Data plane
RFC 7432 BGP MPLS Based Ethernet VPNs Control plane
draft-ietf-bess-evpn- A Network Virtualization Overlay Control plane
overlay Solution Using EVPN

draft-ietf-bess-evpn-inter- Integrated Routing and Bridging Control plane
subnet-forwarding in EVPN

draft-ietf-bess-evpn- IP Prefix Advertisement in EVPN Control plane

prefix-advertisement

draft-tissa-nvo3-oam-fm NVO3 Fault Management/OAM Management plane
Table 2-1 RFC/Draft Overview

Important sections for Cisco’s NX-OS implementation of VXLAN EVPN
are the sections on VLAN-based bundle services, symmetric IRB forwarding
on NVEs for end hosts or subnets (that is, inter-subnet-forwarding, sections
5.1 and 5.2), and implementation of IP-VRF-to-IP-VRF (that is, prefix
advertisement, Section 5.4).

It should be noted that MP-BGP EVPN has different NLRI definitions as
part of RFC 7432. Likewise, MP-BGP EVPN Route types have different
defining sections in RFC 7432 for Route types 1 through 4 and also for
Route type 5 in draft-ietf-bess-evpn-prefix-advertisement (see Table 2-2).
Route type 1 (Ethernet auto-discovery [A-D] route) and Route type 4
(Ethernet segment route) are presently not used in Cisco’s EVPN
implementation for VXLAN, but Route types 2, 3, and 5 are rather
important.

RFC/Draft Route type Description

RFC 7432 1 Ethernet auto-discovery (AD) route
2 MAC/IP advertisement route
3 Inclusive multicast Ethernet tag route
4 Ethernet segment route

draft-ietf-bess-evpn- 5 IP prefix route

prefix-advertisement

Table 2-2 BGP EVPN Route types



Route type 2 defines the MAC/IP advertisement route and is responsible for
the distribution of MAC and IP address reachability information in BGP
EVPN (see Figure 2-14). Route type 2 has various fields that provide
contexts for addressing information. Route type 2 has mandatory MAC
Address and MAC Address Length fields. Likewise, one label has to be
populated to define the Layer 2 VNI for the VXLAN data plane (MPLS
label 1). This NLRI also allows for the optional fields, I[P Address, and IP
Address Length. While normally the IP Address Length field is variable, the
length is intended to be 32 for IPv4 and 128 for IPv6 for Route type 2, which
contains IP addressing information for a single endpoint or server.

MP-BGP EVPN Route type 2 - MAC/IP Advertisement Route

RD (8 Octets)

» Route type 2 provides End-Host reachability information. ESI (10 Octets)

Ethernet Tag ID (4 Octets)
= The following fields are part of the EVPN prefix in this NLRI. R SN
« Ethernet Tag ID (Zeroed Out) ress Length (1 Octet)

MAC Address Length (/48), MAC Address MAC Address (6 Octets)

* |P Address Length (/32, /128), IP Address [Optional]

i : IP Address Length (1 Octet)
Additional Route Attributes

« Ethernet Segment Identifier (ESI) (Zeroed Out) IP Address (0, 4, or 16 Octets)

* MPLS Label1 (L2VNI) MPLS Label1 (3 Octets)

« MPLS Label2 (L3VNI)
MPLS Label2 (0 or 3 Octets)

Figure 2-14 BGP EVPN Route type 2 NLRI

When using Route type 2 for bridging information, additional community
attributes can be present, such as the encapsulation type (Encap 8: VXLAN),
Route Target, or MAC mobility sequence for endpoint mobility or duplicate
host detection. Additional attributes or communities are also present for the
routing case where the Router MAC of the next hop will be incorporated as
an extended community as well as a second VNI (Layer 3 VNI) and Route
Target, for the Layer 3 operation. Note that with Route type 2, individual
RTs and VNIs are present with one each for Layer 2 and Layer 3
information. In case of the absence of IP information in a Route type 2
message, the optional fields IP Address and IP Address Length are “zeroed
out,” and the Layer 3 VNI (MPLS Label 2) is omitted.

Route type 3 is called “inclusive multicast Ethernet tag route” and is
typically used to create the distribution list for ingress replication (see Figure
2-15). This provides a way to replicate multidestination traffic in a unicast



way. Route type 3 is immediately generated and sent to all ingress
replication—participating VTEPs as soon as a VNI is configured at the VTEP
and is operational. This is different from Route type 2, which is only sent
with MAC/IP information, once end hosts have been learned. In this way,
every VTEP is aware of all the other remote VTEPs that need to be sent a
copy of a BUM packet in a given VNI.

MP-BGP EVPN Route type 3 - Inclusive Multicast

Ethernet Tag Route RD (8 Octets)

* Route type 3 provides assistance to Ingress Replication. ESI (10 Octets)

* |ngress Replication/Head-End Replication is used for Ethernet Tag ID (4 Octets)

Multidestination Traffic (e.g., Broadcast, Unknown

Unicast, Multicast) IP Address Length (1 Octet)

Originating Router's IP
* The following fields are part of the EVPN prefix in this NLRI. Address (4 or 16 Octets)

* |P Address Length
* Originating Router's IP Address

Figure 2-15 BGP EVPN Route type 3 NLRI

Note that ingress replication is a functionality that not only has to be
supported by the BGP EVPN control plane, but must also be supported by
the data plane. In addition, the data plane must be able to generate n copies
for every multidestination packet, where n is the remote VTEPs that have
membership in the associated VINI. Because this data-plane capability
depends on the specific hardware ASIC that hosts the VTEP, in the absence
of ingress replication support, the only option for forwarding BUM traffic is
IP multicast. As a result, the myth that EVPN removes the requirement of
multicast in the underlay is nullified.

The third and last Route type to be discussed is Route type 5, the IP prefix
route (see Figure 2-16).
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Figure 2-16 BGP EVPN Route type 5 NLRI

While EVPN was primarily built for transporting Layer 2 information and
providing better efficiency in bridging operations, routing represents a
generic demand in overlay networks for inter-subnet communication or
communication across two Layer 2 VNIs. Route type 5 provides the
capability of transporting IP prefix information within EVPN by allowing
the transport of IPv4 and IPv6 prefixes with variable IP prefix length (0 to
32 for IPv4 and 0 to 128 for IPv6). IP prefix routes on Route type 5 do not
contain Layer 2 MAC information within the NLRI, and therefore Route
type 5 only incorporates the Layer 3 VNI needed for routing and integrated
multitenancy. Furthermore, the extended communities of Route type 5 carry
the Route Target, the encapsulation type, and the router MAC of the next-
hop VTEP in the overlay. With a Route type 2, a MAC address is used for
route identification within a MAC VREF, while for a Route type 5, the IP
prefix is used for route identification in an IP VRF. This allows a clean
separation for the BGP EVPN speakers, thereby preventing any MAC
address—related processing for EVPN-advertised IP prefix routes (Route type
5).

Host and Subnet Route Distribution

With BGP EVPN, overlay end host and subnet reachability information is
distributed in such a way that it is decoupled from the underlay. While the
underlay provides the topology with reachability information from VTEP to
VTEP, the overlay control protocol distributes end host information, like
MAC addresses, IP addresses, or subnet prefixes with the associated location
in the overlay. The VTEP is advertised as the next hop in all BGP EVPN



prefix advertisements. BGP EVPN exchanges this information with all
participating VTEPs to achieve end-to-end reachability on the Layer 2
bridging or Layer 3 routing layer. In addition to the reachability information
itself, BGP EVPN also provides the respective context to which the
respective addresses belong and the resulting multitenancy. As BGP
provides a resilient way to distribute the information, the individual edge
devices, or VTEPs, are required to inject the local known information of
MAG, IP, and IP subnet into BGP for further distribution.

On detection of an end host connected to a VXLAN BGP EVPN—capable
edge device or VTEP, the MAC information is learned on the local switch in
a traditional way through Layer 2 MAC learning (such as [VLAN, SMAC]
entry points to the Incoming_port). Through the process of MAC learning,
the relationship to the Layer 2 VLAN will be known, and it maps to the
Layer 2 VNI. Information about newly learned local MAC addresses is
populated into the MP-BGP control protocol by filling the mandatory section
of the Route type 2 message. At this stage, a BGP update, containing an
EVPN Route type 2 NLRI, is created with the MAC address length (6
bytes), the MAC address itself, the Layer 2 VNI (label 1), and the respective
Route Distinguisher and Route Target, derived through the configuration on
the edge device itself (see Figure 2-17).

Furthermore, as BGP EVPNs for VXLAN are used, the encapsulation type 8
is incorporated to ensure that all neighboring devices understand that the

data plane encapsulation being used is VXLAN.3! Because the message
shown in Figure 2-17 was triggered on a new MAC address learn event at
the VTEP in the BGP EVPN-based network, the MAC mobility extended

community is unpopulated.32
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Figure 2-17 show bgp 12vpn evpn: Route type 2 (MAC Only)

Note

As a verification, the EVPN NLRI is being checked with the bit
count of the populated fields. This bit count results as a /
notation next to the respective prefix. A MAC-only Route type
2 is represented with a /216 prefix, while a MAC/IP Route type
2 is represented as a /272 prefix (that is, an additional 32 bits for
[Pv4 address plus 24 bits for L3VNI). When an IPv6 address is
carried in Route type 2, it is represented as a /368 prefix (that is,
an additional 128 bits for IPv6 address plus 24 bits for L3VNI).
A Route type 5 EVPN route carrying an I[Pv4 prefix is
represented by a /224 prefix, while one carrying an IPv6 address
is represented by a /416 prefix.

Once the edge device receives an ARP request from a directly attached end
host, the IP-MAC binding of the end host is learned at that edge device. The
ingress Layer 3 interface on which the ARP request is received provides the
associated context information for that end host. The context implicitly maps



to the tenant VRF associated with the Layer 3 interface and, hence, the end
host. Recall that every tenant VRF is associated with a unique Layer 3 VNI
that is used for routing tenant traffic.

While the description thus far refers to ARP, similar operations are
performed with IPv6 end hosts using Neighbor Discovery Protocol (ND).
With the parameters required to configure the VRF for BGP EVPN, the
Route Distinguisher for this VRF is also derived, along with the respective
Route Targets. At this stage, all the related Layer 3 end host information can
be populated into the Route type 2 NLRI in the BGP EVPN message. This
includes the IP address length, the IP address, the Layer 3 VNI (label 2), and
the Route Distinguisher and Route Target derived via the configuration. In
addition, the Router MAC (RMAC) associated with the sourcing VTEP or
edge device is also added as an extended community. This provides the
neighboring edge devices the mapping information about the sourcing
VTEP’s IP address (Layer 3) and the associated MAC address (Layer 2).

The requirement of incorporating the RMAC in the BGP EVPN message
comes from the fact that VXLAN is a MAC in IP/UDP encapsulation. By
providing the inner MAC to be the RMAC for routing purposes, the
information used during encapsulation appropriately identifies the
neighboring VTEP not only at the Layer 3 (next-hop IP) level but also at the
Layer 2 (destination VTEP MAC) level. Next to the RMAC, the
encapsulation type 8 (VXLAN) is also added to the extended community to
ensure that all neighboring VTEPs read this prefix as belonging to VXLAN.
Additional fields in the BGP EVPN Route type 2 NLRI have to be
considered. Figure 2-18 illustrates a sample show output for a typical Route
type 2 entry with both MAC and IP fields populated. Because VL AN-based
bundle services are employed, the Ethernet tag field in the MAC/IP

advertisement (Route type 2) and inclusive multicast route (Route type 3)

advertisement must be set to zero.23
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Figure 2-18 show bgp 12vpn evpn: Route type 2 (MAC/IP)

With the addition of the Layer 3 information to Route type 2, which
previously only carried Layer 2 information, we now have a fully populated
NLRI to perform bridging and routing operation within a VXLAN network
using BGP EVPN. The information known is sent via BGP update to the
route reflector (iBGP), which in turn forwards this update message to all its
BGP peers. On receiving this update message, all the edge devices add the
information of the newly learned remote end hosts to their respective local
databases—aka end host (MAC/IP) bridging/routing tables. At this time,
MAC addresses matching the Layer 2 VINI and the corresponding import
Route Targets are populated in the hardware tables for MAC learning
purposes (for example, [VLAN, MAC]->Remote_VTEP_IP). Note that
these MAC addresses are learned via BGP and not subjected to regular aging
semantics. They are deleted only when a corresponding BGP delete message
is received, signaling the removal of the endpoint.

A similar procedure is followed for populating the host IP prefixes into the
hardware routing table, typically called the Forwarding Information Base
(FIB). Specifically, the Layer 3 VINI, along with the associated import Route
Targets, identifies the tenant VRF or VPN in which the /32 or /128 host IP



prefix must be installed. Depending on the hardware capability of the edge
device, the FIB may be divided into a host route table (HRT), which stores
exact /32 (IPv4) or /128 (IPv6) host prefixes, and a Longest Prefix Match
(LPM) table, which typically stores variable-length IP prefix information.
The FIB entry, either from the HRT or LPM, points to an adjacency or next-
hop entry. This is populated with the [BD, RMAC] entry, where BD is the
hardware bridge domain that maps to the Layer 3 VNI and RMAC
corresponds to the remote VTEP. Both of these pieces of information are
carried in the BGP-EVPN Route type 2/5 advertisement. It should be noted
that the FIB HRT is typically implemented in hardware as a hash table since
it only needs to support exact match semantics, while the FIB LPM is
implemented as a true TCAM or algorithm TCAM, since it must support
longest prefix match semantics. Because TCAMs are an expensive resource
due to their larger power requirement, a relatively smaller LPM-based
TCAM table is generally present in data center ToR ASICs with bigger HRT
tables that can support a large number of endpoints or end hosts in massive-
scale data center environments.

Only providing locally learned host routing information (with /32- or /128-
based IP prefixes) via BGP EVPN is insufficient. Therefore, in addition to
host bridging and routing capability, BGP EVPN also provides the classic
semantics of IP prefix-based routing. IP prefixes are learned and
redistributed by the sourcing edge devices into the BGP EVPN control
protocol. To perform this operation, a specific EVPN NLRI format has been
introduced (Route type 5). With Route type 5 messages, an edge device
populates the IP prefix length with the IP prefix field corresponding to the
route being advertised and the Layer 3 VNI associated with the VRF context
to which the route belongs (see Figure 2-19). Based on the configuration of
the VREF itself, the Route Distinguisher and Route Target associated with the
route can be derived. Similar to the Route type 2 message, the RMAC and
encapsulation type (that is, VXLAN) are also incorporated as an extended
community into the Route type 5 message.
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Figure 2-19 show bgp 12vpn evpn: Route type 5 (IP)

Once a Route type 5 message is received by an edge device or a VTEP, the
IP prefix route carried in the update is imported into the routing tables only
if the Layer 3 VNI and Route Target configured locally at the receiving
VTEP matches the one carried in the message. If this match exists, the IP
route is installed into the FIB table, typically as an LPM entry. The
corresponding adjacency or next-hop entry is populated in a similar manner
to the Route type 2 message.

There are two major use cases in which Route type 5 is utilized for carrying
the IP prefix routing information in a VXLAN-based BGP EVPN network.
The first involves advertising the IP subnet prefix information from every
edge device performing first-hop routing service. In the case of first-hop
routing, also referred to as Integrated Routing and Bridging (IRB), the edge
device performs the default gateway service with the distributed IP anycast
gateway (see Figure 2-20). As long as the gateway is configured, the IP
subnet prefix is advertised via Route type 5. This helps in the discovery of
undiscovered, or “silent,” end hosts because the subnet prefix attracts routed
traffic to the edge device below which the undiscovered host resides. This
edge device generates an ARP request to discover the silent host, which in



turn sends out an ARP response. After discovery, the IP-MAC binding of the
end host is learned at the directly attached edge device (via ARP snooping)
and advertised into BGP EVPN using Route type 2, as described earlier. In
case the IP subnet prefix route was not advertised from all edge devices
hosting the distributed IP anycast gateway for that subnet, the traffic toward
that end host would be silently dropped instead of initiating the described
host discovery process.

Route MAC, IP L3VNI  NH Encap
type (“VRF")

5 192.168.1.0/24 50001 10.200.200.1  8:VXLAN
) 192.168.1.0/24 50001 10.200.200.2 8:VXLAN
5 192.168.1.0/24 50001 10.200.200.3 8:VXLAN

192.168.1.0/24 I 192.1 53.1.@
1681050
{@2168.1.028)

Figure 2-20 Integrated Route and Bridge (IRB)

The second and probably more common use case for injection of IP prefix
routes into the BGP EVPN fabric involves external routing. Routes are
learned via peering established using eBGP (or other unicast routing
protocols) and redistributed into the BGP EVPN address family using
appropriate route map policies (see Figure 2-21). As part of this
redistribution process, this information is advertised in the same routing
context (VRF) in which it was learned. This means that using Inter-AS
Option A3# with subinterfaces is a viable way to keep multitenancy
information even beyond the BGP EVPN network. An alternative solution
for keeping this context awareness could be achieved by Locator/ID



Separation Protocol (LISP)22 or an MPLS Layer 3 VPN. Next to the
integrated approach of receiving BGP EVPN information and advertising it
to a multitenant-aware external network, LISP also provides the capability of
FIB-space conservation (resource savings for host routes) for external sites

and ingress route optimization with host granularity.3%

Route MAC, IP L3VNI  NH

type (“VRF)
5 192.168.1.0/24 50001  10.200.200.1  8:VXLAN

192.168.1.0/24
[ >

LISP, BGP, OSPF

Figure 2-21 External Route Learning

Host Deletion and Move Events

So far, end host detection has been covered in addition to the advertisement
of Layer 2 and Layer 3 reachability information about an end host into BGP
EVPN. This section covers handling of end host deletion and move events.
The deletion of end hosts follows almost the same process as learning a new
end host, but in the opposite order. Once an end host gets detached from the
VXLAN BGP EVPN-based network, on expiration of the ARP entry (the
Cisco NX-OS default is 1500 seconds), Layer 3 information about that end
host is removed from BGP EVPN. This means the Route type 2
advertisement providing the information for the end host’s MAC and IP is
withdrawn after the timeout of the related ARP entry.

Specifically, on expiration of the ARP entry, the NX-OS edge device
performs a refresh operation. It sends out an ARP request toward the end
host to detect its presence. If it receives an ARP response, the end host is



deemed “alive,” and the ARP refresh timer for that entry is reset to 1500
seconds. However, if no ARP response is received, the ARP entry is deleted,
and the end host is deemed “dead.” Then a Route type 2 deletion
advertisement is sent out to let all other edge devices know that the
corresponding end host is no longer reachable.

Even when the ARP entry is deleted, the MAC-only Route type 2 still
resides in the BGP EVPN control plane until the MAC aging timer expires
(the NX-OS default is 1800 seconds), and the MAC information is removed.
On this expiration event, the MAC-only Route type 2 advertisement is
withdrawn from the BGP EVPN control protocol. Subsequently, when that
end host reappears by sending some ARP or other traffic, the information
about the end host is relearned and advertised into the BGP-EVPN control
plane. The EVPN prefixes are considered new and never seen before. Note
that the ARP aging timer is slightly shorter than the MAC aging timer. As a
best practice, the two timers should be configured in this way so that
unnecessary unknown unicast flooding in the network is avoided. If the
MAC aging timer is reduced, then it is important to also reduce the ARP
aging timer.

Moving workloads is fairly common in today’s cloud-based data centers,
especially with the presence of virtualization. It entails moving an end host
so that the same MAC and IP address can now be reached from a different
edge device. From a network point of view, the control protocol can treat
this as a deletion of the end host from the old edge device and a new learn
event from the edge device to which the end host has moved. This process
can be time-consuming, especially in case of “hot” move events, where the
end host is still “on” when it is moved to permit the resumption of its
operations at the new location as soon as the move is complete. A faster
option is required that allows for just-in-time end host move signaling so that
the network is aware of the new location of the end host, which allows for
faster convergence.

BGP EVPN has the logic for MAC mobility incorporated to cater to end host
objects (like the same MAC and/or IP address) showing up behind two
different locations (VTEPs) because of end host (aka VM) move operations.
Initially, when a VM appears, the associated MAC and IP information is
advertised by the VTEP that detected its presence. When the VM is moved
from one server to another, the hypervisor at the destination server typically



detects the VM move event. Once this detection is completed, the hypervisor
sends out a broadcast Reverse ARP (RARP) message with the MAC address
of the moved VM. In some cases, the hypervisor/virtual switch may send out
a Gratuitous ARP (GARP) message signaling the move of both the IP and
MAC associated with the moved VM. In either case, the VTEP connected to
the destination server detects that the MAC and/or IP address that was
originally remote has now become local, that is, reachable via one of its
server-facing interfaces.

Given this information, the VTEP connected to the destination server,
generates a Route type 2 BGP EVPN message similar to the one advertised
during a new learn event. But in addition to advertising the MAC address,
Layer 2 VNI, and VTEP IP address as the next-hop, the edge device also
advertises an additional field in the form of a MAC mobility extended
community. The sequence number in the MAC Mobility field is incremented
by one to provide a tiebreaker for what Route type 2 advertisement is the
most up-to-date, and hence it is used for forwarding by all the remote edge
devices or VTEPs. When this Route type 2 message is received by the old
VTEP that initially advertised the reachability of the VM, an additional
validation step is performed to ensure that the information learned from the
new VTEP is not caused by a duplicate MAC/IP situation. A duplicate
address situation occurs when two end hosts are inadvertently configured
with the same address.

Figure 2-22 illustrates a sample show output for a typical Route type 2 entry
with the MAC Mobility Sequence Number field populated after a host
mobility event. Once the validation step passes the duplicate check, the old
VTEP withdraws the non-best BGP EVPN Route type 2 message (the one
with the lower mobility sequence number). The BGP EVPN MAC mobility
sequence numbering details are defined in RFC 7432, Section 7.7, which
describes the handling of scenarios where the MAC mobility sequence
number may wrap around due to a large number of move events.
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Figure 2-22 show bgp 12vpn evpn: Route type 2 (MAC/IP and Mobility
Sequence Number)

Summary

This chapter describes why overlays have become a prime design choice for
next-generation data centers. It places special emphasis on VXLAN, which
has become the de facto choice. This chapter describes the need for a control
plane—based solution for distribution of host reachability between various
edge devices and provides a comprehensive introduction to BGP EVPN. It
describes the important message formats in BGP EVPN for supporting
network virtualization overlays, along with their representative use cases.
The subsequent chapters build on this background, providing further details
on the underlay, multitenancy, and single-destination and multidestination
data packet flows in a VXLAN BGP EVPN-based data center topology.
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Chapter 3 VXLAN/EVPN Forwarding
Characteristics

In this chapter, the following topics will be covered:

m Enhanced BGP EVPN features such as ARP suppression, unknown
unicast suppression, and optimized IGMP snooping

m Distributed IP anycast gateway in the VXLAN EVPN fabric
m Anycast VTEP implementation with dual-homed deployments

VXLAN BGP EVPN has been extensively documented in various
standardized references, including IETF drafts! and RFCs.2 While that
information is useful for implementing the protocol and related
encapsulation, some characteristics regarding forwarding require additional
attention and discussion. Unfortunately, a common misunderstanding is that
VXLAN with BGP EVPN does not require any special treatment for
multidestination traffic. This chapter describes how multidestination
replication works using VXLAN with BGP EVPN for forwarding broadcast,
unknown unicast, and multicast (BUM) traffic. In addition, methods to
reduce BUM traffic are covered. This chapter also includes a discussion on
enhanced features such as early Address Resolution Protocol (ARP)
suppression, unknown unicast suppression, and optimized Internet Group
Management Protocol (IGMP) snooping in VXLAN BGP EVPN networks.
While the functions and features of Cisco’s VXLAN BGP EVPN
implementation support reduction of BUM traffic, the use case of silent host
detection still requires special handling, which is also discussed.

In addition to discussing Layer 2 BUM traffic, this chapter talks about Layer
3 traffic forwarding in VXLAN BGP EVPN networks. VXLAN BGP EVPN
provides Layer 2 overlay services as well as Layer 3 services. For Layer 3
forwarding or routing, the presence of a first-hop default gateway is
necessary. The distributed IP anycast gateway enhances the first-hop
gateway function by distributing the endpoints’ default gateway across all
available edge devices (or Virtual Tunnel Endpoints [VTEPs]). The
distributed IP anycast gateway is implemented using the Integrated Routing
and Bridging (IRB) functionality. This ensures that both bridged and routed



traffic—to and from endpoints—is always optimally forwarded within the
network with predictable latency, based on the BGP EVPN advertised
reachability information. Because of this distributed approach for the Layer
2/Layer 3 boundary, virtual machine mobility is seamlessly handled from the
network point of view by employing special mobility-related functionality in
BGP EVPN. The distributed anycast gateway ensures that the IP-to-MAC
binding for the default gateway does not change, regardless of where an end
host resides or moves within the network. In addition, there is no hair-
pinning of routed traffic flows to/from the endpoint after a move event. Host
route granularity in the BGP EVPN control plane protocol facilitates
efficient routing to the VTEP behind which an endpoint resides—at all
times.

Data centers require high availability throughout all layers and components.
Similarly, the data center fabric must provide redundancy as well as dynamic
route distribution. VXLAN BGP EVPN provides redundancy from multiple
angles. The Layer 3 routed underlay between the VXLAN edge devices or
VTEPs provides resiliency as well as multipathing. Connecting classic
Ethernet endpoints via multichassis link aggregation or virtual PortChannel
(vPC) provides dual-homing functionality that ensures fault tolerance even
in case of a VTEP failure. In addition, typically, Dynamic Host
Configuration Protocol (DHCP) services are required for dynamic allocation
of IP addresses to endpoints. In the context of DHCP handling, the semantics
of centralized gateways are slightly different from those of the distributed
anycast gateway. In a VXLAN BGP EVPN fabric, the DHCP relay needs to
be configured on each distributed anycast gateway point, and the DHCP
server configuration must support DHCP Option 82.2 This allows a seamless
IP configuration service for the endpoints in the VXLAN BGP EVPN fabric.

The aforementioned standards are specific to the interworking of the data
plane and the control plane. Some components and functionalities are not
inherently part of the standards, and this chapter provides coverage for them.
The scope of the discussion in this chapter is specific to VXLAN BGP
EVPN implementation on Cisco NX-OS-based platforms. Later chapters
provide the necessary details, including detailed packet flows, for
forwarding traffic in a VXLAN BGP EVPN network, along with the
corresponding configuration requirements.



Multidestination Traffic

The VXLAN with BGP EVPN control plane has two different options for
handling BUM or multidestination traffic. The first approach is to leverage
multicast replication in the underlay. The second approach is to use a
multicast-less approach called ingress replication, in which multiple unicast
streams are used to forward multidestination traffic to the appropriate
recipients. The following sections discuss these two approaches.

Leveraging Multicast Replication in the Underlying Network

The first approach to handling multidestination traffic requires the
configuration of IP multicast in the underlay and leverages a network-based
replication mechanism. With multicast, a single copy of the BUM traffic is
sent from the ingress/source VTEP toward the underlay transport network.
The network itself forwards this single copy along the multicast tree (that is,
a shared tree or source tree) so that it reaches all egress/destination VTEPs
participating in the given multicast group. As the single copy travels along
the multicast tree, the copy is replicated at appropriate branch points only if
receivers have joined the multicast group associated with the VINI. With this
approach, a single-copy per-wire/link is kept within the network, thereby
providing the most efficient way to forward BUM traffic.

A Layer 2 VNI is mapped to a multicast group. This mapping must be
consistently configured on all VTEPs where this VNI is present, typically
signifying the presence of some interested endpoint below that VTEP. Once
it is configured, the VTEP sends out a corresponding multicast join
expressing interest in the tree associated with the corresponding multicast
group. When mapping a Layer 2 VNI to a multicast group, various options
are available in the mapping provision for the VNI and multicast group. The
simplest approach is to employ a single multicast group and map all Layer 2
VNIs to that group. An obvious benefit of this mapping is the reduction of
the multicast state in the underlying network; however, it is also inefficient
in the replication of BUM traffic. When a VTEP joins a given multicast
group, it receives all traffic being forwarded to that group. The VTEP does
not do anything with traffic in which no interest exists (for example, VINIs
for which the VTEP is not responsible). In other words, it silently drops that
traffic. The VTEP continues to receive this unnecessary traffic as an active
receiver for the overall group. Unfortunately, there is no suboption for a VNI



to prune back multicast traffic based on both group and VNI. Thus, in a
scenario where all VTEPs participate in the same multicast group or groups,
the scalability of the number of multicast outgoing interfaces (OIFs) needs to
be considered.

At one extreme, each Layer 2 VNI can be mapped to a unique multicast
group. At the other extreme, all Layer 2 VNIs are mapped to the same
multicast group. Clearly, the optimal behavior lies somewhere in the middle.
While theoretically there are 224 = 16 million possible VNI values and more
than enough multicast addresses (in the multicast address block 224.0.0.0—
239.255.255.255), practical hardware and software factors limit the number
of multicast groups used in most practical deployments to a few hundred.
Setting up and maintaining multicast trees requires a fair amount of state
maintenance and protocol exchange (PIM, IGMP, and so on) in the underlay.
To better explain this concept, this chapter presents a couple of simple
multicast group usage scenarios for BUM traffic in a VXLAN network.
Consider the BUM flows shown in Figure 3-1.
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Figure 3-1 Single Multicast Group for All VNIs

Three edge devices participate as VTEPs in a given VXLAN-based network.
These VTEPs are denoted V1 (10.200.200.1), V2 (10.200.200.2), and V3
(10.200.200.3). IP subnet 192.168.1.0/24 is associated with Layer 2 VNI
30001, and subnet 192.168.2.0/24 is associated with Layer 2 VNI 30002. In



addition, VNIs 30001 and 30002 share a common multicast group
(239.1.1.1), but the VNIs are not spread across all three VTEPs. As is
evident from Figure 3-1, VNI 30001 spans VTEPs V1 and V3, while VNI
30002 spans VTEPs V2 and V3. However, the shared multicast group causes
all VTEPs to join the same shared multicast tree. In the figure, when Host A
sends out a broadcast packet, VTEP V1 receives this packet and
encapsulates it with a VXLAN header. Because the VTEP is able to
recognize this as broadcast traffic (DMAC is FFFF.FFFE.FFFF), it employs
a destination IP in the outer IP header as the multicast group address. As a
result, the broadcast traffic is mapped to the respective VNI’s multicast
group (239.1.1.1).

The broadcast packet is then forwarded to all VTEPs that have joined the
multicast tree for the group 239.1.1.1. VTEP V2 receives the packet, but it
silently drops it because it has no interest in the given VNI 30001. Similarly,
VTEP V3 receives the same packet that is replicated through the multicast
underlay. Because VNI 30001 is configured for VTEP V3, after
decapsulation, the broadcast packet is sent out to all local Ethernet interfaces
participating in the VLAN mapped to VNI 30001. In this way, the broadcast
packet initiated from Host A reaches Host C.

For VNI 30002, the operations are the same because the same multicast
group (239.1.1.1) is used across all VTEPs. The BUM traffic is seen on all
the VTEPs, but the traffic is dropped if VNI 30002 is not locally configured
at that VTEP. Otherwise, the traffic is appropriately forwarded along all the
Ethernet interfaces in the VLAN, which is mapped to VNI 30002.

As it is clear from this example, unnecessary BUM traffic can be avoided by
employing a different multicast group for VINIs 30001 and 30002. Traffic in
VNI 30001 can be scoped to VTEPs V1 and V3, and traffic in VNI 30002
can be scoped to VTEPs V2 and V3. Figure 3-2 provides an example of such
a topology to illustrate the concept of a scoped multicast group.
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Figure 3-2 Scoped Multicast Group for VNI

As before, the three edge devices participating as VTEPs in a given
VXLAN-based network are denoted V1 (10.200.200.1), V2 (102.200.200.2),
and V3 (10.200.200.3). The Layer 2 VNI 30001 is using the multicast group
239.1.1.1, while the VNI 30002 is using a different multicast group,
239.1.1.2. The VNIs are spread across the various VTEPs, with VNI 30001
on VTEPs V1 and V3 and VNI 30002 on VTEPs V2 and V3. The VTEPs
are required to join only the multicast group and the related multicast tree for
the locally configured VNIs. When Host A sends out a broadcast, VTEP V1
receives this broadcast packet and encapsulates it with an appropriate
VXLAN header. Because the VTEP understands that this is a broadcast
packet (DMAC is FFFF.FFFFE.FFFF), it uses a destination IP address in the
outer header with the multicast group address mapped to the respective VNI
(239.1.1.1). This packet is forwarded to VTEP V3 only, which previously
joined the multicast tree for the Group 239.1.1.1, where VINI 30001 is
configured. VTEP V2 does not receive the packet, as it does not belong to
the multicast group because it is not configured with VNI 30001. VTEP V3
receives this packet because it belongs to the multicast group mapped to VNI
30001. It forwards it locally to all member ports that are part of the VLAN



that is mapped to VNI 30001. In this way, the broadcast traffic is optimally
replicated through the multicast network configured in the underlay.

The same operation occurs in relation to VNI 30002. VNI 30002 is mapped
to a different multicast group (239.1.1.2), which is used between VTEPs V2
and V3. The BUM traffic is seen only on the VTEPs participating in VNI
30002—specifically multicast group 239.1.1.2. When broadcast traffic is
sent from Host Z, the broadcast is replicated only to VTEPs V2 and V3,
resulting in the broadcast traffic being sent to Host Y. VTEP V1 does not see
this broadcast traffic as it does not belong to that multicast group. As a
result, the number of multicast outgoing interfaces (OIFs) in the underlying
network is reduced.

While using a multicast group per VNI seems to work fine in the simple
example with three VTEPs and two VNIs, in most practical deployments, a
suitable mechanism is required to simplify the assignment of multicast
groups to VNIs. There are two popular ways of achieving this:

m VNIs are randomly selected and assigned to multicast groups, thereby
resulting in some implicit sharing.

m A multicast group is localized to a set of VTEPs, thereby ensuring that
they share the same set of Layer 2 VNIs.

The second option to handling multidestination traffic may sound more

efficient than the first, but in practice it may lack the desired flexibility

because it limits workload assignments to a set of servers below a set of
VTEPs, which is clearly undesirable.

Using Ingress Replication

While multicast configuration in the underlay is straightforward, not
everyone is familiar with or willing to use it. Depending on the platform
capabilities, a second approach for multidestination traffic is available:
leveraging ingress or head-end replication, which is a unicast approach. The
terms ingress replication (IR) and head-end replication (HER) can be used
interchangeably. IR/HER is a unicast-based mode where network-based
replication is not employed. The ingress, or source, VTEP makes N—1 copies
of every BUM packet and sends them as individual unicasts toward the
respective N—1 VTEPs that have the associated VNI membership. With
IR/HER, the replication list is either statically configured or dynamically



determined, leveraging the BGP EVPN control plane. Section 7.3 of RFC
7432 (https://tools.ietf.org/html/rfc7432) defines inclusive multicast Ethernet
tag (IMET) routing, or Route type 3 (RT-3). To achieve optimal efficiency
with IR/HER, best practice is to use the dynamic distribution with BGP
EVPN. BGP EVPN provides a Route type 3 (inclusive multicast) option that
allows for building a dynamic replication list because IP addresses of every
VTEP in a given VNI would be advertised over BGP EVPN. The dynamic
replication list has the egress/destination VTEPs that are participants in the
same Layer 2 VNI.

Each VTEP advertises a specific route that includes the VINI as well as the
next-hop IP address corresponding to its own address. As a result, a dynamic
replication list is built. The list is updated when configuration of a VNI at a
VTEP occurs. Once the replication list is built, the packet is multiplied at the
VTEP whenever BUM traffic reaches the ingress/source VTEP. This results
in individual copies being sent toward every VTEP in a VNI across the
network. Because network-integrated multicast replication is not used,
ingress replication is employed, generating additional network traffic. Figure
3-3 illustrates sample BGP EVPN output with relevant fields highlighted, for
a Route type 3 advertisement associated with a given VTEP.

] Route type: _i IP Address |/ P 1:
3 -Inclusive Multicast || _Length _ il Address |
| I [
Vi show bgp 12vpn evpn 10.200.200.1
BGP routing table information|for VRF |default, gddress family L2ZVPN EVEN
Route Distinguisher: 10.10.10¢w1:32777 [L2VI I 0001}
BGP routing table entry for /88, wersion 75
Paths: (1 available, best #1)
Flags: (0x00000a) on xmit-list, is not in l2rik/evpn
Advertised path-id 1
Path type: local, path is valid, is best path, no labeled nexthop
AS-Path: NONE, path locally originated
10.200.200.1 (metric 0) from 0.0.0.0 (10.200.200.1)
Origin IGP, MED not set, localpref 100, weight 32768
Extoommuni by
PMSI Tunnel Attribute
flags: 0x00, Tunnel Hype:
Lakbel: ,1 , Tunnel |Id: * T
| yn| || PouteTagetil VIEP 1T Tunnel 1
L PPN LoVNI(VLAN) | 1P Address {1 Type |

Figure 3-3 Route type 3: Inclusive Multicast
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When comparing the multicast and unicast modes of operation for BUM
traffic, the load for all the multidestination traffic replication needs to be
considered. For example, consider a single Layer 2 VNI present on all 256
edge devices hosting a VTEP. Further, assume that a single VLAN exists on
all 48 Ethernet interfaces of the edge devices where BUM traffic replication
is occurring. Each Ethernet interface of the local edge device receives
0.001% of the nominal interface speed of BUM traffic. For 10G interfaces,
this generates 0.0048 Gbps (4.8 Mbps) of BUM traffic at the edge device
from the host-facing Ethernet interfaces. In multicast mode, the theoretical
speed of BUM traffic remains at this rate. In unicast mode, the replication
depends on the amount of egress/destination activity on the VTEP. In the
example of 255 neighboring VTEPs, this results in 255 x 0.0048 = ~1.2
Gbps of BUM traffic on the fabric. Even though the example is theoretical, it
clearly demonstrates the huge overhead that the unicast mode incurs as the
amount of multidestination traffic in the network increases. The efficiency of
multicast mode in these cases cannot be understated.

It is important to note that when scoping a multicast group to VNIs, the same
multicast group for a given Layer 2 VNI must be configured across the
entire VXLAN-based fabric. In addition, all VTEPs have to follow the same
multidestination configuration mode for a given Layer 2 domain represented
through the Layer 2 VNI. In other words, for a given Layer 2 VNI, all
VTEPs have to follow the same unicast or multicast configuration mode. In
addition, for the multicast mode, it is important to follow the same multicast
protocol (for example, PIM ASM,% PIM BiDir2) for the corresponding
multicast group. Failure to adhere to these requirements results in broken
forwarding of multidestination traffic.

VXLAN BGP EVPN Enhancements

The following sections describe some of the feature enhancements that ride
on top of the BGP EVPN control plane, further enhancing the forwarding of
Layer 2 and Layer 3 traffic in a VXLAN fabric.

ARP Suppression

Address Resolution Protocol (ARP) is responsible for IPv4 address—to—
MAC address mapping in IP networks. ARP facilitates obtaining endpoint
MAC address information, leveraging the IP address information sent out in



an ARP broadcast request. The broadcast request is treated as
multidestination traffic that is typically VXLAN encapsulated and sent to
every VTEP or edge device that is a member of the corresponding Layer 2
VNI. The response to the ARP request is typically sent as a unicast packet to
the requestor. ARP traffic is scoped within the bounds of the broadcast
domain represented by the Layer 2 VNI. Correspondingly, IPv6 networks
rely on the Neighbor Discovery Protocol (ND) for IPv6 address—to—MAC
address resolution. With IPv6, this resolution is triggered via an initial
neighbor solicitation (NS) that is multicast through the Layer 2 broadcast
domain. A neighbor advertisement (NA) sent in response from the
destination completes the neighbor resolution.®

When an endpoint needs to resolve the default gateway, which is the exit
point of the local IP subnet, it sends out an ARP request to the configured
default gateway. The ARP operation allows the local edge device or VTEP
to populate IP/MAC mappings of the locally attached endpoints. In addition
to the MAC-to-IP table being populated on the edge device, all the MAC
information is populated to the BGP EVPN control plane protocol. In
addition, for Layer 2, Layer 2 VNI, Route Distinguisher (RD), Route Target
(RT), hosting VTEP, and associated IP information is populated, and for
Layer 3, Layer 3 VNI, RD, RT, hosting VTEP, and RMAC information is
populated. Specifically, this information is populated in a Route type 2
advertisement and distributed to all remote VTEPs, which now have learned
about that endpoint.

Typically, all ARP broadcast requests sent out from an endpoint are subject
to copy-to-router and forward behavior. The local edge device learns about
an endpoint as long as the endpoint sends out some type of ARP request—
not necessarily an ARP request for the resolution of the default gateway
hosted on the local edge device.

Typically, when an endpoint wants to talk to another endpoint in the same
subnet, it sends out an ARP request for determining the IP-to-MAC binding
of the destination endpoint. The ARP request is flooded to all the endpoints
that are part of that Layer 2 VNI. ARP snooping coupled with the BGP
EVPN control plane information can help avoid flooding for known
endpoints. By using ARP snooping, all ARP requests from an endpoint are
redirected to the locally attached edge device. The edge device then extracts
the destination IP address in the ARP payload and determines whether it is a



known endpoint. Specifically, a query is done against the known endpoint
information from the BGP EVPN control plane.

If the destination is known, the IP-to-MAC binding information is returned.
The local edge device then performs an ARP proxy on behalf of the
destination endpoint. In other words, it sends out a unicast ARP response
toward the requestor with the resolved MAC address of the known
destination endpoint. In this way, all ARP requests to known endpoints are
terminated at the earliest possible point, which is the locally attached edge
device or VTEP or leaf. This is known as ARP suppression. ARP
suppression is possible because all the information is known on all the

VXLAN VTEPs.Z

Note that ARP suppression is different from the Proxy ARP,2 in which the
edge device or router may serve as a proxy on behalf of the destination
endpoint, using its own Router MAC. ARP suppression reduces ARP
broadcast traffic by leveraging the BGP EVPN control plane information.
ARP suppression is enabled on a per-Layer 2 VNI basis. In this way, for all
known endpoints, ARP requests are sent only between the endpoint and the
local edge device/VTEP. Figure 3-4 illustrates a scenario where ARP
suppression at VITEP V1 results in early ARP termination of a request for a
host 192.168.1.102 from a host 192.168.1.101 in Layer 2 VNI 30001. It is
important to note that the ARP suppression feature works based on the knob
enabled under the Layer 2 VNI, regardless of whether the default gateway is
configured on the leafs.
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Figure 3-4 ARP Suppression

When the destination endpoint is not known to the BGP EVPN control plane
(that is, a silent or undiscovered endpoint), the ARP broadcast needs to be
sent across the VXLAN network. Recall that ARP snooping intercepts the
ARP broadcast request to the locally attached edge device. Because the
lookup for the destination endpoint results in a “miss,” the edge device re-
injects the ARP broadcast request back into the network with appropriate
source filtering to ensure that it does not return to the source port from which
the ARP request was originally received. The ARP broadcast leverages the
multidestination traffic forwarding implementation of the VXLAN fabric.

When the queried endpoint responds to the ARP request, the endpoint
generates an ARP response. The unicast ARP response is also subjected to
ARP snooping behavior so that it is sent to the remote edge device to which
the destination is directly attached. Consequently, the IP/MAC binding of the
destination endpoint is learned by the remote VTEP, resulting in that
information being populated into the BGP EVPN control plane. The remote
edge device also sends out the ARP response to the original requesting
endpoint, thereby completing the end-to-end ARP discovery process. The
ARP response is sent via the data plane to ensure that there are no delays in
the control plane updates. It is important to note that after the initial miss, all
the subsequent ARP requests for the discovered endpoint are handled with
local ARP termination, as described earlier.



Figure 3-5 illustrates a scenario involving ARP termination or ARP
suppression where a miss occurs in the control plane. Host A and Host B
belong to the same IP subnet, corresponding to the Layer 2 VNI 30001. Host
A wants to communicate with Host B, but the respective MAC-to-IP
mapping is not known in Host A’s ARP cache. Therefore, Host A sends an
ARP request to determine the MAC-to-IP binding of Host B. The ARP
request is snooped by VTEP V1. VTEP V1 uses the target IP address
information gleaned from the ARP request payload to look up information
about Host B in the BGP EVPN control plane. Since Host B is not yet
known in the network, the broadcast ARP request is encapsulated into
VXLAN with the destination IP address of a multicast group or a unicast
destination IP address. The multicast group is leveraged when multicast is
enabled in the underlay. Otherwise, using head-end replication, multiple
unicast copies are generated to each remote interested VTEP, as mentioned
earlier.

MAC, IP L2VNI  L3VNI  NH
0000.3000.1101, 192.168.1.101 30001 50001 Local

ARP Request for 192.168.1.102
SMAC: 0000.3000.1101

f DMAQC: FFFRFFFRFFFF
Destination Group ____-__..l

239.1.11

ARP Request for 192.168.1.1 02'> Missing
SMAC: 0000.3000.1101 ; B
DMAC: FFFF.FFFFFFFF

=] @ (0100.5E01.0101)

O 2% ]

— 5 = —
Host A Host B

0000.3000.1101 /192.168.1.101 0000.3000.1102 / 192.168.1.102

1
ARP Request for 192.168.1.102
@ SMAC: 0000.3000.1101
DMAC: FFFEFFFF.FFFF

- | Virtusal Switch

P

Host C Host Y
0000.3000.1103 / 192.168.1.103 ||0000.3000.2102 / 192.168.2.102

Figure 3-5 ARP lookup miss with ARP Suppression



The ARP broadcast sent to VTEP V2 and VTEP V3 is appropriately
decapsulated, and the inner broadcast payload is forwarded to all Ethernet
ports that are members of VINI 30001. In this way, the ARP request reaches
Host B, and Host B answers with a unicast ARP response back to Host A.
Once the unicast ARP response hits VTEP V2, the information is snooped,
and the control plane is then updated with Host B’s IP/MAC address
information. At the same time, the ARP response is encapsulated and
forwarded across the VXLAN network to VTEP V1. On receiving the ARP
response, VIEP V1 decapsulates the VXLAN header and forwards the
decapsulated ARP response, based on a Layer 2 lookup, in VNI 30001.
Consequently, Host A receives the ARP response and populates its local
ARP cache. From this point forward, bidirectional communication between
Host A and Host B is enabled because all MAC and IP address information
of both hosts is known in the network.

The ARP request and response process between endpoints in a VXLAN
BGP EVPN fabric is similar to that in classic Ethernet or any other Flood
and Learn (F&L) network. However, the advantage of the control plane and
ARP suppression is realized with the BGP EVPN information. A single ARP
resolution of an endpoint triggers the control plane to populate that endpoint
information across the entire network, at all the VTEPs. Consequently, any
subsequent ARP requests to any known endpoint are locally answered
instead of being flooded across the entire network.

Because ARP snooping proactively learns the endpoint information to
populate the control plane, it certainly helps in reducing unknown unicast
traffic. ARP requests really need to be flooded only for the initial period,
when an endpoint has yet to be discovered. However, there are other sources
of unknown unicast traffic (for example, vanilla Layer 2 non-IP traffic or
even regular Layer 2 IP traffic) that may suffer a DMAC lookup miss and
the traffic being flooded all across the VXLAN network.

To completely disable any kind of flooding due to unknown unicast traffic
toward the VXLAN network, a new feature called unknown unicast
suppression has been introduced. This independent feature is enabled on a
per-Layer 2 VNI basis. With this knob enabled, when any Layer 2 traffic
suffers a DMAC lookup miss, traffic is locally flooded, but there is no
flooding over VXLAN. Therefore, if no silent or unknown hosts are present,
flooding can potentially be minimized in a BGP EVPN VXLAN network.



Next, we consider the third piece of BUM or multidestination traffic, which
is called multicast traffic. Layer 2 multicast in a VXLAN network is treated
as broadcast or unknown unicast traffic because the multicast traffic is
flooded across the underlay. Layer 2 multicast flooding leverages the
configured multidestination traffic-handling method, whether it exists in
unicast mode or multicast mode. Not all platforms can differentiate between
the different types of Layer 2 floods, such as multicast or unknown unicast.
The IGMP snooping feature presents an optimal way of forwarding Layer 2
multicast traffic if supported by the platform. The Cisco NX-OS default
configuration results in behavior that floods Layer 2 multicast traffic both
locally and across the VTEP interfaces (see Figure 3-6). This means that all
participating VTEPs with the same VNI mapping and all endpoints in that
Layer 2 VNI receive this Layer 2 multicast traffic. The multidestination
traffic is forwarded to every endpoint in the VNI, regardless of whether that
endpoint is an interested receiver.
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Figure 3-6 No IGMP Snooping in VLAN/VXLAN

With VXLAN, the option to implement IGMP snooping in the same way it
is implemented in traditional Ethernet-based networks. The main difference
is that the VTEP interface selectively allows Layer 2 multicast forwarding
for interested receivers that are present behind a remote VTEP. If there are
no interested receivers behind remote VTEPs, Layer 2 multicast traffic
received from a source endpoint is not sent toward the VXLAN network.
However, as long as there is at least one interested receiver behind some



remote VTEP, Layer 2 multicast traffic is forwarded to all remote VTEPs
since they are all part of the same Layer 2 VNI. The VTEP interface is a
multicast router port that participates in IGMP snooping, thereby allowing
Layer 2 multicast forwarding. This is dependent on the receipt of the IGMP
“join” message from an endpoint for a given multicast group in a Layer 2
VNI

The received IGMP join report is VXLAN encapsulated and transported to
all remote VTEPs that are members of the corresponding Layer 2 VNI. Note
that the multicast group(s) employed for overlay multicast traffic between
endpoints should not be confused with the underlay multicast group that may
be associated with the Layer 2 VNI. Recall that the latter is employed to
provide the destination IP address in the outer IP header for forwarding
multidestination traffic in the underlay when using multicast mode.

With IGMP snooping enabled for VXLAN VNIs, the ability to realize the
true benefits of multicast occurs: Traffic is forwarded only to interested
receiver endpoints (see Figure 3-7). In other words, if no interested receivers
exist for a given multicast group behind a VTEP in the same VNI, the Layer
2 multicast traffic is silently dropped and not flooded. After decapsulation at
the remote VTEP, Layer 2 multicast traffic is forwarded based on the local
IGMP snooping state. IGMP join messages are used to selectively enable the
forwarding of certain Layer 2 multicast traffic.
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Figure 3-7 IGMP Snooping in VLAN/VXLAN

Depending on the platform software support, IGMP snooping for VXLAN-
enabled VLANs may not be supported. IGMP snooping is a software feature
that does not have any dependencies on the underlying hardware. While this
section provided a brief overview, detailed IP multicast flows in a VXLAN
BGP EVPN network are presented in Chapter 7 “Multicast Forwarding”.

Distributed IP Anycast Gateway

In order for two endpoints in different IP subnets to communicate with each
other, a default gateway is required. Traditionally, the default gateway has
been implemented centrally at the data center aggregation layer, in a
redundant configuration. For an endpoint to reach the centralized default
gateway, it has to first traverse a Layer 2 network. The Layer 2 network
options include Ethernet, vPC, FabricPath, and even VXLAN F&L.
Communication within the same IP subnet is typically bridged without any
communication with the centralized default gateway. For routing
communication between different IP networks/subnets, the centralized
default gateway is reachable over the same Layer 2 network path.

Typically, the network is designed to be redundant as well as highly
available. Likewise, the centralized gateway is highly available. First-hop
redundancy protocols (FHRP) were designed to support the centralized
default gateway with redundancy. Protocols such as HSRP,2 VRRP,X? and
GLBPL are examples of FHRPs. HSRP and VRRP have a single node
responsible for responding to ARP requests as well as routing traffic to a
different IP network/subnet. When the primary node fails, the FHRP changes
the operational state on the backup node to master. A certain amount of time
is needed to fail over from one node to another.

FHRPs became more versatile when implemented with virtual PortChannels
(vPCs), which allow both nodes to forward routing traffic and permit only
the master node to respond to ARP requests. Combining vPC and FHRP
significantly enhances resiliency as well as convergence time in case of
failures. Enabling ARP synchronization for the FHRP in vPC environments
enables ARP synchronization between the vPC primary and the vPC
secondary. FabricPath with anycast HSRP12 increases the number of active
gateways from two to four nodes. The FHRP protocol exchange and



operational state changes are still present with anycast HSRP. With FHRPs,
the default gateway, implemented at the data center aggregation layer,
provides a centralized default gateway as well as the Layer 2/Layer 3
network boundary.

The increasing importance of Layer 2 and Layer 3 operations, especially in a
large data center fabric, has demanded additional resiliency in comparison to
what has been provided by traditional FHRP protocols. Moving the Layer 2-
Layer 3 network boundary to the fabric leaf/ToR switch or the access layer
reduces the failure domain (see Figure 3-8). The scale-out approach of the
distributed IP anycast gateway dramatically reduces the network and
protocol state. The distributed IP anycast gateway implementation at each
fabric leaf no longer requires each endpoint to traverse a large Layer 2
domain to reach the default gateway.
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The distributed IP anycast gateway applies the anycast!2 network concept

“one to the nearest association.” Anycast is a network addressing and routing
methodology in which the data traffic from an endpoint is routed
topologically to the closest node in a group of gateways that are all identified
by the same destination IP address. With the distributed IP anycast gateway
(see Figure 3-9), the default gateway is moved closer to the endpoint—
specifically to the leaf where each endpoint is physically attached. The
anycast gateway is active on each edge device/VTEP across the network
fabric, eliminating the requirement to have traditional hello
protocols/packets across the network fabric. Consequently, the same gateway



for a subnet can exist concurrently at multiple leafs, as needed, without the
requirement for any FHRP-like protocols.

Redundant ToRs are reached over a Multi-Chassis Link Aggregation bundle
(MC-LAG) technology such as vPC. Port channel hashing selects only one
of the two available default gateways, and the “one to the nearest
association” rule applies here. The VXLAN BGP EVPN network provides
Layer 2 and Layer 3 services, and the default gateway association exists
between the local edge device and the endpoint. When the endpoint tries to
resolve the default gateway, the locally attached edge device is the only one
that traps and resolves that ARP request. In this way, every edge device is
responsible for performing default gateway functionality for its directly
attached endpoints. The edge device also takes care of tracking the liveliness
of its locally attached discovered endpoints by performing periodic ARP

refreshes.
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Figure 3-9 Anycast Gateway Concept
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The scale-out implementation of the distributed anycast gateway provides
the default gateway closest to each endpoint. The IP address for the default



gateway is shared among all the edge devices, and each edge device is
responsible for its respective IP subnet. In addition to the IP address of the
default gateway being important, the associated MAC address is equally
important. The MAC address is important as each endpoint has a local ARP
cache that contains the specific IP-to-MAC binding for the default gateway.

For the host mobility use case, undesirable “black-holing” of traffic may
occur if the gateway MAC address changes when a host moves to a server
below a different ToR in a different rack even if the default gateway remains
the same. To prevent this, the distributed anycast gateways on all the edge
devices of the VXLAN EVPN fabric share the same MAC address for the
gateway service. This shared MAC address, called the anycast gateway
MAC addresses (AGM), is configured to be the same on all the edge devices.
In fact, the same AGM is shared across all the different IP subnets, and each
subnet has its own unique default gateway IP. The anycast gateway not only
provides the most efficient egress routing but also provides direct routing to
the VTEP where a given endpoint is attached, thereby eliminating hair-
pinning of traffic.

In a situation where an endpoint is silent or undiscovered, no host route
information for that endpoint in known to the BGP EVPN control plane.
Without the host route information, the next-best route in the routing table
should be used so that the packets destined to that endpoint are not dropped.
Having each distributed IP anycast gateway advertise a subnet route from
each VTEP where that subnet is locally instantiated allows a “next-best”
route to be available in the routing table. A remote VTEP, which does not
have that subnet instantiated locally, finds that the subnet prefix is reachable
over multiple paths via ECMP. When traffic destined to an unknown/silent
endpoint in this subnet is received by this remote VTEDP, traffic is forwarded
to one of the chosen VTEPs that serve the destination subnet based on the
calculated ECMP hash. Once the traffic reaches that VTEP, the subnet prefix
route is hit, which in turn points to a glean adjacency. This triggers the
VTEP to send out an ARP request to the local-connected Layer 2 network,
based on the destination subnet information. The ARP request is also sent to
the Layer 3 core encapsulated with the Layer 2 VXLAN VNI associated
with the destination subnet. As a result, the ARP request reaches the silent
endpoint in the specific subnet. The endpoint responds to the ARP request,
which in turn gets consumed at the VTEP that is directly attached to that
endpoint. This is because all VTEPs share the same anycast gateway MAC.



As a result, the endpoint is discovered, and the endpoint information is
distributed by this VTEP into the BGP EVPN control plane.

An alternative to the subnet route advertisement approach is to allow the
default route (0.0.0.0/0) to achieve similar results with the disadvantage of
centralizing the discovery. However, a distributed approach based on subnet
prefix routes scales much better to discover the silent endpoints. Figure 3-10
illustrates the logical realization of a distributed IP anycast gateway in a
VXLAN BGP EVPN f{abric.
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Figure 3-10 Subnet Prefix Advertisement for Distributed Anycast
Gateway

With the distributed IP anycast gateway implementation, any VTEP can
service any subnet across the entire VXLAN BGP EVPN fabric. Integrated
Routing and Bridging (IRB) from the VXLAN BGP EVPN construct
provides the capability to efficiently route and bridge traffic. Regardless of
the traffic patterns (east—west or north—south), the hair-pinning of traffic is
completely eliminated. The BGP EVPN control plane knows the identity of
an endpoint along with the next-hop (VTEP) information that indicates its
location. This leads to optimal forwarding in the network without requiring a
large Layer 2 domain.



In summary, the AGM across all edge devices and subnets provides seamless
host mobility as no changes to the endpoint ARP cache need to occur. This
allows for “hot” workload mobility across the entire VXLAN fabric. The
distributed anycast gateway moves the Layer 3 gateway to the leafs, thereby
providing reduced failure domains, simplified configuration, optimized
routing, and transparent endpoint/workload mobility.

Integrated Route and Bridge (IRB)

VXLAN BGP EVPN follows two different semantics for IRB that are
documented and published in the IETF’s draft-ietf-bess-evpn-inter-subnet-
forwarding (https://tools.ietf.org/html/draft-ietf-bess-evpn-inter-subnet-
forwarding).

Asymmetric IRB is the first of the documented first-hop routing operations.
It follows a bridge-route—bridge pattern within the local edge device or
VTEP. As the name implies, when asymmetric IRB is employed for routing,
traffic egressing toward a remote VTEP uses a different VNI than the return
traffic from the remote VTEP.

As noted in Figure 3-11, Host A, connected to VTEP V1, wants to
communicate to Host X, connected to VTEP V2. Because Host A and Host
X belong to different subnets, the asymmetric IRB routing process is used.
Post default gateway ARP resolution, Host A sends data traffic toward the
default gateway in VLAN 10. From VLAN 10, a routing operation is
performed toward VLAN 20, which is mapped to VXLAN VNI 30002. The
data traffic is encapsulated into VXLAN with VNI 30002. When the
encapsulated traffic arrives on VTEP V2, it is decapsulated and then bridged
over toward VLAN 20 because VLAN 20 is also mapped to VNI 30002 on
VTEP V2.
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Figure 3-11 Asymmetric IRB

Host A—to—Host X communication results in a bridge-route—bridge pattern,
with the encapsulated traffic traveling with VNI 30002. For the return traffic,
Host X sends data traffic to the default gateway for the local subnet
corresponding to VLAN 20. After the routing operation from VLAN 20 to
VLAN 10 is performed, the traffic is encapsulated with VXLAN VNI 30001
and bridged toward VTEP V1. Once the traffic arrives at VTEP V1, the data
traffic is decapsulated and bridged toward VLAN 10 because VLAN 10 is
mapped to VNI 30001. Consequently, for return traffic from Host X to Host
A, a bridge—route—bridge operation is performed, with encapsulated traffic
traveling with VNI 30001. The end-to-end traffic flow from Host A to Host
X uses VNI 30002, and the return traffic from Host X to Host A uses VNI
30001.

The preceding example demonstrates traffic asymmetry with different VNIs
used for communication between Host A and Host X with asymmetric IRB.
Asymmetric IRB requires consistent VNI configuration across all VXLAN
VTEP(s) to prevent traffic from being black-holed. Configuration



consistency is required for the second bridge operation in the bridge—route—
bridge sequence because the sequence fails if there is a missing bridge-
domain/VNI configuration corresponding to the network in which the
destination resides. Figure 3-12 illustrates the fact that traffic from Host A
and Host Y flows fine, but reverse traffic from Host Y to Host A does not
work, due to the absence of the configuration for VNI 30001 at the VTEP
attached to Host Y. Traffic between Host A and Host X will be correctly
forwarded as both IRB interfaces (SVI 10 and SVI 20) are present on the
attached VTEP.
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Figure 3-12 Asymmetric IRB and Inconsistent Provisioning

In addition to asymmetric IRB, another option for IRB operations is
symmetric IRB. Whereas asymmetric IRB follows the bridge—route—bridge
mode of operation, symmetric IRB follows the bridge—route—route—bridge
mode of operation. Symmetric IRB provides additional use cases that are not
possible with asymmetric IRB.

Symmetric IRB uses the same forwarding semantics when routing between
IP subnets with VRF Lite or MPLS L3VPNs. With symmetric IRB, all



traffic egressing and returning from a VTEP uses the same VNI.

Specifically, the same Layer 3 VNI (L3VNI) associated with the VRF is
used for all routed traffic. The distinctions between the L2VNI and L3VNI
are identified in the BGP EVPN control plane specific to the VXLAN header
24-bit VNI field.

As noted in Figure 3-13, Host A is connected to VTEP V1 and wants to
communicate with Host Y, attached to VTEP V2. Host A sends data traffic
to the default gateway associated with the local subnet in VLAN 10. From
VLAN 10, traffic is routed based on the destination IP lookup. The lookup
result indicates which traffic needs to be VXLAN encapsulated and sends
traffic toward VTEP V2, below which Host Y resides. The encapsulated
VXLAN traffic is sent from VTEP V1 to VTEP V2 in VNI 50001, where
50001 is the Layer 3 VNI associated with the VRF in which Host A and
Host Y reside. Once the encapsulated VXLAN traffic arrives at VTEP V2,
the traffic is decapsulated and routed within the VRF toward VLAN 20
where Host Y resides. In this way, for traffic from Host A to Host Y, a
bridge-route-route-bridge symmetric sequence is performed. Note that the
Layer 2 VNIs associated with the networks in which Host A and Host Y
reside are not used for the routing operation with the symmetric IRB option.
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Figure 3-13 Symmetric IRB



For the return traffic from Host Y to Host A, the return flow is symmetric,
using the same VINI 50001 associated with the VRF. Host Y sends the return
traffic to the default gateway associated with its local subnet in VLAN 20.
VLAN 20 makes a routing decision toward the VRF and VNI 50001,
resulting in the VXLAN-encapsulated traffic being sent to VTEP V1. Once
the encapsulated VXLAN traffic arrives at VTEP V1, the traffic is
decapsulated and routed toward the VRF and VLAN 10. The return traffic
flow from Host Y to Host A follows the same bridge-route—route—bridge
sequence, following the same VINI 50001. The traffic from Host A to Host Y
and traffic from Host Y to Host A leverage the same VRF VNI 50001,
resulting in symmetric traffic flows. In fact, all routed traffic between hosts
belonging to different networks within the same VRF employs the same
VRF VNI 50001.

Symmetric IRB does not have the requirement of maintaining a consistent
configuration across all the edge devices for all the VXLAN networks. In
other words, scoped configuration can be implemented when it is not
necessary to have all VNIs configured on all the edge devices or VTEPs (see
Figure 3-14). However, for a given VRF, the same Layer 3 VINI needs to be
configured on all the VTEPs since the VRF enables the sequence of bridge—
route—route—bridge operation. For communication between hosts belonging
to different VRFs, route leaking is required. For VRF route leaking, an
external router or firewall is required to perform VRF-to-VRF
communication. It should be noted that support for VRF route leaking
requires software support to normalize the control protocol information with
the data plane encapsulation. Next to local VRF route leaking, downstream
VNI assignment can provide this function for the extranet use cases. These
options are discussed further in Chapter 8, “External Connectivity.”
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Figure 3-14 Symmetric IRB and Inconsistent Provisioning

Both symmetric and asymmetric modes are documented in the IETF draft.
The Cisco implementation with NX-OS follows the symmetric IRB mode.
The symmetric IRB bridge-route-route-bridge sequence offers flexibility
for large-scale multitenant deployments. And the bridge-route-route—bridge
sequence follows similar semantics to classic routing across a transit
segment. The transit routing segment with VXLAN BGP EVPN is reflected
by the Layer 3 VNI associated with the VRF.

Endpoint Mobility

BGP EVPN provides a mechanism to provide endpoint mobility within the
fabric. When an endpoint moves, the associated host route prefix is
advertised in the control plane through an updated sequence number. The
sequence number avoids the need to withdraw and relearn a given prefix
during an endpoint move. Instead, an update in the control plane of the new
location is performed. Since forwarding in the fabric is always dictated by
what is present in the BGP EVPN control plane, traffic is quickly redirected
to the updated location of the endpoint that moved, thereby providing a
smooth traffic convergence. When an endpoint moves, two host route



prefixes for the same endpoint are present in the BGP EVPN control plane.
The initial prefix is identified by the original VTEP location, and after the
move, the prefix is identified by the new VTEP location.

With two prefixes in the control plane present for the same endpoint, a
tiebreaker determines the winner. For this purpose, a BGP extended
community called the MAC mobility sequence number is added to the
endpoint host route advertisement (specifically Route type 2). The sequence
number is updated with every endpoint move. In the event that the sequence
number reaches its maximum possible value, the sequence number wraps
around and starts over. The MAC mobility sequence number is documented
in RFC 7432, which is specific to BGP EVPN.

The endpoint MAC address before the move is learned as a Route type 2
advertisement, and the BGP extended community MAC mobility sequence is
set to 0. The value 0 indicates that the MAC address has not had a mobility
event, and the endpoint is still at the original location. If a MAC mobility
event has been detected, a new Route type 2 (MAC/IP advertisement) is
added to the BGP EVPN control plane by the “new” VTEP below which the
endpoint moved (its new location). The control plane then sets the MAC
mobility sequence number to 1 in the BGP extended community as well as
in the new location. There are now two identical MAC/IP advertisements in
the BGP EVPN control plane. But only the new advertisement has the MAC
mobility sequence number set to a value of 1. All the VTEPs honor this
advertisement, thereby sending traffic toward the endpoint at its new
location. Figure 3-15 illustrates a sample endpoint mobility use case with the
relevant BGP EVPN state where endpoint Host A has moved from VTEP V1
to VTEP V3.
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Figure 3-15 Endpoint Mobility

An endpoint may move multiple times over the course of its lifetime within
a fabric. Every time the endpoint moves, the VTEP that detects its new
location increments the sequence number by 1 and then advertises the host
prefix for that endpoint into the BGP EVPN control plane. Because the BGP
EVPN information is synced across all the VTEPs, every VTEP is aware of
whether an endpoint is coming up for the first time or whether it is an
endpoint move event based on the previous endpoint reachability
information.

An endpoint may be powered off or become unreachable for a variety of
reasons. If an endpoint has aged out of the ARP, MAC, and BGP tables, the
extended community MAC mobility sequence is 0 as well. If the same
endpoint reappears (from the fabric’s and BGP EVPN’s point of view), this
reappearance is treated as a new learn event. In other words, the BGP EVPN
control plane is aware of the current active endpoints and their respective
locations, but the control plane does not store any history of the previous
incarnations of the endpoints.



Whether an endpoint actually moves (a hot move) or an endpoint dies and

another endpoint assumes its identity (a cold move), from the BGP EVPN

control plane’s point of view, the actions taken are similar. This is because

the identity of an endpoint in the BGP EVPN control plane is derived from
its MAC and/or IP addresses.

An endpoint move event results in either Reverse ARP (RARP) or
Gratuitous ARP (GARP), signaling either by the endpoint or on behalf of the
endpoint. In the case of RARP, the hypervisor or virtual switch typically
sends out a RARP with the SMAC address set to the endpoint MAC address
and the DMAC set to the broadcast MAC (FFFE.FFFE.FFFF). In the case of
GARP, both the IP and MAC address of the endpoint are notified at the new
location. This results in IP/MAC reachability of the endpoint being updated
in the BGP EVPN control plane. On reception of this information at the old
location (VTEP), an endpoint verification process is performed to determine
whether the endpoint has indeed moved away from the old location. Once
this validation occurs successfully, the old prefix with the old sequence
number is withdrawn from the BGP EVPN control plane. In addition to the
prefix being withdrawn from BGP EVPN, the ARP and/or MAC address
tables are also cleared of the old location. Figure 3-16 illustrates a sample
BGP EVPN output for a prefix associated with an end host that has moved
within the fabric. In the figure, the fields of interest, including the MAC
Mobility Sequence Number field, are highlighted.
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Figure 3-16 MAC Mobility Sequence

During the verification procedure, if the endpoint responds at the old
location as well, a potential duplicate endpoint is detected since the prefix is
being seen at multiple locations. The default detection value for duplicate
endpoint detection is “5 moves within 180 seconds.” This means after the
fifth move within the time frame of 180 seconds, the VTEP starts a “30-
second hold” timer before restarting the verification and cleanup process.
After the fifth time (5 moves within 180 seconds), the VTEP freezes the
duplicate entry. With the Cisco NX-OS BGP EVPN implementation, these
default detection values can be modified via user configuration.

By using the MAC mobility sequence numbers carried with the Route type 2
advertisement (MAC/IP advertisement), the BGP EVPN control plane can
identify when a potential location change occurs for an endpoint. When a
given prefix is determined to still be reachable, the control plane actively
verifies whether a given endpoint has actually moved. The control plane
provides a tremendous amount of value in not only verifying and cleaning up
mobility events but also detecting duplicates within the VXLAN BGP EVPN
network.



Virtual PortChannel (vPC) in VXLAN BGP EVPN

The bundling of multiple physical interfaces into a single logical interface
between two chassis is referred to as a port channel, which is also known as
a link aggregation group (LAG). Virtual PortChannel (vPC)4 is a
technology that provides Layer 2 redundancy across two or more physical
chassis. Specifically, a single chassis is connected to two other chassis that
are configured as a vPC pair. The industry term for this is Multi-Chassis
Link Aggregation Group (MC-LAG). Recall that while the underlying
transport network for VXLAN is built with a Layer 3 routing protocol
leveraging ECMP, the endpoints still connect to the leafs or edge devices via
classic Ethernet. It should be noted that the VXLAN BGP EVPN fabric does
not mandate that endpoints must have redundant connections to the fabric.
However, in most practical deployments, high availability is typically a
requirement, and for that purpose, endpoints are connected to the edge
devices via port channels.

Several protocols exist to form port channels, including static-unconditional
configurations, protocols such as Port Aggregation Protocol (PAgP),12 and
industry standard protocols such as Link Aggregation Control Protocol
(LACP).15

Port channels can be configured between a single endpoint and a single
network switch. When ToR- or switch-level redundancy (as well as link-
level redundancy) is a requirement, an MC-LAG is employed to provide the
capability to connect an endpoint to multiple network switches.

vPCs allow interfaces of an endpoint to physically connect to two different
network switches. From an endpoint perspective, they see a single network
switch connected via a single port channel with multiple links. The endpoint
connected to the vPC domain can be a switch, a server, or any other
networking device that supports the IEEE 802.3 standard and port channels.
vPC allows the creation of Layer 2 port channels that span two switches.
vPCs consist of two vPC member switches connected by a peer link, with
one being the primary and the other being the secondary. The system formed
by the network switches is referred to as a vVPC domain (see Figure 3-17).
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Figure 3-17 Classic Ethernet vPC Domain

The vPC primary and secondary members are initially configured as
individual edge devices or VTEPs for VXLAN integration. For northbound
traffic, the routed interfaces are part of the underlay network to provide
reachability to each individual VTEP. Each VTEP is represented by an
individual primary IP address (PIP) per VTEP.

With this in mind, the vPC feature first needs to be enabled, followed by the
configuration of the vPC domain between the two vPC member network
switches. Next, the vPC peer link (PL) and vPC peer keepalive (PKL) need
to be connected between the two nodes. The underlay network also needs to
be configured on the vPC peer link for both unicast and multicast (if
multicast is used) underlay routing purposes.

A single VTEP is configured to represent the vPC domain in the VXLAN
BGP EVPN fabric. To achieve the single VTEP, an anycast VTEP is



configured with a common virtual IP address (VIP) that is shared across both
switches that form the vPC domain. The anycast IP address is used by all the

endpoints behind the vPC domain and is represented by a single anycast
VTEP for the vPC domain.

Type MAC, IP NH

2 192.168.1.101 10.200.200.254
2 192.168.1.102 10.200.200.254
5  192.168.2.0/24 10.200.200.254
5  192.168.3.0/24 10.200.200.254

——————