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Cisco ACI Fabric Discovery Lab (DCloud) 

1. Fabric Discovery 

• Click Begin First Time Setup to start the Let’s Configure the Basics 

• Fabric Membership > Click Begin 

• Right click on switch & click Register. 

• Assign the parameters from the table below: 

 

Pod ID Node ID Switch Name 

1 101 GCT-LF-101 

1 102 GCT-LF-102 

1 201 GCT-SP-201 

1 202 GCT-SP-202 

 

• Click Submit 

 

2. Configure the Basic (BGP Route Reflector) 

• BGP > Click Begin 

• Enter these parameters:  

 

o AS Number : 65846 

o Spine 1  : 101 

o Spine 2  : 102 

 

• Click Submit 

 

3. Configure the Basic (NTP) 

• NTP > Click Begin 

• Enter these parameters:  

 

o IP Address : 198.18.128.1 

o Preferred : Check 

 

• Click Submit 

 

4. Configure the Basic (DNS) 

• DNS > Click Begin > Click + On DNS Server 

• Enter these parameters:  

 

o IP Address : 198.18.133.1 

o Preferred : Check 

o Search Domain :  

▪ Name  : dcloud.cisco.com 

▪ Default : Check 

 

• Click Submit 



5. Configure the Basic (OOB IP Management) 

• Out Of Band Management > Review & Configure > Configure OOB IP’s for selected 

nodes 

 

 

• Enter these parameters :  

 

 

 

• Click Submit 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Cisco ACI Access Policies Provisioning Lab 

1. Lab Topology 

• Access Port Interface 

 

 

 

• Port Channel Interface 

 

 

 

 



• VPC Interface 

 

 

 

2. Configure & Verify VLAN Pool 

• Fabric > Access Policies >Pools > VLANs > User-Statics-VLANs-1 > 

• Verify these parameters: 

 

o Name     : UserX-Static-VLANs-1 

o Allocation Mode   : Static Allocation 

o Encap Block (Vlan Range) : 1801-1820 

 

• Fabric > Access Policies >Pools > VLANs > User-Statics-VLANs-2 

• Verify these parameters: 

 

o Name     : UserX-Static-VLANs-2 

o Allocation Mode   : Static Allocation 

o Encap Block (Vlan Range) : 1821-1830 

 

 

 

 

 

 



3. Configure Physical & Layer 3 Out Domain 

• Fabric > Access Policies > Physical & External Domain > Physical Domain > 

Right – click > Create Physical Domain 

• Enter these parameters: 

 

o Name   : UserX-PhysDom1 

o VLAN Pool  : UserX-Static-VLANs-1 

• Click Submit 

------------------------------------------------------------------------------------------------------------- 

 

• Fabric > Access Policies > Physical & External Domain > L3 Out Domain > 

Right – click > Create L3 Out Domain 

• Enter these parameters: 

 

o Name   : UserX-L3OutDom2 

o VLAN Pool  : UserX-Static-VLANs-2 

 

• Click Submit 

 

4. Configure AAEP 

• Fabric > Access Policies > Policies > Global > Right – Click Attachable Access 

Entity Profile > Create Attachable Access Entity Profile 

• Enter these parameters: 

 

o Name   : UserX-PhysDom-AAEP 

 

• Click + On Domain VMM, Physical or External to be associated to interfaces: 

 

o Domain Profile : UserX-PhysDom1 

 

• Click Update > Next > Finish 

------------------------------------------------------------------------------------------------------------- 

 

• Fabric > Access Policies > Policies > Global > Right – Click Attachable Access 

Entity Profile > Create Attachable Access Entity Profile 

• Enter these parameters: 

 

o Name   : UserX-L3OutDom-AAEP 

 

• Click + On Domain VMM, Physical or External to be associated to interfaces: 

 

o Domain Profile : UserX-L3OutDom2 

 

• Click Update > Next > Finish 

 

 



5. Configure Interface Policy (CDP) 

• Fabric > Access Policies > Policies > Interface > CDP Interface > Right – Click 

> Create CDP Interface Policy 

• Policy 1 

o Name   : UserX-CDP-ON 

o Admin State  : Enabled 

 

• Click Submit 

------------------------------------------------------------------------------------------------------------- 

• Policy 2 

o Name  : UserX-CDP-OFF 

o Admin State  : Disabled 

 

• Click Submit 

 

6. Configure Interface Policy (LLDP) 

• Fabric > Access Policies > Policies > Interface > LLDP Interface > Right – 

Click > Create LLDP Interface Policy 

• Policy 1 

o Name   : UserX-LLDP-ON 

o Transmit  : Enabled 

o Receive  : Enabled 

 

• Click Submit 

------------------------------------------------------------------------------------------------------------- 

• Policy 2 

o Name  : UserX-LLDP-OFF 

o Transmit  : Disabled 

o Receive  : Disabled 

 

• Click Submit 

 

7. Configure Interface Policy (Link Level) 

• Fabric > Access Policies > Policies > Interface > Link Level > Right – Click > 

Create Link Level Interface Policy 

• Policy 1 

o Name  : UserX-1G-ON 

o Speed  : 1gbps 

 

• Click Submit 

------------------------------------------------------------------------------------------------------------- 

• Policy 2 

o Name  : UserX-10G-ON 

o Speed  : 10gbps 

 

• Click Submit 



8. Configure Interface Policy (Port Channel) 

• Fabric > Access Policies > Policies > Interface > Port Channel > Right – Click 

> Create Port Channel Policy 

• Policy 1 

o Name  : UserX-LACP-ACTIVE 

o Mode  : LACP-Active 

 

• Click Submit 

------------------------------------------------------------------------------------------------------------- 

• Policy 2 

o Name  : UserX-LACP-PASSIVE 

o Mode  : LACP-Passive 

 

• Click Submit 

------------------------------------------------------------------------------------------------------------- 

• Policy 3 

o Name  : UserX-STATIC-ON 

o Mode  : Static Channel – Mode On 

 

• Click Submit 

 

9. Configure Access Port Policy Group  

Leaf Access Port Connected to vmnic0 

 

• Fabric > Access Policies > Interface > Leaf Interfaces > Policy Group > Right 

Click Leaf Access Port > Create Leaf Access Port Policy Group 

• Enter these parameters: 

o Name  : UserX-1G_AP_PG 

o CDP  : UserX-CDP-ON 

o LLDP  : UserX-LLDP-ON 

o Link Level  : UserX-1G-ON 

o AAEP  : UserX-PhysDom-AAEP 

 

• Click Submit 

 

10. Configure Port Channel Policy Group 

Port Channel Connected to UserX-Switch Interface Gi1/0/22 & Gi1/0/24 

 

• Fabric > Access Policies > Interface > Leaf Interfaces > Policy Group > PC 

Interface > Create Port Channel Policy Group 

• Enter these parameters: 

o Name  : UserX-Switch-Po3_PC_PG 

o CDP  : UserX-CDP-ON 

o LLDP  : UserX-LLDP-OFF 

o Link Level  : UserX-1G-ON 

o Port-Channel : UserX-LACP-ACTIVE 



o AAEP  : UserX-PhysDom-AAEP 

 

• Click Submit 

------------------------------------------------------------------------------------------------------------- 

11. Configure Interface Profile 

Interface Profile for Leaf 101, Leaf 102 & Leaf 101-102 

 

• Fabric > Access Policies > Interface > Leaf Interfaces > Right Click Profiles > 

Create Leaf Interface Profile 

 

• Profile 1: 

o Name  : UserX-LF101-IPF 

• Click Submit 

 

• Profile 2: 

o Name  : UserX-LF102-IPF 

• Click Submit 

 

• Profile 3: 

o Name  : UserX-LF101-102-IPF 

• Click Submit 

 

12. Configure Access Port Interface Selector 

Interface Selector for Access Port Interface from Leaf 101 Connected to DC1-

SERVER2 

 

• Fabric > Access Policies > Interface > Leaf Interfaces > Profiles > UserX-

LF101-IPF > Click + on Interface Selector 

• Selector:  

o Name   : L101_Eth1-37 

o Description   : Connected to ESXi_vmnic0 

o Interface ID   : 1/37 

o Interface Policy Group : UserX-1G_AP_PG 

 

• Click Submit 

 

13. Configure Port Channel Interface Selector 

Interface Selector for Port Channel Interface from Leaf 102 Connected to UserX-

Switch Interface Gi1/0/22 & Gi1/0/24 

 

• Fabric > Access Policies > Interface > Leaf Interfaces > Profiles> UserX-

LF102-IPF > Click + on Interface Selector 

 

• Selector:  

o Name   : UserX-Switch-Po3 



o Description   : Connected to UserX Switch Po1 

o Interface ID   : 1/37 

o Interface Policy Group : UserX-Switch-Po3_PC_PG 

 

• Click Submit 

 

Add More Interface to the Port Channel Policy 

 

• Fabric > Access Policies > Interface > Leaf Interfaces > Profiles> UserX-

LF102-IPF > UserX-Switch-Po1 Click + on Port Blocks 

 

o Interface ID   : 1/40 

 

• Click Submit 

 

14. Configure Switch Profile 

Switch Profile for Leaf 101 

 

• Fabric > Access Policies > Switches > Leaf Switches > Profiles > Right-Click > 

Create Leaf Profile 

• Profile 1: 

 

o Name  : UserX-LF101-SPF 

 

• Click + On Leaf Selector 

 

o Leaf Name  : LF101 

o Block  : 101 

 

• Click Next & Select Interface Selector Profiles 

 

o Interface Selector Profiles  : UserX-LF101-IPF 

 

• Click Submit 

 

Switch Profile for Leaf 102 

 

• Fabric > Access Policies > Switches > Leaf Switches > Profiles > Right-Click > 

Create Leaf Profile 

• Profile 1: 

 

o Name  : UserX-LF102-SPF 

 

• Click + On Leaf Selector 

 

o Leaf Name  : LF102 



o Block  : 102 

 

• Click Next & Select Interface Selector Profiles 

 

o Interface Selector Profiles  : UserX-LF102-IPF 

 

• Click Submit 

 

Switch Profile for Leaf 101 & 102 

 

• Fabric > Access Policies > Switches > Leaf Switches > Profiles > Right-Click > 

Create Leaf Profile 

• Profile 1: 

 

o Name  : UserX-LF101-102-SPF 

 

• Click + On Leaf Selector 

 

o Leaf Name  : LF101-102 

o Block  : 101-102 

 

• Click Next & Select Interface Selector Profiles 

 

o Interface Selector Profiles  : UserX-LF101-102-IPF 

 

• Click Submit 

 

15. Verify Physical Interface Status  

Verify Leaf 101 Interface Eth1/37 status on the ACI Fabric 

 

• Fabric > Inventory > Pod 1 > DC-LEAF101 > Interfaces > Physical Interface > 

Eth1/1 >  

 

• Make sure the Admin State & Oper State is Up. 



16. Configure Port Channel on UserX Switch 

Port Channel 1 Configuration Script 

 

interface GigabitEthernet1/0/22 

channel-group 1 mode active 

interface GigabitEthernet1/0/24 

channel-group 1 mode active 

 

17. Verify Port Channel Interface Status  

Verify Port Channel Interface status on the ACI Fabric 

 

• Fabric > Inventory > Pod 1 > DC-LEAF102 > Interfaces > PC Interface > 

PoXX-UserX-Switch-Po1_PC_PG  

 

 

 

• Make sure the Oper State is Up. 

 

Verify Port Channel Interface status on the UserX Switch 

 

Group  Port-channel  Protocol    Ports 

------+-------------+-----------+----------------------------------------------- 

1      Po1(SU)         LACP      Gi1/0/22(P) Gi1/0/24(P) 

 

UserX-Switch# 

 

• Make sure the Port Channel Interface is Up. 

 

 

 

 

 



18. Configure VPC Policy Group 

Virtual Port Channel Connected to UserX-Switch Interface Gi1/0/23 & Gi1/0/24 

 

• Fabric > Access Policies > Interface > Leaf Interfaces > Policy Group > VPC 

Interface > Create VPC Interface Policy Group 

• Enter these parameters: 

o Name  : UserX-Switch-Po4-VPC_PG 

o CDP  : UserX-CDP-ON 

o LLDP  : UserX-LLDP-OFF 

o Link Level  : UserX-1G-ON 

o Port-Channel : UserX-LACP-ACTIVE 

o AAEP  : UserX-L3OutDom-AAEP 

 

• Click Submit 

 

19. Remove Port Channel Interface Selector 

Remove Port Channel Interface from Leaf 102 Connected to UserX-Switch Interface 

Gi1/0/22 & Gi1/0/24 

 

• Fabric > Access Policies > Interface > Leaf Interfaces > Profiles> UserX-

LF102-IPF > Right Click UserX-Switch-Po3 > Delete 

 

20. Configure Virtual Port Channel Interface Selector 

Interface Selector for Virtual Port Channel Interface from Leaf 101&102 Connected to 

UserX-Switch Interface Gi1/0/23 & Gi1/0/24 

 

• Fabric > Access Policies > Interface > Leaf Interfaces > Profiles> UserX-

LF101-102-IPF > Click + on Interface Selector 

 

• Selector:  

o Name   : UserX-Switch-Po4_VPC 

o Description   : Connected to UserX Switch Po4 

o Interface ID   : 1/40 

o Interface Policy Group : UserX-Switch-Po4_VPC_PG 

 

• Click Submit 

 

21. Configure Port Channel on UserX Switch 

Port Channel 2 Configuration Script 

 

interface GigabitEthernet1/0/23 

channel-group 2 mode active 

interface GigabitEthernet1/0/24 

channel-group 2 mode active 



22. Verify Virtual Port Channel Interface Status  

Verify Port Channel Interface status on the ACI Fabric 

 

• Fabric > Inventory > Pod 1 > DC-LEAF101 or DC-LEAF102 > Interfaces > PC 

Interface > PoXX-UserX-Switch-Po2_VPC_PG  

 

• Make sure the Oper State is Up. 

 

Verify Port Channel Interface status on the UserX Switch 

 

Group  Port-channel  Protocol    Ports 

------+-------------+-----------+----------------------------------------------- 

1      Po2(SU)         LACP      Gi1/0/23(P) Gi1/0/24(P) 

 

UserX-Switch# 

 

• Make sure the Port Channel Interface is Up. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Cisco ACI Tenant Policies Provisioning Lab 

1. Lab Topology 

 

 

2. Tenant & Networking Design 

 

 

 



3. IP Address & VLAN Design 

Present Number 
(X) 

Bridge Domain 
Name 

Bridge Domain 
Gateway (Y) 

VM Name VM IP Adress VLAN 

1 

GCT1_Prod_Web_BD 10.10.3.1/24 GCT1_Web_VM 10.10.3.10 1803 

GCT1_Prod_App_BD 10.10.4.1/24 GCT1_App_VM 10.10.4.10 1804 

GCT1_Prod_DB_BD 10.10.5.1/24 
GCT1_DB1_VM 
GCT1_DB2_VM 

10.10.5.10 
1805 

10.10.5.11 

2 

GCT2_Prod_Web_BD 10.10.6.1/24 GCT2_Web_VM 10.10.6.10 1806 

GCT2_Prod_App_BD 10.10.7.1/24 GCT2_App_VM 10.10.7.10 1807 

GCT2_Prod_DB_BD 10.10.8.1/24 
GCT2_DB1_VM 
GCT2_DB2_VM 

10.10.8.10 
1808 

10.10.8.11 

3 

GCT3_Prod_Web_BD 10.10.9.1/24 GCT3_Web_VM 10.10.9.10 1809 

GCT3_Prod_App_BD 10.10.10.1/24 GCT3_App_VM 10.10.10.10 1810 

GCT3_Prod_DB_BD 10.10.11.1/24 
GCT3_DB1_VM 
GCT3_DB2_VM 

10.10.11.10 
1811 

10.10.11.11 

4 

GCT4_Prod_Web_BD 10.10.12.1/24 GCT4_Web_VM 10.10.12.10 1812 

GCT4_Prod_App_BD 10.10.13.1/24 GCT4_App_VM 10.10.13.10 1813 

GCT4_Prod_DB_BD 10.10.14.1/24 
GCT4_DB1_VM 
GCT4_DB2_VM 

10.10.14.10 
1814 

10.10.14.11 

5 

GCT5_Prod_Web_BD 10.10.15.1/24 GCT5_Web_VM 10.10.15.10 1815 

GCT5_Prod_App_BD 10.10.16.1/24 GCT5_App_VM 10.10.16.10 1816 

GCT5_Prod_DB_BD 10.10.17.1/24 
GCT5_DB1_VM 
GCT5_DB2_VM 

10.10.17.10 
1817 

10.10.17.11 

6 

GCT6_Prod_Web_BD 10.10.18.1/24 GCT6_Web_VM 10.10.18.10 1818 

GCT6_Prod_App_BD 10.10.19.1/24 GCT6_App_VM 10.10.19.10 1819 

GCT6_Prod_DB_BD 10.10.20.1/24 
GCT6_DB1_VM 
GCT6_DB2_VM 

10.10.20.10 
1820 

10.10.20.11 

 

4. Configure VRF 

Configure VRF Based on Participant Present Number (X is Participant Present 

Number) 

 

• Tenant > UserX-Prod > Networking > Right-Click VRFs > Create VRF 

• Enter these parameters: 

o Name    : GCTX_Prod_VRF 

o Create a Bridge Domain  : Uncheck 

 

• Click Submit 

 

5. Configure Bridge Domain 

Configure L3 Bridge Domain Based on Provided Design 

 

• Tenant > UserX-Prod > Networking > Right-Click Bridge Domain > Create 

Bridge Domain 

• Bridge Domain 1: 



o Name   : GCTX_Prod_Web_BD 

o VRF   : GCTX_Prod_VRF 

o Subnets/GW  : 10.X.Y.1/24 

 

• Click Submit 

------------------------------------------------------------------------------------------------------------- 

• Bridge Domain 2: 

o Name   : GCTX_Prod_App_BD 

o VRF   : GCTX_Prod_VRF 

o Subnets/GW  : 10.X.Y.1/24 

 

• Click Submit 

------------------------------------------------------------------------------------------------------------- 

Configure L2 Bridge Domain Based on Provided Design 

 

• Tenant > UserX-Prod > Networking > Right-Click Bridge Domain > Create 

Bridge Domain 

• Bridge Domain 3: 

o Name   : GCTX_Prod_DB_BD 

o VRF   : GCTX_Prod_VRF 

o L2 Unknown Unicast : Flood 

o Arp Flooding  : Check 

o Unicast Routing  : Uncheck 

 

• Click Submit 

 

6. Application Profile & EPG Design 

 

 

 

 

 

 

 



7. Configure Application Profile & EPG 

Configure Application Profile Based on Provided Design 

 

• Tenant > UserX-Prod > Networking > Right-Click Application Profile > Create 

Application Profile 

• Enter the parameter: 

o Name   : GCTX_Prod_AP 

 

• Click Submit 

------------------------------------------------------------------------------------------------------------ 

Configure Endpoint Group Based on Provided Design 

 

• Tenant > UserX-Prod > Application Profiles > GCTX_Prod_AP > Application 

EPGs > Right-Click > Create Application EPG  

• Endpoint Group 1: 

o Name   : GCTX_Prod_Web_EPG 

o Bridge Domain  : GCTX_Prod_Web_BD 

 

• Click Submit 

------------------------------------------------------------------------------------------------------------ 

• Endpoint Group 2: 

o Name   : GCTX_Prod_App_EPG 

o Bridge Domain  : GCTX_Prod_App_BD 

 

• Click Submit 

------------------------------------------------------------------------------------------------------------ 

• Endpoint Group 3: 

o Name   : GCTX_Prod_DB_EPG 

o Bridge Domain  : GCTX_Prod_DB_BD 

 

• Click Submit 

 

8. Configure Physical Domain On EPG 

Configure Domain on EPGs to Connect Tenant & Fabric Policies 

 

• Tenant > UserX-Prod > Application Profiles > GCTX_Prod_AP > Application 

EPGs > <EPG Name> Domain > Right-Click > click Add Physical Domain 

Association 

 

• Endpoint Group 1: 

o Application EPG  : GCTX_Prod_Web_EPG 

o Domain   : UserX-PhysDom1 

 

• Click Submit 

------------------------------------------------------------------------------------------------------------ 

• Endpoint Group 2: 



o Name   : GCTX_Prod_App_EPG 

o Domain   : UserX-PhysDom1 

 

• Click Submit 

------------------------------------------------------------------------------------------------------------ 

• Endpoint Group 3: 

o Name   : GCTX_Prod_DB_EPG 

o Domain   : UserX-PhysDom1 

 

• Click Submit 

 

9. Configure Static Ports On EPG 

Configure Static Ports on EPGs to Allow VLAN on Leaf Interfaces 

 

• Tenant > UserX-Prod > Application Profiles GCTX_Prod_AP > Application EPGs 

> <EPG Name> Static Ports > Right-Click > Deploy Static EPG on PC, VPC, or 

Interface 

 

EPG Port Type Node/Interface VLAN Mode 

GCTX_Prod_Web_EPG Access 101/Eth1/37 Y Trunk 

GCTX_Prod_App_EPG Access 101/Eth1/37 Y Trunk 

 

• Click Submit 

 

10. Contract Design 

 

 

11. Configure Contract 

Configure Contract to allow communication from GCTX_Prod_Web_EPG to 

GCTX_Prod_App_EPG & GCTX_Prod_App_EPG to GCTX_Prod_DB_EPG  

 

• Tenant > UserX-Prod > Contracts > Standard > Right-Click > Create Contract 

• Contract 1: 



o Contract Name  : GCTX_Web_to_App 

o Subject Name  : GCTX_Web_to_App 

o Filter:   

▪ Name   : GCTX-Permit-All 

▪ Ether type  : unspecified 

▪ Source Port/Range : unspecified/unspecified 

▪ Destination Port/Range : unspecified/unspecified 

 

• Click Submit 

------------------------------------------------------------------------------------------------------------ 

• Contract 2: 

o Contract Name  : GCTX_App_to_DB 

o Subject Name  : GCTX_App_to_DB 

o Filter:   

▪ Name   : GCTX-Permit-All 

▪ Ether type  : unspecified 

▪ Source Port/Range : unspecified/unspecified 

▪ Destination Port/Range : unspecified/unspecified 

 

• Click Submit 

 

12. Associate Contract to EPGs 

Associate Contract to EPGs to allow communication from GCTX_Prod_Web_EPG to 

GCTX_Prod_App_EPG  

 

• Tenant > UserX-Prod> Application Profiles > GCTX_Prod_AP > Application 

EPGs > GCTX_Prod_Web_EPG > Contract > Right-Click > Add Consumed 

Contract 

• Select these parameters: 

o Contract Name  : GCTX_Web_to_App 

 

• Click Submit 

------------------------------------------------------------------------------------------------------------- 

• Tenant > UserX-Prod> Application Profiles > GCTX_Prod_AP > Application 

EPGs > GCTX_Prod_App_EPG > Contract > Right-Click > Add Provided 

Contract 

• Select these parameters: 

o Contract Name  : GCTX_Web_to_App 

 

• Click Submit 

------------------------------------------------------------------------------------------------------------ 

Associate Contract to EPGs to allow communication from GCTX_Prod_App_EPG to 

GCTX_Prod_DB_EPG  

 



• Tenant > UserX-Prod> Application Profiles > GCTX_Prod_AP > Application 

EPGs > GCTX_Prod_App_EPG > Contract > Right-Click > Add Consumed 

Contract 

• Select these parameters: 

o Contract Name  : GCTX_App_to_DB 

 

• Click Submit 

------------------------------------------------------------------------------------------------------------ 

• Tenant > UserX-Prod> Application Profiles > GCTX_Prod_AP > Application 

EPGs > GCTX_Prod_DB_EPG > Contract > Right-Click > Add Consumed 

Contract 

• Select these parameters: 

o Contract Name  : GCTX_App_to_DB 

 

• Click Submit 

 

13. Verify Connectivity Between Endpoints 

Verify connectivity from the VMs to the Gateway 

 

• On ESXi > Virtual Machine > (VM Names) > Console > Open Browser Console 

> CTRL+ALT+T > ping 10.X.Y.1  

 

o GCTX_Prod_Web 

 

 

 

 

 

 

 

 

 

 

 



• GCTX_Prod_App 

 

 

 

Verify that endpoint ip addresses are learned on endpoint table of cisco ACI fabric. 

 

• Tenant > UserX-Prod> Application Profiles > GCTX_Prod_AP > Application 

EPGs > GCTX_Prod_Web_EPG > Operational 

 

 

 

• Tenant > UserX-Prod> Application Profiles > GCTX_Prod_AP > Application 

EPGs > GCTX_Prod_App_EPG > Operational 

 

 

 

Verify connectivity between VM Web to App 

 

• On ESXi > Virtual Machine > (VM Names) > Console > Open Browser Console 

> CTRL+ALT+T > ping 10.X.Y.10 

 



 

 

 

Cisco ACI External Connectivity - Layer 3 Out Lab 

1. Lab Topology 

 

 

 

 

 



2. Configure OSPF Layer 3 Out Over VPC 

Configure OSPF L3Out on UserX-Prod Tenant on your created VRF to Allow 

Communication to UserX-Switch 

 

• Tenant > UserX-Prod > Networking > Right Click L3Outs > Create L3Out 

• Enter these parameters.:  

o Name   : GCTX_Trad_Switch_L3OUT 

o VRF   : GCTX_Prod_VRF 

o L3 Domain  : UserX-L3OutDom2 

o OSPF   : Checked 

o Area ID   : 0 

o Area Type  : Regular Area 

 

• Click Next to Continue 

------------------------------------------------------------------------------------------------------------ 

Configure Nodes & Interfaces Profile for selected node that will running the L3 Out 

 

• Enter these parameters for Nodes and Interfaces Profile:  

 

o Layer 3 Interface  : SVI 

o Layer 2 Interface  : Virtual Port Channel 

o Address Type   : IPv4 

o Path    : UserX-Switch_Po4_VPC_PG 

o Encap VLAN   : 182X 

o MTU    : 1500 

o Node 101 Router ID  : 192.168.2X.253 

o IP Address Primary  : 192.168.2X.1/29 

o IP Address Secondary  : 192.168.2X.3/29 

o Node 102 Router ID  : 192.168.2X.254 

o IP Address Primary  : 192.168.2X.2/29 

o IP Address Secondary  : 192.168.2X.3/29 

 

• Click Next to Continue 

------------------------------------------------------------------------------------------------------------ 

Configure OSPF Interface Policy to Change OSPF Interface Mode to Broadcast 

 

• Select Drop Down on Policy & Create OSPF Interface Policy 

• Enter these parameters: 

 

o Name    : GCTX_OSPF_Broadcast 

o Network Type   : Broadcast 

 

• Click Next to Continue 

------------------------------------------------------------------------------------------------------------ 

Configure L3 Out External EPG to Classify Incoming Subnet as an External EPG 

 

• Enter these parameters for External EPG: 



o Name     : GCTX_Trad_Switch_L3OUT_EPG 

o Default EPG for all External Network : Uncheck 

 

• Click + On Subnet & Enter these parameters: 

 

o IP Address   : 0.0.0.0/1 

o External EPG Classification : External Subnet for External EPG 

o IP Address   : 128.0.0.0/1 

o External EPG Classification : External Subnet for External EPG 

 

• Click OK & Finish to Continue 

 

 

3. Configure Contract 

Configure Contract to allow communication from GCT-Prod_Switch_L3Out to 

GCTX_Prod_App_EPG 

 

• Tenant > UserX-Prod > Contracts > Standard > Right-Click > Create Contract 

• Contract 1: 

o Contract Name  : GCTX_Trad_Switch_to_Prod_EPG 

o Subject Name  : GCTX_Trad_Switch_to_Prod_EPG 

o Filter:   

▪ Name  : Permit-All 

 

• Click Submit 

 

4. Associate Contract to EPG 

Associate Contract to allow communication from GCT-Prod_Switch_L3Out to 

GCTX_Prod_App_EPG 

 

• Tenant > UserX-Prod> Networking > L3Outs > GCTX_Trad_Switch_L3Out > 

External EPGs > GCTX_Trad_Switch_L3Out_EPG > Contract > Add Consumed 

Contract 

 

• Select these parameters: 

o Contract Name  : GCTX_Switch_to_Prod_EPG 

 

• Click Submit 

------------------------------------------------------------------------------------------------------------ 

• Tenant > UserX-Prod> Application Profiles > GCTX_Prod_AP > Application 

EPGs > GCTX_Prod_App_EPG > Contract > Right-Click > Add Provided 

Contract 

 

• Select these parameters: 

o Contract Name  : GCTX_Switch_to_Prod_EPG 

 



• Click Submit 

 

5. Advertise Bridge Domain Subnet to L3Out 

Configure Bridge Domain to advertise subnet to GCTX_Trad_Switch_L3OUT 

 

• Tenant > UserX-Prod> Networking > Bridge Domain > <BD Name> Policy > 

L3 Configuration > Click on Subnet 

 

• GCTX_Prod_Web_BD: 

o Scope   : Advertise Externally 

o Associated L3 Out : GCTX_Trad_Switch_L3OUT 

 

• Click Submit 

------------------------------------------------------------------------------------------------------------- 

 

• GCTX_Prod_App_BD: 

o Scope   : Advertise Externally 

o Associated L3 Out : GCTX_Trad_Switch_L3OUT 

 

• Click Submit 

 

 

6. Verify L3Out Configuration 

Verify OSPF Neighborship On UserX-Switch 

 

• On UserX-Switch > show ip ospf neighbor 

 

 

 

Verify routes advertised to UserX-Switch 

 

• On UserX-Switch > show ip route vrf GCTX 

 



 

 

Verify connectivity between VM App to DB 

 

• On ESXi > Virtual Machine > (VM Names) > Console > Open Browser Console 

> CTRL+ALT+T > ping 10.X.Y.10 & 10.X. Y.11 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Migrating Existing Networks to Cisco ACI Using Static 

Port Lab 

1. Lab Topology 

 

2. Configure Access Port Interface Selector 

Interface Selector for Access Port Interface from Leaf 102 Connected to UserX-

Switch 

 

• Fabric > Access Policies > Interface > Leaf Interfaces > Profiles > UserX-

LF102-IPF > Click + on Interface Selector 

• Selector:  

o Name   : L102_Eth1-37 

o Description   : Connected to UserX-Switch GI1/0/22 

o Interface ID   : 1/37 

o Interface Policy Group : UserX-1G_AP_PG 

 

• Click Submit 

 

 

 

 



3. Configure Static Ports On EPG 

Configure Static Ports on EPGs to Allow VLAN on Leaf Interfaces 

 

• Tenant > UserX-Prod > Application Profiles GCTX_Prod_AP > Application EPGs 

> <EPG Name> Static Ports > Right-Click > Deploy Static EPG on PC, VPC, or 

Interface 

 

EPG Port Type Node/Interface VLAN Mode 

GCTX_Prod_DB_EPG Access 
101/Eth1/37 
102/Eth1/37 

Y Trunk 

 

• Click Submit 

 

4. Remove Static Ports On EPG 

Remove Static Ports on Leaf 102 Interface eth1/37 

 

• Tenant > UserX-Prod > Application Profiles GCTX_Prod_AP > Application EPGs 

> <EPG Name> Static Ports > Pod-1/Node-102/Eth1/37 > Delete 

 

Migrating Existing Networks to Cisco ACI Using Layer 2 

Out Lab 

1. Lab Topology 



2. Configure Layer 2 Out Domain 

• Fabric > Access Policies > Physical & External Domain > External Bridged 

Domain > Right – click > Create External Bridged Domain 

• Enter these parameters: 

 

o Name   : UserX-L2OutDom1 

o VLAN Pool  : UserX-Static-VLANs-1 

 

• Click Submit 

 

3. Configure AAEP 

• Fabric > Access Policies > Policies > Global > Right – Click Attachable Access 

Entity Profile > Create Attachable Access Entity Profile 

• Enter these parameters: 

 

o Name   : UserX-L2OutDom-AAEP 

 

• Click + On Domain VMM, Physical or External to be associated to interfaces: 

 

o Domain Profile : UserX-L2OutDom1 

 

• Click Update > Next > Finish 

 

4. Configure Access Port Policy Group  

Leaf Access Port Connected to UserX-Switch Gi1/0/22 

 

• Fabric > Access Policies > Interface > Leaf Interfaces > Policy Group > Right 

Click Leaf Access Port > Create Leaf Access Port Policy Group 

• Enter these parameters: 

o Name  : UserX- L2OUT_AP_PG 

o CDP  : UserX-CDP-ON 

o LLDP  : UserX-LLDP-ON 

o Link Level  : UserX-1G-ON 

o AAEP  : UserX-L2OutDom-AAEP 

 

• Click Submit 

 

5. Configure Interface Policy Group on Existing Access Port Interface 

Selector 

Interface Selector for Access Port Interface from Leaf 102 Connected to UserX-

Switch Interface Gi1/0/22 

 

• Fabric > Access Policies > Interface > Leaf Interfaces > Profiles > UserX-

LF102-IPF > L102_Eth1-37 > Interface Policy Group 

 



• Selector: L102_Eth1-37 

o Interface Policy Group : UserX-L2OUT_AP_PG 

 

• Click Submit 

 

6. Configure Layer 2 Out 

• Tenant > UserX-Prod > Networking > Right Click on L2Outs > Create L2Outs 

>  

• Enter these parameters: 

o Name   : GCTX_Trad_Switch_VLAN_Y_L2OUT 

o External Bridged Domain : UserX-L2OutDom1 

o Bridged Domain  : GCTX_Prod_DB_BD 

o Encap VLAN   : Y 

o Path Type   : Port 

o Node   : DC1-LEAF-102 

o Path   : Eth1/37 

 

• Click Add > Next > Click + On External EPG Networks 

• Enter these parameters: 

o Name   : GCTX_Trad_Switch_VLAN_Y_L2OUT_EPG 

 

• Click OK 

 

7. Configure Contract 

Configure Contract to allow communication from GCTX_Prod_DB_EPG to : 

GCTX_Trad_Switch_VLAN_ Y _L2OUT_EPG 

 

• Tenant > UserX-Prod > Contracts > Standard > Right-Click > Create Contract 

• Contract 1: 

o Contract Name  : GCTX_Prod_DB_to_Trad_DB 

o Subject Name  : GCTX_Prod_DB_to_Trad_DB 

o Filter:   

▪ Name   : GCTX-Permit-All 

▪ Ethertype  : unspecified 

▪ Source Port/Range : unspecified/unspecified 

▪ Destination Port/Range : unspecified/unspecified 

 

• Click Submit 

 

 

 

 

 

 

 

 



8. Associate Contract to EPGs 

Configure Contract to allow communication from GCTX_Prod_DB_EPG to : 

GCTX_Trad_Switch_VLAN_ Y _L2OUT_EPG 

 

• Tenant > UserX-Prod> Application Profiles > GCTX_Prod_AP > Application 

EPGs > GCTX_Prod_DB_EPG > Contract > Right-Click > Add Consumed 

Contract 

• Select these parameters: 

o Contract Name  : GCTX_Prod_DB_to_Trad_DB 

 

• Click Submit 

------------------------------------------------------------------------------------------------------------- 

• Tenant > UserX-Prod > Networking > L2Outs > GCTX_Trad_Switch_L2OUT > 

External EPGs > GCTX_Trad_Switch_L2OUT_EPG > Contracts > Click + On 

Provided Contracts  

• Select these parameters: 

o Contract Name  : GCTX_Prod_DB_to_Trad_DB 

 

• Click Update 

 

9. Configure Subnet on Bridge Domain  

Configure Subnet On GCTX_Prod_DB_BD to Move VM Gateway to Cisco ACI Leaves 

 

• Tenant > UserX-Prod> Networking > Bridge Domain > GCTX_Prod_DB_BD 

Policy > L3 Configuration > Click on Subnet 

 

• Modify these parameters: 

o Forwarding  : Optimize 

o Unicast Routing  : Check 

o Subnets/GW  : 10.X.Y.1/24 

 

• Click Submit 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Cisco ACI VMM Integration Lab 

1. Lab Topology 

 

 

2. Configure & Verify VLAN Pool 

• Fabric > Access Policies >Pools > VLANs > User-Statics-VLANs-1 > 

• Verify these parameters: 

 

o Name     : UserX-VMM-VLANs-1 

o Allocation Mode   : Dynamic Allocation 

o Encap Block (Vlan Range) : 1901-2000 

 

3. Configure VMM Domain 

• Virtual Networking > VMware > Right Click on VMware > Create vCenter 

Domain  

• Enter these parameters: 

 

o Name   : UserX-VMM1 

o Virtual Switch  : VMware vSphere Distributed Switch 

o VLAN Pool  : UserX-VMM-VLANs-1 

 

 



4. Configure AAEP 

• Click Dropdown on AAEP > Create Attachable Access Entity Profile  

• Enter these parameters: 

 

o Name   : UserX-VMMDom-AAEP 

 

• Click Next > Finish 

 

5. Configure vCenter Credential 

• Click + On vCenter Credential 

• Enter these parameters: 

 

o Name   : UserX-vCenter-Credential 

o Username  : administrator@UserX.local 

o Password  : ************* 

o Confirm Password : ************* 

 

• Click OK 

 

6. Configure vCenter  

 

• Click + On vCenter 

• Enter these parameters: 

o Name   : UserX-vCenter 

o Hostname   : 192.168.X.170 

o Data Center   : DC1 

o Associated Credential : UserX-vCenter-Credential 

 

• Click OK 

 

7. Configure vSwitch 

• Enter these parameters: 

 

o Number Of Uplink  : 2 

o Port Channel Policy  : MAC-Pinning + 

o vSwitch Policy  : CDP 

 

• Click Submit 

 

 

 

 

 

 

mailto:administrator@user1.local


8. Configure Access Port Policy Group  

Leaf Access Port Connected to DC1-SERVER ESXi vmnic4 & vmnic5 

 

• Fabric > Access Policies > Interface > Leaf Interfaces > Policy Group > Right 

Click Leaf Access Port > Create Leaf Access Port Policy Group 

• Enter these parameters: 

o Name  : UserX- VMM_AP_PG 

o CDP  : UserX-CDP-ON 

o LLDP  : UserX-LLDP-ON 

o Link Level  : UserX-1G-ON 

o AAEP  : UserX-VMMDom-AAEP 

 

• Click Submit 

 

9. Configure Access Port Interface Selector 

Interface Selector for Access Port Interface from Leaf 101 Connected to DC1-SERVER 

ESXi vmnic4 

 

• Fabric > Access Policies > Interface > Leaf Interfaces > Profiles > UserX-

LF101-IPF > Click + on Interface Selector 

• Selector:  

o Name   : L101_Eth1-38 

o Description   : Connected to DC1-SERVER vmnic4 

o Interface ID   : 1/38 

o Interface Policy Group : UserX-VMM_AP_PG 

 

• Click Submit 

------------------------------------------------------------------------------------------------------------- 

Interface Selector for Access Port Interface from Leaf 102 Connected to DC1-SERVER 

ESXi vmnic5 

 

• Fabric > Access Policies > Interface > Leaf Interfaces > Profiles > UserX-

LF102-IPF > Click + on Interface Selector 

• Selector:  

o Name   : L102_Eth1-38 

o Description   : Connected to DC1-SERVER vmnic5 

o Interface ID   : 1/38 

o Interface Policy Group : UserX-VMM_AP_PG 

 

• Click Submit 

 

 

 

 

 

 



10. Configure VMM Domain On EPG 

Configure VMM Domain On EPGs to Push Port Group to vCenter 

 

• Tenant > UserX-Prod > Application Profiles > GCTX_Prod_AP > Application 

EPGs > <EPG Name> Domain > Right-Click > click Add VMM Domain 

Association 

 

• Endpoint Group 1: 

o Application EPG  : GCTX_Prod_Web_EPG 

o Domain   : UserX-VMMDom1 

 

• Click Submit 

------------------------------------------------------------------------------------------------------------ 

• Endpoint Group 2: 

o Name   : GCTX_Prod_App_EPG 

o Domain   : UserX-VMMDom1 

 

• Click Submit 

------------------------------------------------------------------------------------------------------------ 

• Endpoint Group 3: 

o Name   : GCTX_Prod_DB_EPG 

o Domain   : UserX-VMMDom1 

 

• Click Submit 

 

Cisco ACI VRF Route Leaking Lab 

1. Lab Topology 



2. Leaking Scenario 

From EPG From VRF To EPG To VRF Contract Name 
GCT1_Prod_Web_EPG GCT1_Prod_VRF GCT2_Prod_App_EPG GCT2_Prod_VRF GCT12_Web_to_App_Inter_VRF 

GCT2_Prod_Web_EPG GCT2_Prod_VRF GCT1_Prod_App_EPG GCT1_Prod_VRF GCT21_Web_to_App_Inter_VRF 
GCT3_Prod_Web_EPG GCT3_Prod_VRF GCT4_Prod_App_EPG GCT4_Prod_VRF GCT34_Web_to_App_Inter_VRF 
GCT4_Prod_Web_EPG GCT4_Prod_VRF GCT3_Prod_App_EPG GCT3_Prod_VRF GCT43_Web_to_App_Inter_VRF 
GCT5_Prod_Web_EPG GCT5_Prod_VRF GCT1_Prod_App_EPG GCT1_Prod_VRF GCT51_Web_to_App_Inter_VRF 
GCT1_Prod_Web_EPG GCT1_Prod_VRF GCT5_Prod_App_EPG GCT5_Prod_VRF GCT15_Web_to_App_Inter_VRF 

 

3. Modify Bridge Domain Configuration 

Configure Bridge Domain to leak subnets between VRFs (GCT1 <> GCT2, GCT3 <> 

GCT4, GCT5 <> GCT6) 

 

• Tenant > UserX-Prod> Networking > Bridge Domain > <BD Name> Policy > 

L3 Configuration > Click on Subnet 

 

• GCTX_Prod_Web_BD: 

o Scope   : Shared Between VRF 

 

• Click Submit 

-------------------------------------------------------------------------------------------- 

• GCTX_Prod_App_BD: 

o Scope   : Shared Between VRF 

 

• Click Submit 

 

4. Configure Contract 

Configure Contract to allow communication from GCTX_Prod_Web_EPG to 

GCTX_Prod_App_EPG on different VRFs  

 

• Tenant > UserX-Prod > Contracts > Standard > Right-Click > Create Contract 

• Contract 1: 

o Contract Name  : GCTXX_Web_to_App_Inter_VRF 

o Scope   : Tenant 

o Subject Name  : GCTXX_Web_to_App_Inter_VRF 

o Filter:   

▪ Name   : GCTXX-Permit-All 

▪ Ethertype  : unspecified 

▪ Source Port/Range : unspecified/unspecified 

▪ Destination Port/Range : unspecified/unspecified 

 

• Click Submit 

 

5. Associate Contract to EPGs 

Associate Contract to EPGs to allow communication from GCTX_Prod_Web_EPG to 

GCTX_Prod_App_EPG  on different VRFs 



 

• Tenant > UserX-Prod> Application Profiles > GCTX_Prod_AP > Application 

EPGs > GCTX_Prod_Web_EPG > Contract > Right-Click > Add Consumed 

Contract 

• Select these parameters: 

o Contract Name  : GCTXX_Web_to_App_Inter_VRF 

 

• Click Submit 

------------------------------------------------------------------------------------------------------------- 

• Tenant > UserX-Prod> Application Profiles > GCTX_Prod_AP > Application 

EPGs > GCTX_Prod_App_EPG > Contract > Right-Click >  Add Provided 

Contract 

• Select these parameters: 

o Contract Name  : GCTXX_Web_to_App_Inter_VRF 

 

• Click Submit 

 

Cisco ACI Transit Routing VRF Route Leaking Lab 

1. Lab Topology 

 

 

 

 

 



2. Configure L3Out External EPG 

Configure L3Out External EPG to import subnet from UserX-Switch prefix on different 

VRF 

 

• Tenant > UserX-Prod> Networking > L3Outs > GCTX-Prod_Switch_L3Out > 

External EPGs > GCTX-Prod_Switch_L3Out_EPG > Click + On Subnet 

 

• Enter these parameters: 

o IP Address    : 172.16.Y.0/24 

o Shared Route Control Subnet  : Checked 

o Shared Security Import Subnet  : Checked 

o External Subnet For External EPG : Checked 

 

• Click Submit 

------------------------------------------------------------------------------------------- 

Configure L3Out External EPG to export subnet into UserX-Switch prefix on different 

VRF 

 

• Tenant > UserX-Prod> Networking > L3Outs > GCTX-Prod_Switch_L3Out > 

External EPGs > GCTX-Prod_Switch_L3Out_EPG > Click + On Subnet 

 

• Enter these parameters: 

o IP Address    : 172.16.Y.0/24 

o Export Route Control Subnet  : Checked 

 

• Click Submit 

 

3. Configure Contract 

Configure Contract to allow communication from GCTX_Trad_Switch_L3OUT to 

GCTX_Trad_Switch_L3OUT on different VRFs  

 

• Tenant > UserX-Prod > Contracts > Standard > Right-Click > Create Contract 

• Contract 1: 

o Contract Name  : GCTXX_L3OUT_to_L3OUT_Inter_VRF 

o Scope   : Tenant 

o Subject Name  : GCTXX_L3OUT_to_L3OUT_Inter_VRF 

o Filter:   

▪ Name   : GCTXX-Permit-All 

▪ Ethertype  : unspecified 

▪ Source Port/Range : unspecified/unspecified 

▪ Destination Port/Range : unspecified/unspecified 

 

• Click Submit 

 

 



4. Associate Contract to L3Out External EPG 

Associate Contract to allow communication from GCTX_Trad_Switch_L3OUT to 

GCTX_Trad_Switch_L3OUT on different VRFs 

 

• Tenant > UserX-Prod> Networking > L3Outs > GCTX-Prod_Switch_L3Out > 

External EPGs > GCTX-Prod_Switch_L3Out_EPG > Contract > Add Consumed 

Contract 

 

• Select these parameters: 

o Contract Name  : GCTXX_L3OUT_to_L3OUT_Inter_VRF 

 

• Click Submit 

------------------------------------------------------------------------------------------- 

• Tenant > UserX-Prod> Networking > L3Outs > GCTX-Prod_Switch_L3Out > 

External EPGs > GCTX-Prod_Switch_L3Out_EPG > Contract > Add Provided 

Contract 

 

• Select these parameters: 

o Contract Name  : GCTXX_L3OUT_to_L3OUT_Inter_VRF 

 

• Click Submit 

 

Cisco ACI vzAny Contract Lab 

1. Configure Contract 

Configure new contract for vzany  

 

• Tenant > UserX-Prod > Contracts > Standard > Right-Click > Create Contract 

• Contract 1: 

o Contract Name  : GCTX_VZANY 

o Subject Name  : GCTX_ VZANY 

o Filter:   

▪ Name   : GCTX-Permit-All 

▪ Ethertype  : unspecified 

▪ Source Port/Range : unspecified/unspecified 

▪ Destination Port/Range : unspecified/unspecified 

 

• Click Submit 

 

 

 

 

 

 

 



2. Remove Associated Contract from EPGs 

Remve Associated Contract from EPGs and we will use vzany for contract relation  

 

• Tenant > UserX-Prod> Application Profiles > GCTX_Prod_AP > Application 

EPGs > GCTX_Prod_Web_EPG > Contract > Right-Click GCTX_Web_to_App  

 

• Click Delete 

------------------------------------------------------------------------------------------------------------- 

• Tenant > UserX-Prod> Application Profiles > GCTX_Prod_AP > Application 

EPGs > GCTX_Prod_App_EPG > Contract > Right-Click GCTX_Web_to_App  

 

• Click Delete 

------------------------------------------------------------------------------------------------------------ 

• Tenant > UserX-Prod> Application Profiles > GCTX_Prod_AP > Application 

EPGs > GCTX_Prod_App_EPG > Contract > Right-Click GCTX_App_to_DB  

 

• Click Delete 

------------------------------------------------------------------------------------------------------------ 

• Tenant > UserX-Prod> Application Profiles > GCTX_Prod_AP > Application 

EPGs > GCTX_Prod_DB_EPG > Contract > Right-Click GCTX_App_to_DB  

• Click Delete 

 

3. Configure vzAny Contract Relation 

• Tenant > UserX-Prod> Networking > VRFs > GCTX_VRF > EPG Collection for 

VRF > Click + On Provided Contract 

 

• Select the Contract: 

o Contract Name  : GCTX_VZANY 

 

• Click Update 

----------------------------------------------------------------------------------------------------------- 

• Tenant > UserX-Prod> Networking > VRFs > GCTX_VRF > EPG Collection for 

VRF >  Click + On Consumed Contract 

 

• Select the Contract : 

o Contract Name  : GCTX_VZANY 

 

• Click Update 

 

 

 

 

 

 

 

 



Cisco ACI Service Graph PBR One Arm Mode Lab 

1. Lab Topology 

 

 

2. Configure & Verify VLAN Pool 

• Fabric > Access Policies >Pools > VLANs > User-Statics-VLANs-3 > 

• Verify these parameters: 

 

o Name     : UserX-Static-VLANs-3 

o Allocation Mode   : Static Allocation 

o Encap Block (Vlan Range) : 31-40 

 

3. Configure Physical Domain 

• Fabric > Access Policies > Physical & External Domain > Physical Domain > 

Right – click > Create Physical Domain 

• Enter these parameters: 

 

o Name   : UserX-PhysDom3 

o VLAN Pool  : UserX-Static-VLANs-3 

 

• Click Submit 

 

 



4. Configure Domain on Existing AAEP 

• Fabric > Access Policies > Policies > Global > Attachable Access Entity Profile 

> UserX-PhysDom-AAEP 

 

• Click + On Domain VMM, Physical or External to be associated to interfaces: 

 

o Domain Profile : UserX-Physdom3 

 

• Click Update  

 

5. Modify Existing Access Port Interface Selector 

Interface Selector for Access Port Interface from Leaf 102 Connected to UserX-

Switch Interface Gi1/0/22 

 

• Fabric > Access Policies > Interface > Leaf Interfaces > Profiles > UserX-

LF102-IPF > L102_Eth1-1 

 

• Selector:  

o Interface Policy Group : UserX-1G_AP_PG 

 

• Click Submit 

 

6. Configure Bridge Domain For PBR 

Configure L3 Bridge Domain For P2P Connection Between UserX-Switch & Leaves 

 

• Tenant > UserX-Prod > Networking > Right-Click Bridge Domain > Create 

Bridge Domain 

• Bridge Domain: 

o Name   : GCTX _PBR_UserX-SW_BD 

o VRF   : GCTX_Prod_VRF 

o Subnets/GW  : 192.168.3X.1/30 

 

• Click Submit 

 

7. Configure L4-L7 Redirect Policy 

• Tenant > UserX-Prod > Policies > Protocol > Right Click L4-L7 Policy Based 

Redirect > Create L4-L7 Policy Based Redirect 

• Enter these parameters: 

o Name   : GCTX_PBR_UserX-SW_Policy 

• Click + On L3 Destination: 

o IP   : 192.168.3X.2 

o MAC   : UserX-Switch Interface VLAN 3X Mac Address 

 

• Click Submit 



 

8. Configure L4-L7 Devices 

• Tenant > UserX-Prod > Services > L4-L7 > Right Click Devices > Create L4-L7 

Devices 

• Enter these parameters: 

o Name   : GCTX_PBR_UserX-SW 

o Service Type  : Other 

o Device Type  : Physical 

o Physical Domain  : UserX-PhysDom3 

o Function Type  : GoTo 

 

• Concrete Device: 

o Device Name  : GCTX_PBR_UserX-SW 

o Interface Name  : GCTX_PBR_UserX-SW_INTF 

o Path   : 102/Eth1-1 

 

• Cluster Interface: 

o Name   : GCTX_prod_pbr 

o Concrete Interface : 102/Eth1-1 

o Name   : GCTX_prod_pbr 

o Vlan   : vlan-3X 

 

• Click Submit 

 

9. Configure L4-L7 Service Graph Template 

• Tenant > UserX-Prod > Services > L4-L7 > Right Click Service Graph Template 

> Create L4-L7 Service Graph Template 

 

• Enter these parameters: 

o Service Graph Name : GCTX_PBR_UserX-SW_SG 

o Device   : GCTX_PBR_UserX-SW 

o Function Node Name : GCTX_PBR 

o Route Redirect  : True/Checked 

 

• Click Submit 

 

10. Configure L4-L7 Device Selection Policy 

• Tenant > UserX-Prod > Services > L4-L7 > Right Click Devices Selection 

Policies > Create Logical Device Context 

 

• Enter/Select these parameters: 

o Contract Name  : GCTX_ VZANY 

o Graph Name  : GCTX_PBR_UserX-SW_SG 

o Node Name  : GCTX_PBR_UserX-SW 

o Device   : GCTX_PBR_UserX-SW 

 



• Click + On Cluster Interface Context & Enter these parameters: 

o Connector Name  : consumer 

o Cluster Interface  : GCTX_prod_pbr 

o Associated Bridge Domain : GCTX_PBR_UserX-SW_BD 

o L4-L7 Policy Based Redirect : GCTX_PBR_UserX-SW_Policy 

 

• Click OK 

------------------------------------------------------------------------------------------------------------ 

• Click + On Cluster Interface Context & Enter these parameters: 

o Connector Name  : provider 

o Cluster Interface  : GCTX_prod_pbr 

o Associated Bridge Domain : GCTX _PBR_UserX-SW_BD 

o L4-L7 Policy Based Redirect : GCTX_PBR_UserX-SW_Policy 

 

• Click OK & Click Submit 

 

11. Associate Service Graph Policy to Contract Subject 

• Tenant > UserX-Prod > Contract > Standard > GCTX_VZANY > Subject > 

GCTX_VZANY > Click on L4-L7 Service Graph 

 

• Select parameters: 

o Service Graph Name : GCTX_PBR_UserX-SW_SG 

 

• Click Submit 


