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To my family.



Introduction

This book is a guide on how to set up and configure a UCS
(Unified Computing System). The beauty of it is that you
don’t need to run out and buy one; you can use the UCS
Platform Emulator running on a virtual machine on a
laptop!

We start with setting up the virtual machine, and then
look at how a real-life install would be completed. From
there we will dive into the hardware that makes up a UCS
system and then look at the networking requirements to
make your UCS talk to the rest of the network. Once we
have this in place, we move on to creating policies and
profiles, which are needed by our servers. After this, we
finish off with security and troubleshooting.

This book is intended for people looking to get an
introduction to Cisco’s UCS.
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1. Setting Up UCSPE

Stuart Fordham!
(1) Bedfordshire, UK

The Cisco UCS (Unified Computing System) is an extensive
system in terms of size and cost. Because of this, it is
difficult to get hands-on experience within the home.
Thankfully, Cisco has released an emulator, UCSPE (UCS
Platform Emulator), which runs happily on a laptop!

There are some limitations to UCSPE when compared to
the whole system. We cannot install operating systems on
the blades and rack mount computers, we cannot connect
to other networking equipment, such as switches and SAN
storage, and we cannot perform tasks such as setting up
LDAP authentication.

These limitations will not stop us from having some fun
though, as we can learn a lot about how to operate and
maintain a UCS, without even having to leave the house!

So, let’s start by downloading and setting up UCSPE.



Setting Up UCSPE

UCSPE is a free download from Cisco.com. You will need a
Cisco ID, so sign up if you do not have one already
(https://id.cisco.com/signin/register). You can easily
find UCSPE by searching for it on the main Cisco page
(Figure 1-1).

T

CISCO

Products and Services Solutions Support Learmn

Refine results A | Sorted by: Relevancy
Filter by:
All Categories v | All Types e All Preducts ~

community.cisco.com/t3/unified-computing -system/fucs- platform-emulator-downloads-ucspe-4-2-2a-ucspa-4 - 1-2c/la-p/3648177

UCS Platform Emulator Downloads: UCSPE 4.2(2a) / UCSPE 4.1(2¢)

26 May 2022 - Emulator (UCSPE) to physical UCS Manager domains is not recommended or supported by Cisco TAC. UCSPE backups
should only be imported to UCSPE domains. Cisco ... Cisco UCS Platform Emulator version 4.1(2¢PE1): UCSPE 4.1(2cPE1) Release Page
Downloads: Download UCSPE 4.1(2¢) OVA or ZIP (Requires Cisco.com login) Cisco ... Cisco UCS Platform Emulator version 4.0(4ePE1):...

Figure 1-1 Searching for UCSPE

Click on the link (as shown in Figure 1-1) and you will be
taken to the main page for UCSPE where you can click the
link for the OVA and Zip file downloads (Figure 1-2).


http://cisco.com/
https://id.cisco.com/signin/register

UCS Platform Emulator Downloads: UCSPE 4.2(2a) / UCSPE 4.1(2c)

ﬁ ericwill

@ 495499% 140 B 123

VIEWS HELPFUL COMMENTS

The following Cisco UCS Platform Emulators are available for download from Cisco:

Current Cisco UCS Platform Emulators

CONFIGURATION IMPORT NOTE: Importing configuration backups (All, System, or Logical) taken from the UCS Platform Emulator (UCSPE) to
physical UCS Manager domains is not recommended or supported by Cisco TAC. UCSPE backups should only be imported to UCSPE domains.

Cisco UCS Platform Emulator 4.2(2aPE1) - UCS 62xx/63xx/64xx Fabric Interconnect, C4200, $3260, Mini:

» UCSPE 4.2(2aPE1) Release Page

Downloads:

» Direct downloads from this site are not supported. The following links should be used for downloads:

+ OVA and ZIP file downloads: UCSPE_4.2(2a) Downloads

+ Mote that download and use of the Platform Emulator is subject to the UCS Platform Emulator License Agreement

Figure 1-2 The UCSPE page

You will then be prompted to sign in using your Cisco
ID. Once you have signed in, you can download the UCSPE

software (Figure 1-3).

Software Download

Downloads Home

(a soaren. ) UCS Manager
CHHED. Release 4.2(2a)_beta [BeTa |
Selected Releases »

File Information
UCSPE 4.2(2a) OVA
UCSPE_4.2.2a58.0va

UCSPE 4.2(2a) 2IP
UCSPE_4.2.2a39.2ip

Figure 1-3 The UCSPE download options

Related Links and Documentation

- No related links or documentation -

Release Date Size
26-May-2022 2355.42 MB s
26-May-2022 2278.06 M8 Hi N



The OVA file is the easiest option to use. You will need to
accept the Cisco license agreement to download it. At the
time of writing, the current version is 4.2(2a).



Importing UCSPE into VMWare

To run UCSPE, you will need the following available
hardware:

. 1CPU
« 2048MB memory (2GB)

This is hardly resource-intensive, so it should run
happily on most modern computers. Our platform will
primarily use VMWare (Fusion), but UCSPE will also run
fine on VirtualBox or other hypervisors. Installing the
VMWare software is not covered in the book.

Firstly, start VMWare, and select the option to import
(Figure 1-4).

0O +~

New... Name

S

LoX(e2 s 4

> New Boot Camp '@ Windows 7 x64
s Migrate Your PC... iy Upuntu 64-bit
(] Folder

L scan

Figure 1-4 Importing into Fusion

In the window that pops up, click on “Choose File...”
(Figure 1-5).



r I i

‘ Choose an Existing Virtual Machine

! @ O O O
Choose Virtual Configuration Importing Finish
Machine
Recent items:
Choose File...
?

Cancel

Figure 1-5 Select the file

Select the UCSPE file you downloaded earlier and click

on “Open.” Click Continue again (Figure 1-6).
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I Choose an Existing Virtual Machine
|
® O O O
EI Chﬁas:h\iﬂ:ual Configuration Importing Finish
Recent items: @ v
ucspe-4.1.2¢c
% Size: Unknown
Type: Other Show in Finder ]

% UCSPE_4.2.2aS9

Size: Unknown

Type: Other [ Show in Finder |

Choose File...

Cancel Go Back

Figure 1-6 Click Continue

In the next window, you can rename the VM and select
where to store it (Figure 1-7). Click “Save.”



y = A
Save As: | UCSPE_4.2.2aS9-2
Tags:
& - - (
| Where: [ Virtual Machines v
- Share this virtual machine with other users on this Mac i

=y

Some features will be limited when sharing a virtual machine.
Sharing is only available when the virtual machine is saved in a
shared folder.

IE=2

=

Cancel Save

\,—J

Figure 1-7 Save the virtual machine

The virtual machine will start to import into VMWare
(Figure 1-8).



| .
L Importing the Virtual Machine !

® O
) Choose Virtual Configuration Importing Finish
_! Machine

Importing UCSPE_4.2.2a59-2

Cancel Go Back Continue

Figure 1-8 Complete the import

Once the import has been completed, you can customize
the settings or click Finish (Figure 1-9).



Finish

The configuration of the virtual machine is now complete.

Choose Virtual Configuration Importing Finish
Machine

Virtual Machine Summary
Guest Operating System CentOS version 5 and earlier
Memory 2 GB
Networking Share with my Mac (NAT)
Networking Share with my Mac (NAT)
Networking Share with my Mac (NAT)
Device Summary USB Controller

To change the default virtual machine settings, click Customize Settings. To run the
virtual machine now, click Finish.

Customize Settings
Cancel Go Back
Figure 1-9 The final VM settings




Starting UCSPE

Start the UCSPE virtual machine by right-clicking on it and
selecting Start.

When you start UCSPE for the first time, it runs through
a quick installation and then starts the services, which can
take a few minutes. Subsequent starts do not trigger an
installation. The VM will then do some basic tasks, like
using DHCP to gain an IP address (well, three actually; one
for each of the Fabric Interconnects and one for the virtual
IP, or VIP) (Figure 1-10).

Cisco UCS Platform Emulator 4.20Za59PE1)

Cownect to IP: 192.168.66.135

THE UCSPE IS PROVIDED A3 IS, WITHOUT ANY WARRANTIES OR REPRESENTATIONS EXPRESS, IMPLIED DR STATUTORY, INCLUDING, WITHOUT LIMITATION, WARRANTIES OF QUALITY. PERF|
DRMANCE , NONINFRINGEMENT. MERCHANBILITY OR FITHESS

fraailable login: wser “wcspe', password ‘ucspe’ (console & ssh)

ucspe login

Figure 1-10 Starting UCSPE

In the next stage, UCSPE will complete the backend
tasks, such as setting up SSH and GUI access, as well as
generating the hardware catalog, which we will look at in
the next chapter (Figure 1-11).
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Frepping UCSFE ...

Cleaning up ... [ 0K 1

Cluster Mode: [ CLUSTERED ]

BAM DME Port: [ 08 1

UCSPE DME Port: [ 6881 1

UCSPE UI Port: [ BBSZ 1

BSL Port: [ 443 1

Merifying Metwork Interfaces ... [ O ]
MIP: [ 172.16.2.134 1

UCSPE Switch Type @ <B>UCSPE Switch Type at End : <64188>Generating SwitchType: <64188>, Cluster: <ha> TI Config: Calling fi Dinary to generate it,. <4GF1-HD
ewitchld» = 9

Inside writetopsystem
perial from db: FDOZ31SB7ES for side= A

perial from db: FDOZI13BHET for side= B
L 0K 1
Updating UCSPE Catalog ...[ 0K 1
UCSPE UUID: dbc99368-db69-11ec-BE74-B8BcZI792487 |
Patching a bunch of files ...ms: cannot move *rapedisksapessoptssamsbinsswitchPartionSize.sh.tmp’ to 'isansbinsswitchPartionSize.sh’: Mo such file or directory
chwod : camot access sisansbinssuitchPartionSize.sh': Mo such file or directory
Patching Headers(HTIF)...
Fatching Headers.(HTTPS)...
Fatching for Device Comector(hitps)....
Include ~apedisksape--optrapache-conf sextrashttpd-cload .conf
[ OK 1
Generating 3AM confly ... [ 0K 1
Generating APE config ... [ OK 1
Generatimg 33H config ...[0 OK 1
fetup UCE FI Connector...T 0K 1
UCSPE Version: [ HERCULEAN HAFLORHINI 1
PCSH Database ... [ 1
Checking environment conf igurations ... [ UK 1
femoving old logs ... [ OK 1
Cleaning SAM and APE DB ... [ OK 1
Btarting SAM DME and AG (right) ... [ OK 1
ptarting SAM DME and AG (left) ... Starting APE DME ... [ 0K 1
Eert subjec is ~CHEUCSPE-172-1A-2-134%
Gtarting APE HTTFD ... [ OK 1
[ OK 1
Bunning Post-startup tasks
Getting Power Budget State ... [ OK 1
Inserting devices ... Jd

Figure 1-11 The VM is starting

Once everything has been completed, you will see the
login details, which are the IP address of the VIP and the
username and password (which are both “ucspe”) (Figure
1-12).

Conmect to IP: 172.16.2.134

THE UCSPE IS PROVIDED AS IS, WITHOUT ANY WARRANTIES OR REPRESENTATIONS EXPRESS,
ORMANCE, NONINFRINGEMENT, MERCHANBILITY OR FITNESS

fvailable login: user ‘ucspe’, password ’'ucspe’ (console & ssh)

ucspe login:

Figure 1-12 The login details

You can login and use the UCSPE VM console to show
you more network details, the general status, and to



perform functions such as resetting the system, rebooting,
or shutting down (Figure 1-13).

Cisco UCS Platform Emulator 4.2(2aS9)
Choose an option:

a: Show Status

c: Login to CLI shell

i: Configure UCS Intersight Conmection
n: Modify MNetwork Settings

t: Modify System Settings

s: Restart UCSPE Processes

f: Perform a Factory Reset

r: Reboot the UM

x: Logout user

z: Shutdown the UM

Figure 1-13 The UCSPE Console

You can now browse to the GUI using HTTPS (in this
instance, it would be https://172.16.2.134) (Figure 1-
14).



- 3 OO0 Q& hitpsyi726.2.454/contlp 4 = &

silaaslis

ccccc UCS Platform Emulator™

Figure 1-14 The UCSPE GUI

You can see that we have a list of our equipment on one
side, and on the other we can log into UCS Manager (using
the default username and password “ucspe”).

When UCSPE starts up, it will generate a fairly random
environment, and that is where we will start in the next

chapter after we look at how a UCS would be set up in the
real world.



Real-World UCS Setup

If you are setting up a physical UCS, you will need to
allocate three IP addresses; one for the management of
each of the Fabric Interconnects (FICs), and one for the
virtual IP (VIP) that will be used for the cluster
management.

Once you have racked the FICs, we need to do the
essential cabling for them, which will be management
(LAN) interfaces that will connect to your upstream or
management switches, and then we need to connect the
cluster interfaces. These are the L1 and L2 interfaces, and
we cable L1 on the first FIC to L1 on the other FIC and L2
to L2.

In this section, we will be configuring two FICs. FIC A
will have the IP address 10.99.1.10, with a /24 subnet mask
(255.255.255.0). FIC B will use the IP address 10.99.1.11.
The VIP will be 10.99.1.200, and the default gateway will
be 10.99.1.1. We will configure a DNS server IP address of
10.99.1.5. The cluster will be called “Mastering-UCS.”

Only power up the first FIC at first. We only power up
the second one once the first FIC has been configured.

Connect your computer to the first FIC using a console
cable, open your terminal software (like PuTTY or
SecureCRT) and get on to the serial port using the
following settings:

« 9600 baud
- 8 data bits
« No parity
« 1 stop bit

After connecting, you will see the following prompt:

—- Please read the following carefully —-



At the request of the publisher, I have had to
change

the output shown in the Cisco console, because

it is also shown on a website. Even though what
you would

Have seen would have come straight from the Cisco
device.

This was done to avoid any copyright issues.

So, I hope you understand that (for this chapter
only)

Things are going to get super weird.

Everything goes back to normal in the next chapter
though, so please bear with the incoming
strangeness, but they wouldn't listen to me.

We are going to use the console for our configuration, so
type “console” and press enter.

Choose a config technique. (console/gui) ? console

Type in “setup” next, as we are not restoring from a
backup.

Here you choose a setup mode; New or rebuild from
backup. (setup/restore) ? setup

This is a new Fabric Interconnect, so type “Yes” to start
a fresh setup.

Thou hast elected to make a new Fabric
interconnect. Resume? (y/n): vy

Type in a new password for the admin user when
prompted. The complexity needs to be at least eight
characters.

Choose a p@sswOrd for "admin": Adminl23



Type it in again "admin": Adminl23

We will set up a cluster, so type in “yes” when
prompted.

Might this interconnect device be half of a
cluster(select "ney" for lonesome-mode)? (yes/no)
[n]: yes

Because this is the primary switch that we are setting
up, it will be the “A” of the pair. The secondary switch will
be “B.”

Pop in the switch fabric (A/B) []: A

Next, we get to name our cluster. The name we chose
will also be used on each Fabric Interconnect, with them
getting either -A or -, depending on if they are the first FI,
or the second.

Enter the system name: Mastering-UCS

Set the IP address, subnet, and gateway for the fabric
interconnect.

Corporeal Switch Management® IPv4 address
10.99.1.10

Corporeal Switch Management@ IPv4 netmask :
255.255.255.0

IPv4 address of the gateway : 10.99.1.1

Now we type in the cluster IP address. It is this address
that will be used by the primary Fabric Interconnect and is
the IP you use when you fire up the UCS Manager.

Gathering IPv4 addy : 10.99.1.200



You can then configure your DNS servers. This is
optional.

Wanna use a DNS Server? (yes/no) [n]: vy
Pop in its numbers : 10.99.1.5

We are not going to configure a default domain name, so
choose “no” for the next section.

Probably don't need a default domain name?
(yes/no) [n]:n

You will see a summary of the settings we have entered
so far. Either type “y” to save the settings and restart the
fabric interconnect, or select “n” to go back and make any

modifications that you need to.
The following configuration will be pertained:

Switcharoo Role=A

UCS Designation=Mastering-UCS

Corporeal Switch Management@ IP Addy=10.99.1.10
Corporeal Switch ManagementO IP
Netmask=255.255.255.0

Gateway=10.99.1.1

Nameserver=10.99.1.5

Gathering Enabled=yes

Gathering IP Addy=10.99.1.200

Save it and use this config (select "no" if you
want to re-enter)? (yes/no): yes

Sorting this out for you. Standby.
Configuration file — Ok

Our first fabric interconnect is now completed. Connect
to the console on the second device and start it up.



From this point, it’s just a matter of following the same
steps.

—- Please read the following carefully —-

Still with us? Marvelous. Not much more to do now,
And we can get back to how things actually look
when

you configure a UCS. Again, I'd like to stress
that I did try

to keep everything as you'd see it on screen, but
it was a

case of either change it, or not get it published.
I hope you are well. Been to any good music gigs
recently? How's the family? I wish you a bright
and happy future.

Let's finish this off. Cheers.

Which do you prefer? (console/qui) ? console

The installation will detect the presence of Fabric
Interconnect 1 (assuming you have connected the
heartbeat ports together), and this switch will be added to
the existing cluster. Type “y” to do this.

The setup is like a Jedi and has felt the aura of
another Fabric interconnect. Wanna add this switch
to the cluster? Carry on (y/n) ? vy

Pop in the admin p@sswOrd of the other Switcharoo
thing: Adminl23

Attaching to the other switch.. finito

Stealing info from other switch.. finito

Other switch Management® IP Addy: 10.99.1.10
Other switch Management@ subnet: 255.255.255.0
Gathering IP addy : 10.99.1.200



We now set the IP address for this fabric interconnect.

Corporeal Switch Management0 IPv4 thing :
10.99.1.11

Save the configuration.

Wanna keep the config (type "negative" if you
don't like it)? (yes/no): yes

Saving config. Give it a second or three.
Finally, we're done — Thanks

Navigate to https://10.99.1.200 using a browser to
log into the UCS.



Summary
We started this chapter by downloading the latest version
of UCSPE from the Cisco website, importing it into
VMWare, and starting it up. We then compared this to how
a real UCS installation works in a clustered environment.
In the next chapter, we will configure UCSPE according
to a topology (instead of the random assortment of
hardware that it generates) and, as we do this, we will look
in greater depth at the various components of a UCS
environment.
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2. The UCS Components
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When UCSPE starts up, it generates a new inventory. This
comprises two chassis with five blades, one enclosure with
two nodes, two fex, and ten rack servers. While the naming
of the devices will vary between what you may see on your
screen and the screenshots in this book, any differences
should be minor.

We can see the equipment that has been created for us
by clicking on the Equipment link on the left-hand side.



Managing UCSPE Hardware

Adding and Removing Devices

If you want to edit the auto-generated hardware that
UCSPE has provided, then you can remove and add
devices. You don’t have to remove (or add anything) here,
this is more for reference if you want to create your own
setup. However, it does give us an excellent, logical, way of
introducing all the different components of the UCS and
how they are connected. If you do go ahead and follow the
following steps, then you might want to do a factory reset
on the VM before the next chapter, which will set us up
with a brand new UCS again before we move on to the next
chapter.

Removing UCS Devices

Before we can remove a piece of hardware, we need to
disconnect it first. The easiest way to do this is to click on
the broken chain-link icon at the top right-hand corner
(Figure 2-1). This will disconnect all the devices (apart
from the Fabric Interconnects).

@ & @

Disconnect all devices

Figure 2-1 Disconnecting the devices

We can disconnect individual devices by clicking on the
red circle next to the line item we want to remove if we



only want to remove one piece of equipment.

If you have chosen to remove all of them, once they
change their green circle to a red one, click on the red
circle at the top (Figure 2-2).

& & .

Remove all devices

Figure 2-2 Removing the devices

This will remove the devices. If you find that (after
waiting a few minutes) nothing has changed, then click on
the trashcan icon on the device line item to delete them one
by one. Refreshing the page is also useful here, as is
clicking on the Equipment link, to update any changes that
have been made.

The only devices that are left will be the fabric
interconnects (Figure 2-3).



Hardware Inventory

Fabric Interconnect

UCSM Id 4 Name
switch-A

switch-B

Rack Server ® &

UCSM Id 4% Name

Fabric Extender &

UCSM Id # Name
Chassis @

UCSM Id & Name
Blade Server

Slotld # Vendor

Enclosure @ &

UCSM Id 4 Name

Enclosure NODE

Slotid & Vendor

Figure 2-3 The hardware inventory

# Vendor

Cisco Systems, Inc.

Cisco Systems, Inc.

% Vendor
Side + Vendor
% Vendor
¥ Model
4 Vendor
¢ Model



If the devices do not appear to change state, then click
the Equipment link on the left-hand side and the screen
should refresh. You may have to do this a lot with UCSPE
as it can be slow to pick up changes, such as when we
come to add hardware shortly.

Now that we have an empty canvas (so to speak) we can
start with the Fabric Interconnects.



Fabric Interconnects

The Fabric Interconnects (also referred to as “FICs” or
“FIs.” FI is better to use to avoid confusion, as FIC sounds
much like FEX, which we will cover shortly) is where all the
magic happens. This is where we manage the UCS estate
as this is where the UCS software is held.

Generally, we would have two Fabric Interconnects,
though you may also encounter a UCS-Mini. The UCS-Mini
can handle between two and fifteen servers (a maximum of
eight blade servers and seven rack servers), and places the
FI (the UCS 6324 model) within the chassis, rather than
them being separate hardware.

The FI runs a version of the Cisco Nexus software
providing northbound connectivity to the rest of the
network as well as connectivity to storage.

We can change the FI model if we want to by clicking on
the cog icon at the top (Figure 2-4).

SF " EAL SR YOy Y

Change Cluster State

Hardware Inventory Change I Serial
|

Fabric Interconnect ‘
Change Fabric

Interconnect

UCSM Id # Name

UCSPE Restart settings
switch-A items, Inc.
switch-B B Cisco Systems, Inc.

Figure 2-4 Changing the Fabric Interconnect



The available models are shown in Table 2-1.

Table 2-1 Fabric Interconnect models

Model Size 100G 40/100G 40G 10/25G 10G PSU Fans

(RU) ports ports ports ports ports
UCS-FI-M- N/A - - 1 - 4 N/A N/A
6324
UCS-FI- 2 - - - - 484481 2 2
6296UP
UCS-FI- 1 - - 24 - 162 1+1 242
6332-16UP
UCS-FI- 1 - - - - 324161 2 1+1
6248UP
UCS-FI- 1 543 6 - - - 2 3+1
6454
UCS-FI- 2 1083 12 - 96 - 2 2+1
64108
UCS-FI- 1 - - 32 - - 1+1 242
6332

If you do change the FI, then you will have to restart
UCSPE (Figure 2-5).

¥ Equipment Restart UCS Emulator with Current Settings?
* Fabric Interconnect(2)

[Yes| [No|

Figure 2-5 Restarting UCSPE

The interconnects come with two power supplies (PSUSs)
and four fans (Figure 2-6).



* Equipment
* Fabric Interconnect(2)
Fl-A
FI-B Model: UCS-FI-64108
Serial:FDO231307E9
Vendor: Cisco Systems, Inc.
Description: Cisco UCS 96x10/25G + 12x40G/100G Port 2RU Fabric Interconnect
¥ PSU(2)

[Z1psu siot 1:
AC PSU For UCS-FI-6332
UCS-PSU-6332-AC

[=/PSU Slot 2:
AC PSU For UCS-FI-6332
UCS-PSU-6332-AC

¥ Fans (4)

“IFan Slot 1:
Fan Module For UCS 6332 Fabric Interconnect
UCS-FAN-6332

IFan Slot 2:
Fan Module For UCS 6332 Fabric Interconnect
UCS-FAN-6332

“IFan Slot 3:
Fan Module For UCS 6332 Fabric Interconnect
UCS-FAN-6332

LIFan Slot 4:
Fan Module For UCS 6332 Fabric Interconnect
UCS-FAN-6332

Fabric Interconnect A

Figure 2-6 The Fabric Interconnects

Adding Devices

Next, we will come to our chassis.



Chassis

The chassis holds our blade servers. The chassis model
options we have are

« UCSS-S3260 - a modular storage server with dual M5
server nodes.

« UCSC-C3X60 - similar to the S3260 but is now
discontinued. Both are optimized for large datasets.

« UCSB-5108-DC.

« UCSB-5108-DC2.

« N20-C6508.

« UCSB-5108-AC2.

The 5108s are 8-slot 6RU chassis with two I/O bays. The
N20-C6508 is the same as the previous, but is now
discontinued.

You can add a chassis, such as the UCSB-5108-AC2, by
clicking on the plus sign next to the word “Chassis” on the
Equipment page. Enter the name for the chassis, select the
model and click on “Add” (Figure 2-7).

Chassis @ &

Name:lChassis‘I Pic v UCSS-S3260|Cisco Systems Inc Add
UCSC-C3X60-BASE|Cisco Systems Inc
UCSM Id ¥ Name UCSB-5108-DC|Cisco Systems Inc & Seric
UCSB-5108-DC2|Cisco Systems Inc
Blade Server N20-C6508|Cisco Systems Inc
UCSB-5108-AC2|Cisco Systems Inc |
Slotld & Vendor v  muuc v ool

Figure 2-7 Adding a Chassis

The chassis will appear in our inventory on the left-hand
side (Figure 2-8).



¥ Equipment
¥ Chassis (1)
Chassis CH51

* Fabric Interconnect(2)

* Stash Servers

Figure 2-8 The new Chassis

Now that we have our first chassis, we need to fill it with
the components that connect it to our FlIs and make it hum

gently* in the data center (power supplies and fans).

If we select the chassis and click on the edit button to
the right on the item line, then we can see that we have
many options of components we can add (Figure 2-9).

Chassis CH52: Chassis1 Manage Links of Chassis & & Stash

ol ] Z Peer Device  Peer Device Peer Slot/Pesr  Edit  Delete
Source(device id/port) 18 i o h
Modek LICSB-5108-AC2

UCSM Chassis ID: Unassigned
Serial! CHs2
Cisco AC Blade Server Chassis, 65U with Eight

Description: Blade Server Slots

Blade Psu Fan Tom Template
Figure 2-9 Chassis hardware
We are not going to add any blade servers at the

moment, but we do need to add some power. We do this by
clicking on “Psu” (not sure why Cisco didn’t capitalize all of



“PSU,” but there we are), selecting an appropriate model
(such as the Platinum II AC power supply), and dragging it
up to the chassis, above where the model is shown and
underneath the plus and minus buttons (Figure 2-10).

Chassis CH52: Chassis1

B @ Platinum Il AC Power
— Supply fOF SE%OTCE (ihfssus or Stash
Model: B-5108-AC2 .
ode UCSB-5108-AC Chassis
UCSM Chassis ID: Unassigned
Serial: CH52
Cisco AC Blade Server Chassis, 6U with Eight
Description: Blade Server Slots

Figure 2-10 Adding a PSU to a chassis

Once you let go, you can select how many to add.
UCSPE will tell us how many available slots we have
available to fill. We can decide which slot to add an item to
by typing in the slot number (such as “1”) or a range, by
typing in “1-4” and pressing enter. You should now have
four power supplies (Figure 2-11):



Chassis CH52: Chassis1

Do @

Successfully added PSU to chassis.

Model: UCSB-5108-AC2
UCSM Chassis ID: Unassigned
Serial: CH52
Cisco AC Blade Server Chassis, 6U with Eight
Description: Blade Server Slots
© PSU 4
=PSU Slot 1:

Platinum Il AC Power Supply For UCS 5108 Chassis
UCSB-PSU-2500ACDV

“PSU Slot 2:
Platinum Il AC Power Supply For UCS 5108 Chassis
UCSB-PSU-2500ACDV

“/PSU Slot 3:
Platinum Il AC Power Supply For UCS 5108 Chassis
UCSB-PSU-2500ACDV

“IPSU Slot 4:
Platinum Il AC Power Supply For UCS 5108 Chassis

UCSB-PSU-2500ACDV
Figure 2-11 Our Chassis has power!

Chassis also require fans and we add these in the same
manner, by clicking on the Fan link next and adding eight
fans (Figure 2-12). In the box, you can type “1-8” to add all
eight fans in one go.



Chassis CH52: Chassis1

Bl @

Successfully added Fan to chassis.

Model: UCSB-5108-AC2
UCSM Chassis ID: Unassigned
Serial: CH52
Cisco AC Blade Server Chassis, 6U with Eight
Description: Blade Server Slots
¥ Fans 8
D Fan Slot 1:
Fan Module For UCS 5108 Blade Server Chassis
NZ20-FANS
D Fan Slot 2:
Fan Module For UCS 5108 Blade Server Chassis
N20-FANS
=] Fan Slot 3:
Fan Module For UCS 5108 Blade Server Chassis
N20-FAN5 X
EI Fan Slot 4:
Fan Module For UCS 5108 Blade Server Chassis
NZ20-FANS
i:] Fan Slot 5:
Fan Module For UCS 5108 Blade Server Chassis
NZ20O-FANS
=|Fan Slot 6:
Fan Module For UCS 5108 Blade Server Chassis
N20-FANS
D Fan Slot 7:
Fan Module For UCS 5108 Blade Server Chassis
N20-FANS
EJ Fan Slot 8:
Fan Module For UCS 5108 Blade Server Chassis
N20-FANS

3

PSU 4



Figure 2-12 Adding chassis fans

Next, we can add the IOMs. The IOMs are “In/Out
Modules.” These are also known as FEXs. They are the line
cards that connect our chassis to our fabric interconnects.
They also provide the interface connections to the blade
servers, and CMC (Chassis Management Controller), which
is used for monitoring our components, such as fans, power
supplies, and temperatures and this is also the component
that is responsible for monitoring blade insertion and
removal. Lastly, they also provide Chassis Management
Switch (CMS), which gives us the KVM (Keyboard, Video,
Mouse), Serial over LAN (SoL), and Intelligent Platform
Management Interface (IPMI) abilities to our blades.

The IOM options we have are

Model Fabric ports Server ports Throughput

2208XP 8x10Gbps 32x10Gbps  80Gbps
2204XP 4x10Gbps 16x10Gbps  40Gbps
2408 8x25GE 32-10Gbps 400Gbps5

If we add two 2408 IOMs and click the word
“Equipment” in the left-hand pane, then we should see the
chassis change, listing the (currently disconnected) IOM
ports (Figure 2-13).



Chassis CH52: Chassisi Manage Links of Chassis & & Stash

i @ o Peer Device Pear Device Peer Slot/Peer  Edit  Delete

Source(device_id/port) 1one Senal/Side Poet Part  Link

Mode: UCSE-5108-4C2
iom 1/1 i

UCSM Chassis iD: Unassigned

Seral; CH52 172

Cisco AC Blada Server Chassis, U with Eight lom 1/3
Description: Blage Server Slots jom 174 disconnected  disconnected/ disconnected
oM z

. iom 1/5
L=/ 10M Slot 1: .
Ciseo UCS 2408 B Por 10 Module iom 1/6 disconnected  disconnected/ disconnected

UCS-I0M-2408 iom 1/7

L} 10M Slot 2:

Citon UES 24088 Part U0 Foduls iom 1/8 disconnected  disconnected dconnested
UCSI0M-2408 iom 271
’ :
Fans B iom 2/2
* PSU 4
lom 2/3 di d disc
lom 2/4 disconnected  disconnected! disconnect ed i
lom 2/5 disconnected  disconnected’ disconnected
lom 2/8 disconnected  disconnected/ dsconnect ed 1]

lom 2/7

TR Y

lom 2/8

Figure 2-13 IOMs in our Chassis

We are not going to configure the IOMs just yet, instead,
we are going to see how we can quickly create two more. If
we click back onto the main Equipment list, then we can
click on the duplicate icon next to our chassis, and again to
create two more chassis.

We should have three chassis now (Figure 2-14).

Chassis ‘& @

UCSM Id + MName + Vendor *  Model +  Serial + Insert/Remove
Unassigned Chassis1 Cisco Systems Inc UCSB-5108-AC2 CH51 .
Unassigned DUPLChassis52 Cisco Systems Inc UCSB-5108-AC2 CH52 .
Unassigned DUPLChassis53 Cisco Systems Inc UCSB-5108-AC2 CHS3 @

Figure 2-14 Three Chassis

This ability to duplicate can save a lot of time if we need
to add multiples of the same hardware component and is
especially useful when adding servers.

We can now connect our chassis to our Fabric
Interconnects. We can do this by editing the first chassis
and clicking the pencil icon under “Edit Port” on port 1/1
(IOM 1, port 1). The Peer Device Type needs to be set to
“fi.” Select FI A and select a free port (such as 1/20).
Repeat the process for iom 1/2, selecting the next available
port on the same FI (1/21).



Next, edit iom 2/1 (IOM 2, port 1) selecting FI B, and
the same port number as used on iom 1/1 (port 1/20), and
repeat for 2/2, selecting the next port (1/21) (Figure 2-15).

Manage Links of Chassis & &

Successfully created a new Link Connection.

Source(device_id/port) Peer Device Peelr Deyice Peer Slot/Peer Edit Qelete
Type Serial/Side Port Port Link
iom 1/1 fi FDO231307E9/A 1/20 ;f/} [i]
iom 1/2 fi FDO231307E9/A 1/21 f m
iom 1/3 disconnected disconnected/ disconnected ﬂ@ 1]
iom 1/4 disconnected disconnected/ disconnected é/? |
iom 1/5 disconnected disconnected/ disconnected ﬁ'& Li]
iom 1/6 disconnected disconnected/ disconnected &Q 1]
iom 1/7 disconnected disconnected/ disconnected ﬁ ]
iom 1/8 disconnected disconnected/ disconnected [,/'Q' [
iom 2/1 fi FDO231308E9/B 1/20 f ]
iom 2/2 fi FDO231308E9/B 1/21 Y A
iom 2/3 disconnected disconnected/ disconnected &Q m
iom 2/4 disconnected disconnected/ disconnected f Li]
iom 2/5 disconnected disconnected/ disconnected &Q L
iom 2/6 disconnected disconnected/ disconnected ;_///’Q m
iom 2/7 disconnected disconnected/ disconnected é/f\’ i
iom 2/8 disconnected disconnected/ disconnected p?}\ I

Figure 2-15 Chassis 1 IOM connectivity.

Repeat the process on the other chassis, following Table

2-2.

Table 2-2 10M connectivity



Chassis IOM IOM Port Peer Device Peer Port

2 1 1/1 FI A 1/24
2 1 1/2 FT A 1/25
2 2 2/1 FIB 1/24
2 2 2/2 FI B 1/25
3 1 1/1 FT A 1/28
3 1 1/2 FI A 1/29
3 2 2/1 FI B 1/28
3 2 2/2 FI B 1/29

The reason we leave gaps between the ports of one IOM
and the ports of another (as they go into the FI) is that if
we want to increase bandwidth later on, we can keep
things nice and neat and ordered. Also, bear in mind that
the cabling is one IOM to one FI. The IOM, essentially,
becomes part of the FI, so we never cross the streams. This
isn’t Ghostbusters. Bad things really will happen. Maybe
not end-of-the-world type stuff, but certainly a call to Cisco
TAC (Technical Assistance Center)!

If you were to start UCS now, this is what your systems
would look like (Figure 2-16).

&
Chassis as§is 2

e S - EE S Em I SRS SN ET CE
Fabric Interconngst A (primary) Fabric Intercoprct B (subordinate)

iy

Chassis 3



Figure 2-16 Our topology so far



Blade Servers

Our chassis are fairly useless if we have no (B-series)
servers to run in them. So, add some servers by dragging
the server from the menu at the bottom into the chassis.
Each server will need CPU, memory, and storage, so add
these as well. When adding servers, plan them out
carefully. For example, if you have three chassis and
servers that will perform different functions (such as ESXi
hypervisors, database servers, application servers, and so
on), share these out across all three chassis so that if one
chassis has an issue, the servers in the other chassis can
continue to server your data an environment as required.

Once you have added your servers, click on the red
button next to each of the chassis (to remove them) and
then click the green button to insert them again. The red
button should turn green, as well as the green button next
to each of the servers. You may need to wait a few minutes
before you can insert it again.

Our chassis will look something like this (Figure 2-17):



o
1938800

Figure 2-17 Our chassis

Now that we have some blade servers, we should add
some rack servers. Before we do this, however, we are

going to add some FEXs.




FEX

FEX stands for “Fabric Extender.” These allow us to
increase the number of ports we have at our disposal. The
options we have in UCSPE are

Model Server ports Uplinks
N2K-C2232TM-E-10GE 32x 1/10GBASE-T 8x10GE
N2K-C2232TM-10GE  32x 1/10GBASE-T 8x10GE
N2K-C2148T-1GE 48x 1G Base-T 4x SFP+
N2K-C2232PP-10GE 32x 1/10GE SFP/SFP+ 8x10GE

N2K-C2348UPQ-10GE 48x 1/10 Gigabit Ethernet (SFP/SFP+) 6x 40GB
NI9K-C93180YC-FX3 48x 1/10/25-GBps fiber 6x 40/100GB



Rack Servers

In UCSPE, the rack servers (C-series) connect to the FEXs
and there is a wide variety of servers to choose from. Way
too many to list here with all their differences, but similarly
to the blade servers, you will need to add CPU, memory,
disks, I/O adapters, storage controllers, and PSUs.

When we connect rack servers, we need to consider how
we connect them; we have options of “Direct Attach
Server,” “Single Wire Management,” or “Dual Wire
Management.”

Direct Attach Mode

In Direct Attach mode (available with UCS version 3.1 or
later), the servers attach directly to the fabric
interconnects, bypassing the need to have FEXs.

Single Wire Management

As the name suggests, single wire management uses a
single cable into the FEX for management and data traffic.

Dual Wire Management

In dual wire mode, separate cables are used for data and
management.



Enclosures

UCS enclosures, such as the UCSC-C4200-SFF can host up
to four “nodes,” such as the C125. These are designed for
dense compute form factor with high core densities, where
the ability to scale out with compute-intensive machines is
critical.

We do need to add fans and power to the enclosures, but
not IOMs. We can add the nodes by dragging them onto the
chassis as we do with the other hardware. Once we have
added the nodes (as well as the CPU, memory, I/O
adapters, and disks), we can connect the node to the FEX
by clicking the chain icon where it says “Manage Links of
Node.”

We can see how this all looks by clicking the Equipment
link at the top left-hand corner and then clicking the UCS
icon at the end of the row of icons. We can log in using the
username and password of “ucspe.”

The default UCSPE-generated layout will look a little
like this (Figure 2-18):

3 Server 4 Server 5 Server 6

Figure 2-18 Our UCS environment



Summary

In this chapter, we looked at how to add and remove the
components available to us in UCSPE, as well as how to
connect them all together.

Footnotes

1 Using an expansion module

2 It is technically sixteen 1 and 10Gbps and FCoE, or 4-, 8- and 16-Gbps Fibre
Channel unified ports

3 These are 10/25/40/100Gbps and FCoE ports

4 When I say “hum gently” I am joking. Without all four PSUs plugged in these
things sound like a plane taking off!

5 Across two IOMs
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In the first two chapters, we set up UCSPE and looked at
how to connect it physically, both to its own components
and to the rest of the network. The physical cabling we
looked at in the first chapter was, however, purely for
management. This would allow us to control our UCS, but
the blades and rack servers would have no connectivity to
the rest of the network. In this chapter, we will be focusing
on how to add the networking components that will let our
UCS talk to the rest of the world.



UCS networking

At the moment, our UCS servers will be disconnected from
the rest of the network, so we need to add means for them
to pass packets to the rest of the network. We have a
couple of ways to achieve this. We can use “Uplink” ports,
or port-channels. We will start by looking at uplink ports.

Uplink ports

We start to configure uplink ports by going to the
Equipment tab in UCS manager, scrolling down to the
fabric interconnect, and then into the ports. Uplink ports
can either be configured on the fixed module (fixed ports
that are part of the FI) or on the expansion module (a
module purchased separately and installed in the FI). We
select the port we want to configure and then, from the
“Reconfigure” menu, set it as an Uplink port (Figure 3-1).



‘ All - Equipment / Fabric Interconnects / Fabric Interconnect

+ Equipment General Faults Events FSM Statistics

» Chassis
Fault Summary

» Rack-Mounts

w Fabric Interconnects ® e : 0
0 0

~ Fabric Interconnect A (primary) & G 4
» Fans
v Fixed Module Stetus
~ Ethernet Ports Overall Status : % Admin Down
Additional Info :
Admin State : Disabled

Port 2
Port 3 Actions
Port 4
Port 5
Port 6 Reconfigure ¥
Port 7 Configure as Uplink Port
Port 8 Configure as FCoE Uplink Port
Port 9 Configure as Server Port
Port 10 Configure as FCoE Storage Port
s 14 . Configure as Appliance Port

Figure 3-1 Reconfiguring a port as an Uplink port

We will then need to confirm that we do wish to
reconfigure the port, and then acknowledge the action once
completed.

The next step in creating our uplinks is to head into the
network tab in UCS Manager, and select the LAN option
from the left-hand side. We will be able to see our uplink
interface listed under the relevant fabric (“Fabric A” for FI-
A, “Fabric B” for FI-B) (Figure 3-2).



All -

v LAN
v LAN Cloud
v Fabric A
Port Channels

+ Uplink Eth Interfaces

Eth Interface 1/1

VLANs

» VP Optimization Sets

Figure 3-2 Our Uplink interface

On the other side of the page, we have options we can
set for the interface (Figure 3-3). Firstly, we can give it a
label, which can be helpful to quickly identify which
network device and port we are connected to.

LAN / LAN Cloud / Fabric A / Uplink Eth Interfaces / Eth Interface 1/1

General | Faults Events

Actions Properties
D b |
Disable Interface Slot 1D 01
Fabric ID A
User Label
Transport Type : Ether
Port 1 sys/switch-Afslot-1/switch-ether/port-1
Flow Control Policy : | default 'j
Link Profile * | default ¥
Admin Speed |1 Gbps () 10 Gbps ()25 Gbps () Auto |

FEC : [®Auto O oi74 O 091 |




Figure 3-3 Uplink interface settings

Next, we can set a flow control policy, which controls
how the port acts (in the sending and receiving of pause
frames) when the receive buffer is full. We create a flow
control policy by going to LAN » Policies » root » Flow
Control Policies and clicking “Add.” We give it a name, set
the priority and Receive and Send to “on” (otherwise the
flow-control packets won’t be sent or received) (Figure 3-
4).

Create Flow Control Policy

Name : | FlowControl-Pol

Priority : 0 Auto
Receive : |

Send

Figure 3-4 Flow Control Policy

We then assign this to the interface (Figure 3-5).



Properties

ID o1

Slot ID o1

Fabric ID DA

User Label

Transport Type : Ether

Port . sys/switch-A/slot-1/switch-ether/port-1
Flow Control Policy : |FlowControl-Pol v

Link Profile | default ¥

Admin Speed : ()1 Gbps ()10 Gbps 25 Gbps (e) Auto
FEC . (e) Auto Cl74 CI91

Figure 3-5 Interface Flow control

The Link Profile controls how the interface works with
UDLD (UniDirectional Link Detection). We can create a
new Link Profile by going to LAN » Policies » LAN Cloud »
Link Profile » default and clicking “Create UDLD Link
Policy.” Here we name the policy and set it to enabled and
set the mode, either normal or aggressive (Figure 3-6).
Normal mode will detect mis-cabling issues, whereas
aggressive mode will detect when a link has become
unidirectional. Normal mode is not used very much, as
Aggressive mode will give us the good stuff that we need,
such as “bad” ports being disabled so that failover can
happen.



Create UDLD Link Policy

Name . UDLD-Aggressive

Admin State : |(e) Enabled ( ) Disabled ‘

Mode : |C) Normal (e) Aggressive

Figure 3-6 UDLD modes

Now that we have a UDLD policy, we can create a link
policy by going up one level (LAN » Policies » LAN Cloud
» Link Profile) and clicking “Add.” We can name the policy

and assign the UDLD-Aggressive link policy to it (Figure 3-
7).



Create Link Profile

Name  LinkProfilg|

UDLD Link Policy : ‘ UDLD-Aggressive

Figure 3-7 Link Profile

The next step is to assign this profile to our interface
(Figure 3-8), making sure that we click “Save Changes” at
the bottom of the screen.



Properties

D 1

Slot ID 01

Fabric ID A

User Label

Transport Type . Ether

Port . sys/switch-A/slot-1/switch-ether/port-1
Flow Control Policy : .FlowControI—Pol v

Link Profile | LinkProfile ¥

Admin Speed : [()1Gbps ()10 Gbps ()25 Gbps (e) Auto
FEC . [(®) Auto () CI74 () CI91

Figure 3-8 Assigning a link profile to an interface

The following settings control the port speed and the
Forwarding Equivalence Class (FEC), which is a form of
quality of service.

Clearly, one uplink interface alone will not be enough;
we should, at a very minimum, add an uplink on the second
FI. Ideally, we would have second interfaces on each FI,
going to the other upstream switch to provide a level of
redundancy (Figure 3-9).
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Figure 3-9 FI redundant uplinks

While two interfaces are good, we are not making the
best of our capabilities. With uplink ports, traffic is pinned
to one of these links. One isn’t much fun when we could use
all four cables at the same time (turning single 40GBps
links into a combined 80GBps link).

To do this, we need to create another uplink on FI-A
(1/2). We can do this without going to the Equipment tab,
we just need to go to LAN » LAN Cloud » Uplink Eth
Interfaces and click on “Add,” and select Port 2, by double
clicking on it, under the fixed module (Figure 3-10):



Configure Uplink Ports

(= Ports

Name

w Fabric Interconnect A (primary)
w Fixed Module

Port 1

Port 2

Figure 3-10 Adding another uplink

We also need to add two uplinks (ethl1/1 and eth 1/2) to
FI-B, using the same method.

Now we have an even number of links, we can create
our port channels.

We create the port channels by going top LAN » LAN
Cloud » Fabric A » Port Channels. Click the “Add.” We set
the port channel number, and give it a name (Figure 3-11).
Click “Next”



Create Port Channel

1 Set Port Channel Name: D |

Mame : | PO-1

Figure 3-11 Creating the port-channel

In the next window, select the interfaces to add to the
port channel (Figure 3-12).

Create Port Channel

Set Port Channel Name

Ports Ports in the port channel
Slot ID . Po.. Port MAC Slot 1D r. Po... Port MAC
2 Add Parts il _ Agg
1 o 1 00:00:0... No data available
; 0 2 00:00:0... >

Figure 3-12 Adding interfaces to the port-channel

Click the double arrow button to move them into the
port channel (Figure 3-13).



Create Port Channel

SIP Caniiel i “Ports *Ports in the port channel

Siot ID Aggr. Po...  Port Aggr. Po...  Port MAC

No data available 0 1 00:00:0...

0 2 00:00:0...

Figure 3-13 Added interfaces

Once you have added the interfaces, click “Finish.” You
will receive a message to say that the port channel has
been created (Figure 3-14).

Create Port Channel

Qf Successfully created Port-Channel 1 PO-1.




Figure 3-14 The port channel has been created.

Repeat the process, adding port channel 2 to FI-B.
Our UCS port channel setup will look like this (Figure 3-

15):

XN

- -
I @ W
PO-1 PO-2
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< -
@ CHES
FI-A FI-B

Figure 3-15 Port-Channel topology

From the point of view of the Nexus switches above our
FI's, the configuration would look like this (Figure 3-16):
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Figure 3-16 Completed Port-Channels

The Nexus interfaces and port channels would be
configured as follows:

NX-9KO1l# sh run int ethl/1

interface Ethernetl/1

description ### FI-A PORT 1 UPLINK ###
switchport

switchport mode trunk



switchport trunk allowed vlan all
spanning-tree port type edge
spanning-tree bpduguard enable
speed 40000

no negotiate auto

channel-group 1 mode active

no shutdown

NX-9KO1l# sh run int ethl/2

interface Ethernetl/2
description ### FI-B PORT 1 UPLINK ###
switchport
switchport mode trunk
switchport trunk allowed vlan all
spanning-tree port type edge
spanning-tree bpduguard enable
speed 40000
no negotiate auto
channel-group 2 mode active
no shutdown

NX-9KO1l# sh run int po 1

interface port-channell
description ### VPC to FI-A ###
switchport
switchport mode trunk
switchport trunk allowed vlan all
speed 40000
no negotiate auto
no lacp suspend-individual
vpc 1

NX-9KO1l# sh run int po 2

interface port-channel2



description ### VPC to FI-B ###
switchport

switchport mode trunk

switchport trunk allowed vlan all
speed 40000

no negotiate auto

no lacp suspend-individual

vpc 2

And the other switch configuration:
NX-9K02# sh run int eth 1/1

interface Ethernetl/1
description ### FI-A PORT 2 UPLINK ###
switchport
switchport mode trunk
switchport trunk allowed vlan all
spanning-tree port type edge
spanning-tree bpduguard enable
speed 40000
no negotiate auto
channel-group 1 mode active
no shutdown

NX-9K02# sh run int eth 1/2

interface Ethernetl/2
description ### FI-B PORT 2 UPLINK ###
switchport
switchport mode trunk
switchport trunk allowed vlan all
spanning-tree port type edge
spanning-tree bpduguard enable
speed 40000
no negotiate auto



channel-group 2 mode active
no shutdown

NX-9K02# sh run int po 1

interface port-channell
description ### VPC to FI-A ###
switchport
switchport mode trunk
switchport trunk allowed vlan all
speed 40000
no negotiate auto
no lacp suspend-individual
vpc 1

NX-9K02# sh run int po 2

interface port-channel2
description ### VPC to FI-B ###
switchport
switchport mode trunk
switchport trunk allowed vlan all
speed 40000
no negotiate auto
no lacp suspend-individual
vpc 2

In this configuration, we can set the interfaces to run
together (instead of singularly) and also benefit from a
considerable speed increase. While this is not something
we can achieve within the sandboxed environment that is
UCSPE (as our port channel status will show as
“Indeterminate,” we can see this in a real-life example
(Figure 3-17):



Admin Speed : \-:j‘jr- 1 Gbps ()10 Gbps ()40 Gbps ()25 Gbps () 100 Gbps () Auto

Operational Speed(Gbps) : 80

Figure 3-17 80 Gbps port channel



Summary

In this chapter, we configured uplink ports to connect our
UCS to the rest of the network. In the next chapter, we will
start configuring the policies we need for our servers.
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At this stage, you are probably hungry to do some actual
UCS server configuration, I am, and this is where it all
starts; with policies.

Policies are used to create service profile templates, and
from these templates we can assign service profiles to our

servers. Before we start though, we should create our UCS
organization.



Creating the UCS Organization

We create UCS organizations to simplify our management.
They offer us a hierarchical way of organizing our policies
(as well as our pools and service profiles). We create the
organization by going to the Servers tab, expanding any
one of the options, such as Servers » Policies » root » Sub-
Organizations, and selecting “Add.” Give the organization a
name, and click “OK” (Figure 4-1).

Create Organization

Name £ LearningUCSl

Description :

Figure 4-1 Creating the Organization

You will receive an acknowledgment that the
organization has been created (Figure 4-2).



Create Organization X

Q’/ Successfully created organization LearningUCS.

OK

Figure 4-2 The organization has been completed

You will also notice that the same organization has been
created under Service Profiles and also under Service
Profile Templates, as well as Pools. You will also find the
new organization in the LAN tab, the SAN tab, the Storage
tab, and the Chassis tab.

Now, we can start to create our policies. We will not
cover every single policy option, as there are a lot of them.
Instead, we will focus on the ones required to create a
service profile template, which will then be applied to our
Servers.



Storage Policies

Our storage policy is going to be quite simple; we will just
create a mirrored RAID volume from our two disks. To do
this, go to “Servers » Policies » root,” right-click “Local
Disk Config Policies” and select the pop-up option to create
one. Call it “LocalDiskPol” and set the mode to “RAID 1

Mirrored” (Figure 4-3).



Create Local Disk Configuration Policy

Name ; ‘ LocalDiskPol

Description

Mode : ‘RAID 1 Mirrored v ‘

Protect Configuration : O

If Protect Configuration is set, the local disk configuration is preserved if the service profile is disassociated
with the server. In that case, a configuration error will be raised when a new service profile is associated with
that server if the local disk configuration in that profile is different.

FlexFlash

FlexFlash State : |(e) Disable () Enable |

If FlexFlash State is disabled, SD cards will become unavailable immediately.
Please ensure SD cards are not in use before disabling the FlexFlash State.

FlexFlash RAID Reporting State : [( e) Disable () Enable ‘

FlexFlash Removable State [C )Yes (_)No (e) No Change ‘

If FlexFlash Removable State is changed, SD cards will become unavailable temporarily.
Please ensure SD cards are not in use before changing the FlexFlash Removable State.

Figure 4-3 Local Disk policy



Dynamic vNIC Connection Policies

Dynamic vNICs are not applicable to us (in our sandboxed
environment), as these are used for determining
connectivity between virtual machines and dynamic vNICs
running on servers with VIC adapters. However, if we were
running through the service profile wizard (which we will
do in the next chapter), this is where we would set up this
connectivity. In the same wizard though, is the VLAN
creation, which is where we are going to sidestep to.

Creating VLANSs

UCSPE has already created some VLANSs for us, but we will
create some more, by going to LAN » LAN Cloud » VLANSs.
We can create VLANSs on a per-Fabric basis, or on both
fabrics at the same time. Click “All” and then click “Add..
Our first VLAN will be called “DB,” and will have a VLAN
ID of 10 (Figure 4-4).

Create VLANs

VLAN Name/Prefix : DB

Multicast Policy Name : | <not set> ¥ Create Multicast Paolicy
Sets (#) Common/Global () Fabric A () Fabric B (| Both Fabrics Configured Differently

You are creating global VLANs that map to the same VLAN IDs in all available fabrics.
Enter the range of VLAN IDs.(e.g. " 2009-2019", " 29,35,40-45", " 23", " 23,34-45")

VLAN IDs : I 10

Sharing Type : |f'-'_'= Mone (1 Primary () Isolated (| Community
Figure 4-4 Creating the DB VLAN

As the GUI shows, we can use this to create ranges of
VLANSs on both fabrics (Common/Global), individual



fabrics, or we can configure the fabrics differently. The
latter option allows us to specify different VLAN IDs for
each fabric (though the name we give this particular VLAN
will be the same across both fabrics, just the VLAN ID will
be different).

The sharing type is for setting up private VLANSs
(PVLAN) and allows us, if we should so desire, to isolate
ports. We create a primary VLAN and one (or more)
secondary VLANSs, which can either be an isolated or a
community VLAN. Isolated ports can only communicate
with the associated port in the primary VLAN, not even
with each other. Community ports - communicate with
each other and with promiscuous ports. For both Isolated
and Community VLANSs, we must create a primary VLAN
first.

Repeat the process, creating a VLAN 13, which is our
DMZ. Our VLANSs should look like Figure 4-5.

LAN /[ LAN Cloud

LAN Uplinks VLANS | Server Links MAC |dentity Assignment IF Identity Assignment QoS Giobal Palicies Faults Events FSM

m Dual Mode Fabric A Fabric B VLAN Groups WP Optimization Sets
Ve Advanced Filter 4 Export i Print
Name [s] Fabric ID Type Transport MNative VLAMN Sharing
‘ VLAN DB (10) 10 Dual Lan Ether No MNong
. \-'E r‘Eult {1) '_ I'.)unl_ Lan F._‘.hr:r _ch None 5
VLAN default (1) 1 B Lan Ether No Mone
VLAN default (1) 1 A Lan Ether Mo Nong
VLAN DMZ (13) 13 Dual Lan Ether Mo Nong
VLAN finance (3) 3 B Lan Ether MNo MNone
VLAN finance (3) 3 A Lan Ether Mo Mone
VLAN human-reso.. 5 B Lan Ether No None
VLAN human-reso.. 5 A Lan Ether No None

() Add [ Delete @ Info

Figure 4-5 Our VLANs



vNIC/vHBA Placement

UCS blades have a component called a “Mezzanine” card.
Mezzanine cards can give us storage acceleration, port
expansion, GPUs (Graphics Processing Units) and VICs
(Virtual Interface Cards). We also have mLOMs (modular
LAN on Motherboard) cards, which offer VIC expansion.

The UCS, as we spoke about back in Chapter 2, has an
IOM and each IOM has a defined internal bandwidth (the
bandwidth that goes to the blades). The 2104 has 2x 10GB,
the 2204 has 4x 10GB, and the 2208 has 8x 10GB. This
means that a blade can get 80Gb-KR bandwidth across a
pair of IOMs.

The “KR” in this equation is a data rate specification
across a backplane medium (K), using a 64B/66B (R)
coding scheme (which is all to do with the electrical
encoding at the physical layer) in a single lane
configuration. For a deeper dive into this, check out this
very good blog post: www.tbhijlsma.com/2012/03/how-ucs-
achieves-80gbe-of-bandwidth-per-blade/

We can control how each of our vNICs are assigned to
these lanes through a “Placement Policy,” allowing us to
utilize the hardware capacity to its fullest. Such as all
having all vNICs on one card and all vHBAs (virtual Host
Bus Adaptors) on another card; this could be due to
compatibility reasons, or card speed.

To create a placement policy we would go to Servers »
Policies » root » Sub-Organizations » LearningUCS »
vNIC/vHBA Placement Policies. Although we don’t need to
create one ourselves, we would do so by clicking on the
“Add” button (Figure 4-6).


http://www.tbijlsma.com/2012/03/how-ucs-achieves-80gbe-of-bandwidth-per-blade/

Create Placement Policy

Name

Virtual Slot Mapping Scheme : ‘@ Round Robin () Linear Ordered

T, Advanced Filter 4 Export @ Print

Virtual Slot Selection Preference Transport

All ethernet,fc

All ethernet,fc

Assigned Only ethernet,fc

Exclude Dynamic stharmetife

Exclude Unassigned

Exclude usNIC

Cancel

Figure 4-6 Placement Policies

The options we have are

All: the vCON (virtual network interface connection) is
used for all vNICS and vHBASs that are assigned to it, not
assigned to it, or are dynamic.

Assigned only: Only vNICs and vHBASs are assigned to
the vCON.

Exclude-Dynamic: The vCON cannot be used for
dynamic vNICS or vHBAs.

Exclude-Unassigned: the vCON can only be used for
vNICs or vHBAs assigned to it, or dynamic vNICs and
vHBAs.



Exclude usNIC: The vCON cannot be used by user-space
NICs.

User-space NICs bypass the kernel when sending
packets, improving the performance of the software. For a
great blog post on actual use-cases, have a read of
https://jeremywaldrop.wordpress.com/2010/08/26/cis
co-ucs-vnicvhba-placement-policies/


https://jeremywaldrop.wordpress.com/2010/08/26/cisco-ucs-vnicvhba-placement-policies/

vMedia Policies

vMedia policies allow us to boot our servers from ISO
images stored on a share. We create these by going to
Servers » Policies » root » Sub-Organizations »
LearningUCS » vMedia Policies. To create one, click “Add”
and enter the details, such as those in Figure 4-7.

Create vMedia Mount

Name :  LinuxBootPolicy

Description

Device Type : @ cop ) HDD |

Protocol : [ONFS O CIFS (OHTTP @) HTTPS |

Hostname/IP Address : san.domain.local

Image Name Variable : |@ None () Service Profile Name ‘

Remote File . Linux.iso

Remote Path : ‘flSOs!Linux.-‘

Username

Password ; oe]

Remap on Eject

Figure 4-7 A vMedia policy

In the preceding policy, we would be loading a CD ISO
image called Linux.iso from
https://san.domain.local/IS0s/Linux. Well, depending
on our server boot policy, that is.


https://san.domain.local/ISOs/Linux

Server Boot Policies

Server boot policies control how we boot our servers and in
what order we try these options. We configure a boot policy
by going to Servers » Policies » root » Sub-Organizations
» LearningUCS » Boot Policies. Click on “Add” to create a
new policy. In Figure 4-8, we are creating a policy to first
boot from a CD (or DVD) mounted via the CIMC. It will
then try to boot from a local LUN if no CD or DVD is found.

Create Boot Policy T X

Name . BootPolicy

Description

Reboot on Boot Order Change : [

Enforce vNIC/VHBA/ISCSI Name ;

Boot Mode 5 ml

WARNINGS:

The type (primary/secondary) does not indicate a boot order presence.

The effective order of boot devices within the same device class (LAN, ge/iSCSl)is c ined by PCle bus scan order.

If Enforce vNIC/VHBAJISCSI Name is selected and the wNIC/vHBA/ISCSI does not exist, a config error will be reported.

If it is not selected, the vNICs/vHBAS are selected if they exist, otherwise the vNIC/vHBA with the lowest PCle bus scan order is used.

(=) Local Devices Boot Order
4+ ~— T,Advanced Fiter 4 Export o Print o
Name Order ~  wNL. Type LU WWHN  Slot.. Boo.. Boo.. Des.
Add Lecal JBOD CIMC Mounted CD/DVD 1
Add SD Card Local LUN 2

Add Internal USB
Add External USE
Add Embedded Local LUN
Add Embedded Local Disk

Add CD/OVD

Add Local CD/DVD

Add Remote CD/OVD
Add Floppy

Add Local Floppy

Add Remote Floppy

D -

Figure 4-8 Server Boot Policy



Maintenance Policies

We will, from time to time, have to perform maintenance on
our UCS, usually in the way of upgrading the firmware. You
may upgrade at a particular time, taking the inevitable
reboots of the fabric and IOMs as you go. However, you
may not want the blades to reboot at the same time, so,
unless you want to cause an outage, it’s a good idea to
implement a maintenance policy. Head to Servers »
Policies » root » Sub-Organizations » LearningUCS »
Maintenance Policies and click “Add.” Create a
maintenance policy that will (at a very minimum) require a
user acknowledgment before rebooting the servers (Figure
4-9).

Create Maintenance Policy

Name :  ServerMaintPol

Description

Soft Shutdown Timer : ---1 50 Secs b |

Storage Config. Deployment Policy : | _ Immediate :I'g'. User Ack ‘

Reboot Policy % |-'"_'.':“I.mméd.i.ate g L;F_ser Ack :'-:'.T"imer A-utoma;fic

i On Next Boot [(Apply pending changes at next reboot.)

n Cancel

Figure 4-9 Maintenance Policy



Server Pool Policies

Server Pool are used for servers that share characteristics,
such as type, amount of memory, drive configuration, or the
type of CPU. We create a pool first (Servers » Pools » root
» Server Pools). We start by naming our server pool as
shown in Figure 4-10.

Create Server Pool

1 Set Name and Description Name : | MyServerPool

Description : “
Add Servers :

Figure 4-10 Creating a server pool

Next, we add our servers, selecting them in the first
window (Figure 4-11).



Create Server Pool

Set Name and Description Servers Pooled Servers
z Add Servers Lo i
Chassis ID Slot I Rack ..~ FID C.. Sl. R. U, PD A, 8S. C.
3 1 UCSB-... No data available
3 7 LICSB-.., EH
3 3 UCSB-..
4 1 UCSB-...
4 2 UCSB-...
1 UCSC-...
2 UCSE-..
3 UCSC-...
4 ucse-..
5 WESC-...
6 UCSC-
7 UCsG-..
Model: UCSB-B200-M5 Model:
Serial Number. SRVi22 Serial Number:
Vendor: Cisco Systems Inc Vendor:

<Prev ) | cancel

Figure 4-11 Selecting the servers for the pool

Once we have added the servers (Figure 4-12), click
“Finish.”



Create Server Pool 1 X

Set Name and Description Servers Pooled Servers
Add Servers 2 &
Chassis ID Slot 1D Rack ..~ PID G. Bl R. Wi PID AL 8L Cu
3 a UCSB-... 3 U U. 5. 8
4 1 UCSB-... G 3 2 Uz ¥ 85 B
4 2 UCSB-...
1 UCSC-...
2 ucsc-...
3 UCSC-...
4 UCsC-..,
5 ucse-...
& UCSC-_..
7 ucsG-...
8 UCcse-...
9 UCsC-...
Maodel: Maodel:
Serial Number: Serial Number:
Vendor: Vendor:
< Prev m Cancel

Figure 4-12 Our server pool

We can also create a pool qualification, which will, as we
just mentioned, pool servers based on characteristics. We
do this from Servers » Policies » root » Sub-Organizations
» LearningUCS » Server Pool Policy Qualifications (Figure
4-13).



Create Server Pool Policy Qualification » X

MNaming
Name :  Pool-Qualif-Pol
Description : |
This server pool policy qualification will apply to new or re-di d servers. Existing servers are not qualified until they are re-discovered
Actions Qualifications
Create Adapter Qualifications 4+ — Y.Advanced Filter 4 Export & Print o
Create Chassis/Server Qualifications
o ; Name Max Maodel From To Architecture  Speed Stepping Power Gro...

Create Memory Qualifications
Mo data available

Create CPU/Cores Qualifications

Create Sworage Qualifications

Create Server PID Qualifications

Create Power Group Qualifications

Create Rack Qualifications

Figure 4-13 Server pool policy qualifications

In our qualification, we are going to keep it simple and
just match against the server product ID (PID), as shown in
Figure 4-14.



Create Server PID Qualifications

PID : |UCSB-B200-M5

n . Cancel

Figure 4-14 A server PID qualification

Once we have added this (Figure 4-15), we can click on
“Finish” to create the qualification.

Qualifications

4+ — TY,Advanced Filter 4 Export % Print o3
Name - Max Model From To Archit.. Speed Step.. Powe..
Server PID Qualification UCSB-B200-M5
& Add

Figure 4-15 Our completed qualification

The last step is to create a policy to tie these all
together. We do this by going to Servers » Policies » root
» Sub-Organizations » LearningUCS » Server Pool
Policies. We name our policy and either assign the policy to
a pool or we can select the qualification, but not both




(Figure 4-16). While we can set both when we create the
policy, once we go back into it, we will find the pool empty.
Pool assignments are fairly static, whereas qualifications
are more dynamic in nature.

Create Server Pool Policy

Name . ServerPoolPolicy

Description :

Target Pool : [Server Pool MyServerPc v

Qualification : | <potset> ¥

Figure 4-16 Our Server Pool Policy

The last policies we are going to cover are some small
but very important ones!



Operational Policies

Operational policies cover aspects of the servers like BIOS,
IPMI, management IP addresses, power control, scrub
policies, KVM management and graphics card policies.
There are three that we should cover, starting with
management IP addresses.

Management IP Addresses

The management IP addresses come from a defined pool of
IP addresses and it is to one of these addresses we connect
to when we launch the KVM from the UCS GUI. We create
the pool by going to LAN » Pools » root » Sub-
Organizations » LearningUCS » IP Pools. We can create
them under LAN » Pools » root » IP Pools as well, if you so
desire. Create a new IP pool called “KVM-IP-Pool” (Figure
4-17).

Create IP Pool B X

Dafine Name and Description Name : KVM-IP-Poo
Description

Add IPv4 Blocks
Assignment Order © (e Default Sequential

Add IPv6 Blocks

Figure 4-17 The KVM pool



Click “Next,” and assign a block of IP addresses (Figure
4-18). This needs to be large enough to cover all the
servers you have (and any future ones).

Create Block of IPv4 Addresses

From : |172.16.31.10 Size : [ 50

-
-

Subnet Mask : 255.255.255.0 Default Gateway : [172.16.31.1

Primary DNS : [172.16.31.4 Secondary DNS : [172.16.31.5

Figure 4-18 The KVM Pool IP range

Pick a range that doesn’t overlap with anything (such as
your DHCP scope) otherwise this could cause issues in your
environment. The pool will appear in the GUI (Figure 4-19).

Create IP Pool

Define Name and Description + — TeAdvanced Filtor 4 Export % Print

Name From Ta Subnet Default Gateway Primary DNS Secondary DNS
Add IPvd Blocks

17216311, 172163100 172.16.31.59 255.255.2585.0 1721631 172.16.31.4 17216315

Add IPv6 Blocks

Figure 4-19 The finished IP pool

As we are not adding an IPv6 pool, click “Next,” and
then click “Finish.” Now that we have our port range, we
need to specify which port we will be using.



KVM Management Policy

The default KVM port is 2068, but we can change that by
going to Servers » Policies » root » Sub-Organizations »
LearningUCS » KVM Management Policy. Create a new
policy called KVM-Port-Policy, setting the port to 3099
(Figure 4-20).

Create KVM Management Policy 2 X |

Name : | KVM-Port-Policy
Description :

KVM Port : 3099

Default KVM Port is 2068. Please select the port range between 1024-49151

Figure 4-20 The KVM management port policy

Onto our final policy.

Scrub Policies

The last set of policies we are going to implement are scrub
policies. These control how the disks on a server will be
treated in scenarios such as moving blades. For example,
you are balancing the blades in your UCS chassis, evening
out three application blades across three chassis. You have
arranged the downtime, attached the service profile to the
empty destination slot, and removed the blade. When you
put it in the new chassis slot, the blade is picked up and



once it’s booted up, you find that (due to the configured
Scrub policy) the disks have been wiped.

This is where scrub policies will save you. Head to
Servers » Policies » root » Sub-Organizations »
LearningUCS » Scrub Policies. Set all the options to “No”
(Figure 4-21).

Create Scrub Policy 2 X

MName 3 Scrubpolicy{
Description

Disk Scrub ;e Mo () Yes

BIOS Settings Scrub 1 (e Mo Yes
FlexFlash Scrub : [®No ()Yes

Persistent Memary Scrub : (e No Yes

Figure 4-21 Our scrub policy

Now, we can keep our data safe if we move a blade!
Before we move onto the next chapter, however, we need
to create a few more items, namely our pools and a VSAN

UUID Pool

We need to be able to identify our servers in UCS, well,
more specifically, the UCS systems need to identify our
servers. While we can name them (by giving them labels) in
the UCS GUI, the backend systems have a different way of
referencing the servers, and this is through a UUID. The
UUID (Unique Identifier) is a 128-bit reference. We can
create a pool of UUIDs, saving us from manually assigning
them to each of our servers. To create the pool, go to
Servers » Pools » root » Sub-Organizations »
LearningUCS » UUID Suffix Pools. Click “Add” and create
a block of 30 UUIDs, as in Figure 4-22.



Create a Block of UUID Suffixes

From : ’ 0000-000000000001 ‘ Size : | 30

Figure 4-22 Creating a UUID Suffix pool

Once we have created our pool, we can see the
sequential suffixes (Figure 4-23).

Sub-
Organizations

General UUID Suffixes | UUID Blocks Faults Events

Yo Advanced Filter 4 Export  # Print

Servers / Pools / root / |/ LearningUCS / UUID Suffix Pools / Pool UUID-Pool

UUID Suffix Assigned Assigned To
0000-000000000001 No
0000-000000000002 No
0000-000000000003 No
0000-000000000004 No
0000-000000000005 No
0000-000000000006 No

Figure 4-23 Our UUID pool

MAC Pools



In the same way that our servers need a unique identifier,
so do our network interfaces. We do this through MAC
pools. Navigate to LAN » Pools » root. Click “Add” and

name the MAC pool (such as “MyMacPool,” as in Figure 4-
24).

Create MAC Pool

Define Name and Description Name :  MyMacPool

Description :
Add MAC Addresses

Assignment Order : |c- Default () Sequential

Figure 4-24 MyMacPool

Click “Next” to add the MAC addresses (Figure 4-25).
Cisco suggests that the block uses 00:25:B5:xx:xx:xx for
compatibility reasons.



Create a Block of MAC Addresses

First MAC Address : ‘ 00:25:B5:00:00:00 ‘ Size :

To ensure uniqueness of MACs in the LAN fabric, you are strongly encouraged to use the following MAC
prefix:
00:25:B5:0¢:xx: XX

Figure 4-25 Our MAC address block

WWNN

In the same way that we created blocks of IDs for our
servers and MAC addresses for our network cards, our SAN
fabric will also need some uniqueness. We do this through
the WWNN (World Wide Node Names) pool, which has a
number of WWNs (World Wide Names). Navigate to “SAN
» Pools » root » Sub-Organizations » LearningUCS” and
right-click WWNN Pools, choosing the option to create a
new one. Name the pool “wwnn-pool” (Figure 4-26) and
click “Next.”



Create WWNN Pool 2

Define Name and Description Name : ‘ wwnn-pool|

Description
Add WWN Blocks

Assignment Order : |u.’g'j‘. Default () Sequential

| Next> | | Cancel

Figure 4-26 Our WWNN pool

Create a block of sixty WWNs, following the naming
advice of Cisco (20:00:00:25:b5:xx:xx:xX), as shown in
Figure 4-27.



Create WWN Block
From:l 20:00:00:25:85:00:00:00 ‘ Size :

To ensure uniqueness of WWNSs in the SAN fabric, you are strongly encouraged to use
the following WWN prefix:

20:00:00:25:b5:xX:XX:XX

Figure 4-27 Our WWN block



VSAN

The last component we are going to create is our VSAN.
This will enable us to separate our storage traffic. We will
be using the 2000 and 2001 as our VSAN and FCoE (Fibre
Channel over Ethernet) IDs (as these are the ones Cisco
suggests), as shown in Figure 4-28.

Create VSAN

Name : | MyVSAN
FC Zoning Settings

FC Zoning : |(e) Disabled () Enabled

Do NOT enable local zoning if fabric interconnect is connected to an upstream FC/FCoE switch.

() Common/Global | ) Fabric A () Fabric B (e) Both Fabrics Canfigured Differently

You are creating a single VSAN that maps to A VLAN can be used to carry FCoE traffic and can be mapped to this
a different VSAN ID in each available fabric. VSAN.

Enter the VSAN IDs that map to this VSAN. Enter the VLAN ID that maps to this VSAN,
Fabric A Fabric A

VSAN ID : FCoE VLAN : 2000

Fabric B Fabric B

VSAN ID : FCOE VLAN : | 2001 |

Figure 4-28 Our VSAN



Summary

In this chapter, we have created the policies and pools to
control our servers. In the next chapter, we will start
assigning these to our servers.
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5. Service Profiles and
Templates
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In this chapter, we will be creating a Service Profile
template from the pools and policies we created in Chapter
4,



Creating Service Profile Templates

Navigate to “Servers » Service Profile Templates » root »
Sub-Organizations » LearningUCS » Service Profiles »
Service Profiles” and click “Add” (Figure 5-1).

Servers | Service Profiles [ root / Sub-0 il /1 ingUCS

All

~ Servers General Sub~Organizations Service Profiles Pools Folicies FC Zones Faults Events
* Senice Profiles Associsted Blades Associated Racks Pooled Servers Service Profile Templates
¥ root
* Sub-Organizations + — 4t Eport & Print
= * Sub-Organizations Service Profiles
+ Senvice Profile Templates
¥ root
» Sub-Organizations
* LeamingUCS
Sub-Crganizations
+ Policies

~ root &) Add

Figure 5-1 The Service Profile page

Choose the expert option from the pop-up menu (Figure
5-2).

Create Service Profile (expert)

Create Service Profiles From Template

Create Service Profile

+) Add Delete

Figure 5-2 Choose the expert option

Name the service profile “B200-template” and from the
UUID Assignment drop-down, select the UUID-Pool (Figure
5-3).



Create Service Profile (expert) W X

‘You must enter a name for the service profile. You can also specify how a UUID will be assigned to this profile and enter a description
of the profile,

Identify Service Profile
Name : B200-template

The service profile will be created in the following organization. Its name must be unique within this organization.

Storage Provisioning
Where : org-rootforg-LearningUCS
Specify how the UUID will be assigned to the server associated with this service profile,
Networking uuiD
SAN Connectivity
UUID Assignment: UUID-Pool(20/30)
Fonlng Create UUID Suffix Paal
The UUID will be assigned from the selected pool.
NIC/vHBA Placement The availableftatal UUIDs are displayed after the pool name.
vMedia Policy
Optionally enter a description for the profile. The description can contain information about when and where the service profile should be
used,
Server Boot Order
Maintenance Policy
Server Assignment y

Operational Policies

Next > m Cancel

Figure 5-3 Naming the template

Click “Next” to move on to the next page. On this page,
we will set our storage options, we can select a storage
profile, or a policy, or a local disk configuration policy,
which is the option we will use (Figure 5-4).

Select “LocalDiskPol” from the dropdown box.



Create Service Profile (expert) B %

Opticnally specify or create a Storage Profile, and select a local disk configuration policy.

1 Identify Service Profile
Starage Provisioning Specific Storage Profile Storage Profile Policy [ Local Disk Configuration Policy
Netwarking Local Storage: | ocalDiskPal *
SAN Connectivity Create Local Disk Canfiguration Policy Mode : RAID 1 Mirored
Protect Configuration : No
If Protect Configuration is set, the local disk configuration is
Zoning preserved if the service profile is disassociated
with the server. In that case, a configuration error will be
raised when a new service profile is associated with
vNIC/vHBA Placement that server if the local disk configuration in that profile is
different.
FlexFlash
vMedia Policy FlexFlash State : Disable
If FlexFlash State is disabled, SD cards will become
unavailable immediately.
Server Boot Order Please ensure SD cards are not in use before disabling the

FlexFlash State.
FlexFlash RAID Reporting State : Disable

FlexFiash Removable State : No Change

If FlexFlash R ble State is ch d, SD cards will
Server Assignment become unavailable temporarily.

Please ensure SD cards are not in use before changing the

FlexFlash Removable State.

Maintenance Policy

Operational Policies

< Prav Next > Finish Cancel

Figure 5-4 Selecting the LocalDiskPol

Click “Next” to move on to the Networking page.

We did not create a dynamic vNIC policy in the last
chapter, but we did create some new VLANSs. Assign ethO to
the DMZ VLAN, and ethl to the DB VLAN (Figure 5-5).



Create Service Profile (expert)

Optionally specify LAN configuration information.
Identify Service Profile

Storage Provisioning Dynamic vNIC Connection Policy: -

Natworking

SAN Connecti
Py How would you like to configure LAN connectivity?

(e Simple ) Expert | ) NovNICs (| Hardware Inherited | | Use Gonnectivity Policy

Zoning
Specify the virtual network adapters (vNICs) that server should use to connect to a LAN. To specify more than two wNICs, select the

Expert configuration mode.

vNIC/vHBA Placement
vNIC 0 (Fabric A) wNIC 1 (Fabric B)

vMedia Policy Name ; ethO Name 1 ethl

Select VLAN ; | DMZ - 13 (None) Select VLAN : DB - 10 (None)

Server Boot Order
Create VLAN Create VLAN

WLAM in LAN cloud will take the precedence over the VLAN in LAN cloud will take the precedence over the
Maintenance Policy Appliance Cloud when there iz a name clash. Appliance Cloud when there is a name clash.

Server Assignment

Operational Policies

Figure 5-5 The networking options

Clicking Next will take us to the SAN connectivity page.
Here, we will assign the wwnn-pool we previously created
(Figure 5-6).



Identify Service Profile

Storage Provisioning

Networking

SAN Connectivity

Zoning

vNIC/VHBA Placement

vMedia Policy

Maintenance Policy

Server Assignment

Operational Policies

Create Service Profile (expert)

Optionally specify disk policies and SAN configuration information.

How would you like to configure SAN connectivity?
(&) Simple (; Expert{ ) No vHBAs () Hardware Inherited () Use Connectivity Policy

A server is identified on a SAN by its World Wide Node Name (WWRNN). Specify how the system should assign @ WWINN to the server
associated with this profile.
World Wide Node Name

WWNN Assignment: wwnn-pool{60/60)

Create WWNN Poal

The WWHNN will be assigned from the selected pool.
The available/total WWhNs are displayed after the pool name.

Specify the virual host bus adapters (vHBAs) that the server should use to connect to a SAN. To specify more than two vHBAS, selsct
the Expert configuration mode,

vHBA 0 (Fabric A) wHBA 1 (Fabric B}

Name : |fc0 Name ¢ fel

Select VSAN : | default Select VSAN | | default

Create VSAN Create VSAN

WARNING: there are not encugh WWHN addresses available in
the default WWPN pool. This vHBA will be created with an
invalid WWN address.

WARNING: there are not enough VWWWH addresses available in
the default WWPN pool. This vHEA will be created with an
invalid WWN address.

Figure 5-6 The SAN connectivity page

Click on “Next” to move forward into the zoning tab
(Figure 5-7). We are not going to set up any HBA zoning
here, so click “Next” again.



Create Service Profile (expert)

Specify zoning information
Identify Service Profile

Zoning ion i the ing steps:
Storage Provisioning 1. Select vHBA Initiator(s) (vHBAs are created on storage page)
2. Select vHBA Initiator Group(s)
3. Add selected Initiator(s) to selected Initiatar Group(s)
Networking

Select vHBA Initiators Select vHBA Initiator Groups

SAN Connectivity

Name Mame Storage Connection Policy ...

Zoning fcb hy ) Mo data available

fel
wNIC/vHBA Placement

vMedia Policy

Maintenance Policy
Server Assignment

Operational Policles

Figure 5-7 The zoning options

On the vNIC/vHBA Placement tab, we can choose how
our network interfaces get their placement (Figure 5-8).

i
Create Service Profile (expert) 7 X

Specify how vNICs and vHBAs are placed on physical network adapters
Identify Service Profile

vIC/VHBA Placement specifies how vhICs and vHBAS are placed on physical network adapters (mezzanine)
Storage Provisioning in a server hardware configuration independent way.

n Create Placement Polic:
Select Placement; Let System Perform Placement 3

Networking
System will perform automatic placement of vNICs and vHBAs based on PCI order,
SAN Connecthity Name Address Order -
VNIC eth0 Derived 1
Zoning
wNIC eth1 Derived 2
vNIC/VHBA Placement vHEA fc0 Derived 3
vHBA fc1 Derived 4
vMedia Policy
Server Boot Order

iove U % Move Down [ Delete  foccior @ Modify




Figure 5-8 Network interface placement

Select “vNIC eth0” and click “Modify” (Figure 5-9).
Select “MyMACPool” for the MAC address assignment,
assign ethO to the DMZ VLAN, then click “OK.”

Modify vNIC

MName : eth0
MAC Address

MAC Address Assignment:| MyMACPool(20/20) ¥

Create MAC Pool

MAC Address : Derived

The MAC address will be automatically assigned from the selected pool.
The MAC address assignment change will be effective only after server reboot.

Use vNIC Template : []

il Create vNIC Template
FabriclD: (e Fabric A ) Fabric B | | Enable Failover
VLANS VLAN Groups

T, Advanced Filter 4 Export  # Print

Select Name Mative VLAN

DB

default

DMZ

finance

CDN Source : o) vNIC Name () User Defined

Figure 5-9 Configuring ethO

Do the same for ethl, assigning it to the DB VLAN
(Figure 5-10).



Modify VNIC

Name : ethl
MAC Address

MAC Address Assignment;: MyMACPoo0l{20/20) ¥

Create MAC Pool

MAC Address : Derived

The MAC address will be automatically assigned from the selected pool.
The MAC address assignment change will be effective only after server reboot.

Use vNIC Template : []
Create vNIC Template

FabriciD: () Fabric A || Enable Failover

VLANs | VLAN Groups

Y, Advanced Filter 4 Export & Print
Name Native VLAN

Select

b DB o)
default

DMz

finance

CDN Source : |(e) vNIC Name () User Defined |

Figure 5-10 Configuring ethl

For the fcO and fc1 interfaces, assign them to the WWPN
pool and MyVSAN (Figures 5-11 and 5-12).



Modify vHBA

Mame : fecO
World Wide Port Name

WWPN Assignment: | 20:00:00:25:B5: X XKXX

Create WWPN Pool

WWPN : | 20:00:00:25:85:00:00:00 |

Click here to verify if this WWPN is available

Use vHBA Template : []
Create vHBA Template
Fabric ID

Select VSAN : [MyvsaN Create VSAN

Pin Group

Create SAN Pin Group

Persistent Binding : |(e) Disabled ( ) Enabled |

Max Data Field Size : | 2048

Figure 5-11 Configuring fcO



Modify vHBA

MName . fel
World Wide Port Name

WWPN Assignment: 20:00:00:25:B520CH00KX

Create WWPN Pool

WWEN @ | 20:00:00:25:B5:00:00:01

Use vHBA Template : O
Create vHBA Template

Fabric ID :[OA@B

Select VSAN T MyWSAN Create VSAN
Pin Group . E-cnot set>
Create SAN Pin Group

Persistent Binding : |(e) Disabled () Enabled

Max Data Field Size : 2048

m Cancel

Figure 5-12 Configuring fcl

Click “Next” once all four interfaces have been
configured.

The next screen is the vMedia tab. Here we will assign
the Linux vMedia policy we created (Figure 5-13), which
will set up the Linux.iso image to be used when we boot our
server (at least it would work in a real environment, but
we’ll just have to pretend in UCSPE).



Identify Service Profile

Storage Provisioning

Networking

SAN Connectivity

Zoning

VNIC/vHEA Placement

viMedia Policy

Server Boot Order

Maintenance Policy

Server Assignment

Operational Policies

Create Service Profile (expert)

QOpli specify the Scri wMedia policy for this service profile.

vMedia Policy! Linux v

Create vMedia Policy

Name ¢ Linux

Description .

Retry on Mount Failure : Yes
viMedia Mounts

4+ —  T,Advanced Filter 4 Export % Print

1

Name: Type Protocol  Authenti.. Server Filename  Remote .. User

w  Writable

Linux.. CDD HTTPS None san.do... Linuxiso  [/ISOs/Li..

No

Figure 5-13 Setting the vMedia policy

The next tab is where we set our server boot order
(Figure 5-14), first trying the CIMC mounted CD or DVD,
and then the local hard disk. Select “BootPolicy” from the
drop-down menu.



Create Service Profile (expert)

Optionally specify the boot policy for this service profile.
Identify Service Profile

Select a boot policy.
Storage Provisioning

Boot Policy! BactPolicy *

Create Boot Policy
Networking Mame : BootPolley
Description i
SAN Connectivity Reboot on Boot Order Change  © No
Enforce vNIC/VHBA/ISCSI Name : Yes
Zoning Boot Mode i Legacy

WARNINGS:

The type (primary/: dary) does not indi 2 boot order presence.
VNIC/vHBA Placement The effective order of boot devices within the same device class (LAN/Storage/iSCSI) is determined by PCle bus scan order.

If Enforce wNIC/VHBA/ISCSI Name is selected and the vNIC/VHBA/ISCS! does not exist, a config error will be reported.

If it is not selected, the vNICs/vHBAS are selected if they exist, otherwise the vNIC/vHBA with the lowest PCle bus scan order is used,
vMedia Policy Boot Order

+ — Y,Advanced Filter 4 Export % Print o

Server Boot Order o
MName Order & wNIC/VH., Type LUN Name WWN Siot Nu... BootMa.. BootPath  Descripti..

Maintenance Policy CIMG. 3

Local ... 2
Server Assignment

Operational Policles

Figure 5-14 The server boot order

Clicking “Next” takes us to the Maintenance Policy
window. Here, we are going to select “ServerMaintPol”
from the drop-down, as shown in Figure 5-15.



Create Service Profile (expert)

Specify how disruptive changes (such as reboot, imerrupti fi grades) should be applied to the system.
Identify Service Profile

Storage Provisioning =) Maintenance Policy

Select a maintenance policy to include with this service profile or create a new maintenance policy that will be accessible to all service
Networking profiles.

Maintenance Policy: ServerMaintPol ¥ Create Maintenance Policy
SAN Connectivity N
ame

Description
Soft Shutdown Timer

Storage Config. Deployment Policy :
wNIC/vHBA Placement Reboot Palicy

Zoning

vMedia Policy

Server Boot Order

Maintenance Policy

Server Assignment

Operational Policies

Figure 5-15 The server maintenance policy

Our penultimate window is for server assignment. We
can choose to assign our template to a server, as well as set
our firmware policies to control our BIOS, disk controllers,
and adaptors (Figure 5-16).



Identify Service Profile

Storage Provisioning

Networking

SAN Connectivity

Zoning

VNIC/vHBA Placement

vMedia Policy

Server Boot Order

Maintenance Policy

Sarver Assignment

Operational Policies

Create Service Profile (expert)

Optionally specify a server or server pool for this service profile.

You can select an existing Server or server pool, or specify the physical location of the server you want to associate with this service
profile.

Server Assignment: i
i Assign Later '. Create Server Pool

Select the power state to be applied when this profile is associated
with the server.

|® Up (" Down |

The service profile is not automatically associated with a server. Either select a server from the list or associate the senvice
profile manually later,

(# Firmware Management (BIOS, Disk Controller, Adapter)

Figure 5-16 Firmware policies

The final window is where we set our operational
policies, such as the KVM-IP-Pool for our management IP
addresses (Figure 5-17).



Create Service Profile (expert)

Optionally specify information that affects how the system cperates.
Identify Service Profile

Storage Provisioning (=) BIOS Configuration

If you want to override the default BIOS settings, select a BIOS policy that will be associated with this service profile
Networking Create BIOS Policy
BIOS Policy : | <not set> v

SAN Connectivity

(#) External IPMI/Redfish Management Configuration
Zoning

(=) Management IP Address

Qutband IPvd | Inband

Management IP Address Policy: KVM-IP-Pocl{50/50)

vNIC/vHBA Placement
vMedia Policy

Server Boot Order
IP Address ¢ 0.0.0.0
Maintenance Policy Subnet Mask  : 255.255.255.0
Default Gateway : 0.0.0.0
The IP address will be autg

Server Assignment

Operational Policies

Create IP Poo!

Figure 5-17 Management IP address policy

This is where we also set our scrub and management
port policies, which are “ScrubPolicy” and “KVM-Port-
Policy,” respectively (Figure 5-18).

(=) Scrub Policy

i | dieiziaiios = Create Scrub Poli
Scrub Policy : | ScrubPolicy ¥ eate Scrub Policy

(= KVM Management Policy

Create KVM Management Policy

KVM Management Policy : ‘ KVM-Port-Policy ¥

Figure 5-18 Scrub and KVM port policies



Once we have finished setting these, click “Finish.” We
should receive a notice that our service profile has been
successfully created (Figure 5-19).

Create Service Profile (expert) %

/5
V Successfully created Service Profile B200-template.

OK

Figure 5-19 Our template is complete

Now that we have a template, the next logical step is to
associate this with a server. Select the first server in the
first chassis, which, in this instance, is Server 1 in Chassis
3 (Equipment » Chassis » Chassis 3 » Server 1). Select
the server and in the actions pane, we can see an option for
“Associate Service Profile” (Figure 5-20).



Equipment / Chassis / Chassis 3 / Servers / Server 1

’ General ‘ Inventory Virtual Machines Installed

Fault Summary

® O O

Status

Overall Status: # Unassociated

(+) Status Details

Actions

Create Service Profile

Associate Service Profile

Figure 5-20 Associating a template to a server

Clicking on this link will bring up a new window in
which we can select from the service profiles that we have
created. Select our template, and click “OK” (Figure 5-21).



Associate Service Profile

Select an existing service profile to associate with the selected server.

Service Profiles

('e) Available Service Profiles () All Service Profiles

Select MName Org Assoc State

(o) Service Profile B200-template org-rootforg-LearningUCS Unassociated

Figure 5-21 Selecting the service profile

Once we click OK, we will see a warning box pop up.
This will list any issues with our template. More
specifically, it will list any issues that may occur by
assigning the template to the particular piece of hardware
that we have chosen. The template may be perfectly fine,
but specific policies may have different effects on different
hardware variations - such as disk configurations or the
number of network interfaces we have, for example.

Hopefully, there should not be any issues, and we should
just get a warning that the blade will reboot (Figure 5-22).



Associate Service Profile

Your changes:
Create: Server sys/chassis-3/blade-1 (org-root/org-LearningUCS/ls-B200-template/pn)

Will cause the Immediate Reboot of:

Service Profile B200-template (org-root/org-LearningUCS/Is-B200-template) [Server: sys/chassis-
3/blade-1]

Are you sure you want to apply the changes?
Press Yes to disregard the warning and submit changes, No to quit the wizard
or Cancel to make changes to the current configuration.

Figure 5-22 Associating the service profile

Once you click “Yes” to confirm, you will receive a final
dialog to say that the operation has started (Figure 5-23).

Associate Service Profile X

The system is modifying Service Profile B200-template's association.

You can monitor the operation's progress on the server's FSM tab and in the Overall Status field.

oK

Figure 5-23 The service profile is now associated

We can watch the operation from the blade’s General
page. After a few moments, the Overall Status will change

from “Unassociated” (Figure 5-20) to “Config” (Figure 5-
24).



Status

Overall Status : £ ;Config
(+) Status Details
Figure 5-24 The Config status

Expanding the Status Details box will show us what task
is currently running (Figure 5-25).

Status

Overall Status : £ ;Config

(=) Status Details

Current Task

Waiting for system reset(FSM-
STAGE:sam:dme:ComputePhysicalAssociate:
BootWait)

Configuration Error : not-applicable

Admin State : 4 InService
Discovery State : 4 Complete
Avail State : ¥ Unavailable
Assoc State : [ Establishing
Power State : 4 On

Slot Status : 4 Equipped

Check Point . Discovered



Figure 5-25 The Current Task

There is more information to be found, though, and this
is in the FSM tab. This shows in much greater detail all the
steps that occur when assigning a service profile to a
server (such as Figure 5-26). The FSM tab is useful in many
other scenarios, which we will look at in the
troubleshooting chapter (Chapter 7).

Equipment [ Chassls / Chassis 3 | Servers | Server 1

General Irwentary Wirual Machines Installed Firmware CIMC Sessions SEL Logs WIF Paths Health Diagnostics Faults Events | FSM Statisi.
FSM Status : InProgress
Description
Currem it FSM Name - Associate
Completed at
Pragress Status | B2%
Remate Invocation Result : Timeout

Remate Invocation Error Code - 1006

Remate Imwocation Description : Waiting for storage subsystem to initialize

=) Step Sequence

Order Name Description Status Timestamp Retried
1 Associate Download Images Download images from oper...  Skip 2022-06-06T02:06:46Z ]
2 Associate Copy Remota Copy images to peer node(F.. - Skip 2022-06-06T02:06:462 o
3 5 ate Update |IBMT Fw Update CIMC firmw . Skip 2022-D6-06T02:06:46Z

4 5! ate Wait For IBMC Fw..  Wait for GIMC firmw com.... Skip 2022-06-06T02:06:46Z (v}
5 As: | user ac..  Success 2022-06-06T02:06:47 2 1
3 X

MName : Associate Oob Poll Sas Expander Boot Img Activate Status

Status : Skip

Description : Waiting for Sas der boot update to (FSM-STAGE | derBootimgA

Ordar {66

Retried HL

Timastamp : 2022-06-06T02:07:21Z

Figure 5-26 The FSM tab

Once all the tasks have been completed, we will see the
status change to “Success,” and the server will be powered
on (Figure 5-27).



Equipment / Chassis | Chassis 3 | Servers [ Server 1

General Inventory Virtual Machines Instalied Firmware CIMC Sessions SEL Logs VIF Paths Haaith Diagnostics Faults Evants FSM Stans!

FSM Status : Success

Descriptian X

Current FSM Name : Tumup

Completed at : 2022-06-06T02:07:522

Progress Status : | 100% |
Remaote Invocation Result : Not Applicable

Remate Invocation Error Code @ None
Remote Invocation Description

=) Step Sequence

Ordar Name Description Status Timestamp Retried
1 Turmnup Check Power Availab.. Check if power can be alloc..  Skip 2022-06-06T02:07:522 o
2 Turnup Power Deploy Wait Waiting for power allocation .. Skip 2022-06-06T02:07:52Z o
3 Turnup Execute Power-on server sysichassis.. Success 2022-06-06T02:07:522 1

Figure 5-27 The association is a success

Returning to the general tab, we will see that the server
now has an overall status of “OK” and that the server has
been powered on (Figure 5-28).

Status

Overall Status: 4 OK

(=) Status Details

Configuration Error : not-applicable
Admin State : 4 InService

Discovery State . 4 Complete

Avail State : ¥ Unavailable
Assoc State . 4 Associated
Power State : 4 On

Slot Status . 4 Equipped

Check Point . Discovered

Figure 5-28 The server is now associated with a service profile



From the servers General tab, we can also see which
template has been applied (Figure 5-29). This will be shown
in its full path format (org-root/org-LearningUCS/ts-B200-
template).

Properties
Slot ID : 1 Chassis ID : 3
Product Name : Cisco UCS B200 M5 2 Socket Blade Server
Vendor . Cisco Systems Inc PID : UCSB-B200-M5
Revision . 0 Serial : SRV122
Manufacturing Date : N/A
Asset Tag
Name
User Label
Unigue Identifier : 77396ece-e377-11ec-0000-00000000000f
Service Profile . org-root/org-LearningUCS/Is-B200-template
Health LED

Figure 5-29 The service profile is shown on the general tab

We can also check the success of applying our template
by checking the various settings applied to our server, such
as the boot order (Figure 5-30).

(=) Boot Order Details

Configured Boot Order Actual Boot Order

4+ — TYsAdvanced Filter 4 Export % Print Eo 3
Name Order 4  yNIC... Type LUN.. WWN Slot.. Boot.. Boot.. Des..
CIMC Mounted CD/DVD 1

Local LUN 2

Figure 5-30 The boot order settings

The RAID settings can be found in the Inventory, under
the Storage tab (Figure 5-31).



Geaneral Inventory | Virtual Machines Installed Firmware CIMC Sessions SEL Logs VIF Paths Health Diagnostics Faults Events FSM Statist

Matherboard CIMC CPUs GPUs Memary Adapters HBAS MICs iSCSIvNICS Security Persisient Memory
Controller
+ = TYeAdvanced Filter 4 Ewpont & Print Ee
Name o Type Subtype
| Storage Controller SAS 1 1 SAS MA
General FSh Faults Events Statistics
Siart Hime B T Eng IIme I MR

(=) Local Disk Configuration Policy

Mode : RAID 1 Mirrored
Frotect Configuration © No

If Protect Configuration is set, the local disk configuration is preserved if the service profile is disassociated
with the server, In that case, a configuration error will be raised when a new service profile is associated with
that server if the local disk configuration in that profile is different.

Figure 5-31 The RAID settings

The MAC address assignment can also be found in the
Inventory, this time under the NICs tab (Figure 5-32).

General Inventory Virual Machines Installed Firmware CIMC Sessions SEL Logs VIF Paths Heaith Diagnostics Faults Events FSM

Motherboard CIMC CPUs GPUs Memory Adapters HBAs m ISCS1 wNICs Security Storage

Persistent Memory
4+ — ToAdvanced Filter 4 Export & Print

MName viNIC Vendor PID Model Operability MAC Original MAC « D
p NIC T ethD Cisco Systems.. UCSE-MLOM-40G-03 Cisco UGS VIC 1340 1 Operable 00:25:85:00:00:0F 00:00:00:00:0...
p NIC T ethl Cisco Systems.., UCSBE-VIC-MB3-8P Cisca UGS VIC 1380 T Operable 00:25:85:00:00:0E 00:00:00:00:0...

Figure 5-32 The MAC address assignment

We can check the management IP assigned to the server
from the General tab as well (Figure 5-33), which shows us
the pool name as well (KVM-IP-Pool).



(=) Management IP Address

Qutband IPv4 Inband

Management IP Address Policy : Pooled

Pool Name . KVM-IP-Pool
IP Pool Instance : org-root/org-LearningUCS/ip-pool-KVM-IP-Pool
IP Address 1 172.16.31.59

Subnet Mask  : 255.255.255.0
Default Gateway : 172.16.31.1

Reset Management IP Address
Figure 5-33 The management IP

We can also look in other places to check whether the
template assignment has been successful, such as the
UUID pools (Servers » Pools » root » Sub-Organizations »
LearningUCS » UUID Suffix Pools » UUID-Pool) as shown
in Figure 5-34.

Servers [ Pools | root / Sub-

Organizations ! LearningUCS | UUID Suffix Pools | Pool UUID-Pool

General ULID Suffixes | UUID Blocks Faults Events

T, Advanced Filter 4 Export  # Prin 1
LD Suffix Assigned *  Assigned To Prev Assigned To
000-00000000000F Yes org-roctforg-LeamingUCSils-B200-template org=roatforg-LeamingUCS/ls-B200-1emplais
0000-000000000007 No

Figure 5-34 The UUID pool usage



Summary

In this chapter, we created a service template using the
policies and pools we created in Chapter 4. We then
assigned this to a server and checked that the correct

template settings had been applied.
In the next chapter, we will look at securing the UCS.
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6. UCS Security

Stuart Fordham!
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In this chapter, we will be securing our UCS system
through AAA for logins and hardening of the system.



AAA

Presently, we use the inbuild admin account, “USCPE.”
However, on a live system, you would naturally need to use
multiple accounts, which should be individual and
trackable. We do this through AAA (Authentication,
Authorization, and Accounting), whereby we connect to and
use the accounts from a directory service. The options we
have for this are LDAP, RADIUS, and TACACS+. This
chapter will look at how this would be achieved through
LDAP (specifically, Microsoft Active Directory). While
UCSPE is a self-contained environment, we can run
through the setup to see how it looks in real life.

When using AAA, we map groups of users to one of the
in-built UCS roles. These roles are

Role Description
name
aaa The AAA administrator role gives read-and-write access to the

users and roles as well as the AAA configurations. It has read
access to the rest of the UCS system.

admin As the name suggests, the admin role has full access to the entire
UCS system.
facility- The facility manager role has read/write access to the power

manager management portion of the system. It has read access to the rest
of the UCS system.

network This role has read/write access to the fabric interconnects and
also to network security functions. It has read access to the rest of
the UCS system.

operations Read/write access to logs and faults. It has read access to the rest
of the UCS system.

read-only Read-only access to the system.

server- Read/write access to the majority of the service profile settings.
compute Cannot create, modify, or delete vNICs or vHBAs.

server- Read/write access to physical server-related operations. It has
equipment read access to the rest of the UCS system.



Role Description

name
server- Read/write access to logical server-related operations. It has read
profile access to the rest of the UCS system.

server- Read/write access to server security-related operations. It has

security read access to the rest of the UCS system.

storage Read/write access to storage operations. It has read access to the
rest of the UCS system.

We start by creating an LDAP provider, by going to
“Admin » User Management » LDAP » LDAP Providers”
and clicking “Add.” Enter the LDAP details specific to your
environment, such as those shown in Figure 6-1.

Create LDAP Provider

Create LDAP Provider Hostname/FQDM (or IP Address) : DCO1.domain.local
Order . lowest-available

LDAP Group Rule
Bind DN . CN=ucs-binduser,OU=svcAccounts,OU=Mgmt,DC=d
Base DN :  DC=domain,DC=local

Port . 389

Enable SSL : 0

Filter :  sAMAccountName=S$userid
Attribute

Password

Caonfirm Password

Timeout

Vendor : |() Open Ldap e) MS AD

Figure 6-1 Creating the LDAP provider



In the preceding, we are using the following settings
(details such as the Bind DN would be in the Active
Directory):

Hostname/FQDN (or IP address): DC0O1.domain.local
Order: lowest-available

Bind DN: CN=ucs-
binduser,OU=svcAccounts,OU=Mgmt,DC=domain,DC=lo
cal

Base DN: DC=domain,DC=local

Port: 389

Enable SSL: unticked

Filter: sAMAccountName=$userid

Attribute: empty

Password: $trOngP4sswOrd!

Confirm Password: $trOngP4sswOrd!

Vendor: MS AD

Click next and set group authorization to “Enable” and
group recursion to recursive (Figure 6-2). This means that
the UCS will use the target attribute (memberOf) to check
if the user authenticating is a member of a group. Group
recursion allows the UCS to look through the user directory
level by level until it finds the user.



Create LDAP Provider

Create LDAP Provider Group Authorization : ||_'_'_‘_| Disable (e) Enable |

Group Recursion |.:;__I MNon Recursive (e Recursive |
LDAP Group Rule

Target Attribute ;. memberOf

Use Primary Group : O

Figure 6-2 The LDAP provider group settings

Leave the Target Attribute as “memberOf,” and “Use
Primary Group” unticked. Once you are done, click
“Finish.” You will get a notification that the LDAP provider
has been created (Figure 6-3).



Create LDAP Provider X

Q// DCO01.domain.local (Lowest Available) successfully created.

OK

Figure 6-3 The LDAP provider has been created

Usually, you would have more than one LDAP provider
to offer a level of resiliency.

We now need to create an LDAP Provider Group. Go to
“Admin » User Management » LDAP » LDAP Provider

Groups” and click “Add.” Name the provider group (Figure
6-4).

Create LDAP Provider Group B X

Name : domain.local

LDAP Providers Included Providers

Hostname Bind DN Port Name Order

DCO1.dom... CMN=ucs-bind.. 389 No data available

>

Figure 6-4 Creating an LDAP provider group

Select the LDAP providers you created in the first step,
and click the arrows to move it from LDAP Providers to
Included Providers (Figure 6-5).



Create LDAP Provider Group

Name :  domain.local

LDAP Providers Included Providers

Hostname Bind DN MName

Mo data available DCO1.domain.local 1

Figure 6-5 The LDAP provider group

Click “OK” to save the group and you will see the notice
of completion (Figure 6-6).

Create LDAP Provider Group X

J Successfully created domain.local.

Figure 6-6 The LDAP provider group has been created



We will next create some LDAP group maps, to link our
AD groups to the UCS roles. We do this from “Admin »
User Management » LDAP » LDAP Group Maps.” Click
“Add” and add the LDAP group DN, and click on the
desired role, similar to Figure 6-7.

Create LDAP Group Map

LDAP Group DN :  CN=ucs-admins,OU=Groups,0U=Mgmt,DC=domain,

Roles Locales

| | asa

I v | admin

D facility-manager
|_| network

D operations

|_| read-only

D server-compute
D server-equipment
\_I server-profile
D server-security
|_| storage

Figure 6-7 Creating an Admin LDAP Group Map

Create another for the read-only role (such as Figure 6-
8).



Create LDAP Group Map

Roles Locales

D aaa

|:| admin

I:I facility-manager
D network

D operations

@ read-only

[:| server-compute

D server-eguipment
|:| server-profile
D server-security

|| storage

Figure 6-8 Creating a read-only LDAP Group Map

Our two group mappings will be shown in the GUI
(Figure 6-9).



All / User Management / LDAP / LDAP Group Maps

LDAP Group Maps

Y, Advanced Filter ~ 4 Export  # Print

Name Roles

CN=ucs-admins,OU=Groups,OU=Mgmt,DC=domain,DC-=l... admin

CN=ucs-readonly,OU=Groups,OU=Mgmt,DC=domain,DC... read-only

Figure 6-9 The completed LDAP group mappings

Now that we have our LDAP provider set up, we need to
tell the UCS how to use it. Go to “Admin » User
Management » Authentication » Authentication Domains”
and click “Add.” In the Create a Domain window, name the
domain, and set the realm to LDAP, selecting the provider
group we created earlier (Figure 6-10).

Create a Domain

Name :  AD-domain.local
Web Session Refresh Period (sec) : | 600

Web Session Timeout (sec) . | 7200

Realm : | Local () Radius () Tacacs (e) Ldap

Provider Group : |domain.local v




Figure 6-10 Creating the authentication domain

The next time we log in, the UCS will first search the
domain.local Active Directory for the user, before falling
back to the local user account database on the UCS. If the
user is not found in either Active Directory or the local
database, then the login will be denied.



Hardening the Web Interface
By default, UCS will use a self-signed certificate (in the
case of UCSPE, there is no certificate for the web
interface). We can’t assign a certificate in UCSPE (as this is
a closed-off playground), but we can run through the steps.
Navigate to “Admin » Key Management” and click
“Trusted Points.” Trustpoints are the certification
authorities we are using. Click “Add.” Add the certificate
from your Certification Authority and click OK to create the
trust point (Figure 6-11).

Trusted Point

: domain-CA

CA
certificate

Certificate Chain :

n Cancel

Figure 6-11 Creating the trust point

Click Key Management again, and then “Key Rings.”
Click “Add” and create a new key ring (Figure 6-12). Click
IIOK. n



Key Ring

Name: MyKeyRing

Modulus ¥ |'i_;) Mod2048 () Mod2560 () Mod3072 () Mod3584 () Mod4096

Figure 6-12 Creating a key ring

Select the new key ring and then click “Create

Certificate Request.” Enter the details (as shown in Figure
6-13).



Create Certificate Request

DNS :  myucs.domain.local
Locality

State : London

Country ;UK

Organization Name :  LearningUCS

Organization Unit Name :

Email : | admin@domain.local

Password

Confirm Password

Subject

Pv4 ‘ IPv6

IP Address : l192.168.68.160

FI-A IP :[192.168.68.181

FI-B IP : [192.168.68.162

“' Cancel |

Figure 6-13 Creating the certificate request



We will see the final details in the GUI (Figure 6-14).

Properties
Name : MyKeyRing
Modulus : Mod2048

Certificate Status : Empty Cert

(=) Request

DNS : myucs.domain.local
Locality

State : London

Country : UK

Organization Name . LearningUCS

Organization Unit Name :
Email . admin@domain.local

Subject . myucs

‘ IPv4 IPv6

IP Address : 192.168.68.160
FI-A IP : 192.168.68.161
FI-B IP : 192.168.68.162

Figure 6-14 The final certificate settings

We would (on a real-life system) then copy the
certificate from the same page, and have this certificate



signed by our certificate authority.

Once we have the signed certificate, download it and
choose the Base64 encoded version, open it in a text editor,
and select and copy the entire text, then click “Certificate,”
select the trust point, and paste in the signed certificate.
The final step in the process is to select the key ring in the
Communication Services (Admin » Communication
Management » Communication Services). Under the
HTTPS settings, select the newly created, and newly
certified key ring (Figure 6-15).

Communication Services ‘ Events FSM

Telnet

Admin State : |() Enabled (s) Disabled

HTTPS

Admin State : |@ Enabled () Disabled

Port . 443

Operational Port : 443

Key Ring : |KeyRing default v

Cipher Suite Mode ~ : | <not set> jn Strength () Low Strength () Custom

KeyRing default

Cipher Suite ORT40:!IEXPORT56:!LOW:IR

KeyRing MyKeyRing

Allowed SSL Protocols : | ISSLv2 and SSLv3) () Only TLSv1.2

Figure 6-15 Setting the key ring to be used for HTTPS GUI access

There are a few other steps we can take to harden our
UCS. Firstly, we should switch to HTTPS instead of
permitting HTTP, which we do under the HTTP settings
where we can redirect HTTP traffic to our UCS to the more
secure HTTPS (Figure 6-16).



HTTP

Admin State . |(e) Enabled () Disabled
Port . |80
Operational Port : 80

Request Timeout (in seconds) : 1 90

Redirect HTTP to HTTPS : \@ Enabled () Disabled

Figure 6-16 Redirecting HTTP to HTTPS

Next, we should disable Telnet, as anyone sniffing your
traffic will be able to capture your unencrypted password
(Figure 6-17).

Telnet

Admin State : () Enabled () Disabled

Figure 6-17 Disabling Telnet

Finally, we can get rid of the less secure ciphers by
setting the cipher suite mode to “Custom” and setting the
cipher suite to use
“ALL:!aNULL:!eNULL:!LOW:!3DES:!MD5:!EXP:!DSS:!MED
IUM” (which excludes ciphers such as low, triple-DES,
MD5, for example) and then set the “Allowed SSL
Protocols” to “Only TLSv1.2” (Figure 6-18).



HTTPS

Admin State . () Enabled () Disabled |

Port ;443

Operational Port . 443

Key Ring : | KeyRing default v

Cipher Suite Mode : ju: ) High Strength () Medium Strength () Low Strength (e) Custom |
Cipher Suite : | ALL:'aNULL:!'eNULL:!LOW:!3DES:!MD5:!EXP:!DSS:!M

Allowed SSL Protocols : |( ) default (Allow all except SSLv2 and SSLv3) (e) Only TLSv1.2 .

Figure 6-18 Hardening HTTPS

These settings should satisfy most PCI QSAs and
security scans!



Summary

In this chapter, we secured access to our UCS system. In
the next chapter, we will look at UCS troubleshooting.
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7. UCS Troubleshooting
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In this, our final chapter, we will look at ways we can
troubleshoot the UCS and enhance our monitoring of the
platform.



Call Home

Call home enables the UCS to send diagnostic data to
chosen recipients either periodically or in the event of an
issue, so in the event of a problem, Cisco can be notified
automatically and have relevant data sent to them.

We start by going to “All » Communication Management
» Call Home” and enabling it (Figure 7-1).

All / Communication Management / Call Home

General ‘ Profiles Call Home Policies System Inventory Anonymous Reporting Events FSM

Admin

State : i-'g". off ()On |
States

Figure 7-1 By default Call Home is disabled

Once we enable it, we need to enter our contact
information and contract details (Figure 7-2).



All / Communication Management / Call Home

General | Profiles Call Home Policies System Inventory

Admin

Anonymous Reporting

State O Ooff ®0n |

Switch Priority : | Debugging

Throtting ~ : () Off ®On |

States

Contact Information

Contact : | support@domain.local
Phone : +441234123456
Email : support@domain.local

Address : House, Street, City, Postcode

Ids

Customer ID: 12234
ContractID : | 123456789

Site ID : THQ

Email Addresses

From : ucs@domain.local

Reply To: ucs@domain.local

Figure 7-2 The Call Home details

After you have entered the email details, scroll down
and enter the SMTP server details, and click “Save



Changes” (Figure 7-3).

SMTP Server

Host (IP Address : | 192.168.68.29
or Hostname)

Port . 25

Figure 7-3 The SMTP server used for Call Home

Call Home uses profiles and these control who gets what
information. The inbuilt ones are shown in Figure 7-4.

All / Communication Management / Call Home

General ] Profiles Call Home Policies System Inventory Anonymous Reporting Events FSM

4+ = T,Advanced Filter 4 Export & Print

Name Level Alert Groups
Profile CiscoTAC-1 Normal Cisco Tac
Profile full_txt Warning all,ciscoTac,diagnostic,environmental

Profile short_txt Warning all,ciscoTac,diagnostic,environmental

Figure 7-4 The Call Home profiles

We can create our own specific profiles by clicking the
“Add” button and entering the details (as shown in Figure
7-5). The predefined alert groups cover environmental
(power, fan, temperature alarms, and other similar issues),
diagnostic (such as a server’s POST details), and all the
other critical alerts (Cisco TAC).



Create Call Home Profile

Name: local-call-home Level | | Warning

Alert Groups Email Configuration

L_| Cisco Tac Format ¢ () %mil (o) Full Txt () Short Txt |
_| Diagnostic
z Envirorments Max Message Size : 1000000

Recipients

4+ — 4 Export & Print

Email

support@domain.local

Cancel

Figure 7-5 A custom Call Home profile

We can also (if we want to) enable or disable call home
for specific causes (Figure 7-6).



Create Call Home Policy

State : |() Enabled (e) Disabled

Cause : |chassis-intrusion

Figure 7-6 A Call Home policy

Call home can also send the system inventory (either
periodically, or on-demand), as shown in Figure 7-7.

All / Communication Management / Call Home

General Profiles Call Home Policies System Inventory ’ Anonymous Reporting Events FSM
Actions Properties

—
Send System Inventory Now Send Periodically 3 ‘@ Off () 0On

Send Interval (days) : 30

Hour Of Day To Send: 0O

Minute Of Hour 4 116

Figure 7-7 Sending system inventory

Anonymous reporting is independent of how call home is
configured, in that call home may be disabled and



anonymous reporting can be enabled (and vice versa); this
sends a minimal error and health information about the

All /| Communication Management / Call Home
General Profiles Call Home Policies System Inventory Ananymous Reporting Events FSM

Actions Properties

View Anonymous Reporting Data Anonymous Reporting _- | Off () On

SMTP Server

Host (IP Address or Hostname) ©  192.168.68.25

Port i | 25

Figure 7-8 Enabling Anonymous Reporting

As we configure call home, we will see the actions we
have taken in the events tab, and this is where we can look
to see if call home has been triggered in the event of an

issue, or if we have periodic reporting turned on (Figure 7-
9).

All | Communication Managemant [ Call Home

Prof s Call Homa Policies

porting FSM
need F Ex - Rafresh Mo Atito Rfrash
Affacted chject Coda (o] Cause Created at & |sar Description
| call-home E4195331 108870 transition 2022-06-06T13:48:312 admin [FSMBEGIN]: call-home cenf
E4185331 108871 transition 202206 06T 1344312

[FSMSTAGE:END]: [FSM-STA

Figure 7-9 The Call Home events

Finally, the call home settings will be replicated from
the primary FI to the secondary, and we can check the
progress of this in the FSM tab (Figure 7-10).



General Profiles Call Home Policies System Inventory Anonymous Reporting Events | FSM

F5M Status . In Progress

Description

Current FSM Name : Config Callhome

Completed at E

Progress Staus O
Remote Invocation Result 1 Not Applicable

Remote invocation Error Code @ None

Remote Invocation Description @

(=) Step Sequence

Qrder Mame Description 4  Status Timestamp
| 1 Config Callhome Set Local call-home configuration on primany(FSM-STAGE sam:dme:C Confi 2022-06-06T13:53:292
2z Config Callhome Set Pear call-home cor ion on y{FSM-STAGE: sam:dme:Ci Co..  In Progress 2022-06-08T13:55:402

Figure 7-10 The Call Home FSM



SNMP

SNMP (Simple Network Monitoring Protocol) also allows us
to be proactive in our management of the UCS. We can use
a pull method, whereby the UCS can be polled by a
network monitoring system (NMS) such as Zabbix, or a
push method utilizing SNMP traps to capture a specific
event and send them to an NMS.

To configure SNMP, go to “Admin » Communication
Management » Communication Services » SNMP” and
click “Enabled” next to “Admin State.” We then need to set
the community or username, the protocol (TCP, UDP, or
both), and the contact and location.

The UCS also supports SNMPv3 for greater security.



Logging and Events

While the use of Call Home and SNMP is a somewhat
proactive approach, from time to time, we will need to go
digging a bit deeper to find what issues we have, and this is
certainly something we will need to do before we try and do
an upgrade as upgrades can and will fail if we have critical
issues with our UCS.

We can see how many issues we have from anywhere in
the GUI as we have a group of icons at the top of the
screen, as shown in Figure 7-11.

Figure 7-11 The GUI shows the active alerts

In the preceding, we have five critical issues, thirty-
three major, one minor, and 28 warnings. We can see what
these actually are by going to “Admin » Faults, Events and
Audit Logs,” which shows the preceding categories as well
as “Info,” “Condition,” “Cleared,” “Soaking,” and
“Suppressed.” There is another state of “flapping.” The
difference between the states is shown in Table 7-1.

Table 7-1 The different fault levels

Level Description

Critical A service-affecting condition that requires immediate resolution
Major A service-affecting condition that requires urgent resolution
Minor A non-service-affecting condition that requires fixing to prevent a

more severe fault from occurring in the future

Warning A potential or impending service-impacting fault but which
currently has no significant effect on the system



Level Description
Info A basic notification or informational message
Condition An informational message about a condition

Cleared The fault has been cleared

Flapping A fault has been raised, cleared and raised again within a short

period of time.

Soaking A fault has been raised and cleared within a short time interval

(the flap interval), but it could be flapping, but if it doesn’t
reoccur then it moves into the cleared state

Suppressed SNMP traps and call home notifications have been stopped

By default we will see all the levels apart from Soaking
and Suppressed (Figure 7-12).

Faults, Events and Audit Log
Faulis Events Ausit Logs Sysiog Caig: Figs TechSuppart Files Seltings
Fallers fiter T Advancod Fiter 4 Export o Print Hide Fault Details T
Severity ot s Last Tra D it
' Show All
+ © Critical 0 013 384 [dentity-unestablishaniz 2022
v W Major 1] 2013 7278 Identity-unestablishabte 20
v Minor (1] 1932 7807 A C:\HS:.\-S enciosure for .,
« & Waming o 2014 rasd jo  2022-05-D4TOB2589Z o) tyon ansorvar 41 ||

v @ ko

+ " Conditian

Total: 108 Selecied: 1

10]25]50 | Al +

v (@ Cleared Detalls
O Soaking Summary Propert
Suppressed
@ su - Severity : ) info/None Aflected object : sysfrack-unit-3
Category D 1 Ch for server 3 is open
Last Transition | 2022-06-04T08:25:34Z
oAl [} : 77507 Type : equipment
« Genedc Actions .
Cauge + chassis-intrusion Created at : 2022-06-04TOB:25:342
¥4 Sanr Acknowdedge Fa
Acknowledge Fauly . ; i _
| Network Code : F1832 Number of Oecurrences : 1
' Dperations Origingd severity © Info
« Sysdebug Previous sevedity : Info Highest gaverity ¢ Info

Figure 7-12 The UCS faults

We can acknowledge the faults that have been cleared
and they will be removed from the list (Figure 7-13).



Acknowledge Fault

Are you sure you want to acknowledge this fault? This fault will be removed if it is acknowledged and cleared.

Figure 7-13 Fault acknowledgment

Faults are only removed once they have been resolved,
so our UCSPE will remain in this state (unless we remove
most of the configurations that we have put in that will not

work in this sandboxed environment.

We can tackle faults as we see fit, such as starting with
the most important ones (Figure 7-14), and going through

them level by level.

Faults, Events and Audit Log
[ m Events Audit Logs Syslog Core Files TechSuppert Fles Seitings
Filters ) ¥ Fier T Advanced Fiter 4 Export o Print  bide Faulr Datats £
Sevarity Ta Seventy Codea 12] Cause Last Teansition Description
S Al "o T roseers 107301 B fom-failod 2022-06-06108.43:502 _(ESpEAILED]: ool
v @ mfiml <] F1000227 107306 ater-led  fem-failed 2022-06-06T0844:20Z  [eupralLED]: setFllo..
i E: =] Fo9619 107555 fam-failea 2022-06-06TO9:3240Z  (EoMFAILED]: external ..
) & Wil =] FEBEG0 107571 fem-failed 2022-06-06T09:38:402  [ESMFAILED]: reaim co...
| @ nnfo (] FE99710 100093 fsm-failad 2022-06-06TV2020Z  (rennFAILED): cali-ho..

Figure 7-14 Filtering faults

We can also look at events, which show us the affected
object and the FSM description (Figure 7-15).

Fauks, Events and Auds Log. » Faults, Events and Audit Log | Events

Totuvanced Fiter 4 Bwport o Frint I3 Aelresh Now A Rfiosss

Fanits

it Loges
Byxiog

Cono Fios
TechSumpon Fls
Settings

Figure 7-15 The event log




We also have the audit logs, allowing us to see who did
what and when (Figure 7-16).

Fanits, Evants and Audt Log 5 Faults, Events and Audit Leg | Audit Logs
= Fauhs, Evirts 800 Audd Log BRI
Faufts ToAdvanced Fer 4+ Eapor B Pret 5 Rebown ow | | Ao Refresn k3
Everts -:r.u Aflected chioct T Trg T User Dascription Modted Fropertins )
Sysleg T0BEET Adenin axdmin
e Flas LT Ay
TectSupport Fles ToEss e
Settiogs 08922 Atk
108874 Ay A

Figure 7-16 The audit log



SYSLOG

Having faults, events, and audit logs in the GUI is fine, but
really all of this data should be sent to a more centralized
logging system, and we can do that by using a SYSLOG
server (Figure 7-17). We go to “Admin » All » Faults,
Events and Audit Log » Syslog,” enabling the service and
entering the hostname or IP address of the SYSLOG server.

Remote Destinations

Server 1
Admin State : ‘-(_E‘} Enabled () Disabled |
Level . | critical (UCSM Ciritical) » ‘

Hostname (or IP Address) :  192.168.68.215

Facility : |Local7 v ‘
Server 2

Admin State : |(") Enabled (e) Disabled |
Server 3

Admin State : |(_) Enabled (e) Disabled I|

Figure 7-17 Setting up remote syslog



Techsupport Files

No matter how proactive we are, there will be times that
we need to reach out to Cisco TAC and you will need to
send them technical support files. We generate these on
the UCS and download them to send over to Cisco.
Navigate to “Admin » All » Faults, Events and Audit Log »
TechSupport Files.” Click on “Add.” You will see that the
options are to “Create and Download a Tech Support File,”
or to just “Create a Tech Support File” (which you can
download at another time), as shown in Figure 7-18.

Create and Download a Tech Support File

| Create a Tech Support File
(+) Add

Figure 7-18 Generating a techsupport file

Whichever option we choose, we get the same options
for what we want to generate. For the most part, UCSM
will be sufficient, but what tech support file we generate
does depend on the situation at hand. The options we have
are shown in Figure 7-19 and explained in Table 7-2.



Create and Download a Tech Support File

Options

Create and Download a Tech Support File

(®) ucsm () uecsm-mgmt () chassis (_) fabric-extender (_) rack-server (_) server-memory

Technical support data for the entire UCSM instance will be created and downloaded to the default browser
download location.

D Exclude Commands
|:| Include Fabric Interconnect Trace Logs

Selecting " Exclude Commands” reduces the tech support collection time by excluding all the CLI commands
from the file. Do not select this option unless advised to by TAC.

m [ Cancel

Figure 7-19 The techsupport file options

Table 7-2.

Option Description

ucsm

ucsm-
mgmt

Chassis

fabric-
extender

rack-
server

Covers the entire UCS domain, but does not include chassis, fabric-
extender, rack-server, or server memory

The UCS management services (but not the fabric interconnects)

Either the CIMCs or I/O modules in a specific chassis

As the name suggests, this is for the FIs

The rack servers



Option Description

server- | Includes B-series and C-series memory support data
memory

In this way, we can be more targeted and send the tech
support file for a particular rack server, for instance
(Figure 7-20).

Create and Download a Tech Support File ?

Options

Create and Download a Tech Support File

() uesm () uesm-mgmt () chassis () fabric-extender (e) rack-server () server-memory

Rack ServerID : |2 Rack Server Adapter ID :  all

Figure 7-20 A rack server techsupport file

The resulting files can then be uploaded to the Cisco
TAC case.



Summary
In this chapter, we looked at ways to help us troubleshoot

issues with the UCS.
Thanks for reading; I hope the book has been useful to

you.
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real-world UCS setup
searching
selection, UCSPE file
setting up UCSPE
SSH and GUI access
starting UCSPE
virtual machine
UCS security
AAA
See Authentication, Authorization, and Accounting (AAA)
hardening HTTPS
hardening, web interface
UCS troubleshooting
call home
contact information and details
custom call home profile
fault levels
logging and events
SMTP server details
SNMP
SYSLOG server
Techsupport Files
Unified Computing System (UCS)
Uplink ports
FI redundant uplinks
flow control policy
80 Gbps port channel



interface flow control

link profile

network tab in UCS Manager

Nexus interfaces

normal mode

port channel

reconfiguration

traffic

in UCS manager

UCS port channel setup

UDLD modes

UDLD policy

uplink interface

uplink interface settings
UUID (Unique Identifier) pool

A%

Virtual IP (VIP)

Virtual network interface connection (vCON)
vMedia policies

VMWare

W X, Y
Web interface
World Wide Node Names (WWNN) pool

Z
Zabbix
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