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Introduction

Learning SD-WAN with Cisco explores what SD-WAN is and how it will
benefit modern networks and builds an example network.

This book covers the evolution of modern networks and how the
software-defined wide area network (SD-WAN) has risen to the forefront.
We will explore the components of SD-WAN for orchestration and
management and look at the edge devices and then go on to build a
network from the ground up, deploying cEdge and vEdge routers. We will
apply policies and templates to manage the control and data planes as well
as VPN, Internet access, security, and quality of service.

We will also explore reporting and management, along with upgrading
and troubleshooting.

This book is intended for those who would like to get an understanding
of what SD-WAN is and how we deploy, configure, manage, and
troubleshoot it.

xvii



CHAPTER 1

An Introduction to
SD-WAN

In this chapter, we are going to look at what SD-WAN is and how it came
about.

The Traditional Network

The networks we rely on for both business and pleasure on a day-to-day
basis are susceptible to many factors that can result in a slow and
unreliable experience.

We can experience latency, which either refers to the time between a
data packet being sent and received or the round-trip time, which is the
time it takes for the packet to be sent and for it to get a reply, such as when
we use ping.

We can also experience jitter, which is the variance in the time delay
between data packets in the network, basically a “disruption” in the
sending and receiving of packets.

We have fixed bandwidth networks that can experience congestion:
with 5 people sharing the same Internet link, each could experience a
stable and swift network, add another 20 or 30 people onto the same link
and the experience will be markedly different.

© Stuart Fordham 2021
S. Fordham, Learning SD-WAN with Cisco, https://doi.org/10.1007/978-1-4842-7347-0_1
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There are ways we can help manage the experience for all. We can
implement quality of service (QoS), which we can use to prioritize traffic,
such as voice and video, where fluctuations in the network due to these
factors are noticeable. We can also use QoS to give each user their fair
share of bandwidth and to ensure that the right amount of bandwidth is
assured for our mission-critical applications.

QoS works well within the boundaries of the network but requires
manual intervention. We need to know what our traffic is, where that traffic
needs to go, and what our priority traffic is. We can help it get there faster
and with a larger degree of assured delivery, but it still requires the network
administrators to ensure that the paths the traffic is to take are present,
working, and reliable. QoS, combined with policy-based routing (PBR),
can also provide a way to route traffic out of different interfaces, making
use of dedicated high-speed links for mission-critical traffic and other links
for user traffic such as Internet browsing and media streaming. These do,
again, require the network administrator to plan this traffic splitting out,
and this method is not exactly “dynamic.”

There are mechanisms to dynamically route traffic though, such as
Multiprotocol Label Switching Traffic Engineering (MPLS-TE). Through
the use of MPLS, a link-state protocol such as OSPF or IS-IS, RSVP
(Resource Reservation Protocol), and CBR (Constraint-Based Routing), we
can have a network that learns about changes in the network and reacts by
performing path selection in the network.

MPLS-TE is very much in the realm of large enterprises and ISPs, though,
and with it comes increased costs in both infrastructure and engineering.

Today, we are, however, deep into cloud adoption, where pretty much
everything can now be offered “As a Service.” Platform, infrastructure,
and software are all deployable at a click of a button, and whole virtual
data centers can be stood up in minutes. Names such as Microsoft Azure,
Amazon Web Services (AWS), and Google Cloud are so embedded in
21st-century technology that it is fast approaching the time where we will
soon not even begin to comprehend how we managed before “the cloud.”
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So how do we marry up the needs of today’s cloud computing, the
benefits of QoS, and MPLS-TE as well as the dynamism we need for
modern networks, while, at the same time, increasing security, reducing
costs, and having a technology that is easy to use? These seem like a lot of
contradictory criteria to fulfil.

The answer is SD-WAN, or software-defined networking in a wide area
network.

SD-WAN

SD-WAN has taken the concept of software-defined networking (within a local
area network) and cloud orchestration and applied it to the wide area network.
There are, according to Gartner,' four requirements for an SD-WAN:

e It must have the ability to support multiple connection

types.

o Itshould be able to perform dynamic path selection.

e Itshould have the ability to support VPNs and third-
party services (such as firewalls).

e It must have a simple interface.

It is not just Gartner that has put these requirements on paper. This
is also the standard defined by MEF (which once stood for the Metro
Ethernet Forum) in MEF 70. MEF is an international industry consortium
that looks to promote the adoption of assured and orchestrated
connectivity services across automated networks. Members of MEF
include Cisco, Ericsson, Huawei, Juniper, Nokia Networks, VMWare, and
more companies with “telecommunications” or “telecom” in their names
than you can shake a stick at.

"www . networkworld.com/article/3031279/sd-wan-what-it-is-and-why-you-
11-use-it-one-day.html
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MEF 70? is not the easiest document to understand. It uses many TLAs
(three-letter acronyms) and contains nuggets like this:

MEF Services, such as SD-WAN, are specified using Service
Attributes. A Service Attribute captures specific information
that is agreed on between the Service Provider and the
Subscriber of a MEF Service, and it describes some aspect of
the service behavior.

Got that? Great, neither did I. However, if we take an SD-WAN
deployment from a more practical angle and put it into some context, it
does start to make sense. I will try to translate as we go through the various
components.

We start with the SD-WAN edge device. These devices can either be
physical ones or virtual appliances. The SD-WAN edge devices need to
support multiple connection types, such as MPLS, Internet such as leased
lines, and LTE. The edge device is “situated between the SD-WAN UNI, on
its Subscriber side, and UCS UNIs of one or more Underlay Connectivity
Services on its network side,” meaning that these devices live at the
demarcation point between the business network (Customer Premises)
and the ISP, the SD-WAN UNI (User Network Interface), and the Underlay
Connectivity Service (UCS), or the Internet circuit.

Because we have an underlay service, it makes sense that we also have
an overlay. The overlay is the network we are orchestrating, and we do
this through the SD-WAN Controller and the SD-WAN Orchestrator; these
devices control our policies concerning application flow and security. The
overlay needs to be able to understand the network and feed information
back to the edge devices so that they may choose the best paths across the
network, as well as controlling our VPNs and other services.

So once we start looking at SD-WAN from a practical standpoint, MEF
70 actually starts to make sense.

2www.mef.net/resources/technical-specifications/download?id=1228fileid=filel
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Cisco, along with Huawei, Nokia Networks, and Verizon, among others,
participated in the development of MEF 70, but this was by no means
Cisco’s first step into the world of SD-WAN.

Cisco and SD-WAN

Cisco had a product called iWAN (intelligent WAN), which provided traffic
control and security and integrated into Cisco branch office routers. It
offered QoS, WAN optimization, and VPN tunneling, without the cost of
expensive MPLS VPNs.

iWAN made a lot of sense, as with the lowering cost of today’s Internet
links, along with the improvement in their SLAs, MPLS is becoming less
attractive. iWAN could provide similar capabilities to MPLS VPN, such
as WAN optimization, QoS, and VPN tunneling, all without affecting
performance, security, or reliability.

The network overlay used by iWAN is DMVPN (Dynamic Multipoint
VPN) and IPSec, which enables the use of any carrier service (MPLS,
broadband, and 3G/4G/LTE).

Traffic is routed based on metrics such as SLA, endpoint type, and
network conditions. This is achieved using PfRv3 (Performance Routing
Version 3), which uses differentiated services code points (DSCP), and
an application-based policy framework to optimize bandwidth and path
control, protecting applications and increasing bandwidth utilization.
PfRv3 looks at the application type, network performance in terms of jitter,
packet loss, and delay and can make decisions to forward traffic over the
best-performing path.

We can, with iWAN, make networks use MPLS networks for some
traffic (e.g., business-critical and VoIP) and other traffic (less critical) use
the public Internet, as shown in Figure 1-1.
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Figure 1-1. The iWAN network

With PfR, border routers collect traffic and path information, sending
it to a master controller (a dedicated router). The master controller is
responsible for enforcing the service policies to match the requirements of
the application.

Applications are optimized over the WAN using Cisco’s Application
Visibility and Control (AVC) and Wide Area Application Services (WAAS).
AVC (which includes technologies such as Network-Based Application
Recognition 2 [NBAR 2], NetFlow, and QoS) is essential here as many
applications use the same ports (such as 443). Spotify, for example, uses a
destination port of 4070 for its player, but will use port 443 or even 80 if the
former port is unavailable, making the implementation of traffic control
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on Spotify impossible when based on the destination port. Because of this
reuse of ports, we can no longer rely on static port classification, so AVC
uses deep packet inspection to identify applications and to monitor their
performance. iWAN also leverages Akamai for branch router caching.
iWAN is secured through IPSec encryption, zone-based firewalling,
and ACLs (access control lists), protecting the WAN over the public
Internet. It also uses Cisco’s Cloud Web Security to provide a proxy to
protect users over the Internet and is controlled using the APIC-EM
(Application Policy Infrastructure Controller Enterprise Module).

All this sounds great. But why has Cisco rapidly moved to SD-WAN,
instead of investing more in its existing product, iWAN?

The simple answer is that while all its benefits made it very attractive,
in reality, iWAN was hard to deploy and manage. iWAN is not alone in
technologies that have been sidelined, two more of which are PfR and
NBAR, which, coincidentally, are two technologies used by iWAN.

The use of APIC-EM, for example, while great for managing iWAN,
was only really useful in greenfield deployments. If you already had
the building blocks of iWAN in place (DMVPN, QoS, PfR), then rolling
out APIC-EM would pretty much require replacing all the existing
configurations, which made switching to use the APIC-EM a tough and
potentially expensive decision to make.

iWAN is not dead though, far from it. While new customers into the
field will be steered toward SD-WAN, the ISR routers that are key to an
iWAN deployment hold around 80% of the market share of branch office
routers, and each year, Cisco sells around $1.6 billion of ISRs. There is
too much invested by Cisco and its customers for iWAN to be ditched
completely. However, the focus is now pointed directly at SD-WAN,
which has some of the features that iWAN missed, such as an easy-to-use
interface, which is, perhaps, why Cisco set its sights on Viptela.
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Viptela

Viptela was founded in 2012 by ex-Cisco directors Amir Khan and Khalid
Raza. While it was in “stealth mode” and no one (in the general public)
knew what it was doing, it received financial backing from Sequoia Capital.
Considering the companies that Sequoia has backed in the past, such as
Apple, Google, PayPal, YouTube, Instagram, and WhatsApp, Viptela was
probably a surefire winner early on.

Over the next couple of years, Viptela emerged from stealth mode into
the taking-the-network-world-by-storm mode. It garnered much praise
and many customers. It was named several times in CRN’s 10 Coolest
Networking Startups, named a Gartner Cool Vendor and a Next Billion
Dollar Startup by Forbes. Not a bad start (for a startup)!

Between 2012 and 2017, Viptela boasted customers such as Verizon,
Singtel, and The Gap. Others were used in published case studies but
preferred to remain unnamed, which is pretty common in the banking
world.

The lure of Viptela is that it offers virtualization of the WAN and is
carrier agnostic. Through the WAN overlay technology, communications
are secured across whichever medium is used, even broadband and 4G/
LTE. Similar to iWAN, in essence, but vastly different in deployment.

The report from clothing retailer The Gap makes for interesting reading
and gives the reader a good idea about how and why Viptela was able to
make such good ground within such a short amount of time.

The Gap started to roll out SD-WAN in 2015, to alleviate the reliance on
the expensive MPLS lines and instead move to the cheaper public Internet.
With SD-WAN, they could still do this, as well as keeping the traffic
encrypted. Snehal Patel, Gap’s network architect, said that they could
connect up to 25 or more of their stores per night. Each upgraded store
also had between ten and fifteen times the bandwidth it had previously.
SD-WAN was also about 50% less expensive than their original method.
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It is easy to see the benefits of Viptela’s SD-WAN. You get the increased
speed, at a lower cost, and rolling it out can be done at a very impressive
pace.

You can read the original transcript from the Wall Street Journal here:
https://web.archive.orq/web/20160726182850/http://blogs.wsj.
com/ci0/2015/11/05/gap-connects-stores-over-the-internet-with-
software-defined-networking/.

By 2017, Viptela had 16,000+ branch office deployments and
proclaimed on its website the following benefits:

e 50% lower costs
¢ 10x more bandwidth
e 5xcloud performance

With such stores as The Gap putting their success story in the light, it’s
easy to see why Viptela did so well so quickly.

This brand-new network as a service offered seamless integration with
Office 365, Azure, and AWS and used a simple interface (especially when
compared to iWAN’s APIC-EM). Policies can be used to send latency-
sensitive traffic across dedicated MPLS lines and use the “regular” Internet
for less critical applications, such as Office 365, and 4G/LTE for remote
office where MPLS or broadband is not an option (Figure 1-2).


https://web.archive.org/web/20160726182850/http://blogs.wsj.com/cio/2015/11/05/gap-connects-stores-over-the-internet-with-software-defined-networking/
https://web.archive.org/web/20160726182850/http://blogs.wsj.com/cio/2015/11/05/gap-connects-stores-over-the-internet-with-software-defined-networking/
https://web.archive.org/web/20160726182850/http://blogs.wsj.com/cio/2015/11/05/gap-connects-stores-over-the-internet-with-software-defined-networking/
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Figure 1-2. The Viptela SD-WAN

The difference between Viptela’s fabric and Cisco’s iWAN is in the ease
of connectivity into the likes of AWS, Azure, and Office 365, as well as the
simplified management (again, compared to APIC-EM).

It is no wonder, therefore, that in 2017, Cisco bought Viptela for $610
million. Viptela aligned perfectly with Cisco’s principles of security,
virtualization, automation, and analytics, in their DNA (Digital Network
Architecture).

Let’s look at the different components that make up the (Cisco)
SD-WAN (or SD-WAN Secure Extensible Network [SEN] as they also term it).
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Components of a Cisco SD-WAN

From Figure 1-2, you can see that there are four distinct areas to the
SD-WAN. At the bottom, we have the connectivity aspect, the data plane.
This can be offices or third-party services such as AWS and Office 365.
For this connection, we need an “edge device.

vEdge and cEdge

Because of the purchase by Cisco, the Cisco ISR, ASR, and CSR1000v
routers are now part of the Viptela ecosystem (subject to running the
correct software image); this is in addition to the products already made
by Viptela, such as the low-cost vEdge 100b, which can be purchased for
under $300.

The edge device takes care of the packet forwarding; they establish the
secure virtual overlay network and come in many different flavors:

o vEdge 100b (Ethernet only)

o vEdge 100m (Ethernet and an integrated 2G/3G/4G
modem)

o vEdge 100wm (as the 100m but with wireless LAN
functionality)

o vEdge 1000 (8 fixed GE SFP ports)

o vEdge 2000 (2 pluggable interface modules)

o vEdge 5000 (4 Network Interface Modules)

e ISR 1100 4G (4 GE WAN ports)

e ISR 11006G (4 GE WAN ports and 2 SFP WAN ports)
o ISR 1000 series

o ISR 4000 series

11
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o ASR 1000 series
o ENCS 5000

o vEdge Cloud

e (CSR1000v

The vEdge Cloud device can run in VMWare ESXi (5.5. and 6.0), KVM,
AWS, and Azure, and it is this image we will be using the most (along with
the CSR1000v).

As well as looking after the routing (which can be either OSPF or BGP,
or static), the vEdge devices also support AAA, bridging (802.1Q, VLANS,
integrated routing-bridging), IPSec, DDOS prevention, NAT (network
address translation) traversal, QoS, multicast and policies for routing,
application awareness, control and data policies, ACL policies, VPN
membership policies, and service advertisement and insertion policies. It
also supports the standard set of functions that you would expect from any
router, such as SNMP, NTP, DHCP (client, server, and relay), Syslog, SSH,
NAT, and PAT.

The vEdge certainly feels like a very well-rounded and fully functioning
replacement for most existing router deployments.

The next step-up in the overlay is the control plane, which uses vSmart

devices.

vSmart

The vSmart controller controls the data flowing through the network; it is
the “routing brain,” and once the vBond orchestrator has authenticated the
vEdge devices, the vSmart controller manages the connectivity between
vEdge devices.

The vSmart devices have a centralized policy engine that looks after
the routing data, access control, segmentation, extranets, and service
chaining.

12
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There are six main functions provided by the vSmart controller:

Control plane establishment and maintenance with
each vEdge device.

Each connection is a DTLS tunnel (Datagram
Transport Layer Security) carrying the encrypted
payload between the vSmart controller and the
vEdge router. This information is what allows

the vSmart controller to build up a picture of the
network, the topology, and for the vSmart controller
to perform route calculations to determine the best
paths.

Overlay Management Protocol (OMP). We will look in
greater depth at OMP in Chapter 4, but essentially OMP
facilitates the overlay network.

Authentication. Using preinstalled credentials, the
vSmart controller can communicate with each new
vEdge device as they come online, ensuring that only
authenticated devices can connect to the network.

Key reflection and rekeying. vEdge routers send data-
plane keys to the vSmart orchestrator which sends
them to other vEdge routers.

Policy engine. vSmart provides the inbound and
outbound policies to look after routing and access
control.

Netconf and CLI. Netconf is used to provision vSmart
controllers. Each vSmart controller provides local CLI
access.

In Chapter 6, we will deploy a vSmart controller.

13
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vManage

vManage is a Network Management System (NMS) that is used to
configure and manage the overlay network. We use this to configure and
manage vVEdge devices.

Like any good NMS, we can use vManage to create and store the
configurations of our network devices. vManage will push down the
certificate and configurations onto vEdge and cEdge devices as they
come online (this is different in hardware devices, where the certificate is
preinstalled on a SUDI or TPM chip during the manufacturing process).
It can also generate bootstrap configurations and decommission vEdge
devices if required.

We will deploy a vManage server (also referred to as a “controller” or
“device” throughout this book) in Chapter 3.

vBond

The vBond device performs functions such as the authentication and
authorization of each element in the network, onboarding, and STUN. It
is this piece of the topology that tells the rest of the network how they
interconnect to the other components, essentially sitting between the
vEdge and vSmart devices passing messages for them (initially at least,
until the onboarding process has completed).

The functions performed by the vBond are

e Control plane connection. Each vBond orchestrator
maintains a DTLS tunnel with each vSmart controller
in the network. It also uses DTLS to communicate with
the vEdge routers as they come online so that it can
authenticate the router and aid the router to join the
network.

14
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o NAT traversal. vBond is also responsible for helping
vEdge or vSmart devices that sit behind network
address translation communicate with the rest of the
network, orchestrating the NAT traversal (initially). For
this to work, the vBond should live in a public address
space.

o Load balancing. Where there are two or more vSmart
controllers, the vBond performs load balancing of
vEdge routers between the vSmart controllers.

We will deploy a vBond orchestrator in Chapter 5.

Summary

In this, our first chapter, we looked at the driving forces behind the birth
of SD-WAN, as well as the different parts that will make up our network.
But first, we need to create that network, which we will do using EVE-NG
(Emulated Virtual Environment Next Generation).
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CHAPTER 2

Deployment Overview

In this chapter, we are going to set up EVE-NG, create our SmartNet
account, and download the components we need to make our network. At
the end of the chapter, we will look at VMWare and KVM as alternatives to
EVE-NG.

EVE-NG

EVE-NG (Emulated Virtual Environment Next Generation) is a virtual
platform designed to run many different network devices, as well as
Windows and Linux operating systems.

Many years ago there was a bit of software called Cisco IOU (IOS On
Unix), and a very kind and clever guy called Andrea Dainese put a web
front end on it and called it iou-web. It was very popular. Then he created
UNetLab (Unified Networking Lab), which allowed the use of different
vendor images.

UNetLab then forked into EVE-NG, which is where we are now.

There are two versions of EVE-NG: the community edition, which is
free, and the professional edition. The professional edition, which costs
99EUR, can run up to 1024 nodes and has Docker support. The community
version, which is free, can run up to 63 nodes and lacks Docker support,
but this is fine for our purposes.

© Stuart Fordham 2021 17
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The environment can run on vSphere, VMWare Workstation, or bare
metal servers. If you have ever installed a Linux operating system, then it is
all very straightforward, and there should be no surprises. For this chapter,
I am assuming that you will be installing the server on a hypervisor.

Download the install ISO from www.eve-ng.net/index.php/
download/. Again, the community version is more than suitable for our
needs.

We need to properly size our server, so give it as much memory and
CPU cores as you can. To get a rough idea of what we need, see Table 2-1.

Table 2-1. Hardware resource requirements

vCPU Memory (GB) Disk space (GB)
vBond 2 4 10
vManage 16 32 30 + 100GB
vManage(2nd) 16 32 30 + 100GB
vSmart 2 4 16
vEdge 2 2 8
Total 38 74 294

We also need enough ram and CPU to run the actual operating system.
While, thanks to hypervisor magic, we can over-provision memory and
CPU, yous still need something fairly capable.

The network we are going to run was created on a dual Xeon X5675
running at 3.06GHz with 48GB of memory. Running 15 QEMU nodes, CPU
usage was around 28% and memory usage ran at around 79%. So there is
some wiggle room in what can be run.

Once your VM has been created, boot it up using the ISO image
downloaded from the link provided earlier. The first screen will be the
Ubuntu installation window (Figure 2-1).
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Select the option “Install Eve VM” (unless you are doing a bare metal,
in which case choose the “Install Eve Bare” option).

ubuntu®

Figure 2-1. The initial install screen

In the next window, choose your language (Figure 2-2).
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1 LI1] Select a language |

Choose the language to be used for the installation process. The selected language will
also be the default languaze for the installed sustem.

Language:

I3 No localization
Albanian Shaip
Arabic e
Asturian Asturianu
Basqgue Euskara
Belarusian benapyckas
Bosnian Bosanski
Bulgarian - anra:_:l:m
Catalan Catala
Chinese (Simplified) (1)
Chinese (Traditional) mor (e
Croatian Hryatski
Czech Ceitina
Danish Dansk
Dutch Neder lands
E English
Esperanto Esperanto
Estonian Eesti
Finnish Suomi
French Francais
Galician Galego
German - Deutsch
Greek EAMNV LEX

<Go Back>

<Tab> MOVES: ace> selects; <Enter> activates buttons

Figure 2-2. Choosing your language

Then select your location (Figure 2-3).
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ct your location |

The selected location will be used to set your time zone and also for example to help
select the system locale. Normally this should be the country where uyou live.

This is a shortlist of locations based on the language you selected. Choose "other" if
your location is not listed.

Country, territory or area:

Antigua and Barbuda
Australia
Botswana
Canada

Hong Kong
India

Ireland

New Zealand
Nigeria
Fhilippines
Singapore
South Africa
United Kingdom

Zambia
2 imbabwe
other

<60 Back>

er> activates buttons

Figure 2-3. Select your location

Set the hostname (Figure 2-4).

1 [!] Conflgure the network |

Please enter the hostname for this sustem.

The hostname is a single word that identifies your system to the network. If you don't
know what your hostname should be, consult your network administrator. If you are setting
up your own home network, you can make something up here.

Hostname:

<Cont inues

<Go Back>

Figure 2-4. Setting the hostname
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Set the time zone (Figure 2-5).

1 [!1] Configure the clock |
Based on your present physical location, your time zone is Europe/London.

If this is not correct, you may select from a full list of time zones instead.
Is this time zone correct?

<Bo Back>

Figure 2-5. Setting the time zone

If you use a proxy on your network, then set it in the following window
(Figure 2-6).

1 [I] Conflgure the package manazer |

If you need to use a HTTP proxy to access the outside world, enter the proxy information
here. Otherwise, leave this blank.

The proxy Information should be given in the standard form of
"http://[[user] [:pass] @) host [:port] /",

HTTP proxy information (blank for none):

<Go Back» <Continues

Figure 2-6. Setting the proxy information

The installation should complete now, and you should be greeted with
the login screen, as shown in Figure 2-7.

Eve-NG (default root password is 'eve')
Use http:/,172.16.2.128/

WARNING: neither Intel VUI-x or AMD-V found

eve-ng login:

Figure 2-7. The EVE-NG logon screen
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If you see the same warning as the preceding, then you need to shut
down your VM and edit your settings. Don’t do this just yet though, as we
need to complete the setup.

You will be prompted to enter the root password (Figure 2-8), so enter
one of your choosing.

Root Password
Type the Root Password:

l

Figure 2-8. Setting the root password

Type the password again, when prompted, and then set the hostname
(again) (Figure 2-9).
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Hostname
Type the short hostname for the
systen:

lguc—ng_

Figure 2-9. Setting the hostname

Then set the DNS domain name, if you need to (Figure 2-10).

DNS domain name
Type the DNS domain name for the
systen:

laxunplc.cnn_

Figure 2-10. Setting the DNS domain name

On the next page, we set our networking connectivity, either DHCP or
static (Figure 2-11).
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Use DHCP-sStatic IP Address

Use DHCP or Static IP Address for
the network adapter on Management
Network?

3

{ ) static

Figure 2-11. Setting the network adapter

Set the NTP server, if you have one running in your network (Figure 2-12).

NTP server
Type the hostnamesIP address of HTP

for initial clock sync (leave empty
if not used):

|-

Figure 2-12. Setting the time servers
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Lastly, set the proxy details (or leave as the default if you do not have a
proxy) as shown in Figure 2-13.

Proxy Server configuration 1
Choose how the UM can connect to the
Internet.

irect conmection

( ) anonymous proxy

( ) authenticated proxy

Figure 2-13. Proxy configuration

If you did get the warning about “neither Intel VT-x or AMD-V found,”
then edit your VM settings to enable virtualization support.
In VMWare Fusion, it looks like this (Figure 2-14).
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@ Show All e Add Device...
Processors
4 processor cores
Memory
8580 . MB
4 MB 768 MB 16384 MB
(recommended)

m 7804 MB remaining for your Mac

¥ Advanced options

Enable hypervisor applications in this virtual machine

Enables running modern virtualization applications by providing support for Intel
VT-x/EPT inside this virtual machine.

Enable code profiling applications in this virtual machine

Enables running modern code profiling applications by providing support for
CPU performance monitoring counters inside this virtual machine. 2

The virtual machine is configured to use too many of the processor cores avallable on your Mac. This may
£ cause slow performance of your Mac and the virtual machine.

Figure 2-14. Virtualization support

Now your login page should look like this after a restart of the virtual
machine (Figure 2-15).

Eve-NG (default root password is "eve’)
Jse http:s-172.16.2.128/

zve-ng login:

Figure 2-15. The EVE-NG login screen without warnings

We are good to proceed.
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Getting the SD-WAN Software

We need to download the software from Cisco next. For this, you will need
avalid service contract. Your Cisco rep may also be able to help you out
here.

Head over to https://software.cisco.com, and select “Manage
Smart Account!” Then click Virtual Accounts.

Create a new virtual account. Give it a name, and set it to Private. Click
Save (Figure 2-16).

New Virtual Account

Erder a name and oplional descnpban for your Virtual Account.

* Name Stuart-SDAWVAN
Descrigtion Stuart Testing SCWAN

* Commerce Access Lavel Putic @

© Private @

By soting to Private, this Virtual Account WILL NOT be searchabie by any user in Cisco Commerce Toals.

Current Default Virtual
AGCOUNt Nama

DEFAULT

et as Defaull Vietual Account

Frefemed End Data Monkh - Cay -

e

Figure 2-16. Creating the SmartNet virtual account
Your virtual account should be visible (Figure 2-17).

My Smart Account

Account Progeries  Vitual Accounts  Users  UserGrowss  Custom Tags  Requests  Account Agreaments  Event Log

Virtual Accounts

New Virkual Account. 2k, Export Virtund Account Soarch by name @
Vithtad Accoun Nam Commercs Accrss Luvel Deseription Proteried End Dty Actions
DEFALLT ) P Trin i e dafau virusl account craatad Suting cmpany account creal . — Sinlatn
St BOHAAN Piivale Stumt Toafing SOWAN = Sieleln

Shoring A § Reconds:

Figure 2-17. The virtual account has been created
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The next step is to create a vBond controller. Head back to the main

software page where we started, and click the “Plug and Play Connect” link

(Figure 2-18).

o

Network Plug and Play

Plug and Play Connect
Device management through Plug and Play Connect portal

Learn about Network Plug and Play
Training, documentation and videos

Figure 2-18. The Plug and Play Connect portal

Select the virtual account you created earlier (Figure 2-19).

o2 Satware Coniml > Plag and Play Cansoct 11—

Plug and Play Connect

Divices  ConimberProfes  Metwoth  Cericiles  Monage Exdermal Vicwsl Accosrt. | Evenilog  Trinaoctions  Stuan-30HA
4 Add Devices.,, + Add Soltware Davices,, # Cib ] : L Enadle Exdamnal Management... Tranale it g o
Sl Humbsy B PID. Prodund Gring Conlredion Lt Mot Stalm Aok
By v || Ay w || [ Select Range - | | Ay w | Cleat Fillers

Figure 2-19. Selecting the virtual account

Next, click “Controller Profiles” (Figure 2-20).

Cisco Software Central > Plug and Play Connect

Plug and Play Connect

Devices Controller Profiles Metwork Certificates Manage External Virtual Account Event Log Transactions

Figure 2-20. Controller Profiles
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Click “Add Profile” (Figure 2-21).

Cisco Software Central > Plug and Play Connect

Plug and Play Connect

Devicas Controlier Profiles MNetwark Certificates Manage External Virtual Account Event Log Transactions
|+ Add Profile... / Edit Selected il Delate Selected + Make Defa B Show Log G
_—————=
Profile Name Controller Type Default Description
Any -

No items found.
Figure 2-21. Adding a profile

Select VBOND from the drop-down menu (Figure 2-22).

......

Add Controller Profile X

1

Prafile Type

Choosa tho type of Profile 1o bo created

* Controllor Type: PNP SERVER -
PP SERVER
T cance: (R

wic |

e e — T —

Figure 2-22. Selecting vBond

Give the profile a name, and set an organization name. Set the Primary
controller to IPv4, and add an IP address. You can use any address you like
here (Figure 2-23).

Click Next.
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Add Conlroller Profile ®
o yrep. 2 e 3 e 4
Profie Typs Profile Settings L — P
Protta Satwngn
* Prafia Nama: LEARNING  S0-WAN
Demeriptcn Daacrintion of thia prtie joptanal
Defaa Profs oo
M- Torwncy No J
Organization Mama: Learning_SD-WAN
Pricnary Controlier:
v =] | omsa o] [waireas | | e
Servet Root CA: Mo e 00 Lp o | M o e chivachers ned i seend 104B5TE m
et s (N

Figure 2-23. Adding the controller profile

Confirm your settings, and click Submit (Figure 2-24).

Add Controller Profile x
TEF 1 g ":-_-'2»‘/ 'i-'3 '!='4
Profin Type Profila Satings Review i

Rirvbani tha bl oiptions b miakis $airs thiry aen cortict baforn yoni Subiot the changas

Prafila Type:
Controller Typa: VBOND
Profile Settngs:
Profie Nama: LEARNING_SD-VaRN
Pascriptan
Primary |84 Address Lt - AR
Primaey Protocok b
Primary Poit 1248
‘Organation Name Lonrning_SO-WAN
5P Ceganizaton Name

Figure 2-24. Confirming the settings
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Click Done to confirm the profile (Figure 2-25).

Add Controller Profile X
1v B '3 v 4
Profss Type Prefile Settngs Rewew Confirmation
Tha contralor prefio “LEARNING SO WAN" wan succossfuly cronted
Done
Figure 2-25. Finishing the controller profile
You should see the profile that has been created (Figure 2-26).
Plug and Play Connect ER— d
Devican  Controller Profles  Newwarh  Ceriicains  Minage Extemal Virusl Acco 1 Evenilog "
+ Add Profis. P =" ] (o}
Profie Nane Controler Type Cetaunt Descripion Used By Download
Ay -

Figure 2-26. The new controller profile

Go to Devices (Figure 2-27).

Plug and Play Connect

Duvices Cewoln Profles  Neteolh  Cerifustes  Manags Essemal Vil Soooon
+ Achd Denvicers. + Add Softwisre Devices. -
Sarial Humber Base PID Proguct Groeg
Ay -

Figure 2-27. Devices
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Select “Add Software Devices” (Figure 2-28).

+ Add Devices. Enable Extomnal Management. p c
Secial Number Base Pi0 Praduct Geoup Controler Lt Modified Statun Actoen
Ay v | Asy * | | [ Select Range v | | Ay - Cloar Fitors
Mo Dewices 1o display
o Raco ¥

Figure 2-28. Add software devices
Click “Add Software Device” (Figure 2-29).

Add Software Device{s)

Identify Devices

4 Ad Saltwara Davice

Row Bas PID Cuantity Controir Oewcrption Action

No Dwvices to daplay

Cancel

Figure 2-29. Identifying the devices

In the Base PID box, start typing “VEDGE-CLOUD-DNA,” and select it
from the drop-down when it appears (Figure 2-30).
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Controller Profile Choose Controller Profile »

Description Enter short optional description for this device.

Cancel Save

Identify Device X
* Base PID [ VEDGE-CLOUD-DNA J

Figure 2-30. Selecting vEdge

Set the desired quantity (such as 5 which is a good number; there is a
limit of 20 “free” nodes), and from the Controller Profile drop-down, select
the profile name we created a moment ago (Figure 2-31).

Identify Device X
* Base PID VEDGE-CLOUD-DNA
* Quantity | &
Controller Profile Choose Controller Profile -
Description

LEARNING_SD-WAN ‘

Clear Salection

Figure 2-31. Associating the device to the controller profile

Click Save, and then click Next (Figure 2-32).

34



CHAPTER 2  DEPLOYMENT OVERVIEW

Idantify Davices

+ Add Goftwarn Devica.

o Base P10 uantty Conlresier Desteription Actions
VEDGE CLOUD DNA B LEARNING SD-WAN P |
Snowing | Record

Figure 2-32. Setting the number of vEdge devices

Click Submit (Figure 2-33).

Add Software Device(s)

1+ 2 3
ety Cancels) Fwview & Subma
Review & Submit
Fow Base PID Quaniy Cantroior Dwscrpton
VEDGE -CLOUD-ONA L LEARNING S0-WAN
Shewng 1 Ascimd
e | | 2 =3

Figure 2-33. Submitting the vEdge quantities

Your request will be processed in the background, and you will receive
an email once it has completed (I have obscured my work email address!)
(Figure 2-34).

Add Software Device(s)

I D 3
Tdgrly Cwrviceln) R & Sutsmil Resuits

Attempted to add 1 dovice(s)

o Add Devices request i resorded!

Your gt will b pcessed in backiround and an smad wil bo sent peocens is completed

Figure 2-34. Email confirmation
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Usually, this process is pretty quick, so give a few moments and refresh
your page, and you should see your devices (Figure 2-35).

Daviess  Conbrolie Profies  MNotwork  Cefoatns  Marage External Vimesl Acooort  Evesiiog  Tranaacoons
+ Adid Danvicans. + Add Software Dovions. ’ g 8 Dyioter Enabis Extemal Manageman. . ¢ B |G
Seral Nurroer Basa PID Product Group Controfiar Last Modfed Suna Ao
Ang w || Ay w || fm Select Range | Ay - Choar Filtars
DOBABSODASFRFEEATCY . VEDGE-CLOUD-ONA Flouses LEARNING _SD-WAN appuw2s 1w ([ ol v
BETFIABTIOFAILES5 . VEDOE-LLOUD-DNA Rouser LEARNNG_SD-NAN 2020-Aar-25, 115727 m Show Log.. W
BOMGEFSSDBE-CICA-JD .  VEDGE-CLOUD-DMA Reagor LEARNNG_SDWAN e nszr [ e v
BOEASFSO-OBAC-BIEEAFD. . VEDGE-CLOUD-ONA Flouter LEARNING SDWAN e nsy [T oo v
COMMCITOEB0AFS  VEDGE-CLOUD-DNA Fouter LEARNING_SD-WAN wmpuss nw ([ i v

Srowrg AB S Resran

Figure 2-35. Our device list

Repeat the process, and add some CSR routers (Figure 2-36).

Identify Device X
+ Base PID | csri| ]
-]
* Quantity CSR1KV
Contreller Profile Choose Controller Profile -
5 Description Enter short optional description for this device
Cancel Save

Figure 2-36. Adding CSR devices

Set the quantity and your profile (Figure 2-37).
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Identify Device X

* Base PID | CSRIKV

* Quantity | 5
Controller Profile LEARNING_SD-WAN b
Description Enter short optional description for this device.

Figure 2-37. 5 CSR devices

These should appear alongside the VEDGE devices (Figure 2-38).

+ Add Devices. + Add Safvwars Devices. # Cheberte: Eomleched Erabin Extemal Manngement. a [d SN o
Saral urmber B PO Prochct Grens Cnolier Lt Mot Stahan Acsions
Ay v | Ay | |3 Sekect Bange - | A - Cloar Fiters

CHROSITABLA. TOED- 134, CaRINY Rendor LEARNNG,_SOWAN U025, 1201 00 “ Txmlog w
R THTIBATA TN CRRINY Router LEARMNG_STHWAN F020-Mar 25, S0 0% _ Showlog W
CHABCINSSECI0TFT.  CERIKY Router LEARNING_SO-WAN o2t 1zotes [ V-l v
CERFICTIONLAFIAME.  CERINY Fouter LEARNING_SD-WAN weomaczs zoses N o v
CSRED4TTOSF JI8C 1w CSRIKY Rl LEARMING_SO-WAN PP0-Mar- 35, 1201 05 _ Stemiog W
OBSES0D-IFBFIEITCE VEQGE-CLOUDDNA Foutnr LEARMNG_SOWWAN 020-Mae 5, 115737 _ St o, -
SOTFIAMBOTIFAI LSS VEDGE-CLOUD-ONA Fator LEARNNG_SDWAN vt t5r? [ vl v
OMGEEACHSCICANG . VEDGE-CLOUD-DNA Bt LEARNHG_S0.WAN womezs vz T vl v
BOEAWSOPMCABEEFD  VEDGE-CLOUD-ONA Roner LEARMING_SOAYAN 000-Mar- 25 115727 _ Sowlog W
COBMECT-XIE-BOIA Fi VEDGE-CLOUD-DNA Rindar LEARMNG_SIWAN womes norzr [ o v

Shawing Al 10 Recoesy

Figure 2-38. Our device list in full
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Go back to Controller Profiles, and select the provisioning file
(Figure 2-39).

Cevicot  Controfler Profiles. Matwork  Cecficates  Manage Exerral Virtusd Acosunt

+ Add Profiie, . s G nifle Sekciod B Show (&}

Profie Name Contrafier Type Defout Dascription

LEAHMING SO VEOND o,

Figure 2-39. Getting the provisioning file

Select the “18.3 and newer” option, and download the file (Figure 2-40).

Download Provisioning File X

* Controller Versions | 18.3 and newer -]

Download

Figure 2-40. Downloading the provisioning file

The next step is to download the software. Because we are using
EVE-NG, it is best to find the QCOW versions, so head back to the main
Cisco website and search for “viptela qcow2” and download the vEdge,
vSmart, vManage images. Also, download the SDWAN CSR1000v image
(Figure 2-41).
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viptela qcow?2

115 resulls | Refine resulls & | Sorted by. Relevancy w

Filter by « Reset filers

Download Software for Cisco SD-WAN : viptela-edge-19.2.0-genericx86-64.gcow2
14 Aug 2019 - vEDGE Cloud, Release Version - 1'} .0, Fi

ription - vEdge Cloud and vBond New

Download Software for Cisco SD-WAN : viptela-smart-192.2.0-genericx86-64.qcow2
14 Aug 2019 - vSmart Software, Release Version - 19.2.0, File Description - vSmart New Deployment KVM
Image, File Size - 328400896, SHA512 -
12c5161441397c680421 ..356966’13311 eB4c548402a08105349b9132eedd24837781 3dd909a5930..
co.comidownload/redirect7i=is&file s=viptela-smart-19.2.0-generick856-64. goow28madfid=2863200058 softwar.

Download Software for Cisco SD-WAN : viptela-edge-18.4.3-genericx86-64. qcow2

13 Aug 2019 - vEDGE Cloud, Release Version - 18.4.3, File Description - vEdge Cloud and vBond New
Deployment KVM Image, File Size - 257228800, SHAS12 ( ok
75ac9736ad4221688e0ddE682b079e75cci7TMa375a8cdeEbi33d051 Baeled433e3391 210ci5c2i7e723132283a2...

frware comidownload/redirectPi=ts&filename=viptela-edge- 18 4.3-genericxBE-64 . qoow2&mdfid=2863200858 softwar

Figure 2-41. The downloads we need

The versions used in the majority of the book are either 19.2.1 or 19.3.0
for the Viptela images and 16.12.2r for the CSR1000v.

Note We do go through some upgrades later in the book, bumping
all the “v” devices up to 20.1.1 and the CSR device up to 17.2.1r.
The reasons for this is that firstly, upgrading is good practice, and
secondly, the later versions include some features we need in the
book, so the choice is yours as to whether to go straight for the later
versions or follow along with the chapter on upgrades.
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For the routers and switches, I am using vIOS 15.6 and vIOS-L2 15.2,
respectively. Follow the steps on the EVE-NG website for how to generate
these images from the VIRL originals: www. eve-ng.net/index.php/
documentation/howtos/howto-add-cisco-vios-from-virl/. You can use
other router and switch images (such as Cumulus VX) should you so wish.

The Ubuntu image is the desktop version, 17.10.1. You need to
have OpenSSL installed. You can either create your own or download
aready-built image from here: www. eve-ng.net/index.php/
documentation/howtos/howto-create-own-1inux-host-image/.

If you are using different images, then please update the folder and file
names accordingly.

Once you have downloaded the files, SSH onto your EVE-NG install
and create the folders we will need:

cd /opt/unetlab/addons/qgemu

mkdir vtbond-19.3.0

mkdir vtedge-19.3.0

mkdir vtsmart-19.3.0

mkdir vtmgmt19.3.0

mkdir csr1000vng-ucmk9.16.12.21-sdwan

Then using FileZilla or WinSCP, copy the files as in Table 2-2.

Table 2-2. Appliance versions

Folder Image

vtbond-19.3.0 viptela-edge-19.3.0-genericx86-64.qcow2
viedge-19.3.0 viptela-edge-19.3.0-genericx86-64.qcow2
vtsmart-19.3.0 viptela-smart-19.3.0-genericx86-64.qcow?2
vimgmt-19.3.0 viptela-vmanage-19.3.0-genericx86-64.qcow2

¢sr1000vng-ucmk9.16.12.2r-sdwan  ¢sr1000v-ucmk9.16.12.2r.qcow?2
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The next step is to rename the files and create a second disk for

vManage:

cd
mv
cd
cd
mv
cd
cd
mv
cd
cd
mv
cd
cd
mv

€sr1000vng-ucmk9.16.12.2r-sdwan
€sr1000v-ucmk9.16.12.2r.qcow2 virtioa.qcow2

vtbond-19.3.0/
viptela-edge-19.3.0-genericx86-64.qcow2 hda.qcow2

vtedge-19.3.0/
viptela-edge-19.3.0-genericx86-64.qcow2 hda.qcow2

vtsmart-19.3.0/
viptela-smart-19.3.0-genericx86-64.qcow2 hda.qcow2

vtmgmt-19.3.0/
viptela-vmanage-19.3.0-genericx86-64.qcow2 hda.qcow2

/opt/gemu/bin/gemu-img create -f qcow2 hdb.qcow2 100G
cd ..

Lastly, update the wrappers using the command “unl_wrapper -a

fixpermissions” (which corrects any permission issues after copying

images around):

root@eve-ng:/opt/unetlab/addons/qgemu# /opt/unetlab/wrappers/
unl wrapper -a fixpermissions

root@eve-ng:/opt/unetlab/addons/qemus#
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The resulting directory listing (with the router, switch, and Linux
images) should look like this:

root@eve-ng:/opt/unetlab/addons/qgemu# tree

— csr1000vng-ucmk9.16.12.21-sdwan
| L— virtioa.qcow2

— linux-ubuntu-desktop-17.10.1
| L— virtioa.qcow2

F— vios-156

| L— virtioa.qcow2

F— viosl2-152

| L— virtioa.qcow2

— vtbond-19.3.0

| L— hda.qcow2

F— vtedge-19.3.0

| L— hda.qcow2

F— vtmgmt-19.3.0

| — hda.qcow2

| L— hdb.qcow2
L— vtsmart-19.3.0
L— hda.qcow2

8 directories, 9 files
root@eve-ng:/opt/unetlab/addons/qemu#

Topology

Our initial topology looks like this (Figure 2-42).
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Site 100

VPN 512
|- 4._': 100.1.1.0/24
=

T
2
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10.1.1.0/24 10.1.4.1 -._?0""" VEdge01 »
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10.2.1.0/24 &Y 5 TO
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— _,/
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Figure 2-42. Our initial topology

43



CHAPTER 2  DEPLOYMENT OVERVIEW

We have a central site, our headquarters, which is designated as
“site 100.” We also have two branch sites, site 200 and site 300. These are
connected to our HQ using MPLS as well as standard Internet links.

We have three networks that we are going to use SD-WAN to provide
connectivity for, and these are 172.16.10.0/24 in site 100, 172.16.20.0/24 in
site 200, and 172.16.30.0/24 in site 300.

We have Linux machines connected to VPN 512 (for management) and
also to VPN 0, which we will mainly be using as our certificate server; this
is the one we will be using most. If resources are an issue, then you can just
use the Linux server in VPN 0.

The topology will change as we move through this book.

You can download the lab file from www.apress.com.

Importing the Lab File

To import the lab file, log into the EVE-NG GUI via your browser, and click
the Import button. Browse to the zip file containing the lab and select it.
Click the Upload button. You can then start the lab.

Initial Configurations

The initial configurations for R1, ISP-R, and MPLS-R are as follows. They
have been truncated to just show the important configurations.

R1

Ri#tsh run
!

hostname R1
!

interface GigabitEtherneto/o
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description VPNO Inside

ip address 10.1.1.1 255.255.255.0
no shut

!
interface GigabitEtherneto/1
description VPNO Outside

ip address 10.2.1.1 255.255.255.0
no shut

!
interface GigabitEtherneto/2
description MPLS Outside

ip address 10.3.1.1 255.255.255.0
no shut

!

interface GigabitEtherneto/3
description MPLS Inside

ip address 20.1.1.1 255.255.255.0
!

ip route 50.0.0.0 255.0.0.0 10.2.1.254
ip route 60.0.0.0 255.0.0.0 10.3.1.254
!

end

Ri#

ISP-R

ISP-R#sh run

!

hostname ISP-R

!

interface GigabitEtherneto/0

DEPLOYMENT OVERVIEW
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description VPNO

ip address 10.2.1.254 255.255.255.0
no shut

!
interface GigabitEtherneto/1

Link to vEdge02

ip address 50.11.11.254 255.255.255.0
no shut

!
interface GigabitEtherneto/2

no ip address

!
interface GigabitEtherneto/3

Link to CSR-1

ip address 50.10.10.254 255.255.255.0
no shut

!
ip route 10.1.1.0 255.255.255.0 10.2.1.1
I

end

ISP-R#

MPLS-R

MPLS-R#sh run

!

hostname MPLS-R

!

interface GigabitEtherneto/0
description MPLS

ip address 10.3.1.254 255.255.255.0
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no shut

!
interface GigabitEtherneto/1

Link to vEdgeo2

ip address 60.22.22.254 255.255.255.0
no shut

!
interface GigabitEtherneto/2

Link to CSR-1

ip address 60.20.20.254 255.255.255.0
no shut

!

ip route 10.1.1.0 255.255.255.0 10.3.1.1
!

end

MPLS-R#

ESXi and KVM Configuration

This network can also be set up on VMWare and KVM. While the steps for
creating each of the SD-WAN VMs will be given for both platforms at the
end of each respective chapter, explaining the full set up of ESXi, vCenter,
and KVM is beyond the scope of this book.

Summary

We have set up our EVE-NG server, created our smart account, generated
our serial file list so that we can run some edge devices, and downloaded
our device images. We should also have the routers configured, ready to
start sending traffic around our network. With that in mind, let’s get started

with our vManage server.
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Deploying vManage

In this chapter, we will set up our vManage servers. vManage is the NMS
(Network Management System) which controls our SD-WAN, so it makes
sense that we start here. We will set up our organization, the certificates
we need to add and authenticate our devices, and look at how to control
our users, implementing clustering for high availability and resilience. We
will also look at single- and multi-tenancy options, installation of vManage
on ESXi and KVM, and how to install the serial file we generated from the

Smart account.

Installing vManage

Because we are using a ready-made appliance, all the heavy lifting has
been done for us, so just right-click vManage01 in EVE-NG and select
“Start,” and then left-click it to start the telnet console session.

After a while, you will be prompted to log in; use the default username
and password of “admin’; setting a new password when prompted. The
next step is to format the storage disk, so select the 100G disk created

u__n

earlier, and press “y” to format it. Once this is done, the system will reboot.

vmanage login: admin

Password:

Welcome to Viptela CLI

admin connected from 127.0.0.1 using console on vmanage

© Stuart Fordham 2021 49
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Available storage devices:
hdb 100GB
hdc 3GB
1) hdb
2) hdc
Select storage device to use: 1
Would you like to format hdb? (y/n): vy
mke2fs 1.43.8 (1-Jan-2018)
Creating filesystem with 26214400 4k blocks and 6553600 inodes
Filesystem UUID: bc995938-6aeb-49c9-aeba-48d70b18235b
Superblock backups stored on blocks:
32768, 98304, 163840, 229376, 294912, 819200, 884736,
1605632, 2654208,
4096000, 7962624, 11239424, 20480000, 23887872

Allocating group tables: done

Writing inode tables: done

Creating journal (131072 blocks): done

Writing superblocks and filesystem accounting information: done

vmanage# wall: cannot get tty name: Success

Broadcast message from root@vmanage (somewhere) (Mon Mar 30
09:35:19 2020):

Mon Mar 30 09:35:19 UTC 2020: The system is going down for
reboot NOW!

Stopping services...
acpid: exiting

When the system has come back up again, log in and set the system IP
address (100.100.1.2), the site-id (100), the organization name (Learning_
SD-WAN), and the hostname (vManage01) (as shown in Figure 2-42 in the
previous chapter).
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Mon Mar 30 09:36:19 UTC 2020: System Ready
viptela 19.3.0

vmanage login: admin

Password:

Welcome to Viptela CLI

admin connected from 127.0.0.1 using console on vmanage
vmanaget

vmanage#

vmanage# config

Entering configuration mode terminal

vmanage(config)# system

vmanage (config-system)# system-ip 100.100.1.2

vmanage (config-system)# site-id 100
vmanage(config-system)# organization-name Learning SD-WAN
vmanage(config-system)#

vmanage(config-system)# host-name vManageo1
vmanage(config-system)#

The next step is to create the management VPN (VPN 512).

vmanage (config-system)# vpn 512

vmanage (config-vpn-512)# interface etho

vmanage (config-interface-etho)# ip address 100.1.1.2/24
vmanage (config-interface-etho)# no shutdown
vmanage(config-interface-etho)#
vmanage(config-interface-etho)# exit

vmanage (config-vpn-512)#

The management VPN carries the out-of-band network management
traffic for the SD-WAN devices.
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Now we can create our WAN overlay VPN (VPN 0):

vmanage (config-vpn-512)# vpn 0
vmanage(config-vpn-0)# no interface etho
vmanage(config-vpn-0)# interface ethi
vmanage(config-interface-eth1)# ip address 10.1.1.2/24
vmanage (config-interface-eth1)# tunnel-interface
vmanage (config-tunnel-interface)# exit
vmanage(config-interface-eth1)# no shutdown
vmanage (config-interface-eth1)#

vmanage (config-interface-eth1)# exit

vmanage (config-vpn-0)#ip route 0.0.0.0/0 10.1.1.1
vmanage(config-vpn-0)# exit

vmanage (config)#

VPN 0 carries our control traffic. By default, all of our interfaces will
be added to VPN 0, and the interfaces are disabled. We, therefore, have
to remove eth0 from VPN 0 (because we need eth0 to be in VPN 512) and
enable ethl, configuring the IP address and setting it as a tunnel interface.
We also add a default route. You will notice that no default route was added
to our VPN 512 configuration, but this is due to the size of our topology; in
areal-world set up, this may be required.

The last step of our configuration is to save our settings. Before we try
and commit our changes, we should confirm that the settings are valid,
which we can do by using the “validate” command or “commit check”.

vmanage (config)# validate
Validation complete
vmanage(config)# commit check
Validation complete
vmanage(config)# commit and-quit
Commit complete.

vManageO1#
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If all is working, we should have connectivity to the R1 router:

vManageO1# ping 10.1.1.1

Ping in VPN 0

PING 10.1.1.1 (10.1.1.1) 56(84) bytes of data.

64 bytes from 10.1.1.1: icmp_seq=1 ttl=64 time=1.61 ms
64 bytes from 10.1.1.1: icmp_seq=2 ttl=64 time=0.825 ms
64 bytes from 10.1.1.1: icmp_seq=3 ttl=64 time=0.787 ms
64 bytes from 10.1.1.1: icmp_seq=4 ttl=64 time=0.680 ms
64 bytes from 10.1.1.1: icmp_seq=5 ttl=64 time=0.743 ms
e

--- 10.1.1.1 ping statistics ---

6 packets transmitted, 6 received, 0% packet loss, time 5001ms
rtt min/avg/max/mdev = 0.680/0.897/1.611/0.322 ms
vManageO1#

From the Linux machine in VPN 0, launch the browser and connect to
the management interface on https://10.1.1.2 (Figure 3-1).
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Cisco vManage - Mozilla Firefox

&k CiscovManage By

« e @ i % | O

Cisco SD-WAN

atfren] e
CISCO

Cisco vManage

Figure 3-1. The vManage login page

You can also use the Linux machine in VPN 512 and connect using
the URL https://100.1.1.2. Log in using the username admin and the
password you set during setup.

TIP There is a lot of information on the dashboard, so if you find
your screen resolution is too small, as it can be with QEMU devices,
then you can change it if you set your QEMU VM properties to use
“-vga virtio”instead of “-vga std”, as shown in Figure 3-2.
You will need to stop and then start the Linux VM for the change to
take effect.
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CPU RAM (MB) Ethernets

1 2048 1

First Eth MAC Address

QEMU Version QEMU Arch QEMU Nic

tpl{default 2.4.0) =~ tpl(x86_64) - tpl{virtio-net-pci) ~

QEMU custom options ( reset to template value )

Figure 3-2. Use -vga virtio for a bigger window size

The vManage interface (Figure 3-3) shows us our connected devices
at the top, listing the vSmart, WAN Edge, vBond devices, and vManage
servers.

The middle sections show us our WAN status and site health, and at

the bottom, we have our applications and application-aware routing.
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Figure 3-3. The main vManage dashboard

There is an issue at the moment, though. We can tell this as there is a
(invalid) warning at the top right-hand corner (Figure 3-4).

Figure 3-4. Certificate invalid message

Clicking the number takes us into the error detail, where we can see
that we have a problem with our certificate (Figure 3-5).
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| S, £ LT

Figure 3-5. Certificate issue detail

Certificates

Certificates in the SD-WAN network are hugely important; they form a very
large role in the authentication of devices.

We need to generate the CA certificates and upload them to the
vManage server. The easiest way to do this is to enable SSH on the
vManage server so that we can use SCP (Secure Copy Protocol) to upload
the files we need. We enable this under the VPN 0 tunnel interface.

vManage01(config)# vpn 0

vManage01(config-vpn-0)# interface eth1
vManage01(config-interface-eth1)# tunnel-interface
vManage0o1(config-tunnel-interface)# allow-service sshd
vManage01(config-tunnel-interface)#
vManage01(config-tunnel-interface)# end

Uncommitted changes found, commit them? [yes/no/CANCEL] yes
Commit complete.

vManageO1#

We will be using the Linux host to be our certificate authority (CA) so
that it can sign our certificates.

The first step is to set it up as our CA. Open the console window on the
Linux host, and enter the following:

openssl genrsa -out CA.key 2048
openssl req -new -x509 -days 1000 -key CA.key -out CA.crt
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As mentioned in the previous chapter, your Linux VM will need to have
the OpenSSL packages installed for this to work. This will generate our CA
certificate. Next, copy it across to the vManage server using SCP (“scp CA.crt
admin@10.1.1.2:”), typing in the vManage admin password when prompted.

Switching back to the vManage server, install the CA certificate, using
the command “request root-cert-chain install”:

vManageO1# request root-cert-chain install /home/admin/CA.crt
Uploading root-ca-cert-chain via VPN 0

Copying ... /home/admin/CA.crt via VPN O

Updating the root certificate chain..

Successfully installed the root certificate chain

vManageO1#

Now that the vManage server knows that we have a CA, we can use it to
sign our CSRs.

We must have our organization name set at this stage. If it is not set,
then go to Administration » Settings and set it.

As we are running this in a virtual lab, we need to switch how our
certificates are provisioned to us. Go to Administration » Settings, and
click “edit” next to “Controller Certificate Authority.”

By default, it is set to “Cisco” as shown in Figure 3-6.

Controller Certificate Authorization Cisco
Certificate Signing by @) Cisco Aun 104 (Recommendod Symamec Automated

> Sync Root Centificate (Please syr vt Ce ta bl connectied devices before 5

Validity Pariod

1¥ear 2

Certificate Retrieve Interval

Figure 3-6. Default certificate authority
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Click the “Enterprise Root Certificate” option (Figure 3-7), and confirm

the change by clicking “Proceed.”

Confirm Certificate Auth change

This setting changes the certificate authotity which is used for authentication. Do you want to continue?

Figure 3-7. Confirm the change

Upload the CA.crt file next (Figure 3-8).

P

() symantec Automated () Manual (@) Enterprise Root Certificate

@ File Upload

& Recent { jmleve [@Desktop
B8l Desktop [ Desktop
] Documents i Documents
& Downloads &8 Downloads
=" ) i Music
B Music i# Pictures
i@ Pictures B9 Public
i\ Vvideos il Templates
B thinclient_drives
[ Floppy Disk i videos
Y admin@10.1.1.2 1.3kB
o OtherLocations || Eiddis 13kB
% cAkey 1.7kB

‘Modified
11:09
21 Apr 2020
21 Apr 2020
21 Apr 2020
21 Apr 2020
21 Apr 2020
21 Apr 2020
21 Apr 2020
21 Apr 2020
11:20
11:20
11:18

| AllFiles ~

Figure 3-8. Upload the CA certificate
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Click “Import & Save” (Figure 3-9).

Controller Certificate Authorization Cisco
Certificate Signingby: () Cisco Automated (Recommended) () Symantec Autornated () Manual @ Enterprise Root Cenificate
Certificate

—BEGIN CERTIFICATE—

MIDwWTCCAgmgAwIBAQLIADD/ pU/EBO4ZMADGCSqGSIDIDOEBCWUAMHCXCZAIBGNY
BAYTAIVLMGBWDQYDVOQIDA Skh24xDzANBGNVBACME JEYMBYGA1UE
CgwPTGVhom SpbmdfUDGIVOFOMRgwF g YDVOOLDASMEWF ybmiuZ 19 TRC1XQUASEJAT
BgNVBAMMCXZNYWShZZUwMTAeFwiyMOAZMjcxMzIzMTN 3 FwOyMTAZMycxMzizMTNG
MHEXCZAIBgNVBAYTAIVLMOSWDQYDVOOIDAZME 2 Skb 242D AN BONVBACMEKvDMAY
bjEYMBYGA1UECGWPTGVhem SphmdfU0VOFOMRgWFQYDVOQLDASMZWFybmiuZ19T
RCIXQUAREJACBINVBAMMCXZNYWShZZUwMTCCASIWDQYIKoZihveNACEBBOADQGEP
ADCCAQoCGgERAMKFI/BTGDYFWIMIENNUgwX+mmFYZ2azEtisrGEHACREX11Brp
ciCaAX8GEIGEGIVIOGgAUITST0bmxld SebFAUTHCIUYCoivDRbP 7Kio0K a5jeq
vyWaph|Hd Twuwyxw 7 6uPSCbO+HgROVSWNWISNBYBKATNSEAIIHscwA X ST x/SPQ
ByJIKUViSdfAx M fpukrEvMUdIMT feHcy Hitlyw3ChRWOQABS/Z/ PagsiN JUsUCE9

woV 1 qPATMorBz TGUMHMV 4RH KRsoGNxNSE2 eeeSsBOH+IWHX 6el1 AIVKBKKw2igB
HIYEX +qzbsT7I06W700ah TMOYEZ7/zwgUOECAWEAAANOME AwHOYDVROOBEBYEF OHO
b3kdTWKIF 3MPI0+30TAeYoCMBEGATUdWOYMBaAF DHob3kdLTWK fF 3MPI0+30TE
EVOCMAWGATUdEWQF MAMBATBWDOYJK 0ZIveNAQELBOADDQEBAMPGENCIU1 7IT/be

Setl CSH Properties

Import & Save Cancel

Figure 3-9. Import and save the CA certificate

Generate a certificate request by going to Configuration » Certificates
(Figure 3-10).
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Cisco vManage

53 DASHEOARD | MAIN DASHBOARD

Figure 3-10. The certificates menu

There won’t be any certificates for the WAN Edge yet (Figure 3-11), so

click “Controllers.”

Cisco vManage

Tl £33 CONFIGURATION | CERTIFICATES

WAN Edge List Controllers

0

> SendtoControllers

Figure 3-11. Certificates (or lack of)
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The Controllers page will show “No certificate installed.” Click the
three buttons on the right-hand side, and select “Generate CSR”; vManage
will generate a certificate (Figure 3-12).

1P Address: T000100.12
Panniosd

BN CERTIFICATE AEOLEST— [ & opening vManageat.csr

Lo ] You have chosen to open:

. 55
OFQOMR; | ¥Managedi.cer

on
EarUAOOTMSDOIWEMOS DMICEAIUE  which is: PKES#10 Certificate Request (1.2 KB)

MEZNCT) 3 =
lusaty from: data:

a6
:;:ne THET et should Firefox do with this file?

PREPADCCAGCOREBAMCS SWGI0NFCa T2k openwith | View file ldeleul‘l]
£ ofaerle

Do this sutomatically For flles like this from now on

L

Figure 3-12. vManage CSR

Download the CSR and save it. Back on the Linux machine, sign the
CSR, making sure that the CSR is in the right directory (Figure 3-13):

openssl x509 -req -in vManageO1.csr -CA CA.crt -CAkey CA.key -
CAcreateserial -out vManageOl.crt -days 1000 -sha256

user@user-virtual-machine:~/Downloads$ openssl x509 -req -in vManage®l.csr -CA
CA.crt -CAkey CA.key \

> -CAcreateserial -out vManage®l.crt -days 1000 -sha256

Signature ok

subject=/C=US/ST=California/L=San Jose/OU=Learning_SD-WAN/O=Viptela LLC/CN=vman
age-b63aa480-37f6-4589-baSe-961c9115¢c8fe-1.viptela.com/emailAddress=support@vip
tela.com

Getting CA Private Key

|user@user-vtrtual-nachtne:~{Down1oadss

Figure 3-13. Signing the vManage CSR

Once the certificate has been generated, go back to the vManage GUI,
and select the “Install Certificate” option. Click “Select a file,” and select
the vManageO1.crt file we just created (Figure 3-14).
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—BEGIN CERTIFICATE—
MIlDezCCApsCFDETQOTZPKMR
Flx

C24J30NVBAY TAKCMRUWEWYDVQOIDAXCZ WRmb3 ke ZhpemUxEDADBGNVBA
chMBONG
AWZOb2AXGDAWBGNVEAOMDOXIY XJusW5nX 1NELVABTIELMAKGAT UEAWWCY2E
wHhoN

lﬁ:EwIJvE & it ; MDE MDA
MyEzAR

BgNVBAGTCKNhLGIMb3 JuaWEXETAPBNVBACTCFNRbIBKBENIMRgWFGYDVAOL
FAIM
ZWFybmiuZ19TRC1XQU4FDASBONVBAGTCT1ZpcHRIGEGTEXDMUMWOQYDVAQ
DEzp2

BT ATV Tm e 870 M0V 1 HR L A0 I Pl PV B8 131 M T Timas 840 T ATURIN A R

DOEBCWUAM

ICEHELMAKGATUEBEMCYY

Cancel |
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Figure 3-14. Installing the signed vManage certificate

Click Install. The certificate will then synchronize (Figure 3-15).

Cisco vManage

Figure 3-15. Certificate synchronization

B TASK VIEW

Install Certificate

Total Task: 1| Success: 1

Initiated By: admin Fre

Q, Search Cptoes.
RG] S S 5 35S = 6 SN (1 B e

© Success Successfully synced vManage

b63aa480-376-4589.. 1001.1.2 106.1.1.2
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If the certificate takes a while to synchronize, you can speed it up using
the API, by going to https://10.1.1.2/dataservice/system/device/
sync/rootcertchain (Figure 3-16).

w6 10.1.1.2/dataservicefsy X

& c @ B> 10.1.1.2

Figure 3-16. Certificate synchronization through the API

While our certificate synchronizes, let’s take a moment to look at users
and clustering.

Users

We only have one user at the moment, the admin user. We can create
more, if we want to, by going to Administration » Manage Users.

There are three groups (by default) that we add users into, and these
are basic, netadmin, and operator. The NetAdmin role has full rights over
every aspect of the SD-WAN software. The operator has read-only rights,
and the basic role can only look at the interface and the system. The full list
of privileges is listed in Table 3-1.
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Table 3-1. User privileges
Basic NetAdmin Operator
Alarms - Full Read
Audit Log - Full Read
Certificates - Full Read
Cloud OnRamp - Full Read
Cluster ~ Full Read
Colocation - Full Read
Device inventory - Full Read
Device monitoring - Full Read
Device reboot - Full Read
Events - Full Read
Interface Read Full Read
Manage users - Full Read
Policy - Full Read
Policy configuration - Full Read
Policy deploy - Full Read
Routing - Full Read
Security - Full Read
Security policy configuration - Full Read
Settings - Full Read
Software upgrade - Full Read
(continued)
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Table 3-1. (continued)

Basic NetAdmin Operator
System Read Full Read
Template configuration - Full Read
Template deploy - Full Read
Tools - Full Read
vAnalytics - Full Read

We can create custom groups by clicking the “Add User Group” button,

and we can also create new users, by clicking the “Add User” button. Here,

we can create an account for “monitoring,” which is a member of the

“basic” user group (Figure 3-17).

Full Name

Morviomg

Password

User Groups

Figure 3-17. A basic user

Confum Password

Our new user is visible along with the default admin account

(Figure 3-18).
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a» ADMINISTRATION | MANAGE USERS

Users  User Groups

Q Search Options v

o
- admin

Maonitoring monitoring basic

Figure 3-18. A new user

vManage Clustering

As vManage is the linchpin of the SD-WAN, it needs to be resilient.
We can have multiple vManage servers and cluster them to ensure the
configuration among them is consistent.

Navigate to Administration » Cluster Management (Figure 3-19).

Administration

Cluster Management

Figure 3-19. Cluster Management
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By default, the local vManage server will show an IP address of
“localhost” as shown in Figure 3-20.

Cisco vManage

[Hl <% ADMINISTRATION | CLUSTER MANAGEMENT

Service Configuration Service Reachability
© Add vManage

e _

Click hostname or status icon for mare information
wa
- vManage! localhost Ready
-
-_
.

Figure 3-20. vManage as localhost

We need to be able to distinguish between our vManage servers, so we
have to change the IP address first, before we can add any new servers to
our cluster.

Click the triple dots at the right-hand side of the server, and select
“Edit” (Figure 3-21).

OE————1™

b632a4B80-37f6-4589-ba5e-961c911... ...

Device Connected
Edit

Remove

Figure 3-21. Editing the vManage server
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Select the IP address (10.1.1.2) from the drop-down, and enter the
username and password (Figure 3-22).

“Manasge IP Address Sebect Services

[Z] Statistics Database

He Database

Password

Figure 3-22. Setting the vManage IP address

Click “Update.” In the next window, you will be prompted to reboot the
vManage server (Figure 3-23).

Inorder to apply these changes the device will need to be rebooted.

Do you want to make these changes?

Figure 3-23. Rebooting the vManage

Click OK. You will see now that the IP address has changed (Figure 3-24).
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=% ADMINISTRATION | CLUSTER MANAGEMENT

Service Configuration Service Reachability

© Add vManage

Click hostname or status icon for more information

vManage01 10.1.1.2 Ready

Figure 3-24. New vManage IP address

We can now add a new vManage node, and we can do this by copying
the existing one on the EVE-NG server:

root@eve-ng:~# cd /opt/

root@eve-ng:/opt# cd unetlab/addons/qemu/
root@eve-ng:/opt/unetlab/addons/gemu# cp -R vtmgmt-19.3.0
vtmgmt-19.3.0-2

root@eve-ng:/opt/unetlab/addons/qgemu# /opt/unetlab/wrappers/
unl wrapper -a fixpermissions

root@eve-ng:/opt/unetlab/addons/qemus#

Add a new vManage server to our topology by right-clicking on a blank
area of the topology in EVE-NG and selecting “Node” (Figure 3-25).
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B Node

& Network

4l Picture

O Custom Shape
A Text

i Auto Align

Figure 3-25. Adding a new node to EVE-NG

Scroll down until you see “Viptela vManage,” and click it (Figure 3-26).

VEISd AlldLyLILS
Viptela vBond
Viptela vEdge
Vi_pl:'ela vManage

Viptela vSmart

Figure 3-26. Adding the second vManage server

Select the second instance we just created (Figure 3-27).
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ADD A NEW NODE

Template
Viptela vManage -
Number of nodes to add Image
1 vtmgmt-19.3.0-2 v
Name/prefix vtmgmt-19.2.1
vManager vtmgmt-19.2.1-2
vtmgmt-19.3.0
lcon
vtmgmt-19.3.0-2

vManage.png

Figure 3-27. Select the second vManage node

Name it “vManage02” and click Save.

Hover over the new instance with your mouse and then drag the orange
network cable icon over to Net100, making sure that eth0 is connected to
Net100. You will need to right-click on the VPNO switch and stop it, then
connect the eth1 interface from vManage02 to Gil/0 on the switch. Start the
switch again.

Right-click the topology, and add a text object of “22” The new
topology should look like Figure 3-28.
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Site 100
VPN 512
] - 100.1.1.0/24
—

<l —
s o —\ 10.1.1.5 =
@“wf_ 20.1.1.5 \ 8
2 [ uA) >
A o
X 10111 | 20.1.1.1 VEdgeO1 X /

Figure 3-28. The new topology

Right-click vManage02 and select start (Figure 3-29).

=

22 vManage02 (11)

EmvManar P Start

B Stop

Figure 3-29. Starting vManage02
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Left-click it to launch a telnet connection.

Once the console has loaded, you will be prompted to change the
password and format the disk, as we did at the start of the chapter. Once
the VM has rebooted, configure it as follows:

vmanage# config

Entering configuration mode terminal

vmanage (config)# system

vmanage(config-system)# system-ip 100.100.1.22

vmanage (config-system)# site-id 100

vmanage (config-system)# organization-name Learning_ SD-WAN
vmanage(config-system)# host-name vManage02

vmanage (config-system)#

vmanage (config-system)# vpn 512

vmanage(config-vpn-512)# interface etho
vmanage(config-interface-etho)# ip address 100.1.1.22/24
vmanage(config-interface-etho)# no shutdown
vmanage(config-interface-etho)# exit

vmanage (config-vpn-512)#

vmanage(config-vpn-512)# vpn 0

vmanage (config-vpn-0)# no interface etho
vmanage(config-vpn-0)# interface ethi
vmanage(config-interface-eth1)# ip address 10.1.1.22/24
vmanage (config-interface-eth1)# no shut
vmanage(config-interface-eth1)# tunnel-interface
vmanage(config-tunnel-interface)# allow-service all
vmanage (config-tunnel-interface)# exit

vmanage (config-interface-eth1)# ip route 0.0.0.0/0 10.1.1.1
vmanage (config-vpn-0)# end

Uncommitted changes found, commit them? [yes/no/CANCEL] yes
Commit complete.

vManageO2# ping 10.1.1.2
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Ping in VPN 0

PING 10.1.1.2 (10.1.1.2) 56(84) bytes of data.

64 bytes from 10.1.1.2: icmp_seq=1 ttl=64 time=0.623 ms

64 bytes from 10.1.1.2: icmp_seq=2 ttl=64 time=0.647 ms

e

--- 10.1.1.2 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1000ms
rtt min/avg/max/mdev = 0.623/0.635/0.647/0.012 ms

vManageO02#

I have been a bit lazy with the preceding settings and allowed all
services, but this does make life a lot easier when setting up a cluster. In
production, I would say that as a minimum, SSHD and NetConf should be
allowed, but each deployment will have its separate requirements.

Before we can add this new vManage server to the cluster, we need to
complete the setup, which means we need to follow the same steps as we
did with vManage01 and add the enterprise root certificates and create a
certificate for vManage02.

Once this is complete, we should not have any warnings on the main
dashboard on vManage02.

Repeat the process of setting the IP address under Administration »
Cluster Management as we did for vManage01, and wait for vManage02 to
come back up again.

Returning to vManage01, we can now add vManage02 to the cluster,
click the “Add vManage” button, and enter the IP address of vManage02
and the username and password (Figure 3-30).
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Select Services

=] Statistics Database

E] Configuration Database

2] Messaging Server

SD-AVC

Figure 3-30. Adding vManage02 to the cluster

Click “Add” and accept the prompt to reboot vManage02 (Figure 3-31).

Adding new vManage will restart NMS services and clear all inf;
viManage.

Are you sure you want to add vManage{10.1.1.22)?

Figure 3-31. Rebooting vManage02

The new server will have a state of pending until it has rebooted
(Figure 3-32).
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an ADMINISTRATION | CLUSTER MANAGEMENT

Service Configuration Service Reachability

© Add vMana ge

Click hostname or status icon for more information

N S R

yManage01 10.1.1.2 Ready

10.1.1.22 Pending

Figure 3-32. vManage02 is pending

Once the server has rebooted, it should be part of the cluster. This will
be reflected in the dashboard, as the number of vManage systems should
now be 2. We can also see this in the cluster details, as the hostname has
changed and the status is now “Ready” (Figure 3-33).

== ADMINISTRATION | CLUSTER MANAGEMENT

Service Configuration Service Reachability

© Add vManage

Click hostname or status icon for more information

s

vManage01 10112 Ready

vManage02 101.1.22 Ready

Figure 3-33. Both vManage servers are ready
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Single- and Multi-tenancy Options

Cisco’s SD-WAN has tenancy options, so we can enable multi-tenancy
support; however, once we enable multi-tenancy, we cannot go back to
single-tenancy mode, so don’t go through these steps (unless you really
fancy rebuilding your vManage servers)!

To enable multi-tenancy, go to Administration » Settings. Select the
Edit button next to “Tenancy Mode,” and select “Multitenant,” enter a
domain name and a cluster-ID, and then click Save (Figure 3-34).

Tenancy Mode Single Tenant
Tenancy: Single Tenant (@ Multitenant
Domain: Cluster id:

— |

Figure 3-34. Setting up tenancies

The vManage server will then reboot and come up in multi-tenancy
mode.

To create tenants, go to the new vManage URL, which, in this
example, would be https://1.acme.org. From the main screen, go to
Administration » Tenant Management and click “Add Tenant.” Enter
the details for the new tenant, such as the tenant name, description, the
organization name, and the domain name for the tenant, and then click
save.
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Alternative vManage Deployments
VMWare

Installing vManage on VMWare is very straightforward. In vCenter, click
File » Deploy OVF Template... (Figure 3-35).

File I Edit View Inventory Administration
i New A entory
r Deploy OVF Template...
! Export »
' Report > A
Print Maps b
Exit

Figure 3-35. Deploying OVF templates

Select the viptela-vmanage-19.3.0-genericx86_64.ova file (Figure 3-36).
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What is a Datacenter?
A datacenter is the prmary conlainer of inventory cbjécts

you can add and organize mventory objects Typic,

such as hosts and virtual machines. From the d =
L
18

300 nosts, fokders, and clusters 10 3 datacenter |

Source
wCenter Server can contain muiiple enters. Lf| L
companies might use multipie datacenters fo repres:
OIgANGANONAl LIRS I Their entemnse

Source

Inventory obyetts can inferacl within datacentars
OV Tempiate Datads.

imeraction across datacenters is bmited. Fov exs §
can mave a virtual machine with vMotion technology | e and locatan
O L0s asrin D it ne metas bt e fe gy e o B P ) Clate

t |08 s THaPC » LoclDnkiC) » Usen » Hondhum » Downlosds v & [ Seasch Downioads 2] il [Fom]
Basig  Oyganice = Mew folder -0 B,
L . Mame 2 Uate modded Type Sae
[ Deskicp ) veptela-edge-16.3 0-genesicalbebd DL IAI OVA File HTHO R
i Sconlonds @ vptels-sman- 19,10 genencité 64 SHPAGOR . S P L e
B Ooeliie €3 viptelsvmansge- 1930 genesical 64 1401 OWAFile 1884407 i8]
%] Recent places
& This PC
L

| |ovF packages ot |

Fie narre |ptelarmanage- 1930 geneeicadi-id

Figure 3-36. Selecting the OVF
Click Next to see the OVF details (Figure 3-37).

Source
OVF Template Details
Name and Location
@ Host [ Cluster
Resource Pool
Disk Format

Ready to Complate

o certificate present
1.068

1.0 GB (thin provisioned)
19.0 GB (thick provisioned)

Figure 3-37. The OVF details
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Name the VM and select a location (Figure 3-38).

Name and Location
Specify a name and location for the deployed template

Name:
OVF Tempiate Detals 1
|vManagen .
Bl @ Host / Cluster The name can contain up to B0 characters and it must be unique within the inventory folder.

Resource Pool
::ﬂv to C:Jndete ylocaBor:
= Itnvcenter.th.jocal

& [ [

Figure 3-38. Setting the virtual machine name

Select an ESXi host (if you have more than one) (Figure 3-39).

Host [ Cluster
On which host or duster do you want to run the deployed template?

[ [ e

[ itnesxo6.thlocal

B tnesx07.thiocal

[ itnesxos.thlocal

[] tnesx09.th.local

[ itnesx11.thlocal
Itnesx12.th.local
Itnesx

Figure 3-39. Selecting an ESXi host

Select a datastore (Figure 3-40).
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Storage
Where do you want to store the virtual machine fles?

a destination storage for the virtual machine fles:

a T006GB 12968 2697168

7] 050068 1867768 $523GE

1] 300TB 447 7B 61048 GB
a

] 1000.00G8 106T8 5165468

@ NALDSOL_T2f.. Unknown 1000.00GB 4834668 5165468

@ NALDSOLTY  Unknown 20078 1317TB 103 TR

NAL_DS01_T3... Unknown Z00TB 994.63 G8 L03TB

@ NALDSOLTH  Unknown 15078 12178 39.87 GB

3 " I

T (e Storage DRS ¢ this vietusl nischine
Seiect o dotastore:

Mame | Drive Type | Capacky | Provisoned | Free | Type | Thins Priovis
% L i

1
I <ok |[The> | omen |

Figure 3-40. Selecting the datastore
Click Next through the disk format (Figure 3-41).

Disk Format

In which format do you want to store the virtual disks?

source Datastore: 1_DS01_T1f-1G8
OVF Template Detais

Iame and Location Avaiable . 2421.0

ot / Clust space (GB) [

Stocage

Disk Format

Network Mapping = e Zarced

R it 4 € Thisk Provision Lazy Zaroed

€ Thick Provision Eager Zeroed

' Thin Provision

Figure 3-41. VM disk format
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Select the networks to use (Figure 3-42).

Map the networks used in this OVF template to networks in your inventory

. TR

Figure 3-42. VMWare networks

Click Finish (Figure 3-43).
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Ready to Complete
Are these the options you want to use?

When you diick Finish, the deployment task will be started,
Deployment settings:

OVF file: C:\ \sfordham

Download see 1.0GB

Size ondisk: 1.0GB

Name: vManagedi

Folden Elstree

Host/Cluster: Itnesxi4.thlocd

Datastore: NA1_DS01_Tif-1G8

Disk provisioning: Thin Provision

Network Mapping: "VM Network™to "VM Network™

Figure 3-43. Finishing the setup

The VM will be deployed (Figure 3-44).

(@ Deployment Completed Successfully [ = [ &
Deploying vManage01
Completed Successfully

o b e )

|

Figure 3-44. Deploying the vManage server in VMWare
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The next step is to add the second hard disk for storage.
Select the vManage01 VM, and click “Edit virtual machine settings”
(Figure 3-45).

vManage01

Summary - -Resource Allocation-  Performance ' Tasks & Events  Alarms ' Console. Permissions. . Maps

close tab [X]

What is a Virtual Machine?

A virtual machine is a software computer that, like a
physical computer, runs an operating system and

: Virtual Machines
applications. An operatling system instalied on a virtual

.
machine is called a guest operating system /;; b =
Because every virtual machine is an isolated computing Iuster Q
environment, you can use virtual machines as desktop or kg
workstation environments, as testing environments, or to e

consolidate server applications.

Host
In vCenter Server, virtual machines run on hosts or
clusters. The same host can run many virtual machines.

Ki Datacenter
Basic Tasks
[ Power on the virtual machine
f$ Edit virtual machine settings

24 convert to a template

| Learn more about virtual machines
_| Learn about templates
| Learn how to install an operating system

Figure 3-45. Editing the virtual machine settings

Click “Add...” (Figure 3-46).
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Hardware | Options | Resources | vServices |

™ Show All Devices | Add... I

|8 Memo 32768 MB
i crus 2

Video card Video card
& VMCldevice Deprecated
&3 Hard disk1 Virtual Disk
& Floppydrive1 Floppy 0
B Network adapter1 VM Network

Figure 3-46. Adding new hardware
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Device Type
What sort of device do you wish to add to your virtual machine?

Device Type Choose the f device you wish to add.
Select a Disk byt s

Create a Disk
Advanced Options

~ Information

Ready to Complete ": This device can be added to this Virtual Machine,

R, SCSI Device (unavallable)}

Figure 3-47. Adding a hard disk

Click Next to select the option to create a new virtual disk (Figure 3-48).
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Device Type A virtual disk is composed of one or more files on the host file system. Together these

Select a Disk files appear as a single hard disk to the guest operating system.
Create a Disk

Advanced Options Select the type of disk to use,
Ready to Complete — Disk

& Create a new virtual disk

" Use an existing virtual disk
Reuse a previously configured virtual disk.

€ Raw Device Mappings

Give your virtual machine direct access to SAN. This option allows you to
use existing SAN commands to manage the storage and continue to
access it using a datastore.

Figure 3-48. Create a virtual disk

Set the size to be 100GB, and click Next (Figure 3-49).
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Create a Disk
Spedify the virtual disk size and provisioning policy

— Capacit

Disk Size: I mda. Isa_;]

— Disk Provisioning

€ Thick Provision Lazy Zerced

€ Thick Brovision Eager Zeroed

1 Thin Provision

~Location

% Store with the virtual machine

" Specify a datastore or datastore duster:
|

Figure 3-49. Set the disk size

Set the Virtual Device Node to be “IDE”; SCSI is not supported
(Figure 3-50).
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Advanced Options
These advanced options do not usually need to be changed.

Spedify the advanced options for this virtual disk. These options do not normally need
to be changed.

Advanced Options ~Virtual Device Node
Ready to Complete C |scsi(:0)

=
@ [oEED =l
—Mode

I~ Independent
Independent disks are not affected by snapshots.

(e Persistent
Changes are immediately and permanently written to the disk.

o Nonpersistent
Changes to this disk are discarded when you power off or revert to the
snapshot.

Figure 3-50. Make sure you select IDE!

Click Next and then click Finish (Figure 3-51).
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Ready to Complete
Review the selected options and dick Finish to add the hardware,

Hard Disk

New virtual disk

100 GB

Thin Provisi
NA1_DSO01_T1f-1GB
1DE (0:1)
Persistent

Figure 3-51. Finishing the additional hard disk

The next and final stage is to add a second NIC, for the out-of-band
management (VPN 512).

Click “Edit virtual machine settings,” and then click Add and select
“Ethernet Adapter” (Figure 3-52).
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Device Type
What sort of device do you wish to add to your virtual machine?

Device Type
Network connection
Ready to Complete = = Tk

Choose the type of device you wish to add.

This device can be added to this Virtual Machine.

USE Device (unavaiabls)
3 PCI Device (unavailable)

A SCSI Davice (unavaiable)

Figure 3-52. Adding a new Ethernet adapter

The type should be “VMXNET 3” (Figure 3-53).
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Network Type
What type of network do you want to add?

~ Adapter Type

Type: |m€r3 v|

Adapter choice can affect both king perfi and migration compatibility.
Consult the VMware KnowledgeBase for more infi on choosing among the
network adapters supported forvarious guest operating systems and hosts.

k Connection
& Named network with specified label:
€ Legacy network:

I =

Legacy network types are not fully compatible with migration between hosts.

—Device Status
¥ Connect at power on

Figure 3-53. Selecting the network

Click “Next” and then “Finish” (Figure 3-54).
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Ready to Complete
Review the selected options and diick Finish to add the hardware,

Options:

Hardware type: Ethernet Adapter
Adapter type: VMXNET 3
Network Connection: VM Network
Connect at power on: Yes

Figure 3-54. Finishing the vManage hardware changes

vManage is ready to run on ESXi now.

KVM

Using the gemu-img command, create a second disk:
gemu-img create -f qcow2 vmanage-disk2.qcow2 100G
Setup vManage as follows:

virt-install \
--name vManageO1 \
--os-type linux \
--os-variant ubuntu14.04 \
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--cpu host \

--vcpus=2 \

--hvm \

--arch=x86_64 \

--Tam 16384 \

--disk path=viptela-vmanage-19.3.0-genericx86-64.qcow2,size=
16,device=disk,bus=ide,format=qcow2 \

--disk path=vmanage-disk2.qcow2,size=16,device=disk,bus=ide,
format=qcow2 \

--network=network:default,model=virtio \

--network=network:default,model=virtio \

--graphics none \

--import

The Viptela Serial File

In the previous chapter, we downloaded a serial file from the Smart
account portal. We now need to get this file into vManage.

The first step is to copy the file over to the VM directory, using
something like FileZilla. Once it is there, we should be able to see it along
with the virtioa.qcow?2 file (I have edited the folder name to make it easier
to read the output in the following):

root@eve-ng:~# cd /opt/unetlab/addons/qemu/linux-ubun-
dsktp-17.10.1/
root@eve-ng:/opt/unetlab/addons/qemu/linux-ubun-dsktp-17.10.1# 1s
serialFile.viptela virtioa.qcow2
root@eve-ng:/opt/unetlab/addons/gemu/linux-ubun-dsktp-17.10.1#

You need to install the MKISOFS utility, which you can do by following
the guide on this page: www.802101.com/how-to-get-files-into-qgemu-vm/
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The next stage is to create a CD ROM for our Linux machine:

root@eve-ng:/opt/unetlab/addons/gemu/linux-ubun-dsktp-17.10.1#
mkisofs -o cdrom.iso serialFile.viptela

I: -input-charset not specified, using utf-8 (detected

in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 0

Total directory bytes: 0

Path table size(bytes): 10

Max brk space used 0

176 extents written (0 MB)
root@eve-ng:/opt/unetlab/addons/qemu/linux-ubun-dsktp-17.10.1# 1s
cdrom.iso serialFile.viptela virtioa.qcow2
root@eve-ng:/opt/unetlab/addons/gemu/linux-ubun-dsktp-17.10.1#

Reboot the Linux VM and the CD Rom should be visible (Figure 3-55).

Activities Wed 09:46 @

Figure 3-55. We have a CDROM!
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The serialFile.viptela will have had the name truncated as we used the
standard format (ISO 9660) when creating our ISO file, so file names have
a maximum of eight characters with a three-character extension. Later on,
we’ll use Joliet extensions so that this does not happen again. Copy the
serialfi.vip file to /tmp, and rename it back to serialFile.viptela (Figure 3-56).

usér@user-virtual-nachlne:~5 cp [mediajuser /CDROM/serialfi.vip /tmp/serialFile.

viptela
user@user-virtual-machine:-5 I

r

Figure 3-56. Renaming our serial file

On vManage01, navigate to Configuration » Devices, and click
“Upload WAN Edge List” (Figure 3-57).

£X CONFIGURATION | DEVICES

WAN Edge List Controllers

[l Change Mode ~ | #* Upload WAN Edge List | [2 Export Bootstrap Configuration

O\ Search Options v

Figure 3-57. Uploading the WAN edge list

Select the serialFile.viptela file that is in the /tmp directory (Figure 3-58).
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WAN Edge List Browse... | serialFile.viptela

Validate the uploaded vEdge List and send to controllers

Are you sure you want to upload serialFile.viptela ?

Em

Figure 3-58. Yes, we are sure

The file will upload (Figure 3-59).

vEdge list uploaded successfully

- Number of vEdges uploaded successfully
10

Figure 3-59. The successful upload

We can check this in the Configuration » Devices page (Figure 3-60).
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£ CONFIGURATION | DEVICES

WAN Edge List Controllers

([! Change Mode ~ % Upload WAN Edge List | [ Export Bootstrap Configuration | [ Sync Smart Account

Ken NA
CSR1000v CSR-17B237B8-852A-7186-3C94-2736 Token - eBcB4810cBdd..  NA
CSR1000v CSR-ED477D6F-2358C-1B08-0857-E19E Token - a4f4d0216a7c.. NA

CSRFICTDO91-3AF3-4A45-4C98-831 Token - 7a652bb5c0b4 NA
CSR1000v CSR-ESCD1068-E2C8-D2F7-AEBD-3D3 Token - 26f0b73 NA
vEdge Cloud S&7F a13-8556-f66decedd Token - ceb5021fb630 NA

vEdge Cloud blea

oken - 82414935364 A

vEdge Cloud 0006bSdd-15{b-f9e3-7 B162015a Token - 1ddb&68eb802 N&
vEdge Cloud B6038%efs5- -c1ca-28d3-37chaB973 Token - 1ef3a68c7504 NA
vEdge Cloud cd24a86¢9-330e-bd2a-f4c6-496f03053 Token - 2664fe650308 NA

Figure 3-60. Our edge device list!

Now that we have our vManage server up and running and loaded with
our serial file, we can start to build out the rest of the network.

Summary

In this chapter, we set up our vManage NMS cluster and set the certificate
authority using our Linux server in VPN 0. We set up some extra users and
looked at tenancy options. We then uploaded the Viptela serial which will
enable us to add our edge devices. Next up, we should look at how the SD-
WAN network will operate.
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CHAPTER 4

Understanding
the Overlay

During our setup of the vManage server(s), we created two VPN
connections, VPN 0 and VPN 512. These have different purposes; we use
VPN 512 for out-of-band management, whereas VPN 0 is our transport
VPN, but can also be used for management purposes.

In this chapter, we are going to look at these two VPNs in greater detail
and the OMP routing protocol, which forms the overlay network used
by the SD-WAN, as well as BFD and NETCONF (Network Configuration
Protocol).

VPN 512

This management VPN is enabled by default on all Viptela devices, but will
be unconfigured, such as here on the vSmart controller:

vSmart01# sh run vpn 512
vpn 512

!

vSmarto1#

Typically, on vEdge devices, the Gigabit Ethernet interface will be used;
on other devices, such as vBond, the Ethernet interface will be used.
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The IP address configuration can be configured for static or DHCP IP
addressing:

vBond01# sh run vpn 512
vpn 512
interface etho
ip address 100.1.1.3/24
ipv6 dhcp-client
no shutdown
!
!
vBondo1#

Apart from a little bit of routing, there is little we can do with VPN 512,
so let’s look at VPN 0 instead.

VPN 0

VPN 0 is where all the magic happens; this is the WAN transport VPN. All
the control plane traffic is carried by this VPN through the overlay network,
within OMP sessions.

Note If a device is to be part of the overlay network, then at least
one interface must be connected to VPN 0.

We start by defining the interface to be used for VPN 0 and then set the
IP address; this address can be IPv4 or IPv6 (or both if you are so inclined):

vBondo1# sh run vpn 0
vpn O
interface ge0/0
ip address 10.1.1.3/24
ipv6 dhcp-client

102



CHAPTER 4  UNDERSTANDING THE OVERLAY

Next, we define our tunnel interface. On the vBond and vEdge devices,
we need to set an encapsulation method, which can be IPSec or GRE (this
is for the TLOC, or Transport Location). We do not need to specify the
encapsulation on all devices. It is mandatory on the vBond device, but
not required (or even available as a command) on the vSmart or vManage
devices.

tunnel-interface
encapsulation ipsec

Within the tunnel interface, we specify the allowed services. Routing-
wise we can enable BGP and OSPE. To overcome issues with NAT, we
can enable the STUN (Session Traversal Utilities for NAT) protocol. For
management, we can enable SSH (sshd), NTP, NETCONE ICMP, HTTP,
DNS, and DHCP.

We can enable all of the services (using the command “allow-service
all”), but even so, will still see those commands that have not been
explicitly permitted or denied showing in the configuration as having their
default values. Hopefully, this will be changed in future versions:

allow-service all

no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp

no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
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Access such as SSH will be available over VPN 512 by default; however,
we can also enable this over VPN 0. NETCONF should be enabled on edge
devices as this is how vManage provisions virtual devices, as well as the
edge devices using NETCONTF to send notifications back to vManage.

The VPN 0 interface will, by default, be placed in a shutdown state. We
need to enable it.

no shutdown
!

Lastly, we (may) need to provide routing information, which is done
under the interface, where we set the IP address:

ip route 0.0.0.0/0 10.1.1.1
!

vBondo1t

The options available under the tunnel interface differ depending on the
platform. There are, however, some constants, such as the allowed services,
the Hello interval, and Hello tolerance, which set the time (in seconds) that
we send hello packets and the control tolerance of these packets.

The Hello interval is the time between Hello packets. These packets are
used to check that tunnels between devices are still active and act to keep
the tunnel alive. These are sent every one second, by default. If no Hello
packet is received, then we use the Hello tolerance to keep the tunnel
up that little bit longer. The Hello tolerance is set to 11 seconds (again by
default), so if no Hello packet is received within 12 seconds (the original
Hello interval plus the tolerance), the tunnel is taken down.

If the interval and tolerance have different values at each end of the
DTLS tunnel, then the lower hello interval and higher tolerance interval
will be used between controller devices (vManage, vBond, and vSmart). If
one side of the tunnel is an edge router, then the tunnel will use the values
configured on the router. This is to minimize the amount of traffic sent
over the tunnel.
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DTLS

The Viptela/Cisco SD-WAN uses DTLS or TLS tunnels between devices
(Figure 4-1). DTLS (Datagram Transport Layer Security) is based on
TLS and was designed to do what SSL could not, namely, create a secure
protocol under UDP. The vBond will only use DTLS, though.

vSmart

Figure 4-1. A DTLS tunnel

TCP has measures built into it to make it reliable. It will request
missing packets, and it will reorder packets received so they are in the
correct order. These are all excellent ways of giving us a network we can
use. However, once we start putting TCP within TCP (like in tunnels), then
these reliability measures can be detrimental. This is referred to as “TCP
meltdown.

With TCP meltdown, when the underlying protocol has an issue, it tries
to recover (by requesting a missing packet, for example); this can cause the
preceding layer to also compensate, which can, in turn, cause delays on
the network.

To avoid this, UDP is used instead. While UDP is connectionless and
lacks recovery mechanisms, issues with loss of datagrams and out-of-order
packets have to be offloaded to the application (SD-WAN), instead of having
TCP do this for us. But at least we avoid TCP meltdown.

Within the tunnel are the OMP messages (Figure 4-2).
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OMP

OMP is the Overlay Management Protocol. This is the control plane of the
SD-WAN and runs between the vEdges and the vSmart controllers.

Ce==m

vBond vSmart

Figure 4-2. DTLS tunnel carrying OMP messages

OMP performs the following functions:
o Network overlay orchestration, such as site connectivity

» Distribution of routing information and location
mappings (the TLOCs)

o Data-plane security parameter distribution
e Control and distribution of routing policy

OMP is enabled by default, as we can see on the vSmart controller:

vSmart01# show omp summary

oper-state up
admin-state up
personality vsmart
omp-uptime 4:19:03:49
routes-received 0

routes-installed
routes-sent
tlocs-received

0
0
0
tlocs-installed 0
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tlocs-sent
services-received
services-installed
services-sent
mcast-routes-received
mcast-routes-installed
mcast-routes-sent
hello-sent
hello-received
handshake-sent
handshake-received
alert-sent
alert-received
inform-sent
inform-received
update-sent
update-received
policy-sent
policy-received
total-packets-sent
total-packets-received
vsmart-peers
vedge-peers

vSmartol#

O O O O O O O O OO OO0 OO0 oo oo oo o o o

OMP advertises the following:
¢ OMP routes/vRoutes
e Service routes

e TLOCs
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To understand these three different types of routes a little easier,
we can break our network into two halves: the service side and the
transport side.

OMP Routes/vRoutes

OMP routes are also known as vRoutes; these will be the service prefixes
mentioned earlier. These routes are advertised to the vSmart controller
as they are collected from the edge devices. Any connected, static,
OSPF inter-area or intra-area routes will be automatically injected into
OMP. BGP and OSPF external routes will need to be manually redistributed
within OMP.

Looking at our topology, in Figure 4-3, the lines in black would be our
OMP routes.
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I = VPN 512
- - 100.1.1.0/24

VPNO
\0.1,1,024 10111/ )\ 20111

P

10.2.1.0/24 10.3.1.0/24

/A
2R NPLER

50.10.10.0/24 020000 50.11.11.0/24

60.22.22.0/24

{.}-

l 172.16.20.0/24 l—

vEdgaO2
A

172.16.30.0/24 |

Figure 4-3. Our OMP routes
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Service Routes

Service routes are identifiers that link an OMP route to a service on a vEdge
router or within the site that the vEdge router is in. These services could

be a firewall, IPS/IDS, or a load balancer, for example. These routes specify
the location of the service. We do not have any of these in our topology, but
if we did (such as a firewall inside site 100), the service routes would look
like in Figure 4-4.
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Site 100
VPN 512
|- 4."' 100.1.1.0/24

.\
\

4—
-r
w/—- -~ ———_ _10.1.1. 5
@‘“ 20 115/ 25
s :
VPN O
10.1.1.0/24 10.1.1.1 | o114 vEdge01 /
19:2.1.0/24 10.3.1.0/24
m \
ISP-R/ e % \MPLS-R
254 .{\ / .ng 254

50.10.10.0/24 60.20.20.0/24

60.22.22.0/24

50.11.11.0/24

Site 200
\ J' \

172.16.20.0/24 |~
rmon (32)

vEdgeoz

CSR-1
A

Figure 4-4. Service routes
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Service routes use the Subsequent Address Family Identifier (SAFI),
which include the following attributes:

e« VPNID

e ServiceID

e FW
e IDS
o IDP

e Generic net-svc
e Label

e Originator ID

e TLOC

e PathID

TLOC

TLOC stands for Transport Location, and it is a way of separating the route

from the endpoint on which it sits; routes are based on location, not on

specific router interfaces. TLOCs are our next hops and WAN attachment

points, they are the only part of the OMP that is visible to the physical

network, and these TLOCs must be reachable by the routing domain.
Figure 4-5 shows these TLOCs.
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Site 100
E 4-: ‘1!3:1511 .%rza
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Figure 4-5. TLOCs
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A TLOC has three components:

e System IP. We have seen these already when we set
up our vManage NMS. This “IP” does not have to be
routable or reachable; it is for identification only,
similar to a BGP router ID. It is not an IP in the proper
sense, it is purely a dotted decimal set of numbers. We
set this in the system properties.

e Color. The color is used to distinguish between
different transports.

o Encapsulation type, which will either be GRE or IPSec.
The TLOC will advertise the following:

e TLOC private address

e TLOC public address

o Carrier

e Color

e Encapsulation type

e Preference

o SiteID
o Tag
o  Weight

The carrier attribute is an identifier, and there are eight options to
choose from (carrierl through to carrier8). The carrier attribute is used,
when we are using NAT and private colors, to control whether we use the
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private or public IP address for session establishment. If the carrier setting
is the same, then the private IP address is used. If the carrier setting is
different, then then public IP address is used:

vBondo1(config-tunnel-interface)# carrier ?
Description: Set carrier for TLOC
Possible completions:

<default carrierl carrier2 carrier3 carrier4 carrier5
carrier6 carrier7 carrier8>[default]
vBond0o1(config-tunnel-interface)#

The color identifies the link type from a predefined list:

vBond01(config-tunnel-interface)# color ?

Description: Set color for TLOC

Possible completions:
<3g biz-internet blue bronze customl custom2 custom3
default gold green lte metro-ethernet mpls public-
internet red silver privatel private2 private3 private4
private5 private6>[default]

vBondo1(config-tunnel-interface)# color

Color does more than link identification; it defines the VPN tunnel
establishment logic, as we will see later. Color is an important area to
understand, so we will go into this in greater detail in Chapter 9 when we
can see itin action.

Preference is used to differentiate OMP routes advertised by two
different TLOCs; the TLOC with the highest preference will be advertised
out. If an OMP route is reachable through two (or more TLOCs), then we
can use the weight attribute to control our outbound traffic.
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Note By default, traffic will be balanced equally across multiple
TLOCs, and each of these will have a value of 1. If this value is
increased (to @ maximum of 255), then more traffic will be sent to
this TLOC. We can use this to perform unequal cost multi-pathing,
for example, to send more flows across higher-bandwidth lines,
by configuring one TLOC with a weight of 100 and the other with a
weight of 10, to get a 10:1 traffic ratio.

The tag is used for TLOC filtering; this is an optional, transitive path
attribute.

We will look closer at TLOCs in Chapter 7 when we set up our edge
routers.

BFD

BFD, or Bidirectional Forwarding Detection, is used to quickly detect path
failures. BFD is used by several technologies such as OSPF and BGP as well
as SD-WAN.

BFD sessions are created automatically when edge routers come up
and they run inside IPSec connections:

vEdgeO1# show bfd summary

sessions-total 1
sessions-up 1
sessions-max 2
sessions-flap 2
poll-interval 600000

vEdgeo1# show bfd tloc-summary-list
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IF SESSIONS SESSIONS SESSIONS
NAME  ENCAP TOTAL up FLAP

geo/0 1ipsec 1 1 2
vEdgeo1#

We can use the “show bfd history” and “show bfd sessions”
commands to look at the BFD details. The history command (Figure 4-6)
shows us the state changes and when they occurred.

vEdgedl# show bfd history

DST PUBLIC DST PUBLIC RX ™

SYSTEM IP SITE ID COLOR STATE P PORT ENCAP  TIME PETS PKTS DEL
60.100.108.1 208 red down 50.11.11.1 12426 ipsec 2020-84-89T13:44:15+0000 4 5 ]
60,108,188, 1 208 red up 50.11.11.1 12426 ipsec  2028-04-89T13:44:16+0002 1014693 1814717 @
60.,100.100.1 200 red down 50.11.11.1 12426 ipsec 2020-84-15T10:36:32+0000 1014698 1814765 @
60.108.108.1 200 red up 50.11.11.1 12426 ipsec 2026-04-15T10:37:16+0002 1914698 1914765 @
60,108, 108¢.1 2on red down 50.11.11.1 12426 ipsec ZO20-@4-15T18:37:16+0008 @ o 8
62.100.108,1 208 red down 50.11.11.1 12426 ipsec 2020-84-15T18:37:16+0000 @ 8 @
60.100.168,1 200 red down 50.11.11.1 123485 ipsec 2020-84-15T18:37:19+0008 10 12 @
60.108.188.1 208 red up 58.11.11.1 12346 ipsec 2820-84-15T18:37:20+0008 0 ] #
vEdgedis

Figure 4-6. BFD history

The sessions command (Figure 4-7) shows us our current sessions.

VECGALE Thav B¢ seasions

e 1100 mwate Lo T 1 T PumLEC serec ™
T ary ==~} e seency » ar PP MATIRTIR  IRTESMAL (mis) WTD s
[TRTT R - e e W.1.08 AL ey tgsec 7 b Tietedsi 8

viegeate

Figure 4-7. BFD sessions

BFD is used to confirm that remote TLOCs are active. We have one
BED session per TLOC per destination TLOC, and if the BFD session fails,
then the vSmart controller will remove all the routes which point to that
particular TLOC as a next hop.
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NETCONF

NETCONF (Network Configuration Protocol) is the last topic for this
chapter. NETCONF is a “simple mechanism through which a network
device can be managed” (RFC 4741"). It allows us to pull configuration
data out and push configuration data in and uses XML to encode a remote
procedure call (RPC).

The RFC for NETCONF (RFC 4741) was published in 2006 by Rob
Enns, then of Juniper Networks. We then have another couple of useful
RFCs, such as RFC 47422 for using NETCONF over SSH and RFC 55393 for
NETCONF over TLS.

NETCONF can be seen as four different layers:

o Content (configuration data and notification data)
o Operations (retrieve and edit the configuration data)
e Messages (for encoding RPCs and notifications)

e Secure transport (secure and reliable transport of
messages between a client and a server)

The basic NETCONF operations are shown in Table 4-1.

'https://tools.ietf.org/html/rfc4741
2https://tools.ietf.org/html/rfc4742
*https://tools.ietf.org/html/rfc5539
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Table 4-1. NETCONF commands

Operation Purpose

<get> Retrieve the running configuration and device state
information

<get-config> Retrieve all or part of a specific configuration datastore

<edit-config> Edit the configuration through creating, deleting, merging,
or replacing

<copy-config> Copy the configuration datastore to another configuration
datastore

<delete-config> Delete a configuration datastore

<lock> Lock the configuration datastore of a device

<unlock> Unlock a locked configuration datastore

<close-session> Close a NETCONF session (gracefully)

<kill-session> Close a NETCONF session (ungracefully)

When we send configurations to our edge devices, these configurations
are sent as NETCONF messages, within IPSec tunnels. NETCONF is
also used to send the signed certificate to the vEdge devices during the
onboarding process and then to push localized policies from vManage to
the vEdge devices.

Summary

We have looked at the overlay network, including VPN 512 and 0, and
covered the DTLS tunnels and the OMP messages carried within them. We
then looked at BFD and NETCONE In the next chapter, we will set up our
vBond controller.
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CHAPTER 5

Deploying vBond

In this chapter, we are going to set up the vBond server. The basic setup
is very similar to the vManage, as all the devices share the same basic
configuration.

As with all the devices, you will be prompted to change the password
for the admin account when you first log in.

Because vBond and vEdge share the same software image, the device
will default to the hostname of “vedge” when it starts up for the first time.

Basic vBond Configuration

Start by entering the hostname, system IP, site ID, and organization name:

vedge#f config

Entering configuration mode terminal

vedge(config)# system

vedge(config-system)# host-name vBondo1l
vedge(config-system)# system-ip 100.100.1.3
vedge(config-system)# site-id 100

vedge(config-system)# organization-name "Learning SD-WAN"
vedge(config-system)#

Next, set the vBond IP address. This must match the IP address we
set on our VPN 0 interface. We also specify that we are the “local” vBond
controller. Commit your configuration.
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vedge(config-system)#
vedge(config-system)# vbond 10.1.1.3 local
vedge(config-system)# commit

Note You may see some documentation also using the option of
“vbond-only” as well as “local.” You can still use this option,
and it will work in the configuration, but it was deprecated in Viptela
version 16.2.

In areal-life deployment, the vBond IP address should be a publicly
reachable IP address. Next, we move on to our network configuration.

vBond Network Configuration

Type the following:

vBondo1(config-system)# vpn 0

vBondo1(config-vpn-0)# ip route 0.0.0.0/0 10.1.1.1
vBondo1(config-vpn-0)# interface ge0/0
vBondo1(config-interface-ge0/0)# ip address 10.1.1.3/24
vBond01(config-interface-ge0/0)# no tunnel-interface
vBond01(config-interface-ge0/0)# commit and-quit Commit complete.
vBondo1#

We need to remove the tunnel interface from VPN 0; otherwise, we will
not be able to add vBond to vManage, and we will just get a Java exception
€error.

We should also set up our management connectivity:

vBondo1# conf t
Entering configuration mode terminal
vBondo1(config)# vpn 512
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vBondo1(config-vpn-512)# interface etho
vBondo1(config-interface-etho)# ip address 100.1.1.3/24
vBondo1(config-interface-etho)# no shutdown
vBondo1(config-interface-etho)# exit
vBondo1(config-vpn-512)# commit and-quit

Commit complete.

vBondo1#

We should now be able to copy over our CA certificate, so, from the
Linux server’s command prompt, CD into the Downloads directory and
type, filling in the authentication details when prompted:

scp CA.crt admin@10.1.1.3:
Switch back to the vBond01 VM and install the certificate:

vBondo1# request root-cert-chain install /home/admin/CA.crt
Uploading root-ca-cert-chain via VPN 0

Copying ... /home/admin/CA.crt via VPN O

Updating the root certificate chain..

Successfully installed the root certificate chain

vBondo1#

We should now be able to add the vBond device to vManage.

Adding vBond to vManage

Firstly, make sure that vManage has been set up with a vBond device.

Go to Administration » Settings, and edit the vBond configuration,
adding the IP address of our vBond controller. This must be the VPN 0
address we configured earlier (Figure 5-1).
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vBond Not Configured

vBond DNS/ IP Address : Port

l P

Figure 5-1. Adding the IP address of the vBond controller to
vManage

Click Save.
Next, navigate to Configuration » Devices (Figure 5-2).

5% DASHBOARD | MAIN DASHBOARD

Figure 5-2. The Devices menu

Click “Controllers” (Figure 5-3).
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Cisco vManage

Tl %3 CONFIGURATION | DEVICES

WAN Edge List Controllers

o © Add Cantroller = | [[! Change Mode =

- vManage vManage01 100.1.1.2 100

Figure 5-3. Controllers

Click “Add Controller,” and select the vBond option (Figure 5-4).

L CONFIGURATION | DEVICES

WAN Edge List Controllers

© Add Controller ~ | [|! Change Mode ~

vBond
vSmart
vManage vManage01

Figure 5-4. Adding a new controller

Enter the IP address and username and password of the vBond device,
and click “Add” (Figure 5-5).
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vBond Management IP Address

Usermname

admin

Password

[=] Generate csa

Figure 5-5. The name is Bond. vBond

We should see the vBond controller added to our list now as seen in
Figure 5-6.

3 CONFIGURATION | DEVICES

WAN Edge List  Controllers

Q, Biack Ceidon

Controller Type Hostname Sywtem 1P £ Mode Davice Status Corificate Status
vManage YManaged1 100.100.1.2 100 ci -

Figure 5-6. Our controller list

We still have some work to do, as the vBond server details are missing,
and we do not have a certificate installed.

Navigate to Configuration » Certificates » Controllers. The vBond
controller will have an operation status of “CSR generated,” so click
the triple dots and select “View CSR.” Download it to the Linux server
(Figure 5-7).
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IP Addeess: 10113

BEGIN CERTIACATE REQUEST
MEIOTT DOALICAD Awvpowr CEAB N VEA Y T AN T M Y O E e IO el api
MR Cw VOO HEwhT YW g ZTEYME

i AXBIWa i Ex

; Opening undefined.csr
MO GNLNFRTA

- You have chosen to open:
TGOk D0 DavOSIR
b £ A v s NS undefined.csr
A which is: PKCS#10 certification request (1.2 kB)
from: data:
| PR £ e A b VIR VY TRV What should Firefox do with this file?
Openwith | View file (default) s
OSavefile S

Do this automatically for files like this from now on.

Figure 5-7. The vBond CSR
Sign the certificate using the Linux server:

openssl x509 -req -in undefined.csr -CA CA.crt -CAkey CA.key
-CAcreateserial -out vBond01.pem -days 1000 -sha256

Back on vManage, navigate to Configuration » Certificates »
Controllers. Click “Install Certificate.” Select the vBond01.pem certificate
and install it.

The task view will first show that the install is scheduled (Figure 5-8).

Search Ogtony ~

Q
T

© Scheduled Install Certificate, on device 180954¢£8-0683-4dcc-ad15-6. vBond

Figure 5-8. vBond certificate install scheduled
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Then, it will show that it was (hopefully) successful (Figure 5-9).

Figure 5-9. vBond certificate install success

Head back to Configuration » Devices » Controllers; we will see that
the Certificate Status now shows as “Installed,” and we should be fully
populated with the hostname and system IP (Figure 5-10).

€2 CONFIGURATION | DEVICES

WANEdgeList  Controllers

© Add Controller = | (I: Change Mode =

N e e T e
vManage vidanagedl 100.100.1.2 100 cu E In Syne Instafied
vBand vBond01 1001001 3 100 cu In Syne Instalied

Figure 5-10. All the vBond details!

If you don’t get the same result, then head over to the troubleshooting
chapter (Chapter 14).

Assuming all is well, we should see that our dashboard has updated to
reflect the new vBond orchestrator (Figure 5-11).

23 DASHEOARD | MAIN DASHBOARD

@ e @ WAN Edge - 0 @ r:

Figure 5-11. We have a vBond

Our Network page (Monitor » Network) will also show the new
controller (Figure 5-12).
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5 - [l Search Optiens
T I I R T I = T T N
10010012 vManage 71340« b7 reachable 100 o 193.0
to13 Edge ac. & reachabily 100 1990

Figure 5-12. The Network monitoring page

We can use the console to check our orchestrator properties (“show

orchestrator local-properties”), which is great for troubleshooting

certificate issues, as well as misconfiguration such as organization names

that do not match.

vBondo1# show orchestrator local-properties

personality
sp-organization-name
organization-name
system-ip
certificate-status
root-ca-chain-status

certificate-validity
certificate-not-valid-before
certificate-not-valid-after
chassis-num/unique-id

serial-num
number-active-wan-interfaces
protocol

vbond
Learning_SD-WAN
Learning_SD-WAN
100.100.1.3
Installed
Installed

Valid

Apr 01 08:23:30 2020 GMT
Dec 27 08:23:30 2022 GMT
87563514-cc06-47a9-85ea-
03d4cf2e0a24
C024D682372213FA

1

dtls

INSTANCE INDEX PORT VSMARTS VMANAGES STATE

12346 0

vBondo1#
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We can also check out the connections we have using the command
“show orchestrator connections” The output for this is quite long, as
shown in Figure 5-13!

i |l

Figure 5-13. The output from “show orchestrator connections”

By now, the serial number list we downloaded from SmartNet and
uploaded to vManage should have downloaded to vBond (this output has
been truncated to avoid sharing serial numbers):

vBond01# show orchestrator valid-vedges serial-number

CHASSIS NUMBER SERIAL NUMBER

00B6B5DD-15FB-123FFFF 1ddb68eb80270123FFFF
567F7A4B-0720-123FFFF ceb5021fb63bd123FFFF
60389EF5-8D88-123FFFF 1ef3a68c75c43123FFFF
BOEA9F50-99AC-123FFFF a2d1493536d8f123FFFF
(D24A6(C9-330E-123FFFF 2664fe69a308c123FFFF
CSR-0502AB1A-123FFFF 2501e42780753123FFFF
CSR-17B237B8-123FFFF e8c8481cc8dda123FFFF
CSR-E5C01068-123FFFF 26T0b73247dd4123FFFF
CSR-ED477D6F-123FFFF a4f4do216a7cb123FFFF
CSR-F1C7D091-123FFFF 7a652bb5c0b47123FFFF

vBondo1#
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The final stage of setting up the vBond controller is to enable the
tunnel interface under VPN 0. We need this for the vSmart and edge
devices to be able to connect to vBond.

vBondo1# config

Entering configuration mode terminal

vBondo1(config)# vpn 0

vBond01(config-vpn-0)# interface geo/0
vBondo1(config-interface-ge0/0)# tunnel-interface
vBond01(config-tunnel-interface)# allow-service all
vBondo1(config-tunnel-interface)# encapsulation ipsec
vBondo1(config-tunnel-interface)# commit and-quit
Commit complete.

vBondo1#

Alternative vBond Deployments

We can also set up the vBond appliance on VMWare and KVM.

VMWare

Within vSphere, click File » Deploy OVF Template..., then select viptela-
edge-19.3.0-genericx86-64.ova, and click Next (Figure 5-14).
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Source
OVF Template Details
Name and Location
@ Host [ Cluster
Resource Pool
Disk Format
Ready to Complete
Mo certificate present

232.1M8

234.8 M8 (thin provisioned)
10.2 GB (thick provisioned)

Figure 5-14. vBond install on ESXi

Click Next.
Name the new VM, and select a location (Figure 5-15).
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Name and Location
Specfy a name and location for the deployed template

Source MName:
QVF Template Datads -
e radl [Bondo ]
@ Host [ Cluster The name can contain up to 80 characters and it must be unique within the inventory folder.
Resource Pool
Disik Format It
Ready to Complete ey Locston:
[=] It Jth.local
@ [ [Elstree]

Figure 5-15. Naming the vBond controller on ESXi

Select a host and click Next.

Select a datastore.

Click next on Disk Format.

Select the networks you will be using; each should be mapped to
different networks (ideally) (Figure 5-16).

133



CHAPTER 5  DEPLOYING VBOND

Network Mapping
What networks should the deployed template use?

?ﬁ,_ﬁ:mw Map the networks used in this OVF template to networks in your inventory

Name and Locaton

st oster Seurce Netwarks | Destination Networs |
slorage VM Network VM Netwark

wl VM Network 1 VM Network

aadit w'" m' " VM Network 2 VM Network

VM Network

Waming: Multiple source networks are mapped to the host network: VM Network

Figure 5-16. vBond networks

Click Next to complete the deployment settings, and finally, click
Finish (Figure 5-17).
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Ready to Complete
Are these the options you want to use?

Source

OVF Tempiate Detals When you dick Finish, the deployment task wil be started.

Heme snglocaten Deployment settings:

HostJ Cluster OvFfile: C:\Users\sfordham\Downloads\viptela-edge-1930-generi

R Download sze: 3218

Lskformat Sze ondisk: 2348 M8

m MName: vBondil
Folden Eistree
Host/Cluster: Itnesx14.thloc
Datastore: datastorel-ltnendd
Disk provisioning: Thin Provision
Network Mapping: VM Netweark™to VM Network”
Network Mapping: VM Network 1" to "VM Network”
Network Mapping: WM Network 2" to "VM Netwark”
Network Mapping: “VM Network 3" to VM Network™

I™ Power on after deployment

Figure 5-17. vBond configuration

The deployment will complete (Figure 5-18).

Figure 5-18. vBond successful deployment
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KVM

If you want to install vBond on KVM, use the following:

virt-install \
--name vbond01 \
--os-type linux \
--os-variant ubuntu14.04 \
--cpu host \
--vcpus=2 \
--hvm \
--arch=x86_64 \
--ram 2048 \
--disk path=viptela-bond-19.3.0-genericx86-64.qcow2,
size=16,device=disk,bus=ide,format=qcow2 \
--network=network:default,model=virtio \
--network=network:default,model=virtio \
--graphics none \
--import

Summary

In this chapter, we have set up our vBond controller. The next step in
building our topology is to set up vSmart.
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Deploying vSmart

The vSmart controller sits between the vEdge devices and the vBond
orchestrator; it helps with the authentication of edge devices to the vBond
and manages the connectivity between the edge devices.

vSmart Basic Config

The vSmart configuration follows the same steps as the vBond from the
previous chapter:

vsmart# config

Entering configuration mode terminal

vsmart(config)# system

vsmart(config-system)# host-name vSmartoi
vsmart(config-system)# organization-name Learning SD-WAN
vsmart(config-system)# site-id 100
vsmart(config-system)# system-ip 100.100.1.4
vsmart(config-system)#

vsmart(config-system)# vbond 10.1.1.3
vsmart(config-system)#
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For the VPN 0 configuration, we need to enable the NETCONF service
in the tunnel interface:

vsmart(config-system)# vpn 0

vsmart(config-vpn-0)#

vsmart(config-vpn-0)# no interface etho
vsmart(config-vpn-0)# interface eth1
vsmart(config-interface-eth1)# ip address 10.1.1.4/24
vsmart(config-interface-eth1)# no shut
vsmart(config-interface-eth1)# ip route 0.0.0.0/0 10.1.1.1
vsmart(config-interface-eth1)# tunnel-interface
vsmart(config-tunnel-interface)# allow-service netconf
vsmart(config-tunnel-interface)# commit and-quit
Commit complete.

vSmartol1#

Whereas the vBond IP address should be a public IP (in a real-life
deployment), the IP address we assign to the eth1 interface does not have
to, but will be determined by your deployment needs. We can now test
connectivity.

vSmartoi# ping 10.1.1.2

Ping in VPN O

PING 10.1.1.2 (10.1.1.2) 56(84) bytes of data.

64 bytes from 10.1.1.2: icmp_seq=1 ttl=64 time=3.41 ms

64 bytes from 10.1.1.2: icmp_seq=2 ttl=64 time=1.48 ms

e

--- 10.1.1.2 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1000ms
rtt min/avg/max/mdev = 1.484/2.450/3.416/0.966 ms

vSmarto1#
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Let’s set up our management connectivity:

vSmarto1# config

vSmarto1(config)# vpn 512

vSmarto1(config-vpn-512)# interface etho
vSmartoi(config-interface-etho)# ip address 100.1.1.4/24
vSmarto1(config-interface-etho)# no shutdown
vSmarto1(config-interface-etho)# exit
vSmarto1(config-vpn-512)# commit and-quit

Commit complete.

vSmartoli#

vSmart Certificates

This is the same process as the other devices. We start by copying the CA

certificate from the Linux server to the vSmart controller.
scp CA.crt admin@10.1.1.4:
Then we install the certificate:

vSmarto1# request root-cert-chain install /home/admin/CA.crt
Uploading root-ca-cert-chain via VPN 0

Copying ... /home/admin/CA.crt via VPN O

Updating the root certificate chain..

Successfully installed the root certificate chain

vSmartoi#

The next step is to add vSmart to vManage. Navigate to Configuration
» Devices Controllers, click “Add Device,” and select vSmart. Add the IP
address, username, and password, and set the protocol, which can be left
as the default of “DTLS” (Figure 6-1).
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vSmart Management IP Address

10114

Username

admin

Password

Protocol Port

DTLS %I

Generate CSR

-

Figure 6-1. Adding a vSmart controller

View and save the CSR (Figure 6-2).
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IP Address:

Opening undefined.csr

8561 Yoy have chosen to open:
MIIDT]CCH
YOVOOIES
ke undefined.csr

QPTGVhY which is: PKCS#10 certification request (1.2 kB)
EgvOVaaR f : ;

dnNtYXJ0L rom: data:

ZTUtNGNE

+recey  What should Firefox do with this File?

hveNAQKE

BokghkiGR E ” ¥
il Openwith | View file (default)

kAT

Do this automatically For Files like this from now on.

Figure 6-2. The vSmart CSR

Because we will already have a file called “undefined.csr’, we should
rename this new file when we generate the certificate (Figure 6-3).

user@user-virtual-machine:~/DownloadsS mv undefined\(1\).csr vSmart.csr
user@user-virtual-machine:~/Downloads$ openssl x509 -req -in vSmart.csr -CA CA.
crt -CAkey CA.key -CAcreateserial -out vSmart@l.pem -days 1000 -sha256
Signature ok

subject=/C=US/ST=California/L=San Jose/OU=Learning_SD-WAN/O=Viptela LLC/CN=vsma
rt-611a5b84-b2e5-4c7f-951b-a91c93520063-0.viptela.com/emailAddress=support@vipt
ela.com

Cetting CA Private Key

user@user-virtual-machine:~/Downloads$ l

Figure 6-3. Generating the vSmart certificate

Upload the certificate back into vManage, by going to Configuration »
Certificates » Controllers, clicking “Upload certificate,” and selecting the
vSmart01.pem certificate we just created.
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The vSmart should then be fully populated with the hostname and
system IP (Figure 6-4).

£ CONFIGURATION | CERTIFICATES

WAN Edge List Centrollers

> Soad to vBond

Semch Options «

Q
I e T e T S S

vBond viondir 10010013 27 Dec 2022 623730 AM GMT BPEAI5T4-cc06-4 700850 insiafed
vEmart vSmano! 100.100.1.4 S35 74 PMGMT 1125084 b2es 4071 051ba_  vBond Updated
vidanage vianagedl 10090312 2 25700 PMGMT a0eficabb B350 A THa-brbe viond Updated

Figure 6-4. vSmart showing in the NMS
Similarly, the Devices page should show also be updated (Figure 6-5).

£ CONFIGURATION | DEVICES

WAN Edge Lint Controllers

© Add Controller = | (1 Change Mode ~

Q PREp—
e e T T I e |
whtanage vitanagudl 10010012 100 (=1] In Syna
vErnan vEenan 100.100.1.4 10 cul InSyns
vBand vBandl 10010013 100 [+ 1] In ’\_.n'

Figure 6-5. vSmart in Devices

If you are missing the hostname and system IP, then head over to the
troubleshooting chapter.
Our dashboard should now show that we have one vSmart (Figure 6-6).

25 DASHBOARD | MAIN DASHBOARD
1 z 1

Figure 6-6. vSmart in the dashboard
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This should be reflected in the Network page (Figure 6-7).

£ MoNIToR | neTwonk
WAN - Edge Colocation Clusters

VPN SROUP VPN SEGMINT

Device Group A1
€ e

Figure 6-7. The Network page

We can also use the CLI to gauge the health of our vSmart controller, by
checking the connections to our vBond device, using the command “show
transport connection”:

vSmart01# show transport connection

TRACK

TYPE SOURCE DESTINATION HOST 1INDEX TIME STATE
system - 10.1.1.3 0 Wed Apr 1 20 up
vSmarto1#

As well as looking at this (truncated) output from “show control
local-properties”:

vSmart01# show control local-properties

personality vsmart
sp-organization-name Learning_SD-WAN
organization-name Learning_SD-WAN
root-ca-chain-status Installed
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certificate-status Installed
certificate-validity Valid
certificate-not-valid-before Apr 01 17:39:14 2020 GMT
certificate-not-valid-after Dec 27 17:39:14 2022 GMT
dns-name 10.1.1.3

site-id 100

domain-id 1

protocol dtls

tls-port 23456

system-ip 100.100.1.4
chassis-num/unique-id 611a5b84-b2e5-4c7f-951b-
a91c93520063

serial-num C024D682372213FB

token -NA-

retry-interval 0:00:00:17
no-activity-exp-interval 0:00:00:20
dns-cache-ttl 0:00:02:00

port-hopped FALSE
time-since-last-port-hop 0:00:00:00

cdb-locked false

number-vbond-peers 1

INDEX IP PORT

0 10.1.1.3 12346
number-active-wan-interfaces 2

vSmarto1#

The output has been truncated due to the connection details at the
end, which have been removed to preserve print formatting. From here, we

can check our certificate validity.
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We can also check our control connections using the command “show
control connections” (Figure 6-8).

vizart®18 show control conmections

PEER PEER
FEER  PEER PEER SITE DOMAIN PEER PRIV FEER PUB
INDEX TYPE  PROT SYSTEM IP w I PRIVATE 1P PORT  PUBLIC 1P PORT REMOTE COLOR  STATE UPTIME
P vbond  dtls 0.0.8.0 ] [ W.1.1.3 12346 10.1.1.3 12346 gefault wpo 0I5l
0 wmanage dtls 100.109.1.2 we [ 9.1.1.2 12346 10.1.1.2 12346 default W 0i15:12:40
1 wband dtls 8.0.0.0 L L 19.1.1.3 12346 10.1.1.3 12346 default wp 0:15:12:44
visartia

Figure 6-8. Show control connections

We have full connections to the vBond and vManage over DTLS.

vSmart Authentication and Validation

Behind the scenes, the vSmart controller and the vBond start a mutual
process of validation and authentication between each other. We start this
process when we add the IP address (or DNS name) of the vBond device
during the initial configuration of the vSmart device:

vsmart(config-system)# vbond 10.1.1.3

The second part of this initial validation and authentication is
performed when we add vSmart to vManage and issue the certificates.
vManage then initiates an update of vBond (Figure 6-9).

I e S e U S S "N

o4 27 Dec 2022 39714 P GMI 61105b64-b2e5-ac-351ba  vBond Updated

Figure 6-9. vManage updating vBond with the details of vSmart
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vManage has now sent the serial number of vSmart to vBond, priming
it for vSmart to start talking to it over a DTLS tunnel, which is encrypted
using RSA private- and public-key pairs.

With the tunnel in place, vBond sends the root CA to vSmart, along
with the vEdge serial number file. vSmart checks the organization name
in the certificate against its own configured organization name. If the
organization name is the same, then vSmart will check the certificate
against the CA root chain (which explains why we have uploaded the
CA.crt file every time we have started a new device up). If the certificate
signature is correct, the DTLS tunnel stays up and the authentication of the
vBond orchestrator to vSmart has completed.

Naturally, vBond must perform similar checks. So vSmart also sends
the root CA certificate to vBond, and vBond checks the serial number,
organization name, and certificate signature as well. If these checks pass,
then authentication of vSmart to vBond has completed.

The temporary DTLS tunnel that was created for this initial
authentication now transitions to a permanent tunnel.

If the vBond orchestrator has not started when the vSmart controller is
in the position to start the authentication sequence, then the vSmart will
periodically attempt to start the sequence, until it is eventually successful.

If we have more than one vSmart controller, then the process is much
the same. Each vSmart controller learns of the other vSmart controller(s)
from vBond. Once each vSmart controller receives the serial number file
from the vBond orchestrator, it initiates a DTLS connection to the other
vSmart controller. The first vSmart will send its trusted root CA-signed
certificate to the other vSmart controller. The second vSmart controller
checks the serial number of the first vSmart controller against the serial
number file it has received from vBond and checks the organization name
in the certificate and the signature of the certificate. This process is also
performed by the other vSmart controller so that there is a two-way trust
between the controllers. Again, if each step is completed successfully, the
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temporary DTLS tunnel is replaced with a permanent one. vBond will
then balance the control connections between the vEdge devices and the
vSmart controllers automatically.

If any of the steps fail, and the same is true for the authentication
sequence between vSmart and vBond devices, then the temporary DTLS
tunnel will be torn down and the authentication attempt stops.

Alternative vSmart Deployments

Like the other appliances, we can run the vSmart on VMWare or KVM.

VMWare

As the steps for installing the vSmart are no different than those of
vManage or vBond, there is no benefit in showing you all the steps.

KVM

From the Linux command prompt type, the following:

virt-install \
--name vSmartol \
--os-type linux \
--0s-variant ubuntui4.04 \
--cpu host \
--vcpus=2 \
--hvm \
--arch=x86_64 \
--ram=2048 \
--disk path=viptela-smart-19.3.0-genericx86_64.qcow2,
size=16,device=disk,bus=ide,format=qcow2 \
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--network=network:default,model=virtio \
--network=network:default,model=virtio \
--graphics none \

--import

Summary

We have now set up our vSmart controller which acts as the gateway
between the vBond and vManage devices and the vEdge devices. We will
look at the role of the vSmart controller further, when we start to provision
policies in Chapter 10, but for now, we are at a position where we can start
adding our vEdge devices.
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Edge Devices

In this chapter, we will set up two vEdge devices and one cEdge device.
vEdge means that it is a Viptela device, and cEdge means that it is a Cisco
device (a CSR1000v in this instance). Although they are technically now
the same company, vEdge and cEdge are still used to distinguish between
the two different router types and the OS that they run.

We begin with the vEdge router, in our HQ, in the same way as the
other devices we have previously configured, by changing the password:

vedge login: admin

Password:

Welcome to Viptela CLI

admin connected from 127.0.0.1 using console on vedge
You must set an initial admin password.

Password:

Re-enter password:

vedgett

The basic set up is the same as the other devices we have configured:

vedge#f config

Entering configuration mode terminal
vedge(config)# system
vedge(config-system)# host-name vEdge0o1
vedge(config-system)# site-id 100
vedge(config-system)# system-ip 100.100.1.5
vedge(config-system)# vbond 10.1.1.3
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vedge(config-system)# organization-name Learning SD-WAN
vedge(config-system)#

vedge(config-system)# commit and-quit

Commit complete.

vEdgeO1#

We can then move on to VPN 0:

vEdgeo1(config)# vpn 0

vEdgeo1(config-vpn-0)# ip route 0.0.0.0/0 10.1.1.1
vEdgeo1(config-vpn-0)# interface ge0/0
vEdgeO1(config-interface-ge0/0)# ip address 10.1.1.5/24
vEdgeo1(config-interface-ge0/0)# no shut
vEdgeo1(config-interface-ge0/0)#
vEdgeO1(config-interface-ge0/0)# tunnel-interface
vEdge01(config-tunnel-interface)# encapsulation ipsec
vEdgeo1(config-tunnel-interface)# color blue
vEdgeO1(config-tunnel-interface)#
vEdge01(config-tunnel-interface)# validate

Validation complete

vEdgeo1(config-tunnel-interface)# commit and-quit
Commit complete.

vEdgeOo1#

Once the changes have been committed, confirm that you can reach
the vBond and vSmart devices:

vEdgeO1# ping 10.1.1.3

Ping in VPN O

PING 10.1.1.3 (10.1.1.3) 56(84) bytes of data.

64 bytes from 10.1.1.3: icmp_seq=1 ttl=64 time=26.2 ms
64 bytes from 10.1.1.3: icmp_seq=2 ttl=64 time=28.8 ms
~C
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--- 10.1.1.3 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1000ms
rtt min/avg/max/mdev = 26.239/27.525/28.811/1.286 ms

vEdgeo1#

vEdgeO1# ping 10.1.1.4

Ping in VPN O

PING 10.1.1.4 (10.1.1.4) 56(84) bytes of data.

64 bytes from 10.1.1.4: icmp seq=1 ttl=64 time=1.36 ms

64 bytes from 10.1.1.4: icmp_seq=2 ttl=64 time=1.31 ms

~C

--- 10.1.1.4 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001ms
rtt min/avg/max/mdev = 1.316/1.340/1.365/0.044 ms

vEdgeO1#

Next, on the vManage server, navigate to Configuration » Devices »
WAN Edge List. Select the first vEdge Cloud device (not the CSR1000v), and
click the three dots on the right-hand side, and select “Generate Bootstrap
Configuration” from the drop-down list (Figure 7-1).

Figure 7-1. Generating the vEdge bootstrap configuration

We need the configuration to be in “Cloud-Init” format. Click OK
(Figure 7-2).
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Bootstrap Configuration: (@) Cloud-Init Encoded String

Figure 7-2. Select Cloud-Init

The file contains a few lines of text as well as the certificates we need
for the communication to occur between the edge device and the control
devices (Figure 7-3).

% Download
I

#cloud.config
gi\l[E—a!’;‘tm

-yyid : 56717a4b-0720-fa13-8556-{66deceddd77
-vbond :10.1.1.3

-gip : ceb5021fb63bdb334b1128¢373b57d09
-01g ° Leaning_S0-WAN

ST
ca-certs

remove-defaults: false

trusted

o |

—BEGIN CERTIFICATE—
MINWTCCAnmaAwIRANLIADD/pu/FRO47MANGRSAGSIBANOFRCWUAMH o C7A. IRaNY

Close

Figure 7-3. The vEdge bootstrap configuration

Save the file locally, and open it up in a text editor, so that we can copy
the parts we need, which are the UUID and the OTP (one-time password).
The UUID is our chassis number, and the OTP is the one-time token code.
The OTP is referred to as a “token” in the CLI and as an “OTP” in the
vManage GUI, so these terms may be used interchangeably.
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Back on the vEdge router, request activation using the “request
vedge-cloud activate chassis-number <UUID> token <OTP>”
command using the UUID and the OTP from the file we just downloaded:

vEdge0O1# request vedge-cloud activate chassis-number 577f7a4b-
0720-fa13-8556-f66dece9dd77 token ceb5021fb63bdb334b1128c373b5
7d09

As we are using an OTP, the command can only be run once. If the
activation fails, then the device must be decommissioned from vManage,
so that the serial is released for reuse and a new OTP must be generated.
The UUID will remain the same though.

For the certificate chain to be valid, we need to upload the CA
certificate from the Linux server. Start by enabling SSH on the vEdge
device.

vEdgeO1# config

Entering configuration mode terminal
vEdgeo1(config)# vpn 0

vEdge01(config-vpn-0)# interface geo/0
vEdgeo1(config-interface-ge0/0)# tunnel-interface
vEdgeo1(config-tunnel-interface)# allow-service sshd
vEdgeo1(config-tunnel-interface)#
vEdgeo1(config-tunnel-interface)# commit and-quit
Commit complete.

vEdgeo1#

Upload the certificate from the Linux device:

scp CA.crt admin@10.1.1.5:
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Then install the CA certificate:

vEdgeo1# request root-cert-chain install /home/admin/CA.crt
Uploading root-ca-cert-chain via VPN 0

Copying ... /home/admin/CA.crt via VPN O

Updating the root certificate chain..

Successfully installed the root certificate chain

vEdgeo1#

Assuming all goes well, we should see the edge device listed in
vManage (Figure 7-4).

25 DASHBOARD | MAIN DASHBOARD

@ VSmart - 1 @ WhN Edge -+ | @ vBond - 1

Figure 7-4. Our edge device showing in vManage

If we look at our network now (Monitor » Network), we should see the
edge device (Figure 7-5).

N T T T S TR T

achable

100.100.1.2 whdnnage T13d0ct4-cd24-20/8-67

100.100.1.4 Sman 59311d1a-6406-4c85-bbe 100

100.100.1.3 vEdge Clowd (vBond) DbgeBedb-7S4b-2bfe-ac reachahle 100

Q00

100.100.1.5 vEdge Cloud 56717a8b-0720-fa13-855 reachable 100 o 2

Figure 7-5. The network monitoring page
It will also be visible in our WAN Edge List (Figure 7-6).

I T ) T T I T T
] CSRIC00v el u ik

Vg Cuou

Figure 7-6. The edge list
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We can look at the vSmart controller and see the OMP connections:

vSmarto1# show omp summary

oper-state upP
admin-state up
personality vsmart
omp-uptime 4:20:06:20
routes-received 0

routes-installed
routes-sent
tlocs-received
tlocs-installed
tlocs-sent
services-received
services-installed
services-sent
mcast-routes-received
mcast-routes-installed
mcast-routes-sent
hello-sent
hello-received
handshake-sent
handshake-received
alert-sent
alert-received
inform-sent
inform-received
update-sent
update-received
policy-sent
policy-received
total-packets-sent

©O O OB OW W O O RFPr B OULl OO OO0 OO0 O »r OO
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total-packets-received 11

vsmart-peers 0
vedge-peers 1
vSmartoli#

Note that we have received (and installed) a TLOC, but have not
received any routes yet. So, let’s add a route on our edge router and see
what happens. This will become VPN 1. We can support a huge amount
of VPNs, from 1 to 511 and then from 513 to 65527! That said, the vEdge
devices can support a total of 64 concurrent VPNs.!

vEdgeo1# config
Entering configuration mode terminal
vEdgeo1(config)# vpn ?
This line doesn't have a valid range expression
Possible completions:
Allowed values on vedge: <0..65527>
Allowed values on vsmart/vmanage/vcontainer: <0 and 512>
0
512
vEdgeo1(config)#
vEdge0o1(config)# vpn 1
vEdge01(config-vpn-1)# interface loopback1
vEdgeO1(config-interface-loopback1)# ip address 172.16.10.1/24
vEdge0o1(config-interface-loopback1)# no shut
vEdgeo1(config-interface-loopback1)# end
Uncommitted changes found, commit them? [yes/no/CANCEL] yes
Commit complete.
vEdgeOo1#

"www.slideshare.net/CiscoCanada/understanding-cisco-next-generation-
sdwan-solution
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Now if we look at the vSmart controller again, we can see that we have
received an additional route:

vSmartO1# show omp summary
oper-state upP
admin-state up
personality vsmart
omp-uptime 4:20:59:09
routes-received 1
routes-installed
routes-sent
tlocs-received
tlocs-installed
tlocs-sent
services-received
services-installed
services-sent
mcast-routes-received
mcast-routes-installed

o oo o kr B O L B OO

mcast-routes-sent
hello-sent 164
hello-received 166
handshake-sent
handshake-received
alert-sent
alert-received
inform-sent
inform-received
update-sent
update-received
policy-sent
policy-received

O O W O N N O O - -
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total-packets-sent 172
total-packets-received 177
vsmart-peers 0
vedge-peers 1
vSmartoi#

We can use the “show omp routes” command to look at the routes we
have received. Note that the tloc color (blue) matches what we configured
on the vEdge01 device when we set it up:

vSmart01# show omp routes

RECEIVED FROM:

peer 100.100.1.5
path-id 74

label 1003

status G,R
loss-reason not set

lost-to-peer not set
lost-to-path-id not set

Attributes:
originator 100.100.1.5
type installed
tloc 100.100.1.5, blue, ipsec
ultimate-tloc not set
domain-id not set
overlay-id 1
site-id 100
preference not set
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tag not set

origin-proto connected

origin-metric 0

as-path not set

unknown-attr-len not set
vSmartoi#

Let’s add vEdge02, following the configuration given here:

vedge#f config

Entering configuration mode terminal

vedge(config)# system

vedge(config-system)# host-name vEdge02
vedge(config-system)# site-id 100
vedge(config-system)# system-ip 60.100.100.1
vedge(config-system)# vbond 10.1.1.3
vedge(config-system)# organization-name Learning SD-WAN
vedge(config-system)# vpn 0

vedge(config-vpn-0)# no interface ge0/0
vedge(config-vpn-0)# ip route 0.0.0.0/0 50.11.11.254
vedge(config-vpn-0)# interface geo/1
vedge(config-interface-geo/1)# ip address 50.11.11.1/24
vedge(config-interface-ge0/1)# no shut
vedge(config-interface-geo/1)# tunnel-interface
vedge(config-tunnel-interface)# encapsulation ipsec
vEdge02(config-tunnel-interface)# allow-service sshd
vedge(config-tunnel-interface)# color red
vedge(config-tunnel-interface)# commit and-quit
Commit complete.

vEdgeo2#
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Note | have placed it into site 100, instead of site 200 as shown in
the topology in Chapter 2. This is on purpose and will be explained in
the next chapter.

Before moving on, we should check our connectivity, first by pinging
ISP-R, and then vBond:

vEdge02# ping 50.11.11.254

Ping in VPN O

PING 50.11.11.254 (50.11.11.254) 56(84) bytes of data.

64 bytes from 50.11.11.254: icmp seq=1 ttl=64 time=0.900 ms
64 bytes from 50.11.11.254: icmp seq=2 ttl=64 time=0.521 ms

~C

--- 50.11.11.254 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1000ms
rtt min/avg/max/mdev = 0.521/0.710/0.900/0.191 ms

vEdgeo2#

vEdgeO2# ping 10.1.1.3

Ping in VPN 0

PING 10.1.1.3 (20.1.1.3) 56(84) bytes of data.

64 bytes from 10.1.1.3: icmp_seq=1 ttl=62 time=25.8 ms

64 bytes from 10.1.1.3: icmp_seq=2 ttl=62 time=27.0 ms

~C

--- 10.1.1.3 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001ms
rtt min/avg/max/mdev = 25.814/26.456/27.099/0.662 ms

vEdge02#

Next, we can copy the CA.crt over to vEdge02 (from the Linux server):

scp CA.crt admin@50.11.11.1:
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Then, install the certificate:

vEdgeO2# request root-cert-chain install /home/admin/CA.crt
Uploading root-ca-cert-chain via VPN 0

Copying ... /home/admin/CA.crt via VPN O

Updating the root certificate chain..

Successfully installed the root certificate chain

vEdgeo2#

On vManage, we can navigate to Configuration » Devices and generate the
bootstrap code for the second vEdge Cloud device on the list and activate it:

vEdge02# request vedge-cloud activate chassis-
number bOea9f50-99ac-8bee-4fdd-91a83cdf41f5 token
a2d1493536d8f4b2aebdc7f845d416

vEdge02#

We should now see that the device list has been updated (Figure 7-7).

R R S O T R R SR =l

CSR1000v -502AR1A-7DED: Token - S553167nB4506 - cLl
CSRI000v CSR-178237TRE-8524.7. Token « #04ci06cDbbES. - - cu
CSRI000v Token - h7681adde388 = - - L
CSR1000v Token - BbacB738753a - - - cu
CSR000v Token - 0d0415fc4281 - - - cL
vEdge Cloud GBEFFS62 vEdge1 10010005 100 cu In Syne
wEdge Cloud SAD9EET1 vEdgedd 601003007 100 cu In Syne
vEdge Cloud n0b6bSdd-15ib-f9e3-7 Tokan - 420982 11671 2fh - - - cu

Figure 7-7. The WAN edge device list

Similarly, our list of network devices has also been updated (Figure 7-8).

mm-m--m

100.100.1 vManage cb4-cd24401807.. @ teachable
100.100.1.4 vEmar a-6406-4cB5-bbe.. @ reachable 100
o1 100.100.1.3 sab-dbftac.. & reachable 100
g wEdged1 100.100.1.5 567f7Tadb-0720fa13-855 . @ reachahls 100
€ vEdgeoz 60.100.100.1 vEdge Cloud bdeatfso-Soac-Bheedid. @ reachable 100

Figure 7-8. The Network monitor window (again)
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Let’s test OMP by creating a new VPN on vEdge02 (as we did on vEdge01):

vEdgeO2# config

Entering configuration mode terminal

vEdge02(config)# vpn 1

vEdge02(config-vpn-1)# interface loopbacki

vEdge02 (config-interface-loopback1)# ip address 172.16.20.1/24
vEdge02(config-interface-loopback1)# no shutdown
vEdge02(config-interface-loopback1)# end

Uncommitted changes found, commit them? [yes/no/CANCEL] yes
Commit complete.

vEdge02#

We can confirm that we can see both of the routes using the command
“show omp routes received”:

vEdgeO2# show omp routes received

RECEIVED FROM:

peer 100.100.1.4
path-id 1

label 1003

status Inv,U
loss-reason not set

lost-to-peer not set
lost-to-path-id not set

Attributes:
originator 100.100.1.5
type installed
tloc 100.100.1.5, blue, ipsec

ultimate-tloc not set
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domain-id
overlay-id
site-id
preference
tag
origin-proto
origin-metric
as-path

CHAPTER 7

not set

1

100

not set
not set
connected
0

not set

unknown-attr-len not set

RECEIVED FROM:

peer 0.0.0.0
path-id 72
label 1003
status C,Red,R
loss-reason not set

lost-to-peer not set
lost-to-path-id not set

Attributes:
originator
type
tloc
ultimate-tloc
domain-id
overlay-id
site-id
preference
tag

60.100.100.1

installed

60.100.100.1, red, ipsec
not set

not set

1

100

not set

not set

EDGE DEVICES
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origin-proto connected

origin-metric 0

as-path not set

unknown-attr-len not set
vEdgeO02#

So far, so good. In the final part of our topology configuration, we will
set up the CSR1000V.

CSR1000v

The commands used by the CSR1000v differ (slightly) from the other
configurations we have encountered so far, as you might expect coming
from a different vendor.

We start as usual, by logging in using admin/admin as the username
and password and then setting a new password when prompted:

User Access Verification

Username: admin
Password:

Default admin password needs to be changed.

Enter new password:

Confirm password:

System status solid green (reason: All daemons up)
Router>

Router>

Successfully set new admin password

Router>
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From here on, things get a bit different:

Routers>en
Router#config
This command is not supported

Router#fconfigure terminal
This command is not supported

Routertt

We can no longer use the “config” command. Instead, we need to use
the “config-transaction” command:

Router#fconfig-transaction

admin connected from 127.0.0.1 using console on Router
Router(config)#

Now we are progressing. The hostname command is not configured
under the system options (unlike the vEdges); instead, it is set at the top
level of the configuration:

Router(config)# hostname CSR-1
The SD-WAN parameters are under the system command, though:

Router(config)# system

Router(config-system)# site-id 100
Router(config-system)# organization-name Learning SD-WAN
Router(config-system)# vbond 10.1.1.3
Router(config-system)# system-ip 70.100.100.1
Router(config-system)#

Router(config-system)# commit
Commit complete.
CSR-1(config-system)#
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The way we configure VPN 0 is also different:

CSR-1(config-system)# vpn 0
syntax error: unknown command
CSR-1(config-system)#

We have to jump around the console to get the SD-WAN tunnel
prepared, starting by configuring the interface:

CSR-1(config-system)# exit

CSR-1(config)#

CSR-1(config)# interface GigabitEthernet 1
CSR-1(config-if)#

CSR-1(config-if)# ip address 50.10.10.1 255.255.255.0
CSR-1(config-if)# no shut

CSR-1(config-if)# ip route 0.0.0.0 0.0.0.0 50.10.10.254
CSR-1(config)# commit

Commit complete.

CSR-1(config)# end

We can test connectivity now to both our default gateway (ISP-R) and
the vBond controller:

CSR-1#ping 50.10.10.254

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 50.10.10.254, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max =
1/5/22 ms

CSR-1#ping 10.1.1.3

Type escape sequence to abort.
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Sending 5, 100-byte ICMP Echos to 10.1.1.3, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max =
20/27/30 ms

CSR-1#

Next, we create a tunnel interface, which is a hidden option, so make
sure you don'’t put a space between “tunnel” and “1”; otherwise, the
command will fail. Start with a “show interface summary” soyou can
copy and paste easily later on (I have truncated the output for formatting).
We also need to set the tunnel mode to “sdwan.”

CSR-1#show interface summary

Interface IHO IOD OHQ 00D RXBS RXPS  TXBS
* GigabitEthernet1 0 0 0 0 0 0 0
* GigabitEthernet2 0 0 0 0 0 0 0
* GigabitEthernet3 o0 0 0 0 0 0 0
* GigabitEthernet4 0 0 0 0 0 0 0
* Loopback65528 0 0 0 0 0 0 0
CSR-1#
CSR-1#config-transaction
CSR-1(config)# interface ?
Possible completions:

ATM ATM-ACR

AppGigabitEthernet AppNav-Compress

AppNav-UnCompress BD-VIF

BDI CEM

CEM-ACR Cellular

Dialer Embedded-Service-Engine

Ethernet Ethernet-Internal
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FastEthernet FiveGigabitEthernet
FortyGigabitEthernet GMPLS
GigabitEthernet Group-Async
HundredGigE LISP

Loopback Multilink
Port-channel SM

Serial Service-Engine
TenGigabitEthernet Tunnel
TwentyFiveGigE TwentyFiveGigabitEthernet
TwoGigabitEthernet Vif

Virtual-PPP Virtual-Template
VirtualPortGroup Vlan
Wlan-GigabitEthernet nat64

nat66 nve

ospfv3 overlay

pseudowire ucse

vasileft vasiright

CSR-1(config)# interface Tunnell
CSR-1(config-if)# ip unnumbered GigabitEthernet1
CSR-1(config-if)# tunnel source GigabitEthernet1
CSR-1(config-if)# tunnel mode sdwan
CSR-1(config-if)# no shutdown

CSR-1(config-if)#

CSR-1(config-if)# commit

Commit complete.

CSR-1(config-if)#

*Apr 7 19:35:34.704: %LINEPROTO-5-UPDOWN: Line protocol on
Interface Tunnell, changed state to down
CSR-1(config-if)#
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Next, we configure the SD-WAN commands, setting the physical
interface, the encapsulation, and the color:

CSR-1(config)# sdwan

CSR-1(config-sdwan)# interface GigabitEthernet1
CSR-1(config-interface-GigabitEthernet1)# tunnel-interface
CSR-1(config-tunnel-interface)# encapsulation ipsec
CSR-1(config-tunnel-interface)# color biz-internet
CSR-1(config-tunnel-interface)# commit

Commit complete.

CSR-1(config-tunnel-interface)#

*Apr 7 19:40:45.596: %LINEPROTO-5-UPDOWN: Line protocol on
Interface Tunnell, changed state to up
CSR-1(config-tunnel-interface)#

Whatever you do, don’t be tempted to shorten the interface name
to Gil (as most engineers would); the IOS XE CLI is very picky, and
the interface name you use in the tunnel declaration and the SDWAN
configuration has to match the output of “show interface summary’.
Select the three dots next to the first CSR1000v device under
Configuration » Devices, and select the Generate Bootstrap Configuration
option from the drop-down, selecting Cloud-Init when prompted. Save the
file, and open it in a text editor (again so that we can grab the UUID and OTP).
Enable SSHD on the router, so that we can SCP the file across, and we
might as well enable NETCONE, while we are there:

CSR-1(config-tunnel-interface)# allow-service sshd
CSR-1(config-tunnel-interface)# allow-service netconf
CSR-1(config-tunnel-interface)# commit
CSR-1(config-tunnel-interface)# end
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Copy the certificate over from the Linux server, the command for
which is slightly different for this device:

scp CA.crt admin@50.10.10.1:bootflash:/CA.crt
Check that the file has been copied over:

CSR-1#dir | i CA
21 -1wW- 1363 Apr 9 2020 08:56:49 +00:00 CA.crt
CSR-14#

SSH onto the router from the Linux machine, and then enter the
following, copying and pasting the chassis number and OTP into the
appropriate places:

CSR-1# request platform software sdwan vedge cloud activate
chassis-number <uuid> token <otp>

Note how different the command is compared to the vEdge devices we
set up previously:

vEdge02# request vedge-cloud activate chassis-number <uuid>
token <otp>
vEdge02#

With the cEdge, we need to install the new image and activate it; this is
why we specify the “platform software sdwan”
Install the CA certificate, and watch the magic happen!

CSR-1#irequest platform software sdwan root-cert-chain install
bootflash:CA.crt

Uploading root-ca-cert-chain via VPN 0

Copying ... /bootflash/CA.crt via VPN O

Updating the root certificate chain..

Successfully installed the root certificate chain

CSR-1#
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We can now see the CSR-1 router under devices (Figure 7-9).
Figure 7-9. Our CSR-1 device

It has also increased the edge device count on our dashboard
(Figure 7-10).

& amia D ks & oot
Figure 7-10. Our updated dashboard

Now we will turn our attention to what happens behind the scenes
when we add an edge device onto the network.

vEdge Authentication

When we deploy vEdge routers, they need to connect to the vManage
server so it may receive the configuration and to the vSmart controller so it
can become part of the overlay network.

Before the vEdge router can talk to the vManage or vSmart devices, it
builds a connection to the vBond, and once this has been completed, the
vBond sends the IP addresses of vManage and vSmart to the vEdge.

The vEdge starts by initiating a DTLS connection to the IP address of
the vBond device that is set in its configuration. This is secured through
RSA private and public keys.

The vBond then works out whether the vEdge is behind a NAT device
and, if it is, maps the public IP address and port to the private IP address.
Now that the DTLS tunnel has been established, the two devices can
authenticate against each other.
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Firstly, vBond sends the root CA-signed certificate to the vEdge
router. The organization name is extracted from the certificate, and
vEdge compares the one in the certificate to the one locally configured.
If the names match, then vEdge checks that the vBond certificate is signed
by the root CA. If the organization name and the certificate pass the
check, then vBond has authenticated to vEdge. If either of these two checks
fails, the DTLS tunnel is torn down and periodically retried. You can see a
Wireshark capture of this traffic in Chapter 14.

Now, vEdge must authenticate to vBond.

vBond starts by sending A 256-bit challenge (a random value), and in
return, vEdge sends the following to vBond:

¢ The serial number
e The chassis number

e The board ID certificate (located on a chip inside the
router)

e A 256-bit random value signed with the vEdge’s
private key

Once the vBond has received these, it compares the serial number and
chassis number to the list it has been sent by vManage. If these are found
in the list, vBond then checks the 256-bit random value to check that it has
been correctly signed using the vEdge’s public key, which is gained from
the board ID certificate. If this is correctly signed, then vBond uses the root
CA chain to validate the board ID certificate.

If the board ID certificate is valid, then the authentication of vEdge
to vBond is also complete. vBond now sends two messages. The first
message is sent to the vEdge, and this contains the IP addresses and the
serial number of the vManage and vSmart controllers in the network. The
second message is sent to the vSmart controllers and contains a message
announcing a new vEdge router in the network and a request for the
vSmart to set up a session with the new router.
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With this done, vEdge terminates the DTLS tunnel to vBond and starts
a DTLS tunnel to vManage.

vManage sends its trusted root CA-signed certificate to vEdge, which
vEdge uses to check the organization name. If this matches, then vEdge
uses its own CA certificate to check that the certificate is valid. If both pass,
then vManage has authenticated to vEdge.

If this is starting to sound familiar, it is because it is. The process then
follows with vManage sending a 256-bit random value challenge to vEdge,
and vEdge sends the same details that it sent to vBond, to vManage.
vManage then performs the same checks against this, checking the serial
and chassis numbers, uses vEdge’s board ID certificate to extract vEdge’s
public certificate, and checks the board ID certificate using the CA
certificate. If these pass, then vEdge has authenticated to vEdge.

The next step is that vManage then sends the configuration file to the
vEdge router (if one exists). Once received, this is activated, and vEdge
starts advertising its prefixes to vSmart.

This kicks off another set of authentications, of vSmart to vEdge and
vice versa, which once completed switches the temporary DTLS tunnel
used for authentication to a permanent tunnel over which OMP sessions

will run.

Alternative vEdge Deployments

As the vEdge device is the same as vBond, refer back to that chapter for the
installation steps on KVM and VMWare.

vEdge in the Cloud

Viptela edge devices are also offered by several cloud providers, such as
AWS and Azure, and in this step, we will look at how to deploy vEdge in
AWS.
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Start by navigating to the AWS Console (https://aws.amazon.com/
console/), and then select the option for EC2. Select the Launch instance
option in the main window (Figure 7-11).

Launch instance

To get started, launch an Amazon EC2 instance, which is
a virtual server in the cloud.

Launch instance A

Launch instance Asia Pacific

Figure 7-11. Launching a vEdge EC2 instance

In the net window, search for “vEdge,” and select the AWS Marketplace
option (Figure 7-12).

1. Choose AMI 2. Choosa Instance Type 3. Configues Inatance 4. Add Storage 5. Add Tags 6. Configurn Sacurity Group 7. Rvoiow

Step 1: Choose an Amazon Machine Image (AMI) Grncal and Exh
An AMI Is a template that the sof configuration (operating system, application server, and applications) required to launch your instance.
You can select an AMI provided by AWS, our user ity, or the AWS Mark or you can select one of your own AMIs,

€y vEdge x

Saarch by Systemns Managor parameatar

Quick Start (0) 1 to 2 of 2 Products

oo Cisco vEdge Cloud Router
A inn 1

e e s e e ()] Rilaasa 1846 Privdous versicas | By Clsca

My AMis (0}

AWS Marketplace (2)
LinuoeLin:, Cther 310, 62-4s! | G2-bit (o8] Amazon Machne image (AMF) | Lipdated:

Community AMIs (14) nem !

Cisco vEdge Router for 18.3.0 Release

* Categories More info

Figure 7-12. The AWS marketplace

Select the Cisco vEdge Cloud Router option, review the pricing details,
and select Continue (Figure 7-13).
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Figure 7-13. Many different size options

Choose your instance type, some of which are eligible for “free tier’

(Figure 7-14).

1. Choosa AM|

2 Chooss Instance Typa

Step 2: Choose an Instance Type
Amazen EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virfual servers that can run applications. They have
varying combinations of CPU, memory, storage, and networking capacity, and give you the flexibility ta choose the appropriate mix of resources for your

applications. Learn more about instance types and how they can mest your computing needs.
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& Add Storage 5. Add Tags

Show/Hide Columns
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Figure 7-14.

& Type
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Review and launch (Figure 7-15).

1. Chaose AMI 2. Choose Instance Type A Configure Instance 4. Add Storage 5. Add Tags 6. Configum Security Graup 7. Review

Step 7: Review Instance Launch
Please review your instance launch details, You can go back to edit changes for each section. Click Launch to assign a key pair to your instance and
complete the launch process,

* AMI Details Edit AMI

Cisco vEdge Cloud Router
Wl
i [Copied ami-00f50a73061102e02 from us-east-1] 18.4.6-vEdge-Marketplace

Foot Device Type: ebs  Vifualization type: vm

Hourly Software Fees: 50,00 per hour on t2 medium instance. Additional taxes or fees may apply,
Software charges will begin once you launch this AMI and continue until you terminate the instance.

If you have an existing license entitlement to use this software, then you can launch this software without creating a new subscription. If
you do not have an existing entitfement, then by launching this software, you will be subscribed to this software and agree that your
use of this software is subject to the pricing terms and the ssller's

End User License Agreement

* Instance Type Edit instance type
» Security Groups Edit security groups
* Instance Details Edit instance details
» Storage Edit storage
* Tags Edit tags

Cancel = Previous m

Figure 7-15. Reviewing before launch

Select an existing key pair, or create a new key pair (Figure 7-16). You
do need to do this, even though some (older) documentation specifies to
not use a key pair. If you are creating a new key pair, download it and keep
it safe.
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- |
Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required
to obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

 Create a new key pair

Key pair name
sd-wan-kpair

|a»

Download Key Pair

You have to download the private key file (*.pem file) before you can continue. Store
it in a secure and accessible location. You will not be able to download the file
again after it's created.

oo (Y

Figure 7-16. The AWS key pair

Click Launch Instances, which will start the build process (Figure 7-17).

Launch Status

v
a’

Initiating Instance Launches
Please da rot ciose your browser whie this s lbadng
Croatng seounty groups. . Succesiul
Aisthorizing inbound rulss... Bucoesshd
Subscribing to Product...

Figure 7-17. Initiating the instance
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After a few moments, the instance will be ready for you to connect
(Figure 7-18).

Launch Status

@  Your instances are now launching
Th falowing inatnce rches b been infintedt -Oedb1cBZSPE0A07Y  View busch log

0 Getnotified of estimated charges
cmats bifing sherts 10 pat &n emall rotification when estimated changes on yoor AWS bil exceed an amount you deline lor exampie. If you meceed i iree Lzsage tier

o

Figure 7-18. The launched instance

Once it is in a “running” state, click Connect (Figure 7-19).

(ER TRV Connoct  Actions ¥ Ao ¢ @
Pt by bnge i e o amorch by heyoviord @ Tie1el1

B Nama *  lnstance 10 = lnstance Type -« Avsellabilty Zone »  Inetsnce State -« Stetus Cheeks - Alarm Status Pulslic DHS (IPwd) 1Pwd Pubsiic 1P

[ ] Fudb1cBZIZEE0T 2 medum ac-south1a & running I inkiskpeg Nons %s  ecd-15-208-170-100.0p... 15206170100

Figure 7-19. Connecting to the instance

The next window will explain how to connect to your instance
(Figure 7-20).
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Connect to your instance X

Connection method © A standalone SSH client (i
Session Manager i
EC2 Instance Connect (brc -based SSH connection) (i

To access your instance:

1. Open an SSH client. (find out how to connect using PuTTY)

2. Locate your private key file (sd-wan-kpair.pem). The wizard automatically detects the key you used
to launch the instance.

3. Your key must not be publicly viewable for SSH to work. Use this command if needed:
chmod 480 sd-wan-kpair.pem
4. Connect to your instance using its Public DNS:
ec2-54-80-35-220. compute-1.amazonaws . com
Example:
ssh -1 "sd-wan-kpair.pem" root®ec2-54-80-35-220.compute-1.amazonaws.com

Please note that in most cases the username above will be comrect, however please ensure that
you read your AMI usage instructions to ensure that the AMI owner has not changed the default
AMI username.

If you need any assistance connecting to your instance, please see our connection documentation.

Close

Figure 7-20. Connection details

Note, though, that we need to connect with the “admin” username,
rather than “root,” as shown:

iMac:Docs sfordham$ chmod 400 sd-wan-kpair.pem

iMac:Docs sfordham$ ssh -i "sd-wan-kpair.pem" root@ec2-54-
80-35-220.compute-1.amazonaws.com

The authenticity of host 'ec2-54-80-35-220.compute-1.amazonaws.
com (54.80.35.220)"' can't be established.

ECDSA key fingerprint is SHA256:wzOA5ECpcg5v7eeVSMIOWmmBL2rqlF8
kmFXoXgh6tmc.
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Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added 'ec2-54-80-35-220.compute-1.
amazonaws.com,54.80.35.220" (ECDSA) to the list of known hosts.
viptela 18.3.0

Please login as the user "admin" rather than the user "root".

Connection to ec2-54-80-35-220.compute-1.amazonaws.com closed.
iMac:Docs sfordham$ ssh -i "sd-wan-kpair.pem" admin@ec2-54-
80-35-220.compute-1.amazonaws.com

viptela 18.3.0

Last login: Wed Oct 16 21:58:25 2019 from 54.185.130.54
Welcome to Viptela CLI

admin connected from 18.175.30.183 using ssh on vedge

vedge#t

vedge# exit

Connection to ec2-54-80-35-220.compute-1.amazonaws.com closed.
iMac:Docs sfordham$

From there, the configuration is exactly as we have performed earlier
in the chapter, and if your vBond is publicly accessible, the AWS vEdge will
connect to it.

Preparing vEdge for ZTP

ZTP stands for zero-touch provisioning and allows us to configure vEdge
devices to join the overlay just by powering them up! OK, so the process isn’t
quite that simple; we do need to make sure we have things set up already:

1. The site the new router is on must have access to vtp.
viptela.com, and this must be reachable via public
DNS servers (Cisco recommends using Google’s
DNS servers 8.8.8.8 and 8.8.4.4).
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2. The correct ZTP interface must be connected.
For vEdge 1000, this is ge0/0; for vEdge 2000, the
interface to use is g2/0; and for the 100 series
routers, it is ge0/4.

The process of zero-touch provisioning is as follows:
3. The router boots up.

4. The router tries to get an IP address from
DHCP. With vEdge routers, if there is no DHCP
server, then the router initiates an automatic IP
address detection, by examining ARP packets on the
network and using a free IP address in the range to
assign to the ZTP interface. For the I0S XE routers,
if there is no DHCP server available, then the ZTP
process stops.?

5. Therouter sends a DNS request for ztp.viptela.com.

6. The vEdge connects to the ZTP server, which then
verifies the router and sends it the IP address of the
vBond orchestrator.

7. The vEdge router sends the chassis ID and serial
number to the vBond orchestrator. Once the vBond
has verified the chassis ID and serial number,
it sends the vEdge router the IP address for the
vManage NMS.

8. Therouter connects to and is verified by the vManage
NMS, which then sends it back its system IP.

>www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-
gs-book/cisco-sd-wan-overlay-network-bringup.html
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Now that the new vEdge router has a system IP, it
reconnects to the vBond orchestrator using its new
system IP.

The vEdge router also re-establishes a connection to
the vManage NMS, and, if necessary and enforced,
the NMS pushes a software image to the router,
whereupon the router will install this and reboot.

After the reboot, the router re-establishes the
connection to the vBond orchestrator and the
vManage NMS. The vManage then pushes the full
configuration to the router.

Now that the router has the full configuration, it
joins the overlay network.

For this process to work, the vManage NMS requires device

configuration templates for the ZTP routers; otherwise, the process will

fail. While we cannot, in our lab environment, test out ZTP fully, in the next

chapter, we are going to start creating and applying some templates and

correct some of the “misconfigurations” created in this chapter.

Summary

In this chapter, we set up our three edge devices and started to advertise

some routes into our network. We also looked at cloud deployment and

zero-touch provisioning.
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Templates

In this chapter, we are going to look at, create, and apply templates to our

devices. Using templates, the edge device configurations will, for the most

part, be the same, leaving us just to fill in the parts that are unique (such as

IP addresses).
We are going to start this by putting things right which once went
wrong. Just like Doctor Samuel Beckett.

We start with vEdge02 which, according to the topology, should be in

site 200, so let’s put this into the correct site:

vEdgeo2# config

Entering configuration mode terminal
vEdge02(config)# system
vEdge02(config-system)# site-id 200
vEdge02(config-system)# commit and-quit
Commit complete.

vEdge02#

We can see that the overlay network updates quickly to reflect the
change:

vBond0o1# show orchestrator connections

© Stuart Fordham 2021
S. Fordham, Learning SD-WAN with Cisco, https://doi.org/10.1007/978-1-4842-7347-0_8
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PEER PEER PEER SITE DOMAIN
INSTANCE TYPE PROTOCOL SYSTEM IP ID ID IP

0 vedge dtls 100.100.1.5 100 1
0 vedge dtls 70.100.100.1 100 1
0 vedge dtls 60.100.100.1 200 1
0 vsmart dtls 100.100.1.4 100 1
0 vsmart dtls 100.100.1.4 100 1
0 vmanage dtls 100.100.1.2 100 O
0 vmanage dtls 100.100.1.2 100 O
0 vmanage dtls 100.100.1.2 100 O
0 vmanage dtls 100.100.1.2 100 O
vBondo1#

Now let’s try the same with CSR-1, which should be in site 300:
CSR-1#config-transaction

admin connected from 127.0.0.1 using console on CSR-1
CSR-1(config)# sdwan

CSR-1(config)# system

CSR-1(config-system)# site-id 300

CSR-1(config-system)# commit

Aborted: 'system is-vmanaged': This device is being managed by
the vManage. Configuration through the CLI is not allowed.
CSR-1(config-system)#

Now, this is why we made the “misconfigurations” in the last chapter,
so we can see what kind of issues we might run into. With this in mind, we
are going to look at templates and the caveats that come with them.

Templates work well, but they can also completely hose your

configurations if implemented incorrectly.
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The example here is that I created a basic template that included a new
user. I assigned it to the CSR-1, which was then downloaded and applied to
the router. So far, so good, I thought.

I then lost connectivity between the new router and vSmart, and I
could see this on the router console:

OMPD: vSmart peer 100.100.1.4 state changed to Init

OMPD: vSmart peer 100.100.1.4 state changed to Handshake
OMPD: vSmart peer 100.100.1.4 state changed to Up

OMPD: Number of vSmarts connected : 1

Line protocol on Interface Tunnell, changed state to down
Line protocol on Interface Tunneli, changed state to up
Configured from NETCONF/RESTCONF by vmanage-admin, transaction-id 591
Line protocol on Interface NVIO, changed state to up
OMPD: vSmart peer 100.100.1.4 state changed to Init

OMPD: Number of vSmarts connected : 0

OMPD: Operational state changed to DOWN

OMPD: Operational state changed to UP

OMPD: vSmart peer 100.100.1.4 state changed to Init

OMPD: vSmart peer 100.100.1.4 state changed to Handshake
OMPD: vSmart peer 100.100.1.4 state changed to Up

OMPD: Number of vSmarts connected : 1

Line protocol on Interface Tunnell, changed state to down
Line protocol on Interface Tunnell, changed state to up
Configured from NETCONF/RESTCONF by system, transaction-id 627
OMPD: vSmart peer 100.100.1.4 state changed to Init

OMPD: Number of vSmarts connected : 0

OMPD: Using empty policy from peer 100.100.1.4

I have truncated the output, but you should be able to see that initially
we connect to vSmart, we receive a new configuration, courtesy of

NETCONE and then lose our vSmart connection.
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So, what went wrong?

Programmatically, nothing went wrong. The overlay did exactly as it
was told. It applied the template as it was instructed. From an operator
standpoint, everything went wrong. The template had several defaults left
in it, one of which was this:

interface GigabitEthernet1

no shutdown

arp timeout 1200

ip address dhcp client-id GigabitEthernet1
ip redirects

ip dhcp client default-router distance 1
ip mtu 1500

mtu 1500

negotiation auto
exit

Instead of the IP address I set in the previous chapter, the interface was
now set for DHCP, and the admin password had changed (again, according
to the template default).

Taking into account the ease with which you can turn a working
network into a non-working network through applying badly configured
templates, we are going to tread very lightly!

Creating Templates

The basic process of templating is that we create a template and attach a
device (or devices) to that template and then vManage pushes it out to the
respective endpoints.

We can create two types of templates: device and feature. Device
templates are assigned to devices, and feature templates target specific
areas of the configuration, such as AAA, but are also for specific devices.
Don’t worry, this will make more sense as we move forward.
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Device templates are essentially an amalgamation of different feature
templates. We do not cover CLI templates here, but these allow us to create
the templates by typing (or pasting) the configuration directly in the browser.

We start by navigating to Configuration » Templates (Figure 8-1).

X CONFIGURATION | TEMPLATES

Device Feature

© Create Template ~

From Feature Template
CLI Template

Nane  oserpen e

Search Options v

Figure 8-1. Creating our first template

The choices here are Device or Feature. Let’s start by creating some
feature templates. Select the Feature option at the top of the page, and then
click “Add Template.”

We won'’t see the available options until we select a device model, or
models (Figure 8-2).

£ CONFIGURATION | TrLeLATES

P Dprace Mool satectod Baloc 8 Srvson mestel lraem e wewilali vl 1 i 1) 12 wirn |

Figure 8-2. Select a device
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We can select multiple models as some templates will be more generic
than others, and having the same code-base or command structure means
that one template can span multiple different devices. Our first feature
template will be for local users. However, as we will see, sometimes it’s not
easy to create one template for everything.

Start by searching for “cloud” and selecting the vEdge Cloud device
(Figure 8-3).

Michire

Figure 8-3. vEdge Cloud templates

You will see that we now have some options, including AAA, which
is what we need. Now search for CSR, and select the CSR1000v device
(Figure 8-4).

Figure 8-4. CSR1000v templates

Notice that we have now lost AAA, as well as Archive. This is because
we cannot use the same code for creating the same user. On the vEdge
routers, the command syntax would be
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vEdgeO1# config

Entering configuration mode terminal
vEdge0o1(config)# system
vEdgeo1(config-system)# aaa
vEdgeo1(config-aaa)# user test
vEdge0o1(config-user-test)# exit
vEdgeo1(config-aaa)#

Or simply

vEdgeo1(config)# system aaa user test
vEdgeo1(config-user-test)#

But for the CSR router, we do not need to use such a long command to
achieve the same result:

CSR-1#config-transaction
CSR-1(config)# user test
CSR-1(config-user-test)# exit
CSR-1(config)#

Therefore, we will have to create two templates, one for each of our
router types. Deselect the CSR router from the left-hand side, so that we
are left with just the vEdge Cloud ticked. Select AAA from the options
under Basic Information when it reappears. Call the new template “v-AAA”
(the “v” is for vEdge), and give it a description (Figure 8-5).
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2 CONFIGURATION | TEMPLATES

Device Feature

Feature Template - AAA

Device Type vEdge Cloud
Template Name wAAA
Description AAA for vEdge devices
Authentication Local RADIUS TACACS

Figure 8-5. v-AAA template

By default, the “admin” user has a password of “admin” (Figure 8-6).
If we apply the template as it currently stands, then it will overwrite the
password set when the router was set up, so let’s start by changing the
default.

Device Feature

Feature Template - Add Template - AAA

Authentication RADIUS TACACS

USER  USER GROUP

Figure 8-6. The default admin user
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Click the action icon at the right-hand side to bring up the user
properties window. Change the password to something you prefer, and
click “Save Changes” (Figure 8-7).

Name

Password

SSH RSA Key(s) (Maximum:
10)

Save Changes Cancel

Figure 8-7. Editing the admin user

Now click “New User,” and create a user called “net-ops” making them
a member of the Operators group (Figure 8-8).

Name - net-ops
Password B .
Description @~

User Groups v | | operator

SSH RSA Key(s) (Maximum: 10)

Figure 8-8. Creating a new user
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Click “Add” at the bottom right-hand side of the window. The new user
should appear in our user list (Figure 8-9).

Figure 8-9. Our vEdge users

We are not going to add any more under AAA, so scroll to the end of
the page and click “Save.

Our first template should show up under our feature template list.

Repeat the process, this time selecting the CSR1000v router and the
AAA-Cisco template, naming the template “c-AAA” (the “c” is for Cisco).
The net-ops user will have to have privilege 1 (Figure 8-10).

© New User
T - 1

Figure 8-10. Our cEdge users

Scroll down to the end of the page, and select the ServerGroups
priority order, which is the authentication order, and select the “local”
option. Click “Save” (Figure 8-11).

ServerGroups priority arder local

Figure 8-11. AAA authentication order
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You should end up with this (Figure 8-12).

£ CONFIGURATION | TEMPLATES

Feature

© Add Template

Tamplate Type | Mesidiue = Q

T S N T E TS
c-AAA AMA R AAA CRR000v L] 1

Figure 8-12. Our AAA feature templates

We have our first two device-specific templates. Let’s add a template that
we can use across both devices, something nice and simple, like a banner.

Click Add Template, and then select the CSR1000v and vEdge Cloud
devices. From the “Other Templates” section, select Banner. Call the
banner “c-v-Banner,” and set a useful description.

There are two types of banners: login and MOTD (message of the day).
Select the drop-down next to Login Banner (Figure 8-13).

L2 CONFIGURATION | TEMPLATES

Device Feature

Feature Template Add Template Banner

Device Type CSR1000v,vEdge Cloud
Template Name C-Banner
Description Banner for CSR-1 and vEdge routers

ONFIGURATION
Login Banner S~
Global
MOTD Banner

= Deyice Specific >

@ Default

Figure 8-13. A login banner template
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We have three options: Global, Device Specific, and Default. The
Default option will always be the one selected when creating templates
(because, you know, it’s the default). For banners, the Default option is
that there is no banner (we can tell this as we would have seen one when
connecting to our devices already).

Global will apply to all devices, so we could use this to set the same
banner across all the devices the template is applied to. This is what we
want to go for at the moment, so select that and enter a suitable banner in
the box (Figure 8-14).

BASIC CONFIGURATION

Login Banner ~ | Hands off my SD-WAN({

MOTD Banner @~

Figure 8-14. A global banner for all our devices

Click Save at the bottom of the page. We should now have three
templates (Figure 8-15).

Figure 8-15. Three templates

Let’s now create a template that is a little less generic to our
deployment.

The “Device Specific” option allows us to customize the template on
a per-device basis. This can either be manual, whereby the vManage NMS
will prompt us for the values when we attach it to a device, or we can use
a CSV file to read values and insert them into our templates on a device-
by-device basis. So we can have one template that says to assign a site ID,
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but each site ID is matched to a device and can be unique (or as unique as
you need depending on your network). In a large deployment, the CSV file
is the preferred option, but for smaller-scale deployments, like ours, we
can use the manual option. We are going to use both types for fun.

Create a new template, selecting both the device types in our
network and select System. Name the template “c-v-System,” and give it a
description (Figure 8-16).

Feoture Tomplate ~ Add Template  System

Davice Type CSR1000v,vEdge Cloud
Template Name
Description System settings for CSR and vEdges
Basic Configuration GPS Tracker Advanced

BASIC CONFIGURATION

Site ID

System IP

Enter Key

Overlay ID S~
Figure 8-16. The System template

Many of the fields are already set as Device Specific, and there is
nothing there to change.

Moving down the template, set the Location and the Console Baud
Rate (bps) (Figure 8-17).

TIP You have to set the baud rate; otherwise, you’ll get an error.
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Basic Configuration GPS Tracker

Advanced

Site ID

System IP

Overlay ID

Timezone

Hostname

Location

Device Groups

Controller Groups

Description

Console Baud Rate (bps)

Maximum OMP Sessions

Figure 8-17. Setting the location and baud rate

Once you click Save, we should have our fourth template (Figure 8-18).

Figure 8-18. Four templates

Let’s move on to the network settings. By default, the interface

templates are set for DHCP, and if we start to apply templates now, that is

what we will inherit and we’ll lose connection to our devices.
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Note With the vEdge templates, we can implement a rollback timer,
which will allow a vEdge device to roll back its configuration if it is
unable to start after a preconfigured time."

We are going to take a slightly different approach to this next template
and create it as part of our CSR1000v device template.

cEdge Templates

Click Device and then select Create Template » From Feature Template
(Figure 8-19).

£X CONFIGURATION | TEMPLATES

Device Feature

© Create Template ~

From Feature Template

Search Options v

CLI Template

Figure 8-19. From Feature Template

Select CSR1000v from the drop-down list, name the template
“t-CSR1000v” (the “t” being short for template), and set a description
(Figure 8-20).

'https://sdwan-docs.cisco.com/Product Documentation/vManage Help/
Release 18.3/Configuration/Templates#Change the Device Rollback Timer
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Device Feature

Device Model CSR1000v ]
Template Name t-CSR1000v

Description | Template for CSR1000v routers

Figure 8-20. The t-CSR1000v template

In the Basic Information section, select the c-v-System template we
created earlier (Figure 8-21).

Basic Information
System * cv-System i

Logging* Factory_Default_Logging_Template -

Figure 8-21. Using the system template in our feature template

Next, select the c-AAA template we created in the AAA-Cisco field
(Figure 8-22).

Figure 8-22. Select the c-AAA template
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Scroll down to “Additional Templates,” and select the c-v-Banner we
created (Figure 8-23).

Additional Templates

AppQoE Choose ud
Banner c-v-Banner b
Global Template * Factory_Default_Global_CISCO_Template -
Policy Choose o
Probes Choose ¥
SNMP Choose g
Security Policy choose il

Figure 8-23. Select the c-v-Banner template

We now need to start adding our VPN information to the template.
Head back up to the Transport & Management VPN section. Click the
drop-down for the VPN Interface section, and click “Create Template”
(Figure 8-24).
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Transport & Management VPN

VPND* Factory_Default_vEdge VPN_D_Template »
VPN Interface Factory_Default_vEdge DHCP_Tunnel_interf.. (-]
De interface
18 Edge
VPN 512+

Service VPN @& Servies VPN =

Figure 8-24. Creating a VPN interface template

In the new window, we can set up our interface. By default, the
interface is in a shutdown state (Figure 8-25).

BASIC CONFIGURATION

Shutdown [ o Yes No
Interface Name -
Description S~

Figure 8-25. Default interface template settings

Change the setting to Global, and click the “No” radio button where
it says “Shutdown,” so that the interface will be enabled. Set the interface
name, which must match the interface name on the device. In our case,
this is “GigabitEthernetl” (Figure 8-26).
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BASIC CONFIGURATION

Shutdown - Yes [ @® No I
Interface Name *  GigabitEthernet]
Description S~

Figure 8-26. Setting the interface details

Scroll down, and under the IPv4 settings, set the IPv4 address to
“Device Specific” (Figure 8-27).

=
C) Dynamic C.) Static

IPv4 Address L

Secondary IP Address (Maximum: 4)

- [ Enter Koy
© Defaul
Block Non Source IP [ Yes & No

Bandwidth Upstream Q-

Bandwidth Downstream o~

Figure 8-27. Setting the IP address to Device Specific

Save the template. The new template will appear in our template list
(Figure 8-28).

201



CHAPTER 8 TEMPLATES

Figure 8-28. Our device template list

On the same line, click the triple dots, and select “Export CSV”
(Figure 8-29).

| —

In Sync e

Edit

View

Delete

Copy

Attach Devices
Export CSV

Figure 8-29. Exporting the CSV file

Save and open the downloaded CSV file. At the top of the file will be
our template values, and each line under that can be for one of our devices

(Figure 8-30).
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E-CSR1000v.csv - LibreOfflce Cale

t Format Shee Data Tools window et
A& « - A G QVE-EB- sl Q= »
Ubetonsaw |10 -~ @@ @3 &-8-22= 5 ®-%oa[] W EE -
Al * & T = covdeviceld ol %
| B | (= 1) E ] F G HE
s\r-dewr:elp csv-hos foi intertac i p id ﬂ
2 |

| ~io el [

& | LCSR1G00V
sheet 1 of 1 Default - Average: ; Som

Figure 8-30. The basic CSV file

Now we just need to edit our CSV file adding in the device-specific
details. If you switch over to the Network details in vManage, then you can
copy and paste the UUID of the device, and this goes into the csv-deviceid
field (Figure 8-31), and then fill in the rest of the details for CSR-1.

e EeEO-UE AE-2
P-9%oo[f] % 8 EE Fu =

A St o c ! o L ! E | c | §
e cav-devcelP Cav-hostaame VEQANE ik ratmyhost-name iy stersy stomep itsy el
_]I SRANT AR A-TOED- 1 JAEJARL-TTRRTSI NI A7 T0.100 100 1 C5R-1 01010 124 C3R-1 70100 100 1 00 I
-]

Figure 8-31. The CSV for CSR-1

Save the file, making sure that you keep the CSV format. Before we see
the CSV upload in action, we should look at manually setting the details.
We start by attaching a device to a template. To attach the CSR-1 router to
this template, head back over to the template page, and click the triple dots
and select “Attach Devices” (Figure 8-32).
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In Sync wes
Edit
View
Delete

Copy
Attach Devices

Export CSV

Figure 8-32. Attaching CSR-1 to our template

In the window that pops up, select our CSR-1 router (Figure 8-33).

0 Nerma Selected

Figure 8-33. Select CSR-1

Click the arrow to move it over to the Selected Devices list, and click
“Attach” (Figure 8-34).
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1 o [ 1 evns Selected

Figure 8-34. Click the arrow to select the device

We now get a new window, where we can double-click in any empty
field and enter the details manually (Figure 8-35).

Figure 8-35. Manually entering device details

Enter the IPv4 address 0f 50.10.10.1/24 and tab into the next field
(Figure 8-36).

70.100.100.1 CSR1

[ommr [ esne | sssmstmestims | s s |
50.10.10.0/24 | i

Figure 8-36. Manually entering the details

If the horizontal view is awkward, then click the three-dot menu, and
select “Change Device Template” to switch to a vertical view. We could
carry on like this, entering all the information manually, or we can upload
the CSV file we created, by clicking the upload icon (Figure 8-37).
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00

Total Rows: 1

it | |

Figure 8-37. Uploading the CSV file

Browse to and select the CSV file we edited earlier, and then click
Upload (Figure 8-38).

CSV File Browse... | t-CSR1000vcsv

Figure 8-38. Select the t--CSRV1000v.csv file

Et voila! All our fields are populated (Figure 8-39).

[orrie | v | sttt i
£0.10.10 4728 £881 701001001 300

70.100,1001 CER

Figure 8-39. Populated by CSV!

There is a slightly easier way to fill out the CSV file, and that is to
download it from the same window in which we upload the CSV. If we
choose this option, then the CSV file will be prepopulated with the device
IDs of the devices we are trying to configure. It’s a little easier than typing
in the long UUID each time.
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Click the “Next” button at the bottom of the window. Now we have to
apply the template, which will configure the devices. Click the device in
the left-hand column (Figure 8-40).

L2 CONFIGURATION | TEMPLATES

Device Template Total
t-CSR1000v 1

Device list (Total: 1 devices)

CSR-0502AB1A-TDED-13AE-
3AB1-776B741BB137

CSR-1/70.100.100.1

Figure 8-40. Select the device you are configuring

The main window will then change to show us the configuration
preview (Figure 8-41).

o

viptela-system:system

device-model vedge-CSR-1008v
host-name C5R-1

location UK

system-ip 70.100.160.1
overlay-id 1

site-id 300

port-offset 5]

control-session-pps 308
admin-tech-on-failure
sp-organization-name Learning_SD-WAN
organization-name Learning SD-WAN
port-hop

track-transport

track-default-gateway

console-baud-rate 115286
vbond 16.1.1.3 port 12346
logging

disk

enable

Figure 8-41. The configuration preview
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We can also compare the current configuration with the one that will
be applied (Figure 8-42).

Figure 8-42. The configuration differences

The lines highlighted in green are the new lines to be added, and the
ones in red are the ones that will be removed. If you have ever used a
program such as RANCID or SolarWinds, then this should be familiar.

So far, it looks OK. We gain a location of “UK,” and the site ID will be
corrected. The console-baud-rate will also change, which is not a big deal
in our environment, though you should check the documentation for
the devices to make sure that the baud rate is supported. Scrolling down
though, we appear to lose our SD-WAN configuration (Figure 8-43).
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30|

sdwan i

]

line vty @ 4
login authentication default
transport input ssh
width 255

]

line vty 5 89

login authentication default
transport input ssh

]

naté4 translation timeout tcp 60
naté4 translation timeout udp 1
sdwan
interface GigabitEthernetl
tunnel-interface
encapsulation ipsec weight 1
no border
color default
no last-resort-circuit
no low-bandwidth-1link
control-connections
no vbond-as-stun-server
vmanage-connection-preference 5
port-hop
carrier default
nat-refresh-interval 5
hello-interval 1008
hello-tolerance 12
no allow-service all
no allow-service bgp
allow-service dhecp
allow-service dns
allow-service icmp
allow-service sshd
allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
no allow-service snmp

Bl k&b & 888 988 ¥ YL

-
-~

glalelan el glssl

o0
i)

omp
no shutdown
send-path-limit 4
ecmp-limit 4
graceful-restart
no as-dot-notation
timers

—More—

Sl omp @

gje8|e|a

Figure 8-43. We are going to lose our SD-WAN configuration!

More drastically, we lose our default route (Figure 8-44).
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=xit

Figure 8-44. And our default route

This would mean that if we needed to correct our device, vManage
would not be able to contact it!

We can temporarily overwrite such issues, but we would see this kind
of warning:

CSR-1#config-transaction

CSR-1(config)# interface GigabitEthernet1

CSR-1(config-if)#

CSR-1(config-if)# ip address 50.10.10.1 255.255.255.0

CSR-1(config-if)# ip route 0.0.0.0 0.0.0.0 50.10.10.254

CSR-1(config-if)# commit

The following warnings were generated:
'system is-vmanaged': This device is being managed by the
vManage. Any configuration changes to this device will be
overwritten by the vManage after the control connection to
the vManage comes back up.

210



CHAPTER 8 TEMPLATES

Proceed? [yes,no] yes
Commit complete.
CSR-1(config-if)#

In this case, if you had pushed the template to the device, manually
adding the default route may allow vManage to push down the corrected
configuration to the device.

Thankfully, we have a big “Cancel” button at the bottom of the screen.
Click it (Figure 8-45).

Devices will not be attached to the template and configuration values provided will be lost. Are you sure you want to
proceed?

Figure 8-45. Cancel before we do some damage!

Click “OK” on the dialog box, and head back over to templates and into
Feature templates.

Somewhat annoyingly, when we create feature templates from
the device template screen, you are dropped straight into the basic
configuration setting, so it is easy to miss the naming section. The new
feature template gets the same name as the device template, so go to the
feature templates and select the “t-CSR1000v” template and edit it using
the drop-down options after you click the three dots.

Click Tunnel, then set it to Global, and select “On” (Figure 8-46).
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TUNNEL
Tunnel Iinterface - @® On Off

Figure 8-46. Turn on the tunnel interface

Under “Allow Service,” make sure that NETCONF and SSH are set to
“On” (Figure 8-47).

Allow Service

Al ©- on ® off
BGP o- on o Off
DHCP ©-| @ on off
DNS ©- @ on off
ICMP ©@- @ On off
NETCONF | @ | Ooff
NTP o - on o off
OSPF o- on ® off
SSH -l @on | O on
STUN ©- on ® off
HTTPS G- e On Off
SNMP @ - On e Off

Figure 8-47. Enabling NETCONF and SSH in templates
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Click “Update” to update the template. But what about the default
route? For this, we need to create a new VPN template. Name the template
“c-VPNO,” and set a description (Figure 8-48).

£ CONFIGURATION | TEMPLATES

Device Feature

Feature Template - Add Template VPN

Device Type CSR1000v
Template Name C-VPNO
Description VPN 0 template for CSR-1|

Figure 8-48. The new VPN template

Scroll down to “IPv4 Route,” or click the menu item to be taken straight
to that section (Figure 8-49).

Figure 8-49. 1Pv4 routes

Click “New IPv4 Route” and enter 0.0.0.0/0 in the Prefix field. Leave the
gateway as “next hop,” and click “Add Next Hop” (Figure 8-50).
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Mo Next Hop acded, add yout furst Newt Hop

Add Haxt Hop

Figure 8-50. Adding a next hop

As we could have several devices, each with a unique next hop, we are
going to use the device-specific option (Figure 8-51).

@ Global
= Device Specific >  Enter Key

© Add Next Hop vpn_next hop_ip.address.0

Figure 8-51. Device Specific Options

Click “Add,” and then make sure you click “Add” again, so it shows in
the route section (Figure 8-52):

E————————————————.
[ © NewiPyd e |
et | onmer
Figure 8-52. Our default route
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Save the template. Now we should have another template in our list
(Figure 8-53).

X CONFIGURATION | TEMPLATES

© Add Template

Tougisia Type | Nocodut = Q

Dwwce Templates

Figure 8-53. our c-VPNO template

Head back to device templates, and edit the t-CSR1000v template.
Scroll down to Transport & Management VPN, and select c-VPNO from the
list (Figure 8-54).

Transport & Management VPN

VPNO* .Fac!ow_[)alnult_vEdge_VPN_O_TBnplale -

VPN O template for CSR-1
VPN Interface
¢ VPNO

Figure 8-54. Select the c-VPNO template

We should see both templates applied now (Figure 8-55).
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Transport & Management VPN
VPNO* SVPND -

VPN Interface TCER000V - @
VPN 512° Factory_Default vEdge VPN 512 Template  ~

o
Figure 8-55. Both VPN templates applied
Click Update. Repeat the process of attaching the CSR device and

uploading the CSV file to fill in the blanks, as well as the new field for the
next hop, which will be 50.10.10.254 (Figure 8-56).

Im Address{vpn_next_hop_lp_address_0) 1Pv4 Address{vpn_if_lpv4_address)

70.100.100.1 CSR-1 50.10.10.254 50.10.10:1/24

Figure 8-56. Add the next hop

Click Next and look at the config diff (Figure 8-57); it should be much
cleaner, and, more critically, the default route should still be present (albeit
with a distance attached, which we previously did not have).

113

11‘1I
12 4p multicast route-limit 2147483647
13| 4p route 0.0.0.0 0.0.0.0 50.10.10.254 1
115 114 AR 1R REFR Abe aubRanFlASELAR

Figure 8-57. We have a default route (again)
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If you are happy with the results, click “Configure Devices” (Figure 8-58).

Search Options v

-_I

*:In progress Generating configuration from tem...

Figure 8-58. Configuring the CSR

We will see the progress in the next window (Figure 8-59).

I S S N

{!:1n progress Pushing configuration to device CSR-0502AB1A-7TDED-13AE-3AB1-

[22vApr-2923 13:36:22 lm':] configurlng device with feature template: t-CSR1866v
[22-Apr-2020 13:36:22 UTC] Generating configuration from template

[22-Apr-2020 13:36:27 UTC] Checking and creating device in vManage

[22-Apr-2020 13:36:29 UTC] Device is online

[22-Apr-2026 13:36:29 UTC] Updating device configuration in vManage
[22-Apr-2020 13:36:35 UTC] Pushing configuration to device

Figure 8-59. The configuration in action

During this process, vManage performs syntax checks for the variables
entered. If any are incorrect, then the template will not be attached. For
example, if the variable has the incorrect syntax (as in a text string is put
into a field requiring an IP address), this will be picked up on. An incorrect
IP address will not be picked up during this check, and if there are no other
issues causing the checks to fail, then the template will be attached.
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On the CSR routers, we can watch everything happening on the

console:

%SYS-5-CONFIG P: Configured programmatically by process iosp_
vty 100001 dmi_nesd from console as NETCONF on vty32131
%DMI-5-CONFIG I: RO/0: nesd: Configured from NETCONF/RESTCONF

by vmanage-admin, transaction-id 45215
%Cisco-SDWAN-RP_0-OMPD-3-ERRO-400002:
100.100.1.4 state changed to Init
%Cisco-SDWAN-RP_0-OMPD-6-INFO-400005:
vSmarts connected : 0
%Cisco-SDWAN-RP_0-OMPD-3-ERRO-400003:
state changed to DOWN
%Cisco-SDWAN-RP_0-OMPD-5-NTCE-400003:
state changed to UP
%Cisco-SDWAN-RP_0-OMPD-3-ERRO-400002:
100.100.1.4 state changed to Init

Ro/0:

Ro/0:

Ro/0:

RO/0:

Ro/0:

OMPD:

OMPD:

OMPD

OMPD:

OMPD:

vSmart peer
Number of

: Operational
Operational

vSmart peer

%DMI-5-AUTH PASSED: R0/0: dmiauthd: User 'vmanage-admin'
authenticated successfully from 100.100.1.2:54107 and was
authorized for netconf over ssh. External groups:
%Cisco-SDWAN-RP_0-OMPD-6-INFO-400002: RO/0: OMPD: vSmart peer

100.100.1.4 state changed to Handshake

%Cisco-SDWAN-RP_0-OMPD-5-NTCE-400002: RO/0: OMPD: vSmart peer

100.100.1.4 state changed to Up

%Cisco-SDWAN-RP_0-OMPD-6-INF0-400005: RO/0: OMPD: Number of

vSmarts connected : 1

%Cisco-SDWAN-RP_0-VDAEMON-2-CRIT-500010: R0/0: VDAEMON: CDB
snapshotted after vmanage connection establishedHands off my

SD-WAN!
User Access Verification

Username:
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Now we can find out if we mistyped the password in the template, and
check that we have a banner (just in case you missed it in the previous output):

Username: admin
Password:

CSR-1>en

CSR-1#

CSR-1#sh run | i banner

banner login “CHands off my SD-WAN!~C
CSR-1#

Back in vManage, we can see that the site ID has updated (Figure 8-60).

Figure 8-60. CSR-1 now has a corrected site ID

vEdge Templates

Let’s go ahead and create the same set of templates for our vEdge devices.
I won’t be using screenshots in this next section; instead, we’ll just run
through the steps to create the templates we need.

Feature Template » Add Template » VPN
Name: v-VPNO
Basic Configuration:

VPN: 0
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220

IPv4 route:
0.0.0.0/0 to device-specific next hop

Feature Template » Add Template » VPN Interface
Ethernet

Name: v-VPN-Interface

Basic Configuration:
Shutdown: Global/No

Interface name: Device Specific
IPv4 Address: Device Specific
Tunnel Interface:

Global, On

Allow Services:

NETFCONF & SSH: On

Feature Template » Add Template » VPN
Name: v-VPN512

Basic Configuration:

VPN: 512

Feature Template » Add Template » VPN Interface
Ethernet

Name: v-VPN512-Interface
Basic Configuration:
Shutdown: Global/No
Interface Name: eth0
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You should end up with a list of templates that looks like Figure 8-61.

e S S T N

c-v-Banner Banner for CSR-1 and vEdge routess  Banner CSR1000v | vEdge Cloud
c-VPND VPN O temnplate for CSR-1 WAN Edge VPN CSR1000v

v-VPND VPN 0 template fof vEdge WAN Edge VPN vEdge Cloud

AAS AMA for vEdge devices ARA vEdge Cloud
wVPNS12-Interface VPN 512 Imterface for vEdge WAM Edge Interface vEdge Cloud
wVPN-Interd ace vEdge VPN Inteface WAN Edge Interface vEdge Cloud

c-AAA AMA for CSRA AAA CSR1000v

+-CSR1000v Tempiate for CSR1000v routers WAN Edge Interface CSR1000v

c-v-System Systam sattings for CSR-1 and vE_  WAN Edge System CSR1000v| vEdge Cloud
wVPNS12 VPN 512 template for vEdge WAN Edge VPN vEdge Cloud

Figure 8-61. Our long list of templates

Head back to Device, and create the main device template, selecting
vEdge Cloud as the device model, calling it “t-vEdge” (Figure 8-62).

L2 CONFIGURATION | TEMPLATES

Device Feature

Device Model vEdge Cloud J
Template Name t-vEdge
Description vEdge Cloud Template

Figure 8-62. Our t-vEdge template

Select the generic c-v-System template we created earlier, as well as the
device-specific v-AAA template (Figure 8-63).
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Basic Information

System *

Logging*

AAA*

OMP *

c-v-System -
Factory_Default_Logging_Template -

v-AAA -

Factory_Default_vEdge OMP_Template -

Figure 8-63. Adding our existing templates

Under Transport & Management VPN, select v-VPNO, and v-VPN-
Interface for VPN 0, and v-VPN512 and v-VPN512-Interface for VPN 512

(Figure 8-64).

Transport & Management VPN

VPNO*

VPN Interface

VPN 512+

VPN Interface

Figure 8-64.
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wWPNE12 -
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To set the VPN interface for VPN 512, you need to click the plus sign
next to “VPN Interface” under “Additional VPN 512 Templates.” Set the
banner under “Additional Templates” (Figure 8-65).

Additional Templates

Banner c-v-Banner -
Policy Choose.., v
SNMP Choose.., v
Security Policy Choose.., v

Figure 8-65. Setting the banner

Save the template. We now have two device templates (Figure 8-66).

1vEdge vEdge Cloud Termplate Foature vEdge Cloud

Figure 8-66. Our device templates

Assign the two vEdge Cloud devices by clicking the three dots next
to our new template and selecting “Attach Devices.” Move them from the
available devices column to the selected devices column (Figure 8-67).
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Belected

Figure 8-67. Select the vEdge devices

We will see the familiar window where we need to add the device-specific
variables (Figure 8-68).

e e [ R Y

vEAGO!

Figure 8-68. Add the details for the vEdge devices

Either fill in the details manually or download the CSV, edit it, and
reupload it. Once all the details have been entered, you will see green ticks
under the Status column (Figure 8-69).

e N T T T T

@ bDeat!50-99ac-8bee-dfdd .. 60,100.100.1 vEdgeD2 0.0.0.0/0

© 5671724b-0720-1313-8556.. 100.100.1.5 vEdgeD? 0.00.0/0

Figure 8-69. Completed vEdge details

Once we have the green, we can click Next. Check the config diff
window, and make sure all is OK to proceed.
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Because of our template, we are going to lose our VPN 1 configuration,
but we will recreate it shortly. If all else is OK, then click Configure Devices
and acknowledge the prompt (Figure 8-70).

Committing these changes affect the configuration on 2 devices. Are you sure you want to proceed?

[¥] confim configuration changes on 2 devices

Figure 8-70. Committing the vEdge templates

Watch the progress to check everything is proceeding as planned.

[T = v T N
¥ @ Success Deoewe « F ature Tomplate Con_ S5 T0dl-0720-fa 13- 8556-166dec

Push Fe vEdge Cloud ¥Edige0?
{22-Apr. 2020 18:32:44 UTC) Gonerat nuo‘ccnrlumaum from tesplate

[22-Apr - 31020 10:32:50 UTC] Chwcking and creating cevice &n vManags

{22 Apr- 2928 16:32:53 UTC] Device is online

[22-Apr- 2029 1832453 UTC] Updating cevice configuration in vianage

[2-Apr-3020 18:32:54 UTC] Pushing configuration to device

[22-Apr- 2029 18:33:44 UIT) Tesplate successfully attached to device

v~ @ Success Done - Push Fentuse Tomplate Con 0SS! 500900 Bhes A1dd 0TS vEdge Clewnd VErgea?

[22-Apc - 2026 18:32:44 UTC] Generating configuraticn from tesplate
[22-Apr 3020 16:32:49 UTC] Checking and creating cevice in vManage
[22-Apr- 2020 18:32:52 UTC] Device 1s online

[22:-pr- 2029 1 2 UTC] Updating device configuration in yManage
{22-Apr - 2020 1 UTC) Pushing configuration to device
[22-Apr-2020 1B:33:18 UTC] Tesplate successfully attached to device

Figure 8-71. Our final configuration push

We can check if the template has worked in a couple of ways; the
quickest is to see if we can log in and have a banner:

vEdgeO1#
*kk IDLE TIMEOUT ok

viptela 19.2.1
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vEdgeO1 login:

Hands off my SD-WAN!

vEdge0O1 login: admin

Password:

Welcome to Viptela CLI

admin connected from 127.0.0.1 using console on vEdgeO1
vEdgeo1#

We do. We are good to move on to the next chapter!

Summary

Wow! This has been a long chapter, and we have had some major wins and
some minor losses (the VPN 1s we configured on our vEdge devices, for
example).

In the next chapter, we will be adding those back as we look at routing.

226



CHAPTER 9

Routing

In this chapter, we are going to use templates to set up routing in our
network. Cisco’s SD-WAN supports dynamic routing by way of OSPE, BGP
in vEdge, and the I0S XE cEdge. The latter also supports EIGRP, IS-IS, and
LISP. We are not going to go through all of them; instead, we will use the
“public” Internet for OSPF and our “MPLS” link for BGP. The reason we
are not going to do the others is that OSPF and BGP redistribute nicely into
OMP, whereas the others don’t.

OSPF

Our OSPF network is going to look like Figure 9-1.

© Stuart Fordham 2021 227
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VPNO
10.1.1.0/24

20.1.1.0/24 "’E"g‘

1/
7
w2iozs B' 1031024
ISP-R| ] MPLS R
254 " "' '";‘
50.11.11.0/24 60.20.20.0/24
50.10.10.0/24 60.22.22.0/24

Site300 .1/ N AT A -\n)l
Area 3 ( '(..:" iy

Site 200
Area 2

CSR-1 VEdge02
172.16.30.0/24 W | 172.17.30.0/24 172.16.20.0/24 W [ 172.17.20.0/24

Figure 9-1. The OSPF network
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As you will recall, we lost our VPN 1s when we applied our templates in
the previous chapter, not that they were doing much anyway. We are going
to use templates to set them up again, from scratch. The process is similar
to how we set up our VPN 0s in the last chapter. There will be a couple of
hurdles along the way as you will see.

The first step is to tell each router that we want to redistribute OSPF
routes into OMP. This way, we can leave our overlay network to do all the
hard work for us.

We can do this with a joint template for both CSR-1 and the vEdge, so
head over to feature templates and create a new OMP template (Figure 9-2).

Feature Template Add Template OMP

Device Type CSR1000v,vEdge Cloud
Template Name cv-OMP

Description ‘ OMP template for CSR and vEdge

Basic Configuration Timers Advertise

Figure 9-2. Our OMP template

Click “Advertise” and select OSPF External and save the template
(Figure 9-3).
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BGP On @ ot
OSPF External [ @ on | off
Connected [ @ on | ot
Static & On | ot
EIGRP On @ on
Lisp on [ @on
1515 on @ on

N

Figure 9-3. Advertising OSPF into OMP

Next, we can create the loopback interface (loopback1), which is a
WAN Edge interface and can be created for both router types (Figure 9-4).

Device Type C5R1000v,vEdge Cloud
Template Name
Getcription Locpback interf
Basic Configuration Tunrnel NAT VRRP ACL/QoS ARP BO2X Advanced

Shutdown

Interface Name = | Loophackl

Description o-

QO oyramie (@) static
IPv4 Address

Secondary IP Address (Maximum: 4) © And

Figure 9-4. Loopbackl interface
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The IP address will be device specific, and we will fill in the details
when we apply the template to our devices. Now create a new VPN
interface template for VPN 1 (Figure 9-5).

Device Type CSR1000v,vEdge Cloud
Template Name cv-VPN1
Description VPN 1

Basic Configuration DNS Advertise OMP IPv4 Route IPv6 Route

BASIC CONFIGURATION

VPN

Name S~

Enhance ECMP Keying o~ On o Off
Enable TCP Optimization S~ On e Off

Figure 9-5. VPN 1 interface

Lastly, we set up OSPE using a joint template for both router types. We
are going to manually add the router ID. Although the router ID will, by
default, inherit the system IP of the router, router IDs for routing protocols
should be hard coded (Figure 9-6).
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L Ter Temy OSFF
Device Type CSR1000v,vEdge Cloud
Template Name c4-05FF
Description OSPF for VPN 1
Basic Configuration Redistribute Maximum Metric (Router LSA) Area Advanced

Router ID -
Distance for External Routes o~
Distance for Inter-Area Routes S~
Distance for Intra-Area Routes S~

Figure 9-6. OSPF template

The area ID will also be individual to each router. This will be
interesting as none of our routers will have interfaces in the same area, so

we are going against how OSPF operates here (Figure 9-7).

Area Number =

Set the area type S~ -
Interface @ Addinterface

Range o Add Range

Figure 9-7. The OSPF area
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We now need something to advertise into OSPE, so click “Add
Interface” (Figure 9-8).

No OSPF Interfaces added, add your first OSPF Interface

Configure With No Interfaces

Figure 9-8. Adding an interface to OSPF

Click “Add Interface” again, and when the new window pops up, enter
Loopbackl, and then click “Add” (Figure 9-9).
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© Add Interface . | i

Interface Name

Hello Interval (seconds) &~

Dead Interval (seconds) @ - :
LSA Retransmission Interval -

(seconds)

Interface Cost o~

Advanced Options > ]

Figure 9-9. Advertising the Loopback 1 network

Click “Add” again so that the interface is added to the template
(Figure 9-10).

[ © NewArea |
Area Number -
Set the area type S~ b
Interface Interface
Range © addRange

Figure 9-10. Loopback 1 added to OSPF

The template should now show the area details (Figure 9-11).
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oo b e

O b [ospf_area_a_nu..]

Figure 9-11. The OSPF area

Save the template, and then head back to device templates, and edit
the t-CSR1000v template. Under Basic Information, set the OMP template
to be the c-v-OMP feature template (Figure 9-12).

Basic Information

Systom * cSytam

Loggng” Factory. Default_Logging. Template
Ann Choase - BFD Factory_Defaukt BFD_Tomplate
ARA-CISCO cABA - oMP - e lMP

Swcurity * Factory Default_vEdge Seourty_Temgilate

Figure 9-12. Adding the OMP template

Scroll down to Service VPN, and click the plus sign and add one service
VPN. The number in the box that comes up just means how many you
want to add, rather than the service VPN number (Figure 9-13).
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Service VPN @ Service VPN ~

Select number of

VPN Service VPN I =

1

Figure 9-13. Adding a service VPN

In the VPN box, select c-v-VPN1. Click the plus sign next to OSPF on
the right-hand side, and select c-v-OSPF in the drop-down box. Lastly,
click the plus sign next to VPN Interface and select c-v-Loopbackl. You
should end up with the same settings as Figure 9-14.

Service VPN @ Service VPN =

VPN ev-VPN1 -
OSPF cv-0SPF - @
VPN Interface cv-Loopback v @ © Sub-Templates ~

Figure 9-14. The service VPN settings

Click “Update” at the bottom of the page to update the device
template, and on the next page, enter the OSPF details for CSR-1, which
are the network to advertise (172.16.30.1/24), the router ID (3.3.3.3), and
the area number (3) (Figure 9-15).

T S Ty g [Py
M100.7000 CSR 1721630.7/24 3333 4

Figure 9-15. Adding the OSPF details for CSR-1
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Click Next. We can see the new lines in the config diff, and these look
correct as we are advertising OSPF via OMP up to the vSmart controller
(Figure 9-16).

Figure 9-16. Advertising OSPF into OMP
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Our loopback interface is getting created and is OSPF enabled
(Figure 9-17).

X B 55| 58|28 8BS

148
= — |

Figure 9-17. CSR-1’s loopback interface configuration

We also have the OSPF routing declarations (Figure 9-18).

168
169
170
171
172
173
174
175
176

. a—

Figure 9-18. CSR-1's OSPF configuration

There is also a VRF (virtual routing and forwarding) definition, but this
is not pictured. Click Configure Devices to apply the template changes, and
we should have a success (Figure 9-19).
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T S T

v @ Success

Done - Push Feature Template Con.. CSR-0502AB1A-7DE

[23-Apr-2020 11:42:09 UTC] Generating configuration from template
[23-Apr-2820 11:42:14 UTC] Checking and creating device in vManage
[23-Apr-2020 11:42:17 UTC] Device is online
[23-Apr-2620 11:42:17 UTC] Updating device configuration in vManage

[23-Apr-2020 11:42:22 UTC] Pushing configuration to device

[23-Apr-2020 11:43:01 UTC] Template successfully attached to device

Figure 9-19. Successful configuration

We can confirm the changes on the router by looking at the interfaces:

CSR-1#sh ip int bri

Interface
GigabitEthernet1
GigabitEthernet2
GigabitEthernet3
GigabitEthernet4
Loopback1
Loopback65528
NVIo

Tunnel1

CSR-1#

IP-Address
50.10.10.1
unassigned
unassigned
unassigned
172.16.30.1
192.168.1.1
unassigned
50.10.10.1

0K?
YES
YES
YES
YES
YES
YES
YES
YES

Method Status Protocol

other
unset
unset
unset
other
other
unset
TFTP

up
up
up
up
up
up
up
up

up
up
up
up
up
up
up
up

Let’s try and get the vEdges talking as well, and you will see why I use

the word “try”

Because we created templates covering both the CSR1000v and the

vEdge Cloud devices, we can reuse them here. Start by editing the t-Vedge
template and setting the OMP template to c-v-OMP (Figure 9-20).
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Basic Information

System *

c-v-System b

Logging* Factory_Default_Logging_Template -
AAA* v-AAA -
OMP * cv-OMP b

Figure 9-20. Editing the vEdge template

Create another service VPN template (Figure 9-21).

Service VPN @ Service VPN ~

VPN cv-VPH1 -
OSPF cv-0SPF - @
VPN Interface cv-Loopback - & © Sub-Templates ~

Figure 9-21. A new VPN template

Click Update and fill in the details (Figure 9-22).

mm 1Pwt Address(vpn_if_ipvd_addrena) itotter 10{oapl_router_id) Area Numbar{ospl _area_a_num)
100100 1.5 vEoge? 1721610124 1 0
60100100 1 vEdge02 17216201724 2222

Figure 9-22. The OSPF details for the vEdge devices
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Click Next. Now, instead of being able to compare the current
configuration to the new template (as we could with the CSR template), we
get an IPv6 error (Figure 9-23).

Server error: Error on line 95: unknown element: (<]
ipv6-advertise in /ncs:devices
/ncs:device[ncs:name=Yvip_internal_temp_device_b
0ea9f50-99ac-8bee-4fdd-91a83cdf41f5]
/nes:config/viptela-omp:omp/viptela-omp:ipv6-
advertise

Figure 9-23. IPv6 error!

The reason for this is that the template is shared between the vEdge and
cEdge devices, and we need to disable IPv6 advertisement on the vEdges
if we are not using it. To resolve this, we need to cancel the current task
and return to our feature templates. Click the three dots for the c-v-OMP
template, and click “Copy.” Give the copy a new name (v-OMP), and click
“Copy” (Figure 9-24).

Template Name

v-OMP

Description

OMP template for vEdge

Figure 9-24. Copying the c-v-OMP template
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Edit the new template, and click IPv6 under the “Advertise” section.
Disable all the entries, and click “Update” (Figure 9-25).

BGP On | ® ot
Connected On | ® off
Static on | ®@on
EIGRP On L. & off
LIsP On ® off
1518 on @ ot

Figure 9-25. The IPv6 settings

Update the t-vEdge template to use the new v-OMP template, and
set up the service VPN 1 again. Run through the process again, and try to
configure the devices.

We get more errors, and this time it is an issue with the loopback
interface as the error states “Invalid interface Loopback1l” (Figure 9-26).

wpn - irterface{viptela-vin: if -nases' Loopbackl ' }/vipteln-vpa: if - nase

b Twvalid INtorface Loophackl specifiec< arror sesage

Figure 9-26. Interface naming details

Remember when I said that the system is very picky about names?
Well, it will not go easy on you if there are capitalization errors. Using
shared (vEdge and cEdge) templates does lead to issues like this at times.
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Copy the c-v-Loopbackl template (naming it “v-Loopback1”) and edit
it, changing “Loopbackl” to “loopbackl.” Copy and edit the OSPF template
as well, changing the interface name to “loopbackl” as well (Figure 9-27).

© Add Interface
Interface Name - loopbackl

Hello Interval (seconds) 9~

Figure 9-27. Fixing the interface name

Save the template, and then set up the device template again, this time
using the newly copied and edited templates (Figure 9-28).

Service VPN @ Service VEN ~

VPN evAPN1 -
OSPF v-OSPF - 9
VPN Interface v-Loopback1 - @

Figure 9-28. The new service VPN

Push the configuration to the devices (Figure 9-29).

Figure 9-29. Pushing the OSPF configuration to the vEdge
devices
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The routes for 172.16.10.0/24, 172.16.20.0/24, and 172.16.30.0/24
should be visible to the vEdge routers. As you can see, they are showing as

OMP routes (Figure 9-30).

vEdge@1# show ip routes b VAN

PN PREFIX PROTOCOL SUB TYPE IF NAME ADOR VPN TLoC

o.2.0.0/8 static - ged/e 18.1.1.1
10.1,1.0/24 connected - ged/ @ -
19¢,108,1,5/32 connected systen
172.16.10.0/24 ospf I leopbackl -
172.16.10.8/24 connected loopbackl
172.16.20.0/24 omg - -

e

vEdaeals

Figure 9-30. Our new OMP routes in vEdge0l

Most importantly, we can ping them:

vEdge0O1# ping vpn 1 172.16.30.1
Ping in VPN 1

PING 172.16.30.1 (172.16.30.1) 56(84) bytes of data.

64 bytes from 172.16.30.1: icmp seq=1 ttl=255 time=12.1
64 bytes from 172.16.30.1: icmp_seq=2 ttl=255 time=2.60
64 bytes from 172.16.30.1: icmp_seq=3 ttl=255 time=2.80
64 bytes from 172.16.30.1: icmp_seq=4 ttl=255 time=2.78
64 bytes from 172.16.30.1: icmp seq=5 ttl=255 time=2.35

e

- 68.108.1080.1
172.16.30.8/24 ong - - - - 70.102.100.1

--- 172.16.30.

1 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time

rtt min/avg/max/mdev = 2.351/4.530/12.116/3.796 ms

vEdgeO1#
vEdge0O1# traceroute vpn 1 172.16.30.1
Traceroute 172.16.30.1 in VPN 1

ipsec
ipsec F

4005ms

traceroute to 172.16.30.1 (172.16.30.1), 30 hops max, 60 byte

packets
1 172.16.30.1 (172.16.30.1) 4.764 ms * *
vEdgeo1#
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We can also see the vEdge routes on the CSR-1 router:

CSR-1#sh sdwan omp routes 172.16.20.0/24

RECEIVED FROM:

peer
path
labe
stat
loss
lost

100.100.1.4
-id 2
1 1004
us ¢GI,R
-reason not set
-to-peer not set
lost-to-path-id not set
Attributes:
originator 60.100.100.1
type installed
tloc 60.100.100.1, default, ipsec
ultimate-tloc not set
domain-id not set
overlay-id 1
site-id 200
preference not set
tag not set
origin-proto connected
origin-metric 0
as-path not set

CSR-

unknown-attr-len not set

1#

ROUTING
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The route has a status of “C,I,R”. This means that the paths have
chosen (C), and the route has been installed into the routing table (I) and

resolved (R), as Table 9-1 shows, along with the other statuses.

Table 9-1. Route Status codes

Status  Meaning

C Chosen

I Installed
Red Redistributed
Rej Rejected

L Looped

R Resolved

S State

Ext Extranet

Inv Invalid

Stg Staged

U TLOC Unresolved

It is slightly different to ping from CSR-1 as you have to specify the VRF

(virtual routing and forwarding) number, rather than the VPN:

CSR-1#tshow vrf

Name Default RD

1 1:1

65528 <not set>

Mgmt-intf 1:512
CSR-1#
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CSR-1#ping vrf 1 172.16.20.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.20.1:

Success rate is 100 percent (5/5), rt min/avg/max = 1/1/3 ms
CSR-1#

This is a bit of a mic drop moment, and let’s admit, it is cool stuff
happening here. We have broken many of the rules of OSPF here; the areas
are all different, none of the IPs are in the same subnets, and we have no
OSPF adjacencies, but it still works. In fact, it works better than usual, as
the overlay is carrying all our OSPF traffic and handling everything for us.

Let’s try this with BGP.

BGP

Our BGP network will look like Figure 9-31.
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Site 100

VPN 512
100.1.1.0/24

VPN O
10.1.1.0/24
3
R
>
o
N
172.17.10.0/24
w2104 B' 1081024
S T2
ISP-R! , MPLSR
o 1) %)
g0..11.024 60.20.20.0/24
50.10.10.0/24

60.22.22.0/24

Site300 .1/ x® 7
As3 | x| A (M)

CSR-1 vEdge02
172.16.30.0/24 172.17.30.0/24 172.16.20.0/24 172.17.20.0/24

Figure 9-31. The BGP network
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We are going to implement three AS (autonomous systems). Along the
way, we will find that we have the same caveats as we did when setting up
OSPE in that the CSR-1 router can have a capitalized loopback interface,
but the vEdge routers cannot, and the issue with IPv6 being enabled on
OMP (or not as the case was).

The first step is to connect our router’s MPLS interfaces. These will
need to be separated from our existing interfaces, and this is where colors
come into play.

Our first task is to set our existing interfaces to be the same color, which
will be “biz-internet.”

Within the feature templates, edit the v-VPN-Interface we created in
the previous chapter, and set the color to be global and “biz-internet”
(Figure 9-32).

TUNNEL

Tunnel Interface > [ @on | off

Color - l biz-internst

Figure 9-32. Editing the VPN 0 interface

Click Update, and then Next. Confirm that the changes to be made are
correct by checking the config diff screen (Figure 9-33).
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Figure 9-33. Confirming the color changes

If the changes are correct, then configure the devices. Repeat the
process for the t-CSR1000v feature template. The config diff should look
like Figure 9-34.
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Figure 9-34. The CSR template color changes

Once all the devices have updated, it’s probably a good idea to check
we didn’t break anything with our OSPF network:

vEdge0O1# ping vpn 1 172.16.30.1

Ping in VPN 1

PING 172.16.30.1 (172.16.30.1) 56(84) bytes of data.

64 bytes from 172.16.30.1: icmp seq=1 ttl=255 time=2.58 ms
64 bytes from 172.16.30.1: icmp seq=2 ttl=255 time=2.31 ms
64 bytes from 172.16.30.1: icmp seq=3 ttl=255 time=3.26 ms
~C

--- 172.16.30.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2001ms
rtt min/avg/max/mdev = 2.318/2.720/3.264/0.403 ms

vEdgeo1#
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So far so good. Now we need to create two new VPN interface
templates.

Create a new VPN Interface Ethernet called MPLS-Int-vEdge; set both
the interface name and IPv4 address to device specific (Figure 9-35).

Shutdown - Yes [ @ No

Interface Name -

Description

O Dynamic @:} Static

IPvd Address -

Secondary IP Address (Maximum: 4)

Figure 9-35. The MPLS-Int-vEdge template

Enable the tunnel interface, and set the color to “mpls.” Set the restrict
option to On (Figure 9-36).

TUNNEL
Tunnel Interface - i @® On 1 Off

Color - mpls v
Restrict ~| @ on J off
Groups S~

Figure 9-36. The restrict option
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The restrict option controls which remote TLOCs the local TLOC can
establish a BFD session with. When we use the “restrict” option, the TLOC
on the local router can only establish BED sessions with TLOCs of the
same color.

In the main vEdge device template, create an additional VPN interface
under Transport & Management VPN, and select the MPLS-Int-vEdge
template (Figure 9-37).

Transport & Management VPN

VPNO* v-VPNOD -
VPN Interface vVPN-Interface - @
VPN Interface MPLS-Int-vEdge - @

Figure 9-37. The MPLS interface

Update the template, and fill in the details when prompted (Figure 9-38).

T e T [y P Ty Fe vy
100.100.1.5 vEdged? qed 2011 5/24

601001001  vEdged? g 6022221724

Figure 9-38. Setting the MPLS interface details

Push the configuration, and check it over (Figure 9-39).
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R 2828 (IR RS B2 IF|

18| 8

Figure 9-39. The MPLS configuration

Once the configuration has been pushed to the devices, we can check
the results on the device:

vEdgeO1# show interface ge0/1

interface vpn 0 interface geo/1 af-type ipv4
ip-address 20.1.1.5/24
if-admin-status Up
if-oper-status Up
if-tracker-status NA

encap-type null
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port-type transport

mtu 1500

hwaddr 50:00:00:06:00:02
speed-mbps 1000

duplex full
tcp-mss-adjust 1416

uptime 0:00:03:10
rx-packets 100

tx-packets 13
vEdgeo1#

vEdgeO1# ping 20.1.1.1 count 3

Ping in VPN 0

PING 20.1.1.1 (20.1.1.1) 56(84) bytes of data.

64 bytes from 20.1.1.1: icmp_seq=1 ttl=255 time=1.37 ms
64 bytes from 20.1.1.1: icmp_seq=2 ttl=255 time=1.66 ms
64 bytes from 20.1.1.1: icmp_seq=3 ttl=255 time=1.43 ms

--- 20.1.1.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2001ms
rtt min/avg/max/mdev = 1.377/1.491/1.664/0.128 ms

vEdgeOo1#

vEdge02# ping 60.22.22.254 count 3

Ping in VPN 0

PING 60.22.22.254 (60.22.22.254) 56(84) bytes of data.

64 bytes from 60.22.22.254: icmp seq=1 ttl=255 time=0.583 ms
64 bytes from 60.22.22.254: icmp _seq=2 ttl=255 time=0.668 ms
64 bytes from 60.22.22.254: icmp seq=3 ttl=255 time=0.736 ms

--- 60.22.22.254 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2000ms
rtt min/avg/max/mdev = 0.583/0.662/0.736/0.066 ms

vEdge02#
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Looks good, right? We have the connectivity we need. However, when
we look at the vManage dashboard, we can see that now we only have
partial control (Figure 9-40).

Control Status (Total 3)

Control Up
Partial

Control Down 0

Figure 9-40. Partial control

This is a routing issue: since we pushed the new interface
configuration, we lost the control because the edge devices cannot reach
the orchestration servers via the new interface. So try to edit the v-VPNO
template, and add a new IPv4 default route, again, with a device-specific
next hop.

Unfortunately, as you will see, we cannot have two default routers
(Figure 9-41).

Failed to create template: Duplicate value: 0.0.0.0/0 @

Figure 9-41. We cannot have two default routes

The workaround is to set the second default route as device specific
(Figure 9-42).

256



CHAPTER9  ROUTING

© New IPv4 Route
T S R 7T
0.0.0.0/0 MNext Hop
C = [sec-def-route] MNext Hop 1

Figure 9-42. A second default route

Update the template, and fill in the details, specifying 0.0.0.0/0 as the
destination and 20.1.1.1 and 60.22.22.254 as the next-hop IP addresses for
vEdge01 and vEdge02, respectively (Figure 9-43).

T e P

vEdged1 0.00C

vEdge02 0000 50.11.11.254 60.22 22354

Figure 9-43. The default route settings

Once completed, the template will add a second default route:

vEdge02# sh run vpn 0 | incl route
ip route 0.0.0.0/0 50.11.11.254
ip route 0.0.0.0/0 60.22.22.254
vEdge02#
vEdgeO2# sh ip route | inc 0.0.0.0 | display xml
<prefix>0.0.0.0/0</prefix>
<prefix>0.0.0.0/0</prefix>
vEdgeo2#

Now, back on the dashboard, our control is green again (Figure 9-44).
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Control Status (Total 3)

Control Up
Partial

Control Down 0

Figure 9-44. Control is green again!

The next step is to advertise BGP into OMP, which we do inside the
OMP template (Figure 9-45).

BGP

& On ! oft
OSPF External ® on i oft
Connected ® on | off
Static ®o | o

Figure 9-45. Advertising BGP into OMP

Create the loopback2 interface by copying the v-Loopbackl template,
renaming it to v-Loopback2 (Figure 9-46).
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Template Name

v-Loopback2

Description

vEdge Loopback Interface 2

Figure 9-46. Copying the Loopback template

Change the interface name (Figure 9-47), remembering that it is
lowercase on the vEdge routers!

Device Type vEdge Cloud CSR1000v
Template Name vLoopback2
Description vEdge Loopbadk interface 2
Basic Configuration Tunnel NAT VRRP ACL/ QoS ARP B02.1X Advanced

Shutdawn - Yes @ Na
Interface Name =l oophacks |
Description S~

(O oyramic @ static

IPv4 Address -

Figure 9-47. The new Loopback template
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Click Update. Next, create a template for BGP, making sure that the AS
number and router ID are both device specific (Figure 9-48).

Device Type vEdge Cloud
Template Name v-8GP
Description BGF template for vEdge
Basic Configuration Unicast Address Family Neighbor Advanced

:ONFIGURATION

Shutdown Tove [ow |
AS Number e

Router ID -

Propagate AS Path -~ On e Off
Internal Routes Distance o~

Local Routes Distance S~

External Routes Distance S~

Figure 9-48. Our BGP template

To advertise our second loopback network, on the Unicast Address
Family section, click Network and add a device-specific network prefix
(Figure 9-49).

260



CHAPTER9  ROUTING

Maximum Paths o~

RE-DISTRIBUTE NETWORK AGGREGATE ADDRESS

O New Network

Network Prefix -

Figure 9-49. The device-specific network prefix

Click Add to update the template (Figure 9-50).

Maximum Paths G-

RE-DISTRIBUTE NETWORK AGGREGATE ADDRESS

= {bgp._network_network _addreas_prefid

Figure 9-50. The updated BGP template

Save the template, and create another VPN interface template, called
vEdge-VPN2 (Figure 9-51).
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Device Type vEdge Cloud
vEdgeVPN2

Template Name

Description VPN2 for vEdge

Basic Configuration DNS Advertise OMP IPv4 Route IPv6 Route Service

Name - | MP!
Enhance ECMP Keying @~ On e Off
Enable TCP Optimization [ On e O

Figure 9-51. vEdge-VPN2

Now edit the t-vEdge device template, and add a new Service
VPN, setting the BGP section to “v-BGP” and the VPN interface to
“v-Loopback2” (Figure 9-52).

VPN vEdge-VPN2 -
BGP v-BGP - @
VPN Interface v-Loopback? v @ © Sub-Templates ~

Figure 9-52. VPN 2 seitings

Update the template, filling in the device-specific details for the
loopback interface IP address, the BGP AS number (1 for vEdge01 and 2
for vEdge02), the router ID (1.1.1.1 and 2.2.2.2, respectively), and the prefix
to advertise (172.17.10.0/24 for vEdge01 and 172.17.20.0/24 for vedge02),
shown in Figure 9-53.
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wiidgedt TTLAT 1005 1 1110 1RO
VEdgelz AL AT 2 3233 TATINM

Figure 9-53. The BGP settings

Check the new configuration over before we push it to the devices
(Figure 9-54).

BB HEEERBEEE

Figure 9-54. The VPN 2 configuration

If you are happy with the settings, then push the configuration to the
devices.

Our configuration works. Kind of. We have the advertised route from
vEdge01 showing in vEdge02, and it is reachable (Figure 9-55).
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vEdgeRZ# sh ip route | b VPN
bl PREFIX FROTOCOL SUB TYPE [IF NAME ADDR VPN TLoC 1P coLor ENCAP  STATUS

g.e.0/8 static - ged/1 50.11.11.254 - - - -

2 0. F.S
@ 00,0008 statie - qed/e 60.22.22.254 - - - F.5
[} 50.11.11.0/24 connected - ged/l - - - - - F.5
] 60.27.22.0/74 connected - ged/ - - - - - F.S
[ 60.100.100.1/32 conrected - systes - - - - F.5
1 172,16.10.0/24 el = N - - 100.108.1.5 biz-internet ipsec F,5
1 172.16.20.0/24 ospfl 1A loopbackl - - - - - -

1 172,16,20.0/24 connected - logpbackl - - - - - F.S
1 172.16.30.0/24 wnp - - - - 70.100,109.1 biz-internet ipsec F,5
2 172.17.10.0/24 onp - - = = 100.100.1.5 biz-internet ipsec F,5
] 172.17.20.0/24 connected - loopbackd - - - - - .5

vEdge02# ping vpn 2 172.17.10.1 count 3

Ping in VPN 2

PING 172.17.18.1 (172.17.10.1]) 56(84) bytes of data.

64 bytes from 172.17.10.1: icmp_seq=1 ttl=64 time=2.27 ms

64 bytes from 172.17.10.1: icmp_seqe ttls06d times2.01 ms

64 bytes from 172,17.10.1: icmp_seq=3 ttl=64 time=1.89 ms

-— 172.17.10.1 ping statistics —

3 packets transsitted, 3 received, @% packet loss, time 2002ms
rtt minfavg/sax/edev = 1.896/2.059/2.273/0. 166 ms

vEdged2s

Figure 9-55. We have reachability

We can see the new routes and ping them, but the color is wrong; it
should show as “mpls,” not “biz-internet.” If you head over to the vManage
monitoring page and select Network, then select one of the vEdge devices,
and choose WAN » Tunnel, you can see that the mpls tunnel is down
(Figure 9-56).

T N S T

~  biz-internet

B vEdge01biz-intemet-vEdge02 biz-Internet IPSEC 0.00

B  vEdgeo1biz-intemet-CSR-1:biz-intemet IPSEC 1 0.00
¥ mpls

vEdge01:mpls-vEdge02mpls IPSEC J$ 0,00
v default

vEdge0 1 default-vEdge 02 default IPSEC - 000

vEdge01:default-CSR-1:default IPSEC - 0.00

Figure 9-56. The mpls vpn is down

The issue here is that once we start to differentiate our networks and
traffic using colors, and especially when we separate them into public and
private networks, we introduce issues with the control connections.
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Public and Private

The SD-WAN understands two types of networks: public and private.
The public colors are 3g, biz-internet, blue, bronze, custom1, custom2,
custom3, default, gold, green, lte, public-internet, red, and silver. The private
colors are metro-ethernet, mpls, and the private colors 1 through to 6.
There is an expectation, when using private colors, that there is no NAT
involved along the way.

When we use private colors, the edge devices will try to build an
IPSec tunnel to other edge devices using the private IP address, which
makes sense. However, in our case, we are getting issues in bringing up
the tunnels. We can see this by running the command “show control
connections-history” from the edge router; the error is “DCONFAIL.”

Figure 9-57. Show control connections-history

If we jump back on the vManage, we can also see the errors (Figure 9-58).
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Active (4) Cleared (36)
Q .
Sortby Start Time % @ ﬁ

Last Updated: 25 Apr 2020 6:30:33 pm

Control TLOC Down

color: mpls
system-ip: 60.100.100.1
host-name: v
Start Time: 24 Af

Control TLOC Down
color: mpls

system-ip: 100.100.1 .5
host-name: v

Figure 9-58. TLOC down

There are two reasons we are getting this error. The first reason is that
aroute learned on one interface will never be seen on another interface,
even if that route is more specific than an existing one. We have a default
route 0f 0.0.0.0/0 on Ge0/0 on our vEdgel, and that is the way we will get
to our management and orchestration servers. Never through ge0/1. This
brings us back to the similarity of VRFs, where we gain traffic separation
but introduce complexity.

We can reach it if we specify how we reach the vBond when we use
options in a ping command to specify the interface, but without manually
specifying a VPN, the vEdge will use the default route, naturally.
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vEdgeO1# show ip routes vpn 0 10.1.1.3 detail | beg ----

VPN 0 PREFIX 10.1.1.0/24
proto connected
distance 0

metric 0

uptime 0:23:12:20
nexthop-ifname ge0/0

status F,S
vEdgeo1#

So how do we fix this issue? The answer is to tell the edge device that
we do not want to create a control session over the MPLS interface. This
is something we should do on all private interfaces, the reason being
is, as they are private, there is a very good chance that there will be no
Internet breakout on the line (each network is different, granted, but we
are taking the word “private” literally here). The command we use to do
this is “max-control-connections” Setting this to 0 allows the MPLS TLOC
to be advertised up to the vSmart controller over the biz-internet OMP
connection, and, once again, the edge devices will bring up the IPSec
tunnels to vBond.

We set the Maximum Control Connections to 0 in the Tunnel section of
the MPLS-Int-vEdge template and apply the changes (Figure 9-59).
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Tunnel Interface - ® On off
Color -« mpls v
Restrict T On @ off
Groups o~

Border @~ On e Off
Control Connection <~ e On off
Maximum Control Connections « | o =

Figure 9-59. Setting the Maximum Control Connections

Now we start to see routes being advertised with the mpls color
(Figure 9-60).

vEdgedds sh ip route | beg VPN
REFIX

PN P PROTOCOL SUB TYPE IF NAME ADOR PN TLaC 18 COLOR ENCAP  STATUS
@ £.8.0.8/0 static - qed/1 50.11.11.254 - i = = £,
@ e.e.0.0/0 static - ged/o E0.22.22.254 - - - e F.5
13 50.11.11.8/24 connected - GeR/1 - - - - - F.5
1] 60.22.22.8/24 connected - GeR/e - - - - - F.5
@ 60.100,109.1/32 connected - system = x - = - F.5
1 172.16.18.0/24 ane. - = - - 109.182.1.5 nals. ipseg F.5
1 172.16.19.0/24 oRp - - - - 109.182.1.5 biz-internet ApSEE F.S
1 172.16.29.0/24 asaf 0} loopbackl - - - - - -

1 172.16.20.0/24 connected - leopbackl - = - E - F.5
1 172,16.39.0/24 anp = - - - 70.100.109.1 biz-internet ipsec F.5
2 172,17.10.0/24 ore - - - - 189.102.1.5 nals, ipsec F.5
2 172.17.18.0/24 SRR, 5 = - - 100.102.1.5 biz-internet ipsee FuS
2 172.17.20.0/24 cannected - loopback? - - - F.5
vEdged2s

vEdgedd® ping wpn 2 172.17.19.1 count 3

Ping in VPN 2

PING 172.17.18.1 {172.17.10.1) 56(84) bytes of data.

64 bytes from 172.17.18.1: igmp_agq=1 fri=64 time=2.12 ms
64 bytes from 172.17.18.1: ifng_aea=d T1l=64 times2.3% ms
64 bytes from 172.17.18.1: ignp_5£9=3 {tl=64 timcel.BO ms

-— 172.17.18.1 ping statistics —

3 packets transmitted, 3 received, 0% packet loss, time 2002ns
FLL min/avg/max/mdey, = 1.899/2,140/2,393/0,201 ns

VEdgenze

Figure 9-60. MPLS routes

Our tunnels are also up (Figure 9-61).
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T S L N

“  biz-internet

vEdge01:biz-Internet-vEdge02:biz-internet IPSEC i b
vEdge01:biz-intemet-CSR-1:biz-Intemnet IPSEC

~¥  mpls
vEdge01:mpls-vEdge02:mpls IPSEC 15

Figure 9-61. MPLS IPSec tunnels

Let’s move on to configuring CSR-1. Start by editing the c-VPNO
template, and add another device-specific IPv4 route. If you are finding the
similar variable names a bit confusing, then you can customize them to
make them easier to identify. We can call our new route “secondary_def_
route” and the next hop can be called “secondary_dg” (Figure 9-62).

Distance

=~ @~

© Add Next Hap

Figure 9-62. Secondary default gateway on CSR-1

Add this new route to the template (Figure 9-63).
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] 0.0.0.0/0 Next Hop

(] o [secondary_def_route] Next Hop

Figure 9-63. The new route is added to the template

Update the template and update the values with a new default route
(secondary_def_route) to 0.0.0.0/0 using the next-hop address - which
in the template is referred to as Address(secondary_dg) of 60.20.20.254
(Figure 9-64).

| proixsecondary. gt soue)

0.0.0.0/0 50.10.10.254 60.20.20.254

Figure 9-64. Setting the default route variables

We should now have two default routes:

CSR-1#sh run | i ip route

ip route 0.0.0.0 0.0.0.0 50.10.10.254
ip route 0.0.0.0 0.0.0.0 60.20.20.254
CSR-1#

Copy the MPLS-Int-vEdge template as MPLS-Int-cEdge, and change
the device model (by clicking the three dots at the right-hand side)
(Figure 9-65).
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Selected device models:
vEdge Cloud

Once o feature template ks attached to a device template, you cannot delote the device model.

CSRI000v =

& csriooow

Figure 9-65. Changing the device model

The other new template copies we need are shown in Table 9-2, but
remember to change the device model to CSR1000v on each of the new
templates.

Table 9-2. The template changes for CSR-1

Template to copy New template name Edits

v-BGP c-BGP None
v-Loopback2 c-Loopback?2 Capitalize the interface name
vEdge-VPN2 cEdge-VPN2 None

Now edit the t-CSR1000v device template, and set the second VPN
interface under VPN 0 (Figure 9-66).

271



CHAPTER9  ROUTING

Transport & Management VPN

VPNO* cVPND b
VPN Interface tCSR1000v - @
VPN Interface MPLS-nt-cEdge - ©

Figure 9-66. Adding the second VPN interface

Then create a new service VPN using our new templates (Figure 9-67).

VPN cEdge-VPN2 b
BGP c-BGP - @
VPN Interface cL.oopback? v @ © Sub-Templates =

Figure 9-67. The new service VPN

Update the template, and push the new configurations, adding the
device-specific information, similar to how we did for the vEdges.

Once the configuration has been pushed to the CSR-1, we should have
connectivity to it from vEdge01 (Figure 9-68).

wEdgedl® show ip route | beg VPN
VAN PREFIX PROTOCOL SUE TYPE TF MAME ADDR VPN TLaC 1P CoLoR ENCAP  STATUS

@ a.e.0.0/0 static - ged/ R 18.1.1.1 - - - - F.5
[] 2.9.0.9/8 static - ged/1 28.1.1.1 - - - -~ F.5
@ 10.1.1.08/24 cannected ged/e F.5
(] 20.1.1.0/24 connected - ged/1 = £ I Fs
@ 108.1089.1.5/32 connected - system F.5
1 172.16.10.0/24 ospf Ia leopbackl - ” . -
1 172.16.18.0/24 connected - Leopbackl - - - - - F.5
1 172.16.20.0/24 orp o - - N 60.100.128.1 mpls ipsec F,S
1 172.16.20.0/24 onp - - - - 60,18d.190.1 biz-internet ipsec F,5
1 172.16.30.90/24 orp - o - - 70.190.188.1 mpls ipsec F,5
1 172.16.30.0/24 orp 79.104.10¢.1 biz-internet ipsec F,5
2 172.17.10.0/24 connected - loopback2 - - - - - F.5
2 172.17.20.0/24 onp - = = 60.109.180.1 mpls ipsec F,5
2 172.17.20.0/24 ong - - - - 60.199.100.1 biz-internet ipsec F,5
2 172.17.30.0/24 onp - - ~ - 70.10a.108.1 mpls ipsec F,S
2 172.17.30.9/24 onp - - - - 70.100.188.1 biz-internet ipsec F,5
vEdgea1s [l

Figure 9-68. More routes advertised into OMP
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vEdgeO1# ping vpn 2 172.17.30.1 count 3

Ping in VPN 2

PING 172.17.30.1 (172.17.30.1) 56(84) bytes of data.

64 bytes from 172.17.30.1: icmp seq=1 ttl=255 time=2.78 ms
64 bytes from 172.17.30.1: icmp seq=2 ttl=255 time=2.74 ms
64 bytes from 172.17.30.1: icmp seq=3 ttl=255 time=2.73 ms

--- 172.17.30.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2003ms
rtt min/avg/max/mdev = 2.736/2.754/2.783/0.063 ms

vEdgeo1#

Now we have two routing protocols routing!

While the routing table shows the biz-internet and mpls colors in the
other VPN, it is important to show that they are not reachable. We can test
this by pinging vEdge02’s second (BGP) loopback from VPN 1 on vEdge01
and by pinging vEdge02’s first (OSPF) loopback interface from VPN 2 on
vEdge01:

vEdgeO1# ping vpn 1 172.17.20.1 count 3

Ping in VPN 1

PING 172.17.20.1 (172.17.20.1) 56(84) bytes of data.
From 127.1.0.2 icmp_seq=1 Destination Net Unreachable
From 127.1.0.2 icmp_seq=2 Destination Net Unreachable
From 127.1.0.2 icmp_seq=3 Destination Net Unreachable

--- 172.17.20.1 ping statistics ---
3 packets transmitted, 0 received, +3 errors, 100% packet loss

vEdgeO1# ping vpn 2 172.16.20.1 count 3

Ping in VPN 2

PING 172.16.20.1 (172.16.20.1) 56(84) bytes of data.
From 127.1.0.2 icmp_seq=1 Destination Net Unreachable
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From 127.1.0.2 icmp seq=2 Destination Net Unreachable

From 127.1.0.2 icmp_seq=3 Destination Net Unreachable

--- 172.16.20.1 ping statistics ---
3 packets transmitted, O received, +3 errors, 100% packet loss

vEdge0o1#

Now that we have completed this routing, let’s go into the mechanics of

SD-WAN routing, by answering the question: “If we receive the same paths

for the same route from different peers, then which route will be chosen?”

SD-WAN Routing Preference

The order of route preference is as follows:

1.

274

Check that the OMP route is valid. Invalid routes will
be ignored.

Prefer the route with the lowest administrative
distance (AD).

If the AD values are equal, then prefer the route with
the higher preference.

If the preference values are equal, then the route
with the highest TLOC preference is chosen.

If the TLOC preference values match, then the route
is selected in the following order:

Connected
a. Static
b. EBGP



f.

g.

CHAPTER 9

OPSF Intra-area
OSPF inter-area
OSPF external
iBGP

Unknown

6. Ifthe origins are the same, then the route with the

lower IGP metric is chosen.

7. Should the origin type an IGP metric, match then
the route that comes from the system with the

higher router ID.

8. Iftherouter IDs are equal, then the router with the

higher private IP address is chosen.

ROUTING

If all the attributes match, then both the routes are used. By default, we

can have up to four equal routes.

Configuration to Template Overview

Before we leave this chapter and move on to policies, we are going to go

through one of the vEdge configurations as they are now and match the

configurations to the templates; this is shown in Table 9-3. It will serve as

a handy reference if you have any configuration issues and need to locate

the correct template.

275



CHAPTER9  ROUTING

Table 9-3. Configurations matched to template

Configuration Template

vEdgeO1# show run

system Basic Information/System
host-name vEdge01

location UK

system-ip 100.100.1.5

site-id 100

admin-tech-on-failure

no route-consistency-check

sp-organization-name These are set during initial device
Learning SD-WAN creation

organization-name

Learning_SD-WAN

vbond 10.1.1.3

(continued)
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Table 9-3. (continued)

Configuration Template

aaa Basic Information/AAA
auth-order local radius tacacs
usergroup basic

task system read write
task interface read write
!

usergroup netadmin

!

usergroup operator

task system read

task interface read

task policy read

task routing read

task security read

!

user admin

password <password>

!

user net-ops

password <password>

group operator

!

!

(continued)
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Table 9-3. (continued)

Configuration Template
logging Other Templates/Logging
disk
enable
!
!
!
omp Basic Information/OMP

no shutdown
graceful-restart
advertise bgp

advertise ospf external
advertise connected

advertise static
!

security

ipsec

authentication-type shai-hmac
ah-shai1-hmac

!

!

banner

login "Hands off my SD-WAN!"
!

vpn 0

Basic Information/Security

Other Templates/Banner

VPN/VPN
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Configuration

Template

interface ge0/0

ip address 10.1.1.5/24

tunnel-interface
encapsulation ipsec
color biz-internet

no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
allow-service sshd
allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https

!

no shutdown
!

VPN/VPN Interface Ethernet

(continued)
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Table 9-3. (continued)

Configuration

Template

interface geo/1
description MPLS
ip address 20.1.1.5/24
tunnel-interface
encapsulation ipsec
color mpls restrict
max-control-connections 0
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
!
no shutdown
!

ip route 0.0.0.0/0 10.1.1.1
ip route 0.0.0.0/0 20.1.1.1
!

vpn 1

VPN/VPN Interface Ethernet

VPN/VPN

VPN/VPN
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Table 9-3. (continued)

Configuration Template
router Other Templates/OSPF
ospf

router-id 1.1.1.1
timers spf 200 1000 10000
area 0

interface loopbacki

exit

exit

!

interface loopbacki VPN/VPN Interface Ethernet

ip address 172.16.10.1/24
no shutdown

!

!

vpn 2 VPN/VPN

name MPLS

router Other Templates/BGP
bgp 1

router-id 1.1.1.1
address-family ipv4-unicast
network 172.17.10.0/24

!

!

!

(continued)
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Table 9-3. (continued)

Configuration Template

interface loopback2 VPN/VPN Interface Ethernet
ip address 172.17.10.1/24

no shutdown

!

!

vpn 512 VPN/VPN

interface etho VPN/VPN Interface Ethernet
ip dhcp-client

no shutdown

!

I

vEdgeo1#

Summary

In this chapter, we focused on OSPF and BGP routing within our network
and saw how easy it is to leverage OMP to do all the hard work for us. We
looked at the use of “colors” to differentiate our routing domains and the
effects this can have on our network. We then looked at routing preference
and finally at what parts of the different templates we have created so far
correspond to which parts of a router’s configuration.

In the next chapter, we are going to look at policies and quality of
service.
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Policies and Quality
of Service

In this chapter, we are going to look at how we can implement policies
in our SD-WAN network and use them to change a route metric and
implement a couple of simple quality of service policies.

The Cisco SD-WAN solution provides two types of policies, centralized
and localized (which will be explained later), and we can configure these
policies in two ways, via the vSmart CLI or through vManage. We are going
to use the latter, but to do this, we need to get vSmart in vManage mode,
rather than the CLI mode which it is in now. If we don’t, then we will see

this error when we try to activate our policies (Figure 10-1).

Failed 10 activate policy
vSmarts 100.100.1.4 are not in vManage mode

Figure 10-1. vSmart mode error
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To start, we need to head to Configuration » Devices » Controllers
(Figure 10-2).

£X CONFIGURATION | DEVICES

WAN Edge List Controllers

Search Dptions w

vManage vManage( 100.100.1.2

vManage vManage(2 100.100.1,22 100 CcLi
vEmart vEmart0l 100.100.1.4 100 cLl
vBond vBond01 100.100.1.3 100 CLI

Figure 10-2. The controllers menu

Select vSmart01 and then click the Change Mode button (Figure 10-3).

WAN Edge List Controllers

© Add Controller ~ { [|i Change Mode ~

Q CLI mode
vManage mode
Convoler e Fosuame |
vManage vManage01
vManage vManage02
vSmart vSmart01
vBond vBond01

Figure 10-3. Changing modes
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Select “vManage Mode.” We are told that we need to create a template
first (Figure 10-4).

Changing to vManage mode requires attaching a template to a device

o

Figure 10-4. Changing vManage mode on vSmart01

Navigate to Configuration » Templates » Device, and select the
“Create Template” option, and then click “From Feature Template.”

Whereas our edge device templates have been quite long, the vSmart
template is much shorter. Select vSmart from the drop-down, and give it a
name (such as “t-vSmart01”) and description.

We can create a new system template, taking the default options.
Under AAA, remember that the password will default to “admin,” so
change this to what you want it to be.

We need to create two new interface templates, as well as templates
for VPNO and VPN512. None of the configurations of our vSmart should
change in the new template (unless you have a burning desire to do so),
but the interface IP addresses should definitely remain the same. Save the
template and attach it to the vSmart01 controller.

Fill in the details when prompted and check the config diff, making
sure all is going to work; if not, then fix the templates, making sure there
are no issues such as the ones in Figure 10-5.

285



CHAPTER 10  POLICIES AND QUALITY OF SERVICE

42 | pn o
43 41 interface ethl
44 42 ip address 10.1,1.4/24
45 43 tunnel-interface
46
47
48
49 44 allow-service dhcp
50 45 allow-service dns
51 46 alliow-service icmp
52 47 no allow-service sshd
53 48 allow-service netconf
54 43 no allow-service ntp
55 50 no allow-service stun
56 51 ;
Y4
58
52
59 53 !
60 54 ip route 0.0.0.0/0 10.1.1.1

Figure 10-5. Errors to avoid!

If your template is good, then push the configuration onto vSmart01.
Once this has been completed, we should see that vSmart is now in
vManage mode (Figure 10-6).

Coniroller Type | Hostname System IP | Site ID | | Assigned Template
vManage WManage01 100.100.1.2 100 cu -

vManage wManage(2 100.100.1.22 100 cu S

vEman vSmanil 100.100.1.4 100 vManage  tvSmartdl

vBond vBond1 100.100.1.3 100 cu -

Figure 10-6. vSmart is now in vManage mode
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Now that we have done this, we can use the vManage NMS GUI to
create our policies, and then the vSmart can push them to our edge
devices.

Configuring Policies Through vManage

The first policy we are going to create is a local one.

Localized Policies

Localized control policies affect the local site. This means anything behind
the edge device (i.e., the local LAN) and not, for example, routes passed up
and into the overlay network.

To show this, we need to turn off CSR-1, and add a vIOS router called
“R300,” connecting the GigabitEthernet3 interface of CSR-1 to Gi0/0 of the
new router. Turn on both devices once they are created.

The new topology for site 300 should look like Figure 10-7.

N Ste300 1/ 5T

. wAY
KR 192.168.30.0124 \, @
R300 CSR-1

| 172.16.30.0/24 | [ 172.17.30.0/24 |

Figure 10-7. Adding R300

Set up R300 with the following configuration:

R300#sh run
!

hostname R300
!
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enable password Test123
!
username sd-admin password 0 Test123
!
interface GigabitEtherneto/o
ip address 192.168.30.30 255.255.255.0
no shut
ip ospf 1 area 3
!
router ospf 1
!
ip http server
ip http secure-server
!
ip route 0.0.0.0 0.0.0.0 192.168.30.1
!
line vty 0 4
login local
transport input telnet ssh
!

end

R300#

Next, we need to configure CSR-1, and what we will do here is add

another loopback interface and configure GigabitEthernet3.

Firstly, create a new feature template for a VPN interface, called

c-Internal-LAN which references the physical interface GigabitEthernet3
and has an IP address of 192.168.30.1/24 (Figure 10-8).
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Device Type CSR1000v
Template Name cinternal-LAN
Description Internal LAN interface

asic Configuration Tunnel NAT VRRP ACL/QoS ARP

BASIC CONFIGURATION

Shutdown > Yes . @® No |
Interface Name v  GligabitEthernet3
Description S~

O Dynamic @ Static

IPv4 Address ~ | 192.168.30.1/24

Figure 10-8. The c-Internal-LAN template

Create another interface called c-Loopback3, this time referencing
(you guessed it) Loopback3, with an IP address of 172.16.31.1/24
(Figure 10-9).
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BASIC CONFIGURATION

Shutdown - Yes ‘ ® No |
Interface Name = | Loopback3
Description o~

O Dynamic @ Static

IPv4 Address =

x]
o

Secondary IP Address (Maximum: 4) 9

Figure 10-9. The new loopback interface on CSR-1

Save this, and then edit the c-v-OSPF feature template, adding a new
interface under the Area section. Only add the GigabitEthernet3 interface
at the moment, not the new loopback (Figure 10-10).
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Interface Name » | GigabitErhernets
Loopback1 L]

Hello Interval (seconds) o~

Dead Interval (seconds) o~

LSARetransmission Interval @~

(seconds)

Interface Cost il

Advanced Options >

Cancel

Figure 10-10. Editing the OSPF template

Go back up to Redistribute, and click New Redistribute. Select
Connected from the drop-down, and then click Add. Save the template.

Now, edit the CSR device template adding the new templates
(Figure 10-11).

Service VPN @ Service VPN =

VPN VPN -
OSPF cv-0SPF - @
VPN Interface cv-Loophackl - @ © sub-Templates ~
VPN Interface cLoopback3 - @ © sub-Templates ~
VPN Interface cinternal-LAN - @ © Ssub-Templates ~

Figure 10-11. Adding the new interface templates to the CSR template
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Save and apply the template. Once the changes have been pushed to
the device, we should get a good result when we try pinging CSR-1 from
R300:

R300#ping 192.168.30.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.30.1, timeout is 2
seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max =
1/6/21 ms

R300#

*May 7 11:01:47.812: %0SPF-5-ADJCHG: Process 1, Nbr 3.3.3.3 on
GigabitEtherneto/0 from LOADING to FULL, Loading Done
GigabitEtherneto/0 is up, line protocol is up

R300#

Once OSPF forms an adjacency, we should see CSR-1’s new loopback
interface in the routing table of R300:

R300#sh ip route ospf | b Gateway
Gateway of last resort is not set

172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks
0 172.16.30.1/32 [110/2] via 192.168.30.1, 01:36:32, Gi0/0
0 E2 172.16.31.0/24
[110/20] via 192.168.30.1, 01:11:07, Gi0/0
R300#
R300#sh ip route 172.16.31.0
Routing entry for 172.16.31.0/24
Known via "ospf 1", distance 110, metric 20, type extern 2,
forward metric 1
Last update from 192.168.30.1 on GigabitEthernet0/0,
01:11:45 ago
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Routing Descriptor Blocks:
* 192.168.30.1, from 3.3.3.3, 01:11:45 ago, via GigabitEtherneto/0
Route metric is 20, traffic share count is 1
R300#

The new 192.168.30.0/24 prefix has also been advertised up to the
other edge routers:

vEdge02# show ip routes 192.168.30.0/24 detail
Codes Proto-sub-type:
IA -> ospf-intra-area, IE -> ospf-inter-area,
E1 -> ospf-externali, E2 -> ospf-external2,
N1 -> ospf-nssa-externali, N2 -> ospf-nssa-external2,
e -> bgp-external, i -> bgp-internal
Codes Status flags:
F -> fib, S -> selected, I -> inactive,
B -> blackhole, R -> recursive

VPN 1 PREFIX 192.168.30.0/24
proto omp

distance 250

metric 0

uptime 0:01:50:32
tloc-ip 70.100.100.1
tloc-color mpls

tloc-encap ipsec
nexthop-label 1001

status F,S
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VPN 1 PREFIX 192.168.30.0/24
proto omp

distance 250

metric 0

uptime 0:01:50:32
tloc-ip 70.100.100.1
tloc-color biz-internet
tloc-encap ipsec
nexthop-label 1001

status F,S
vEdge02#

Now, let’s use some policies to tweak this new route. We start by going
to Configuration » Policies and selecting the localized policies option
(Figure 10-12).

No Localized Policies added, add your first Policy

Figure 10-12. Localized policies
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Click Add Policy. With any policy, be it localized or centralized, we
need to create our “Groups of Interest.” These are the building blocks of
any route maps or access lists that we will be creating; these lists allow the
solution to scope policies and can be used through the entire network. We
can match the following information as shown in Table 10-1.

Table 10-1. The Groups of Interest

List type Purpose

AS Paths List AS paths

Communities List one or more BGP
communities

Extended Communities List one or more BGP
extended communities

Prefixes List one or more IP prefixes

It is important to note that these are not the only Groups of Interest.
They are the only ones applicable for this task, as you can see in Table 10-4
later on.

Within the “Create Groups of Interest” section, click “Prefix” and select
the “New Prefix List” option. Create a prefix list with the name Site300-172-
16-31, and then add the prefix 172.16.31.0/24 (Figure 10-13).
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© New Prefix List

Prefix List Name

Site300-172-16-31

Internet Protocol

® wva O pvs

Add Prefix

172.16.31.0/24

Figure 10-13. Creating a prefix list

Click Add so that it is added to the template (Figure 10-14).

I S [T

Site300-172-16-31 172.16.31.0/24 IPv4

Figure 10-14. The prefix listc is added to the template

Click Next. We are not going to do any QoS mapping or policy
rewriting, so click Next past that screen. Likewise, we are not going to
configure any access lists, so click Next again.

The type of policy we will be creating is a localized control policy,
which affects the BGP or (in our case) OSPF routing in the local site. The
other type of local policy is called a localized data policy, which uses
access lists applied to an interface (or interfaces) to permit or deny traffic
based on a six-tuple match (source and destination IP addresses, source
and destination ports, DSCP fields, and the protocol number).
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Click Add Route Policy » Create New, call it route-pol-172-16-31, and
give it a description.

Each policy starts with a default deny action, so we need to
add sequences that match our traffic and perform actions on them
(Figure 10-15).

Name route-pol-172-16-31

Description Route policy for 172.16.31.0/24

© Sequence Type Default Action

T, Drag & drop 1o reorder

Reject
Default Action

Figure 10-15. The default policy

We can match the following (Table 10-2).
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Table 10-2. Our match options

Option Matches
Address IP prefix list
AS Path List BGP AS path list

Community List

Extended Community List
BGP Local Preference
Metric

Next Hop

OMP Tag

Origin

OSPF Tag

Peer

BGP community list

BGP extended community list

BGP local preference

Route metric (0 — 4294967295)

IP prefix list

OMP tag (0 — 4294967295)

BGP origin code (ebgp, igp, incomplete)
OSPF tag (0 — 4294967295)

IP address

Click Sequence Type, select Address as the match option, and select
the Site300-172-16-31 prefix list from the list (Figure 10-16).
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- Route
L RTTITNT Y- Drag and drop to reamrange rules

4 Bl As Path List

Protocol IPv4 -

Match Conditions

Address

Site300-172-16-31

Site300-172-16-31 172.16.31.0/24

© New Prefix List

Figure 10-16. Selecting the prefix list

Select Actions. By default, all the sequences are set to have an action of
Reject. Set the action to Accept (Figure 10-17).
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Figure 10-17. Set the action to Accept

The actions we can set are shown in Table 10-3.

Table 10-3. The actions we can set

Option Action

Aggregator Set the AS number and IP address of the BGP route aggregator

AS Path Set an AS number or series of AS numbers to either exclude or
prepend to the AS path

Atomic Set the BGP atomic aggregate

Aggregate

Community Set the BGP Community

Local Set the BGP local preference

Preference

Metric Set the metric value

Metric Type Set the metric type

Next Hop Set the next-hop IP address

OMP Tag Set the OMP tag that OMP will use

Origin Set the BGP origin

Originator Set the IP address from which the route was learned
OSPF Tag Set the OSPF tag

Weight Set the BGP weight
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Select Metric and set it to 25 (Figure 10-18).

Actions
» Accept Enabled
- Metric 25 & [

Save Match And Actions Cancei

Figure 10-18. Setting the Metric

Click “Save Match and Actions” (Figure 10-19).

= Mabch Congriicns Actions s

fro— 01T e Ls]

Figure 10-19. Saving the match conditions

Edit the Default Action, and set it to “Accept” (because we want our
other traffic to pass) (Figure 10-20).

Default Action

Figure 10-20. Setting the Default Action
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Click “Save Route Policy,” and then click Next. In the final screen, name
the policy “Policy-Site-300” (Figure 10-21).

Policy Name Policy-Site-300

Policy Description Policy for Site 300|

Figure 10-21. Setting the policy name

Click “Save Policy.” We need to now attach this to our templates. Edit
the t-CSR1000v device template and scroll to Additional Templates. From
the Policy drop-down, select the Policy-Site-300 policy (Figure 10-22).

Additional Templates

AppQoE Choose.. .

Banner c-v-Banner >

Global Template * Factory_Default_Global_CISCO_Template -

Policy Choose... B
None

Prob: o

ey Policy-Site-300

SNMP

Security Policy

Figure 10-22. Adding the policy to the device template
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Update the template and configure the device.

Once this has been completed, go back to the c-v-OSPF template, and
edit the redistribute section we created earlier, this time adding a route
policy of “route-pol-172.16-31” (Figure 10-23).

Protocal % | connected [ Mark as optional Row @@

Route Policy » | routepol172.16-31

Save Changes

Figure 10-23. Setting the route policy

Click “Save Changes” (Figure 10-24).

[ © New Redtibute |
[ 3 [ e e | W N0 G |

Figure 10-24. The redistribute settings

Update the template and apply it to the devices.
The result is that R300 now has the same route (172.16.31.0/24), but
with a metric of 25 (instead of 20 as it was before):

R300#sh ip route 172.16.31.0

Routing entry for 172.16.31.0/24
Known via "ospf 1", distance 110, metric 25, type extern 2,
forward metric 1
Last update from 192.168.30.1 on GigabitEtherneto/o,
00:02:03 ago
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Routing Descriptor Blocks:
* 192.168.30.1, from 3.3.3.3, 00:02:03 ago, via
GigabitEtherneto/o
Route metric is 25, traffic share count is 1
R300#

While this is a very simplistic example, the control we can leverage
over our local routing is very complex, such as changing the metric on
all routes received for a particular peer, so that our traffic is routed over
higher-speed links.

Let’s see what we can do with a centralized policy.

Centralized Policies

Centralized policies affect our routing in the overlay network, these are
a compound of data and control policies together. Although they are
configured on the vManage NMS (as everything is), they are handled by
the vSmart controllers (as the vSmart controller is our “routing brain”).
Once we have onboarded the vEdge devices, they begin to advertise
their routes to the vSmart controller. The controller builds up the routing
table and advertises these back out, a little similar to BGP route reflectors.
We can see the routes received using the command “show omp routes
received”; the output is quite lengthy, so I have truncated it just to show
the prefixes received:

vSmarto1# show omp routes received | i vpn

omp route entries for vpn 1 route 172.16.10.0/24
omp route entries for vpn 1 route 172.16.20.0/24
omp route entries for vpn 1 route 172.16.30.0/24
omp route entries for vpn 1 route 172.16.31.0/24
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omp route entries for vpn 1 route 192.168.30.0/24
omp route entries for vpn 2 route 172.17.10.0/24
omp route entries for vpn 2 route 172.17.20.0/24
omp route entries for vpn 2 route 172.17.30.0/24
vSmartol1#

We can also see the prefixes that the vSmart controller advertises
back out:

vSmart0o1# show omp routes advertised | b VPN
VPN PREFIX
172.16.10.0/24
172.16.20.0/24
172.16.30.0/24
.16.31.0/24
192.168.30.0/24
172.17.10.0/24
172.17.20.0/24
172.17.30.0/24

NN R R R R R
[N
~
N

vSmartoi#

Let’s dig in deeper by looking at a Wireshark capture of a ping between
vEdge01 and R300 (R300-pre-qos.pcapng) (Figure 10-25).
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- 11 24.583390 172.16.10.1 192.168.30.30

Frame 11: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface @
Ethernet II, Src: 50:00:00:04:00:02 (50:90:00:04:00:02), Dst: 50:00:00:05:00:00 (50:00:00:08:00:808)
Internet Protocol Version 4, Src: 172.16.10.1 (172.16.18.1), Dst: 192.168.30.30 (192.168.30.38)
9160 .... = Version: 4
. 8101 = Header Length: 2@ bytes (5)
v Differentiated Services Field: Bx88 (DSCP: CS@, ECN: Not-ECT)
0002 08.. = Differentiated Services Codepoint: Default (@)
...... B0 = Explicit Congestion Motification: Not ECN-Capable Transport (@)
Total Length: 84
Identification: @x3289 (12937)
» Flags: @x400@, Don't fragment
...0 0DO@ 000D @000 = Fragment offset: @
Time to live: 63
Protocol: ICMP (1)
Header checksum: Bx7448 [validation disabled]
[Header checksum status: Unverified]
Source: 172.16.16.1 (172.16.1@.1)
Destination: 192.168.30.38 (192.168.308.38)
» Internet Control Message Protocol

4 vy

Figure 10-25. Our first PCAP

As expected, we have no QoS applied. Let’s use a centralized policy to
implement a little quality of service.

The creation of a centralized profile is very similar to a local one; we
head to Configuration » Policies (Figure 10-26).

No Centralized Policies added, add your first Policy

Figure 10-26. Adding a centralized policy

Click Add Policy. We need to create our Groups of Interest and these
can be as shown in Table 10-4.
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Table 10-4. Groups of Interest

Listtype Purpose

Application There are inbuilt application lists for Microsoft and Google apps, or you
can create your own list from the applications on the system

Color Create a list of VPN colors

Data Prefix [P prefix list used in data policies

Policer Configure burst and exceed traffic rules

Prefix IP prefix list used in control policies

Site A list of sites

SLA Class Used with application-aware routing, defines jitter, latency, and loss
TLOC Alist of TLOCs

VPN Alist of VPNs

Click the Site option, and click “New Site List.” Call it Site-300 and enter
300 in the box below (Figure 10-27).

© New Site List

Site List Name

Site-300

Add Site

300|

Figure 10-27. A site list
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Click Add. Repeat this for sites 200 and 100 (Figure 10-28).

N N L

Site-300 30( 0
Site-100 100 0
Site-200 20( 0

Figure 10-28. Three site lists

Click VPN and then “New VPN List” Enter 1 in the box below, and click
“Add” Create another for VPN-2 (Figure 10-29).

VPN-1 1 0

VPN-2 2 0

Figure 10-29. VPN lists

Click Next. We then need to configure a topology and VPN
membership. Our options for topology are Hub-and-Spoke, Mesh, Custom
Control (Route & TLOC), or “Import Existing Topology.” Hub-and-Spoke
and Mesh are the typical network designs, and Route and TLOC give us
options for matching OMP routes, or TLOCs.

While the options are listed as “and,” as in “Topology and VPN
membership” or “Route & TLOC, in reality, they are more of an “and/or”
So, for the moment, let’s just create a rule based on the VPN membership.

VPN memberships match sites to VPNs; once these are applied, then
interfaces can only be in the VPNs listed. For example, if site 100 only
has VPNs 1 and 2, and we were to add a loopback interface in VPN 100,
then while the edge device may be provisioned with this new loopback
interface, it would be isolated from the rest of the overlay. Without a VPN
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membership policy, routers can have any VPN deployed without any
restrictions.

Select VPN Membership, and click “Add VPN Membership Policy.”
Create a VPN list matching each site to the two VPNs (Figure 10-30).

ET

VPN Membership Name VPN-list

Description Our VPNs and Sites
Site List VPN Lists
Site-100 VPN-1 x VPN-2 % (-]
Site-200 VPN-1 x VPN-2 x ‘ -]
Site-300 VPN = VPN-Z2 % e

Add List
& ven

& ven-2

= - ., ancel
—

| |

Figure 10-30. Creating a VPN membership policy

Click “Save,” and then click “Next” Now, we need to create our traffic
rules, which can be based on Application-Aware Routing, Traffic Data, or
Cflowd (which is used for monitoring traffic flows). Select Traffic Data, and
click Add Policy and then Create New.

Give the new policy a name of Site-300-Central-Pol and a description.
Click the button to add a new Sequence Type (Figure 10-31).
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Application Firewall

Direct application traffic to a firewall

QoS

Class/QoS maps for packet forwarding

Service Chaining

Rerouting data traffic through firewalls, load balancers and IDP's.

Traffic Engineering
Direct control traffic along a desired path

Create a custom policy.

Figure 10-31. Creating a data policy

We have five options. We can send application traffic to a firewall,
implement QoS, or manipulate traffic to send it through a service such as a
firewall or a load balancer, or we can send the traffic along the path of our
choosing. We can also have a custom policy.

QoS is the easiest for us to test, given our environment. We can use
the policies to change the drop probability of our traffic. By default, none
of our traffic will have a differentiated services code point (DSCP) value,
which is used by DiffServ to mark traffic for classification, or any other
marker. These markers are separated into levels of “drop probability,”
where a lower drop probability is better, whereas a higher drop probability
means the traffic is more likely to be dropped. There are different markers,
and these originate from different quality of service implementations
throughout the years. We have the class selector (CS0, CS1, and so
on) which maps to the IP precedence, a field used before DiffServ. We
also have AF values, for Assured Forwarding, an IETF standard for the
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assurance of delivery, as long as the traffic does not exceed a subscribed
rate. If it does, then that traffic has a higher probability of being dropped if
there is congestion in the network.

The values possible are as follows (along with EF, or expedited
forwarding, which is DSCP 46).

Drop probability  Assured forwarding DSCP Binary Class
Low AF11 10 001010 1
Low AF21 18 010010 2
Low AF31 26 011010 3
Low AF41 34 100010 4
Medium AF12 12 001100 1
Medium AF22 20 010100 2
Medium AF32 28 011100 3
Medium AF42 36 100100 4
High AF13 14 001110 1
High AF23 22 010110 2
High AF33 30 011110 3
High AF43 38 100110 4

We are going to use these to make the traffic from vEdge01 have the
highest importance available. Start by selecting QoS, and click the option
to create a new sequence rule. Create a new rule with the following
settings:

Match:

e Source Data Prefix: 172.16.10.0/24

e Protocol: 1
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e Destination Data Prefix: 192.168.30.0/24

e« DSCP:0
Set:
e DSCP:10

We are matching any source IP address in the 172.16.10.0/24 network,
sending any ICMP traffic (protocol 1) to any IP in the 192.168.30.0/24
network, with a DSCP value of 0. If the traffic matches, then it will have a
DSCP value of 10 applied (Figure 10-32).

[ T o L LT

Figure 10-32. Our QoS rule

Click “Save Match and Actions,” and set the default action to Accept.
Click “Save Data Policy” once this has been done. On the last page, name
the policy “Site-300-QoS,” and give it a description. Next, create a “New
Site List and VPN List.” Select “From Service” and add all three sites and
VPN-1 (Figure 10-33).
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Site-300-Central-Pol

© New Site List and VPN List
@ From Service O From Tunnel O All

Select Site List

Site-300 x Site-100 x Site-200 x

Select VPN List

VPN-1 x

Figure 10-33. The site and VPN list

Click Add to save the VPN list. Next, click Preview and look through the
settings. Then click Save Policy. On the next page, click the three dots and
select “Activate.”

Run Wireshark on R300’s Gi0/0 interface (by right-clicking R300,
selecting “Capture,” and then selecting the Gi0/0 interface), and ping from
vEdgeO1 (ping vpn 1 192.168.30.30) (Figure 10-34). Then do the same
from vEdge02 (Figure 10-35). We can see the difference (R300-post-qos.

pcapng).

. 6 10.278266 172.16.1@.1 192.168.308.38

» Frame 6: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface @
» Ethernet II, Src: 50:00:00:84:00:02 (50:00:00:04:00:02), Dst: SA:00:00:08:00:060 (50:60:00:08:00:00)
v Internet Protocol Version 4, Src: 172.16.18.1 (172.16.10.1), Dst: 192.168.306.30 (192.168.30.30)
0108 .... = Version: 4
. 8181 = Header Length: 2@ bytes (5)
v Differentiated Services Field: @x28 (DSCP: AF11, ECN: Not-ECT)
2010 10.. = Differentiated Services Codepoint: Assured Forwarding 11 (18)
...... @@ = Explicit Congestion Motification: Not ECN-Capable Transport (@)
Total Length: 84
Identification: @xeade (6@8126)
» Flags: @x4@00, Don't fragment

Figure 10-34. Pinging from vEdge0l
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55 120.603754 172.16.208.1 192.168.30.30
» Frame 55: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface @
» Ethernet II, Src: 50:00:00:04:00:02 (50:00:00:04:00:92), Dst: 50:00:00:08:00:00 (50:00:00:08:00:00)
v Internet Protocol Version 4, Src: 172.16.20.1 (172.16.20.1), Dst: 192.168.38.38 (192.168.308.30)
0180 .... = Version: 4
.. 8101 = Header Length: 28 bytes (5)
v Differentiated Services Field: 0x@@ (DSCP: (50, ECN: Not-ECT)
0009 €0.. = Differentiated Services Codepoint: Default (@)
...... 0@ = Explicit Congestion Notification: Not ECN-Capable Transport (@)
Total Length: B4
Identification: @x722@ (29216)
» Flags: @x488@8, Don't fragment

Figure 10-35. Pinging from vEdge02

We are matching the traffic and assigning a DSCP value of 10 (AF11)
to the traffic coming from vEdge01, but leaving the traffic from vEdge02
unchanged. So let’s change that.

Configuring Policies Through the CLI

If you are hankering after some good old-fashioned CLI fun, then fear not,
the vManage NMS will let you do this as well.

Let’s start by looking at and breaking down our existing policy. You can
see the existing policy by clicking the View option when you click the three
dots next to the policy.

We start with a policy declaration:

policy
We then have our VPN membership (which we set up in Figure 10-30):

vpn-membership vpnMembership 1206778820
sequence 10
match
vpn-list VPN-1
!
action accept
|
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!
sequence 20

match

vpn-list VPN-2

!

action accept

!
!

default-action reject
!

Next, we have our match and set statements, which we created in
Figure 10-32:

data-policy VPN-1_Site-300-Central-Pol
vpn-list VPN-1

sequence 1

match

source-ip 172.16.10.0/24
protocol 1

destination-ip 192.168.30.0/24
dscp 0

!
action accept

set

dscp 10
!

default-action accept
!
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We then have the lists we created first, for our sites and VPNs
(Figures 10-28 and 10-29):

lists

site-1ist Site-100
site-id 100

!

site-1ist Site-200
site-id 200

!

site-1ist Site-300
site-id 300

|

vpn-list VPN-1

vpn 1

!

vpn-list VPN-2
vpn 2

!

The next section is where we apply our policy to the sites:

apply-policy
site-list Site-100
data-policy VPN-1_Site-300-Central-Pol from-service
vpn-membership vpnMembership 1206778820
I
site-list Site-200
data-policy VPN-1 Site-300-Central-Pol from-service
vpn-membership vpnMembership 1206778820
!
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site-list Site-300
data-policy VPN-1 Site-300-Central-Pol from-service

vpn-membership vpnMembership 1206778820
!

We list each site and then apply the data policy (_VPN-1_Site-300-
Central-Pol) and the VPN membership vpnMembership_1206778820.

Let’s use this as a template to add a sequence for vEdge02. Firstly, let’s
see if we can insert a sequence into our existing data policy.

From the Policies page, click the Custom Options menu on the top
right-hand side, and select CLI Policy (Figure 10-36).

B Custom Options ~

Centralized Policy Localized Policy

CLI Policy CLI Policy

Lists Lists

Topology Forwarding Class/QoS
I Traffic Policy Access Control Lists
48 Route Policy

Figure 10-36. Creating a CLI policy

Click “Add Policy.” Call the policy Site-200-Policy, give it a description,
and paste in the following:

data-policy VPN-1 Site-300-Central-Pol
vpn-list VPN-1
sequence 2
match
source-ip 172.16.20.0/24
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protocol 1
destination-ip 192.168.30.0/24
dscp 0
!
action accept
set
dscp 12
!
!
I
default-action accept
!

Click “Add”
When you try to activate the policy, it will fail (Figure 10-37).

T S

b © Failure Failed to apply policy - syntax emmor: unknown c. vSmant01
[12-May-2028 9:46:13 UTC] Updating policy
[12-May-2020 9:46:13 UTC] Applying policy to vSmart.
[12-May-20206 9:46:14 UTC] Failed to apply policy -

syntax error: unknown command
Error: on line 9: data-policy VPN-1 Site-300-Central-Pol

Figure 10-37. Policy failure

We have an “unknown command”; let’s edit the new policy to use

“exit” instead of the exclamation marks:

data-policy VPN-1 Site-300-Central-Pol
vpn-list VPN-1
sequence 2
match
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source-ip 172.16.20.0/24
protocol 1
destination-ip 192.168.30.0/24
dscp 0
exit
action accept
set
dscp 12
exit
exit
exit
default-action accept
exit

Click “Update,” and go back into CLI Policy from Custom Options and
activate it (as you cannot activate it from the main page).
It still fails. What if we try removing the “exits”?

data-policy VPN-1 Site-300-Central-Pol
vpn-list VPN-1
sequence 2
match
source-ip 172.16.20.0/24
protocol 1
destination-ip 192.168.30.0/24
dscp 0
action accept
set
dscp 12
default-action accept

It will still fail, again with the same error of “unknown command.”
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So, what is the answer here? Well, despite the error pointing to an
erroneous word, which seems like a simple enough fix, it turns out that
we can’t use the CLI to insert new rules into existing policies (especially
when one is created in the UI). Instead, we need to enter the entire policy
(including our additions).

To get the full configuration, click the three dots next to our Ul-created
policy and choose preview, and then copy them into a notepad document.

Add our new sequence, so that the data-policy section looks like this:

data-policy VPN-1 Site-300-Central-Pol
vpn-list VPN-1

sequence 1

match
source-ip 172.16.10.0/24
destination-ip 192.168.30.0/24
protocol 1
dscp 0

|
action accept
set
dscp 10
!
|
!
sequence 2
match
source-ip 172.16.20.0/24
destination-ip 192.168.30.0/24
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protocol 1

dscp
!

o

action accept
set
dscp 12
!
!
!
default-action accept
!
!

POLICIES AND QUALITY OF SERVICE

Then paste the whole thing back into the CLI policy configuration

(Figure 10-38).

321



CHAPTER 10  POLICIES AND QUALITY OF SERVICE

CLI Configuration

1 policy
2 vpn-membership vpnMembership_1266778826
3 sequence 10
4 match
5 vpn-list VPN-1
6 !
7 action accept
L]
- Y
16 sequence 20
11 match
12 vpn-list VPN-2
13 !
14 action accept
15 !
16 !
17 default-action reject
18 !

19 c'lata-poli.cy _VPN-1_Site-308-Central-Pol
28 vpn-list VPN-1

21 sequence 1

22 match

23 source-ip 172.16.10.08/24
24 protocol 1

25 destination-ip 192.168.30.8/24
26 dscp @

27 !

28 action accept

29 set

38 dscp 10

31 !

32 !

33 !

34 sequence 2

35 match

36 source-ip 172.16.20.8/24
37 protocol 1

38 destination-ip 192.168.36.8/24
39 dscp @

49 !

41 action accept

42 set

43 dscp 12

44 1

45 !

46 !

47 default-action accept

48 !

Figure 10-38. The completed policy
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Now, activation should be successful (Figure 10-39).

I " 0
v @ Success Done - Push vSmart Policy vSmart(

[12-May-20820 10:15:51 UTC] Updating policy

[12-May-2626 18:15:51 UTC] Applying policy to vSmart.
[12-May-2020 10:15:54 UTC] vSmart is online

[12-May-2028 10:16:15 UTC] Policy changes applied to vSmart

Figure 10-39. A successful policy change

If we head back to our Policies main page, we will see that our original
(Ul-created) policy is no longer active, but our new one is (Figure 10-40).

_w_m
Siie-300-Q0S Set QoS on traffic Ul Policy Builder
Site-200-policy Site 200 Policy cLl true

Figure 10-40. The policies page

It is important to plan your policies carefully as adding a new policy
can deactivate an existing one. We can, for instance, have only one
centralized policy active at any one time.

Now, let’s test it. Fire up a Wireshark capture of R300’s Gi0/0, and ping
it from vEdge01 and vEdge02. We should see two different AF values, AF11
(which is decimal 10) and AF12 (which is decimal 12), as you can see in
R300-dual-policy.pcapng.

Firstly, vEdgeO01 (Figure 10-41).
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-~ 5 9.684890 172.16.10.1 192.168.30.30

» Frame 5: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface @
Ethernet II, Src: 50:00:00:04:00:02 (50:00:00:04:00:02), Dst: 50:00:00:08:00:00 (50:00:00:08:00:00)
Internet Protocol Version 4, Src: 172.16.108.1 (172.16.16.1), Dst: 192,168.30.30 (192.168.30.30)
9108 .... = Version: 4
. D101 = Header Length: 2@ bytes (5)

» Differentiated Services Field: @x28 (DSCP: AF11, ECN: Not-ECT)
Tatal leannth: R4

Figure 10-41. AF11

v

“

Then again from vEdge02 (Figure 10-42).

- 15 14.543828 172.16.20.1 192,168.30.30

» Frame 15: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface 8

» Ethernet II, Src: 50:00:00:04:00:02 (50:00:80:04:00:02), Dst: 50:00:00:08:00:00 (50:00:00:08:00:08)

v Internet Protocol Version 4, Src: 172.16.20.1 (172.16.20.1), Dst: 192.168.38.30 (192.168.38.30)
8108 .... = Version: 4

... 0101 = Header Length: 2@ bytes (5)
» Differentiated Services Field: ©8x3@ (DSCP: AF12, ECN: Not-ECT)

Figure 10-42. AF12

Our policies are successful!

Summary

While our topology is a little small to test more policies, hopefully, you
can see, in this chapter, how powerful they can be at controlling the data
moving around the network.

In the next chapter, we will look at upgrades.
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Upgrades

Before we can set up the security policies in the next chapter, we need
to upgrade our environment. The reason for this is that the 19.2 and 19.3
images do not support some of the features we need, but version 20.1 does.

Managing Software Images

The vManage NMS handles the software distribution and upgrades for

all of our SD-WAN devices throughout the network; it is our software
repository. In this chapter, we are going to upgrade all of our devices. There
are a couple of best practices that we should follow when performing
upgrades:

e Use vManage to perform upgrades, rather than the CLI.

e The network overlay must be up and operational if you
are upgrading a remote vManage server.

e Upgrades should be performed in the order of
1: vManage servers.
2: vBond orchestrators.

3: Half of the vSmart controllers. Then wait 24 hours
to ensure that the network is stable.

4: The other half of the vSmart controllers.

© Stuart Fordham 2021 325
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5: Upgrade 10% of the vEdge routers. Then wait 24
hours.

6: Upgrade the remaining vEdge routers.

Now, while these are best practices, real life is sometimes different, as
we will see. But, for the moment, let’s do it “the Cisco way.”

The steps we need to take are to first add the new software to the
repository, upgrade the software image, and then activate the software
image.

Adding Images to the Repository

To add the new software images, navigate to Maintenance » Software
Repository » Software Images » Add New Software. We can choose from
“vManage” (locally stored images), Remote Server (an FTP or HTTP
server), or “Remote Server - vManage” where, as the name suggests,
images are stored on a remote vManage server.

As we do not have the images locally on our Linux box, we are going
to use the Remote Server option. However, we do not have access to a
remote server. We have hit a bit of a catch-22 in our learning path. In order
to complete the next chapter on security, we need to upgrade our devices,
yet, in order to upgrade our devices, we need to do part of the next chapter.
Jump ahead and complete the first part, which is the NAT configuration.
Once you have done that, come back here.

We add a new repository by setting the controller version, the software
version, and the full path to the upgrade file. In this case, I am running
a very simple web server on my Mac, which you can do by opening a
terminal prompt, cd’ing to the folder containing the upgrade image, and
then typing “python -m SimpleHTTPServer 8000” Other FTP and HTTP
servers are available. You can then add the new software to the repository
(Figure 11-1).
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Controller Version
201

Version
20.1.1

FTP/HTTP URL

http//192.168.68. 103:8000/vmanage-20.1.1.-xB6_64.tar gz

Figure 11-1. Adding software to the repository

Our images will appear in the list (Figure 11-2).

I e T ™ |
011 201.x vmanage Software
2011 20.1.x remole - hitp/192.1568,68. 1033000/ vmanage-20.1.1.-x856_64.tar.gz Software
17.02010.32.158650_ 20.1.x vmanage Saoftware

Figure 11-2. Our software list

Once the image repositories have been selected, we can upgrade the
image.
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Upgrading Images

Navigate to Maintenance » Software Upgrade, and select the devices to be
upgraded. Then click the “Upgrade” button. Select the version you want to
upgrade to from the drop-down menu (Figure 11-3).

® vManage Remote Server Remote Server - vManage

Platform Version

CSR1000v | |Salect

Activate and Reboot 17.02.01r.0.32.1586502278

Figure 11-3. Performing an upgrade

You can skip to directly activating the new software image and
rebooting the device using the “Activate and Reboot” option. If you do not
select this option, then you will need to go to the next section. If you select
the Remote Server option, then you will need to select the correct VPN to
use. The final step is to click “Upgrade.”

Activating Software Images

If you did not select the “Activate and Reboot” option, then navigate to
Maintenance » Software Upgrade, and select the devices that you wish to
activate the new software on. Click the Activate button.
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Note Make sure that your devices are all upgraded to @ minimum
of 20.1.1 (and 17.02.01r0.32 for the CSR device).

Upgrading with vManage sounds simple enough, and yes, when
it works, it is simplicity (such as in the official Cisco documentation®).
However, occasionally, using the CLI is unavoidable.

Upgrading via the CLI

While best practice says “use the NMS, not the CLI,” sometimes the CLI is
king, such as when I was writing this book.

Attempting to upgrade the vManage servers via vManage resulted in an
error. Every time. While the following output is for a remote server upload,
the same occurred when running the upgrade in vManage mode.

Let’s step through the process. I have truncated the output as each
line starts with the date and “[vManage01]’, so this has been removed for
readability. I have also used initials to replace some items:

DAM = DeviceActionManager
GTMT = Global Task Monitor Thread
DASDAO = DeviceActionStatusDAO
IAP = InstallActionProcessor

TMSI = Task Monitor Software Install

IIDAO = InstalllmageDAO

'https://sdwan-docs.cisco.com/Product Documentation/vManage Help/
Release 18.3/Maintenance/Software Upgrade
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SIAP = SoftwarelnstallActionProcessor
DDAP = DefaultDeviceActionProcessor
ADAP = AbstractDeviceActionProcessor

We start with the action of install:

[DAM] (software install Thread) |default| Processing device
action Software Install

[DAM] (software install Thread) |default|

RIPRIPPHPRPRIPRIP PPN Message Tecedved for processing
deviceAction: software install

Then we do some checks and the upgrade task starts:

[DAM] (GTMT) |default| Checking any unique device action which
require processing

[DASDAO] (GTMT) |default| Found device action software install
[DAM] (GTMT) |default| After [1] atttempt to fetch In progress
tasks from DB. Got 1 device actions in 'in_progress' state
[DASDAO] (GTMT) |default| Found device action software install
[DAM] (GTMT) |default| After [2] atttempt to fetch In progress
tasks from DB. Got 1 device actions in 'in progress' state
[DASDAO] (GTMT) |default| Found device action software install
[DAM] (GTMT) |default| After [3] atttempt to fetch In progress
tasks from DB. Got 1 device actions in 'in progress' state
[DefaultDeviceActionProcessor] (GTMT) |default| Starting Task
Monitor - Software Install
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Once this starts, we get our image list and location and our targets
(which are our vManage servers):

[IAP] (TMSI) |default| Software upgrade vmanage thread pool
size 20 Server CPU core 4 VDaemon count 4

[IIDAO] (TMSI) |default| Getting uploaded image info

for {versionType=remote, versionTypeName=software,
networkFunctionType=ROUTER, versionName=20.1.1}

[IIDAO] (TMSI) |default| Found uploaded image info

list: [InstallImageInfo [nfType=ROUTER, vType=remote,
versionTypeName=software, version=20.1.1, softwareUrl=ht
tp://192.168.68.103:8000/vmanage-20.1.1-x86_64.tar.gz]]
[SIAP] (TMSI) |default| Validating input for installImageInfo
InstallImageInfo [nfType=ROUTER, vType=remote,
versionTypeName=software, version=20.1.1, softwareUrl=ht
tp://192.168.68.103:8000/vmanage-20.1.1-x86_64.tar.gz]
[IIDAO] (TMSI) |default| Getting uploaded image info

for {versionType=remote, versionTypeName=software,
networkFunctionType=ROUTER, versionName=20.1.1}

[IIDAO] (TMSI) |default| Found uploaded image info

list: [InstallImageInfo [nfType=ROUTER, vType=remote,
versionTypeName=software, version=20.1.1, softwareUrl=ht
tp://192.168.68.103:8000/vmanage-20.1.1-x86 64.tar.gz]]
[SIAP] (TMSI) |default| Validating input for installImageInfo
InstallImageInfo [nfType=ROUTER, vType=remote,
versionTypeName=software, version=20.1.1, softwareUrl=ht
tp://192.168.68.103:8000/vmanage-20.1.1-x86_64.tar.gz]
[DDAP] (TMSI) |default| Performing Device Action- Software
Install for devices- Vbonds: [],Vsmarts: [],vManages:
[100.100.1.2, 100.100.1.22],vEdges: [],

[ADAP] (TMSI) |default| Processing vmanage list
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[ADAP] (TMSI) |default| Start process device action for device list
[ADAP] (TMSI) |default| Adding device 100.100.1.22 for device
action processing

We then try to connect to the second vManage device:

[IAP] (TMSI) |default| Software upgrade timeout - 60

[DDAP] (TMSI) |default| Software activate timeout - 30

[IAP] (TMSI) |default| Software upgrade vmanage thread pool
size 20 Server CPU core 4 VDaemon count 4

[NetConfClient] (device-action-software install-o0) |default]
Failed to connect to device : 100.100.1.22 Port: 830 user :
vmanage-admin error : Authentication failed
[SoftwareInstallActionProcessor] (device-action-software
install-o) |default| Failed to process install action: com.
viptela.vmanage.server.device.common.NetConfClientException:
org.apache.sshd.common.RuntimeSshException: Failed to get the
session.

This fails. But why? Well, there were no issues with the cluster.
Everything was green. Both vManage servers could SSH to each other
using the admin account, with the same password, so connectivity and
credentials were fine. Yet we still have an “Authentication failed” error.

Truth be told, I never found the solution. Googling the last line of the
earlier output results in a whopping eight results. I tried, but in the end,
resorted to a more manual method for the vManages (and the vBond and
vSmart).

If we have the software in our repository, then we can pull them from
there. We just need to find them. To do this, we can turn to the REST API
(Representational State Transfer Application Programming Interface) and
call https://<vmanagelP>/dataservice/device/action/software and get a list
of the software in the repository (Figure 11-4).
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&« e 0 @ & https://10.1.1.2 g% | - O 1y I

J50K  RawData Headers
Save Copy

header

data

*softuars
ctionType *ROUTER"
1591433781432

*26.1.1

versionld 41849829 - bbd6 - 403a- B3d6-D34eabdlldct”
prid 4919

fileNanaMap B6_6 manage - 2
arch ‘xB6_ 64~
imageType: software
versionURL “http://<VMANAGE HOST>:B0BB/software/package

Figure 11-4. Using the API to list the software images

So, we can access the images using the URL http://10.1.1.2:8080/
software/packages/viptela-20.1.1-x86_64.tar.gz and then use the command
“request software install” alongwith the path to perform the upgrade:

vManageO2# request software install http://10.1.1.2:8080/
software/package/vmanage-20.1.1-x86_64.tar.gz

--2020-06-08 14:42:12-- http://10.1.1.2:8080/software/package/
vmanage-20.1.1-x86_64.tar.gz

Connecting to 10.1.1.2:8080... connected.

HTTP request sent, awaiting response... 206 Partial Content
Length: 1120120144 (1.0G) [application/octet-stream]

Saving to: 'vmanage-20.1.1-x86_64.tar.gz’
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vmanage-20.1.1-x86_ 100%[===================>]  1.04G
214KB/s in 93m 46s

2020-06-08 16:15:57 (194 KB/s) - 'vmanage-20.1.1-x86_64.tar.gz’
saved [1120120144/1120120144]

Signature verification Succeeded.
Successfully installed version: 20.1.1

vManage02#

OK, so EVE-NG might not be the fastest for file transfers, but it works.
The next step is to set the new version as the default:

vManage02# request software set-default 20.1.1
This will change the default software version.
Are you sure you want to proceed? [yes,NO] yes
vManage02#

Finally, we activate the software:

vManage02# request software activate 20.1.1
This will reboot the node with the activated version.
Are you sure you want to proceed? [yes,NO] yes

The software will install, and the device will reboot into the new
version.

Another option is to use SCP. I started by copying the files to the
same Linux server used for the certificates, and for this, you can use the
CD-ROM method we used to get the serial file into our network; just make
sure you use the “-joliet” option so that the file names are not truncated.

Once you have the files on the Linux server, you can use SCP or FTP to
copy them to the vManage01 device (Figure 11-5).
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user@user-virtual-nachine:-/Downloadss scp vmanage-28.1.1-x86_64.tar.gz adnin@18.1.1.2:
viptela 19.3.8

adnin@16.1.1.2's password:

vmanage-20.1.1-x86_64.tar.gz 8% 3888KB wvmanage-26.1.1-xB&_Svmanage-28.1.1-x86_64.tar.gz
0% T952KB 416.5KB/s 43:27 ETA
wvmanage-20.1.1-xB6_64.tar.gz 11% 11948 223.4KBfs 1:12:32 ETA

\wmanage-20.1.1-x86_64.tar.gz 100X 1068M8 222.4KB/s 1:21:57
user§user-virtual-nachine:-/Downloadss

Figure 11-5. Using SCP to copy images to vManage0l

We then run through the same set of steps, just replacing the location:
Request software install /home/admin/vmanage-20.1.1 x86-64.tar.gz
Request software set-default 20.1.1
Request software active 20.1.1

After vManage02 rebooted, the application service would not start.
On a hunch, I upgraded vManage01, and once they were both at the same
software version, the cluster started up.

Next, [ used the SCP method to upgrade vBond01 and then vSmart01.

Once the “backbone” of the SD-WAN was all on 20.1.1, I was able to
use the vManage NMS to upgrade the edge devices, which went nice and
smoothly (Figure 11-6).

Q Serch Options. <

£ In progress Downloading 15/ 229 MB (5% € veige 100100 15 100

[9-Jun-2820 9:42:10 UTC] Current ACTive partition: 19.2.1

[9-Jun-2620 9:42:11 UTC] Configuring upgrade confirm timer to 15 minutes

[9-2un-2920 9:42:11 UTC] Software image: viptela-20.1.1-x86 84.tar.gz

[9-Jun-2820 9:42:11 UTC] Software image download may take wpto 88 minutes

[9-3un-2620 9:42:17 UTC] Connection Instance: 3, Color: biz-internet

[9-Jun-2020 9:42:17 UTC] Downloading http://186.160.1.2:8880/ software/package/viptela-268.1.1-x85 64, tar . g 2deviceTd=166.180.1.5

Figure 11-6. Upgrading the edge devices using vManage
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Troubleshooting Image Upgrades

We all know that upgrades can be tricky from time to time, especially when
performed remotely, which, as I am sure, can be a bit nerve-wracking
while devices reboot, and we have no eyes on what’s happening. Because
of this, we do have a fixed time window for upgrades to complete, as
upgrades that take longer than 60 minutes to complete will time out. We
cannot extend this value, but we can shorten it if we so desire, such as
setting it to 45 minutes:

vManageO1# config
Entering configuration mode terminal
vManageo1(config)# system upgrade-confirm ?
Description: Configure software upgrade confirmation timeout
Possible completions:

<5..60> minutes
vManage01(config)# system upgrade-confirm 45
vManage01(config-system)# commit
Commit complete.
vManage01(config-system)# end
vManageO1#

If the control connection to the vManage server takes longer than 15
minutes to come back up, then vManage will automatically revert to the
previous (working) image.

Summary

We have seen how to add new images to the repository and also how to use
HTTP and SCP to load images onto devices and use both vManage and the
CLI to perform upgrades.

Now that we have our upgrades all done, we can implement some
security rules.
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Security

Now that we are a little more up to date after our upgrades, we can have
some fun with security. I know that sounds like an oxymoron (like “only
choice”), but Security can be fun. I promise.

In this chapter, we are going to implement security rules to permit and
deny traffic. Mainly deny because, well, it is easier to test.

To get the real benefit in this chapter (and so that we can do the
upgrades in the previous chapter), we need to extend the network again,
by adding real Internet access and another Linux node.

Setting Up Internet Access

Start by shutting down the ISP-R router. Connect a new network object
by right-clicking the EVE-NG canvas and selecting “Network” in the “Add
a new object” options. Make the network a Management(Cloud0) one,
and call it “Internet.” Connect this new object to ISP-R’s Gi0/2 interface by
dragging the orange network icon. Start the router up.

Enter the following settings:

ISP-R#conf t

ISP-R(config)#int gi 0/2
ISP-R(config-if)#ip address dhcp
ISP-R(config-if)#ip nat outside
ISP-R(config-if)#no shut
ISP-R(config-if)#int gi 0/0
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ISP-R(config-if)#ip nat inside

ISP-R(config-if)#int gi 0/1

ISP-R(config-if)#ip nat inside

ISP-R(config-if)#int gi 0/3

ISP-R(config-if)#ip nat inside

ISP-R(config-if)#exit

ISP-R(config)#access-1ist 1 permit 50.11.11.0 0.0.0.255
ISP-R(config)#access-1ist 1 permit 50.10.10.0 0.0.0.255
ISP-R(config)#access-1ist 1 permit 50.12.12.0 0.0.0.255
ISP-R(config)#access-1list 1 permit 10.1.1.0 0.0.0.255
ISP-R(config)#access-1list 1 permit 10.2.1.0 0.0.0.255
ISP-R(config)#

ISP-R(config)#ip nat inside source list 1 interface gio/2
overload

ISP-R(config)#

The preceding configuration sets the Gi0/2 interface for DHCP. It then
sets the same address as the outbound interface for NAT (the interface
we'll be translating to). The gi0/0, gi0/1, and 0/3 interfaces are set up as
the NAT source interfaces. Then we have an access list to match the traffic
we are going to perform NAT for and, lastly, a NAT command to NAT the
source addresses from the access list to the GI0/2 interface.

The Internet connection should join ISP-R onto your local network
through EVE-NG. The Gi0/2 interface will get an IP address on your local
network (assuming you have DHCP running), and we will also get a default
route.

ISP-R#sh ip int bri | i 0/2

GigabitEtherneto/2 192.168.68.121 YES DHCP  up up
ISP-R#

ISP-R#sh ip route | i 0.0.0.0/0

Gk 0.0.0.0/0 [254/0] via 192.168.68.1

ISP-R#
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The details you will have will differ from the preceding ones, but
hopefully, you get the gist of what we are trying to achieve. We can test our
connectivity:

ISP-R#sh ip cef 8.8.8.8
0.0.0.0/0
nexthop 192.168.68.1 GigabitEtherneto/2
ISP-R#
ISP-R#tping 8.8.8.8
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2
seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max =
44/111/266 ms
ISP-R#

The next step is to give ourselves a machine to play with. To do that, we
can add a machine onto CSR-1.

Linux VM

Adding a new connection to an edge device in vManage should be very
familiar to you now, so without the aid of screenshots, shut down CSR-1
and connect its Gi4 interface to a new Linux node. In vManage, create a
new interface template, giving it an IP address of 192.168.33.1/24. Add the
template onto the main device template, and push it to the router.

The Linux node should have an IP of 192.168.33.33/24, and its default
gateway should be the IP address assigned to CSR-1’s Gi4 interface
(192.168.33.1). We should have connectivity between the Linux node and
CSR-1.
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The next step is to get CSR-1 to do some network address translation
(NAT) for us, as ISP-R will not NAT for the 192.168.33.0/24 subnet.

CSR-1 NAT

Edit the t-CSR1000v interface template (the one that controls the Gil
interface), and select the NAT tab and enable the option. Set the refresh
mode to bidirectional, and enable Respond To Ping (Figure 12-1).

NAT - l@T‘ off

Refresh Mode ~ | bidirectiona =
Log NAT flow creations or deletions @~ On e Off
UDP Timeout S~

TCP Timeout S~

Block ICMP = On | ® off

Respond To Ping .[ @ On | Off

Figure 12-1. Enabling NAT

Then edit the service template for VPN1 (c-v-VPN1) and add a default
route, pointing to the VPN (Figure 12-2).
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D Mark as Optional Row o

Prefix

Gateway

Enable VPN

Save Changes Cancel

Figure 12-2. Adding a default route for VPN1

Once the template is applied, we should get this result in the
configuration on CSR-1:

interface GigabitEthernet1

ip address 50.10.10.1 255.255.255.0

no ip redirects

ip nat outside

negotiation auto

arp timeout 1200

no mop enabled

no mop sysid

!

ip nat settings central-policy

ip nat route vrf 65528 0.0.0.0 0.0.0.0 global
ip nat route vrf 1 0.0.0.0 0.0.0.0 global

ip nat translation tcp-timeout 3600

ip nat translation udp-timeout 60

!

ip nat inside source list nat-dia-vpn-hop-access-list int
GigEth1 overload
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I shortened the last line of output for the sake of formatting. If you are
familiar with VRF route leaking, which is common in the world of MPLS,
then this is what is happening here.

If we generate some traffic from the new Linux node, we should start to
see some NAT translations:

CSR-1#sh ip nat trans

Pro Inside global Inside local Outside local
Outside global

tcp 50.10.10.1:5120 192.168.33.33:57242 62.252.60.2:443
62.252.60.2:443

udp 50.10.10.1:5090 192.168.33.33:57764

8.8.8.8:53 8.8.8.8:53

icmp 50.10.10.1:6049 192.168.33.33:6049 14.31.75.1:6049
14.31.75.1:6049

udp 50.10.10.1:5088 192.168.33.33:57682

8.8.8.8:53 8.8.8.8:53
udp 50.10.10.1:5089 192.168.33.33:40085
8.8.8.8:53 8.8.8.8:53

Total number of translations: 5
CSR-1#

Now, to get the best out of this chapter, we need to migrate our CSR
template, but only if you started with version 19.2 and have upgraded to
20.1 as we did in the previous chapter. If you started with version 20.1, then
you are good already.

The reason we need to migrate our template is that we need to use
the CLI feature, which is unavailable on the older template. You may have
already seen this due to the banner displayed in vManage (Figure 12-3).

This device template contains feature template that are shared by both Cleco vEdge and 105-XE SDWAN devices. Please use the Template Migration tool to
migrate the vEdge feature templates to 105-XE SDWAN feature templates.

Figure 12-3. The migration banner

342



CHAPTER 12  SECURITY

Click the Template Migration link (Figure 12-4).

* TOOLS | TEMPLATE MIGRATION (BETA)

Migrate All Templates

Q Search Options ~
Template Name (Shared) Devices Attached (Shared)
1-CSR1000v 1

Figure 12-4. Migrating the t_CSR100v template

Click “Migrate All Templates.” In the next window, tick the bottom
option, and then click “Migrate” (Figure 12-5).

Migrated template name prefix CSR

Include feature templates not attached to any device templates

Are you sure you want to migrate 1 device templates?

Figure 12-5. Click to migrate

The migrated template name prefix can be anything we like, and
during migration, vManage will take our existing template (t-CSR1000v in
this case) and create a new one with the prefix (CSR_t-CSR1000v); all of its
feature templates will also be migrated.
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We can now add a CLI add-on feature template. Create one called CSR-
DNS, and add in “ip dns server” and “ip domain-lookup” (Figure 12-6).

X CONFIGURATION | TEMPLATES

Device Feature

Feature Template ~ Add Template - Cli Add-On Template
Device Type CSR1000v

Template Name CSR-DNS

Description DNS on CSR1000v

CLI CONFIGURATION

1 1ip dns server
2 ip domain-lookup

Figure 12-6. The CLI Add-On Template
Now, our CSR should act as a DNS server. Save this and add it to

the new CSR_t-CSR1000v template in the Additional Templates section
(Figure 12-7).
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Additional Templates

AppQoE Choose. ot
Global Template * Factory_Default_Global_CISCO_Template -
Cisco Banner CSR_c-v-Banner -
Cisco SNMP Choose... hat
CLI Add-On Template CSR-DNS v
Policy Policy-Site-300 >
Probes Choose At
Security Policy Choose. e

Figure 12-7. Adding the CLI Add-On Template

We now need to switch our CSR device to use this new template. We do
this as we have done before, by clicking the three dots next to the template
name and selecting Attach Devices. We then select the device to attach and
click through the dialog boxes (Figure 12-8).
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Figure 12-8. Attaching CSR-1 to the new template

Pay close attention to the config diff here, as if we carry on now, we will
lose our NAT configuration (Figure 12-9).

Figure 12-9. We will lose the NAT configuration

The interesting thing is that the templates were (after migration) still
set to perform NAT. Going through the new template, clicking Update
(without making any changes), and attaching the CSR-1 device again
seemed to do the trick, and the second time I tried to apply the template to
the device, the NAT statements were not due to be removed (Figure 12-10).
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Figure 12-10. We still have NAT

Your mileage on this might vary, but you may also see that pushing the
template fails, with an application error. If you remove the CLI Add-On
Template, then pushing the device template works, so clearly, something
is wrong with the CLI Add-On Template. The reason for this is that not all
CLI commands can be pushed into the device this way, as they are not
supported. “ip domain-lookup” is one of these unsupported commands.
So if you hit this issue, then remove the command from the Add-On
Template, and push it to the device again. It is worth keeping an eye on the
Cisco website for the template as the number of supported commands gets
updated with each IOS-XE version. The really long link to follow is www.
cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-
interface/ios-xe-17/systems-interfaces-book-xe-sdwan/m-cli-add-
on-feat.html. By the time you read this, the command may be supported

on newer versions.
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We should, now, have our CSR router acting as a DNS server:

CSR-1# sh run | i dns

no ip igmp ssm-map query dns

no ip nat service dns tcp

no ip nat service dns udp

no ip nat service dns-reset-ttl
ip dns server

CSR-1#

The last step of our basic configuration is to set our external DNS
servers. Edit the CSR_c-VPNO template, and add the DNS servers
208.67.222.222 and 208.67.220.220 (which are the Cisco Umbrella DNS
servers) (Figure 12-11).

DNS

Primary DNS Address (IPv4) =

Secondary DNS Address (IPv4) » 20867220220
Figure 12-11. Using the Umbrella servers

Repeat the process for CSR_c-v-VPN1, and then apply the template.
Those template changes get us the following:

CSR-1#tsh run | i name-server

ip name-server 208.67.220.220 208.67.222.222

ip name-server vrf 1 208.67.220.220 208.67.222.222

ip name-server vrf 65528 208.67.220.220 208.67.222.222
CSR-1#
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And, more importantly, the Linux node inside site 300 can access the
Internet (Figure 12-12).

Activities Y Firefox Web Browser ~ Mon 19:42 a0~

Books | www.802101.com - Mozilla Firefox

.’) [E¥ Books | www.802101.¢
S cC @ D @ https://www.802101.com/book - @ % mn @

WWW.802101.COM
www.802101.com '

cat brain | grep "network” > blog

me » Books GET SOCIAL

@
Books oEaa
| have written a series of books. covering BGP. MPLS m n E

and VPNs and NAT.

Although they are designed for the CCIE Routing and
Switching v5 exam, | hope that readers of any level will

find them useful. GET THE BOOKS!

Figure 12-12. We have Internet access!

Now that we have the basics in place, we can configure some security
rules.

Applying Security Rules

Let’s start with something simple. As you know, SSH is good and Telnet is
bad. So, in our first example, we are going to block Telnet access from the
Linux node to R300. Currently, this access is permitted (Figure 12-13).
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user@user-virtual-machine:~$
user@user-virtual-machine:~$ telnet 192.168.30.30
Trying 192.168.30.30...

‘Connected to 192.168.30.30.

Escape character is '~]'.

LR e R e e R R S e R e e

I0Sv is strictly limited to use for evaluation, demonstration and IO0S
education. I10Sv is provided as-is and is not supported by Cisco's
Technical Advisory Center. Any use or disclosure, in whole or in part,
of the IOSv Software or Documentation to any third party for any
purposes is expressly prohibited except as otherwise authorized by
Cisco in writing.

[k kR h kb hdhdhhd bk A kA bk h kv ke

*

o * * % *
= % ¥ % *

User Access Verification

Username: sd-admin
Password:

Whhk Ak ARk kAR Rk Rk ARk kAR Ak ko kR e
* I0Sv is strictly limited to use for evaluation, demonstration and IOS
education. I0Sv is provided as-is and is not supported by Cisco's
Technical Advisory Center. Any use or disclosure, in whole or in part,
of the I0Sv Software or Documentation to any third party for any
purposes is expressly prohibited except as otherwise authorized by
Cisco in writing.

ok hk kbR kb ke kb kb d kA k kb kb ki w

CELTH |

*

* * % * *
* * % % #

Figure 12-13. Telnet is permitted

Let’s deny it instead. Start by heading to Configuration » Security, and
click “Add Security Policy” (Figure 12-14).

No policies added, add your first security policy

Add Security Policy

Figure 12-14. Adding a security policy
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We are going to use Direct Internet Access (DIA), as this gives us all
the cool features, such as application firewall, intrusion prevention, URL
filtering, malware protection, DNS security, and TLS/SSL decryption
(Figure 12-15).

Choose o scenano that fits your use-case. Chick Proceed 1o continue building your desired policies

Compliance

—

—

- Jie o
Application Firewall | Intrusion Prevention | TLS/SSL Decryption

Guest Access

Application Firewall | URL Filtering | TLS/SSL Decryption

Direct Cloud Access
Apphication Firewall | Intrusion Prevention | Advanced Malware Protection | DNS Security | TLS/SSL Decryption

@ Direct Internet Access
Application Firewall | Intrusion Prevention | URL Filtering | Advanced Malware Protection | DNS Security | TLS/SSL Decryption

\ Custom
Build your ala carte policy by combining a vanety of security policy blocks

Cancel

Figure 12-15. Select Direct Internet Access

We need to create our VPN zones, the 5-tuple that will do our traffic
matching, and any application behaviors. Click “Add Firewall Policy”
(Figure 12-16).
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Create VPN zones and define your 5-tuple and Application behavior within these zones.

© Add Firewall Policy ~

Figure 12-16. We need to define some targets

The first step is to define our zone pairs, which are our source and
destination VPNs (Figure 12-17). As all our traffic (for the moment) is
within VPN 1 (R300 and the new Linux machine), we are going to create a
zone for this. Click “Apply Zone-Pairs.”

Sources Apoly Zone-Poir Destinations g

Figure 12-17. We need to set our zone pairs

Click in the Source Zone box, and select “New Zone List” from the
drop-down (Figure 12-18).

352



CHAPTER 12  SECURITY

Target Zone-Pair

Source Zone I =»  Destination Zone

Self Zone

© New Zone List

Cancel

Figure 12-18. Creating the source zone

Create a new zone, called “Zone-list,” specifying VPN 1, and click Save
(Figure 12-19).

Target Zone-Pair

Source Zone Ielect zon —>  Destination Zone

zone-one
Self Zone 1
Zone-list
Zone-one

Figure 12-19. Setting the source zone

We can define multiple VPNs within these zones, such as “1,2,3,10-20’,
if we need to. Set both the source and destination zones to the newly
created zone list (Figure 12-20).
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Target Zone-Pair

Source Zone Zonedist x =¥ Destination Zone Zonedist x ©

Figure 12-20. Our zones are set

Click Save. We now have our zone pair set (Figure 12-21).

Sources Apply Zone-Po Destinations s

Figure 12-21. The zone pairs are set

Name the firewall policy in the next box, calling it “Site-300-FW-Pol.”
The next step is to start adding some rules. Give the rule a name, such as
“Deny-Telnet,” and set the action to “Deny” (Figure 12-22).

order 1 & Mams Deny-Tolnt Action m Log

Figure 12-22. The Deny-Telnet rule

Now we need to define our 5-tuple. Click the plus sign next to Source
Data Prefix, and add a new prefix of 192.168.33.0/24 (Figure 12-23).
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Source Data Prefix
1Pvd Prefix FQDN (Fully-Qualified Domain Name) @
IPvd Prefix List FQDN List

sarch Site-300-192-168-33-0
192.168.33.0/24

and/or  FQDN

Site-300-192-168-33-0

Example; cisco.com and not more than 120 characters

Figure 12-23. The source prefix

Select it and click Save (Figure 12-24).

Source Data Prefix Source Port Destination Data Prefix Destination Ports

Source Data Prefix

IPv4 Prefix FQDN (Fully-Qualified Domain Name) @
IPv4 Prefix List FODN List

Site-300-192-168-330 = st
IPvd and/or  FQDM

Example 100.0.0/12 Example cisco.com and not more than 120 characters

IPv4 Variable

Varable Name

Figure 12-24. The source prefix is set
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We are going to leave the source port as Any. For the Destination Data
Prefix, click the plus sign and enter the subnet 192.168.30.0/24 in the
IPv4 field (Figure 12-25). We don’t have to create an object every time; it
depends on how often you are going to reference the same prefixes.

Destination Data Prefix Destination Ports Protocal Application List

Destination Data Prefix

IPv4 Prefix FQDN (Fully-Qualified Domain Name) @
I1Pv4 Prefix List FQDN List
IPvd andfor  FQDN
192.168.30.0/24|
IPv4 Variable

Figure 12-25. The destination prefix

Click Save. Now, for the rest of the details, we could use the destination
port (23), the protocol (6), or we can define an application list. We are
going to use the destination port (Figure 12-26).

Destination Ports Protocol Application List

Destination Ports 23

Figure 12-26. Setting the destination port
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We should end up with the same details as Figure 12-27.

. S8 i L e300, S8 a i

Figure 12-27. The completed 5-tuple
Click Save. Now we need to create an allow rule for all the other traffic;

otherwise, everything will be denied. Click Add Rule and fill in the details,
setting all the fields to “Any” (Figure 12-28).

Figure 12-28. Our Allow rule

Save it and we have two rules (Figure 12-29).

St

O
Figure 12-29. Our completed rules

Click Save Firewall Policy, and then click Next. We are not going to add
any intrusion prevention policies, so click Next. We are going to implement
URL filtering, though.
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URL Filtering

Click “Add URL Filtering Policy” (Figure 12-30).

uy

Enhance your security by allowing or disallowing pre-defined web categories or custom created URL
lists.

) Please upload compatible Security App Hosting Image File to the software repository in order to
support URL-F functions. You can upload the image file from Maintenance > Software Repository >
Virtual Images

© Add URL Filtering Policy ~

Figure 12-30. Adding a URL policy

Click “Add New.” The default policy is to block sites with a risk rating of
moderate and to redirect those sites to a block page (Figure 12-31).

Target Policy Behavior

it Denabbec
0 M Marderste Bisk
v Bhock Page Wivinlist | Disabled
- son/Tategory.  Disabled
Block Page Server
@ Twget WP Alerts
Web Filter

Figure 12-31. The default URL filtering policy behavior

Click Target VPNs and add VPNs 0 and 1 (Figure 12-32).
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Save Changes Cancel

Figure 12-32. Adding target VPNs

Give the policy a name, and set the following web categories:
e adult-and-pornography
e hate-and-racism
o illegal

Leave the block page as it is, and tick Blacklist and Reputation/
Category. We should see this at the top of the page (Figure 12-33).

Target Policy Behavior
ock C 3
Eriabled
2 Wt Be
 Black Page Wiiekst  Olmabled
Win
PN oo Brakded
Black Block Page Server
VP Alert

Web Filter

Figure 12-33. Our URL filtering policy

Click Save and then Next. Click Next past the advanced Malware
Protection screen and again past the DNS security and the TLS/SSL
decryption screens. Finally, give the policy a name of “Sec-pol” and a
description (Figure 12-34).
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Provide a name and description for your security master policy and configure additional security settings. Click Save Policy to save the security master pobicy configuration.

Security Policy Name

Security Policy Description

Figure 12-34. Naming our security policy

There are a number of options on this page, such as logging. We can
leave these at their defaults (for the moment). If we preview the policy, it
looks like this:

policy
url-filtering URL-filtering-policy
web-category-action block
web-categories adult-and-pornography hate-and-racism illegal
block-threshold moderate-risk
block text Access to the requested page has been denied.
Please contact your Network Administrator
alert categories-reputation blacklist
target-vpns 0 1
!
zone-based-policy Site-300-FW-Pol
sequence 1
match
source-data-prefix-list Site-300-192-168-33-0
destination-data-prefix-list Site-300-192-168-33-0
destination-port 23
|
action drop
log
!
!
sequence 11
action pass
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!
!
default-action drop
!
zone Zone-list
vpn 1
!
zone-pair ZP_zone-one_zone-one -1002302744
source-zone zone-one
destination-zone zone-one
zone-policy Site-300-FW-Pol
!
lists
data-prefix-list Site-300-192-168-30-0
ip-prefix 192.168.30.0/24
!
data-prefix-list Site-300-192-168-33-0
ip-prefix 192.168.33.0/24
!
!
zone-to-nozone-internet deny

failure-mode open
!

Save the policy. As per the warning on the URL filtering screen,
we need to upload a file to the router. The file we need is sec-app-

SECURITY

ucmk9.16.12.02r.1.0.10_SV2.9.13.0_XE16.12.x86_764.tar, and you can get

this from the Cisco.com website and then copy it to the Linux server.
Follow the same steps to create a CD ROM as we have done in previous

chapters, copying the file to a folder called /tmp/sd-avc on the EVE-NG

server and creating an ISO image (using the -J flag to specify Joliet, so we

get the long file name support):
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root@eve-ng:~# ls /tmp/sd-avc/
secapp-ucmk9.16.12.02r.1.0.10 SV2.9.13.0 XE16.12.x86 64.tar
root@eve-ng:~#

root@eve-ng:~# mkisofs -J -1 -R -o cdrom.iso /tmp/sd-avc/
18.73% done, estimate finish Wed May 13 14:58:03 2020
37.47% done, estimate finish Wed May 13 14:58:03 2020
56.14% done, estimate finish Wed May 13 14:58:03 2020
74.88% done, estimate finish Wed May 13 14:58:03 2020
93.55% done, estimate finish Wed May 13 14:58:03 2020

Total translation table size: 0

Total rockridge attributes bytes: 300

Total directory bytes: 434

Path table size(bytes): 10

Max brk space used 0

26731 extents written (52 MB)

root@eve-ng:~# 1s

cdrom.iso

root@eve-ng:~# mv cdrom.iso /opt/unetlab/addons/qemu/linux-
ubuntu-desktop-17.10.1/

root@eve-ng:~#

Stop and start the Linux server so that it picks up the CD-ROM. Back
in vManage, go to Maintenance » Software Repository » Virtual Images,
click Upload Virtual Image, and select the vManage option. Upload the
secapp file (Figure 12-35).

S T T

app-hosting_UTD-Snort App-Hosting

Figure 12-35. Uploading the sec-app file
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Now we can add the security policy to our device template. Go to
the template CSR_t-CSR1000v, and select Additional Templates. Under
Security Policy, select “Sec-pol,” and select “UTD-CSR1000v” within the
Container Profile drop-down (Figure 12-36).

Security Policy Sec-pol o
Container Profile * UTD-CSR1000v - o

Figure 12-36. Adding the container profile

Push this configuration to CSR-1. You may get the following error when
it tries to install the new container:

UTC ERROR [vManage0O1] [LxcInstallActionProcessor] (device-
action-1xc_install-0) |default| On device CSR-0502AB1A-7DED-
13AE-3AB1-776B741BB137-70.100.100.1, Failed to install 1/1
1xc container (app-hosting-UTD-Snort-Feature-x86 64-1.0.10_
$V2.9.13.0 XE16.12).

Pre config validation failed. Device is not configured to
accept new configuration. Available memory insufficient,
required CPU:7 percent, reserved CPU:0 percent, available
CPU:7 percent, required memory:2097152 KB, reserved memory:0
KB, available memory:1048576 KB, required capacity:861 MB,
reserved capacity:0 MB, available harddisk:0 MB, available
bootflash:4867 MB, available logical volume:0 MB
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By default, the CSR devices are set to have 4GB of memory, which is
less than we need to run the UTD application:

CSR-1#sh ver | beg memory

cisco CSR1000V (VXE) processor (revision VXE) with
2080408K/3075K bytes of memory.

Processor board ID 9NVWF6PVA8D

4 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.
3978448K bytes of physical memory.

6188032K bytes of virtual hard disk at bootflash:.
0K bytes of WebUI ODM Files at webui:.

So shut down CSR-1 and add more memory (8GB is a good number),
by right-clicking the device in the EVE-NG GUI and selecting the
properties. Increase the memory and start it up again.

CSR-1#sh ver | beg memory

cisco CSR1000V (VXE) processor (revision VXE) with
2296472K/3075K bytes of memory.

Processor board ID 9NVWF6PVA8D

4 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.
8107212K bytes of physical memory.

6188032K bytes of virtual hard disk at bootflash:.
0K bytes of WebUI ODM Files at webui:

Now we can apply the configuration again, click the three dots, and
select “Change Device Values.” Don’t change anything, just next through it,
and vManage will update the CSR router as well as push the UTD file. We
are going to walk through the process, starting with the initial download
request.

364



CHAPTER 12 SECURITY

%IOSXE-5-PLATFORM: RO/0: VCONFD NOTIFIER: Install status:
d5ba3356-b49d-4ff3-834a-15f4b2b4scae2 download-start.

Message Downloading http://100.100.1.2:8080/software/package/
Ixc/app-hosting UTD-Snort-Feature-x86 64 1.0.10 SV2.9.13.0_
XE16.12_secapp-ucmk9.16.12.02r.1.0.10_SV2.9.13.0 XE16.12.
x86_64.tar?deviceld=70.100.100.1

%Cisco-SDWAN-CSR-1-action notifier-6-INFO-1400002: RO/0:
VCONFD_NOTIFIER: Notification: 5/13/2020 15:8:3 system-
software-install-status severity-level:minor host-name:CSR-1
system-ip:70.100.100.1 status:download-start install-
id:d5ba3356-b49d-4ff3-834a-15f4b2bscae2 message:Downloading
http://100.100.1.2:8080/software/package/1xc/app-hosting
UTD-Snort-Feature-x86_64 1.0.10 SV2.9.13.0 XE16.12_
secapp-ucmk9.16.12.02r.1.0.10 SV2.9.13.0 XE16.12.x86_64.
tar?deviceld=70.100.100.1

CSR-1#

After a while, you should see a long list of messages on the CSR’s
console, starting with vManage logging in:

%DMI-5-AUTH_PASSED: R0/0: dmiauthd: User 'vmanage-admin'
authenticated successfully from 100.100.1.2:59787 and was
authorized for netconf over ssh. External groups:

The NETCONF messages passed from vManage to CSR-1 have
instructed our router to download the app:

%IOSXE-5-PLATFORM: RO/0: VCONFD_NOTIFIER: Install status:
d5ba3356-b49d-4ff3-834a-15f4b2bscae2 download-complete. Message
Downloaded app image to /bootflash/.UTD_IMAGES/app-hosting
UTD-Snort-Feature-x86_64 1.0.10 SV2.9.13.0 XE16.12_secapp-
ucmk9.16.12.02r.1.0.10 SV2.9.13.0 XE16.12.x86_64.tar
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The download finishes and we install the app:

%Cisco-SDWAN-CSR-1-action notifier-6-INFO-1400002: RO/0:
VCONFD_NOTIFIER: Notification: 5/13/2020 15:13:16 system-
software-install-status severity-level:minor host-name:CSR-1
system-ip:70.100.100.1 status:download-complete install-
id:d5ba3356-b49d-4ff3-834a-15f4b2b4cae2 message:Downloaded
app image to /bootflash/.UTD_IMAGES/app-hosting UTD-
Snort-Feature-x86_64_1.0.10_SV2.9.13.0_XE16.12_secapp-
ucmk9.16.12.02r.1.0.10 SV2.9.13.0 XE16.12.x86_64.tar
%IOSXE-5-PLATFORM: R0O/0: VCONFD_NOTIFIER: Install status:
d5ba3356-b49d-4ff3-834a-15f4b2b4scae2 verification-complete.
Message NOOP

The installation finishes:

%Cisco-SDWAN-CSR-1-action _notifier-6-INFO-1400002: RO/0:
VCONFD_NOTIFIER: Notification: 5/13/2020 15:13:18 system-
software-install-status severity-level:minor host-name:CSR-1
system-ip:70.100.100.1 status:verification-complete install-
id:d5ba3356-b49d-4ff3-834a-15f4b2bscae2 message:NOOP
%VMAN-5-PACKAGE_SIGNING LEVEL ON_INSTALL: R0/0: vman: Package
'iox-utd_1.0.10_SV2.9.13.0_XE16.12.tar"' for service container
‘utd' is 'Cisco signed', signing level cached on original
install is 'Cisco signed'

%VMAN-2-MEMORY LIMIT WARN: RO/0: vman: Virtual service (utd)
profile (urlf-medium) defines 4096 MB of Memory exceeding the
maximum 3072 MB.

%AVIRT SERVICE-5-INSTALL STATE: Successfully installed virtual
service utd

%I0SXE-5-PLATFORM: R0O/0: VCONFD_NOTIFIER: Install status:
d5ba3356-b49d-4ff3-834a-15f4b2b4cae2 install-start. Message
Success, App state: DEPLOYED
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%Cisco-SDWAN-CSR-1-action notifier-6-INFO-1400002: R0/0:
VCONFD_NOTIFIER: Notification: 5/13/2020 15:14:6 system-
software-install-status severity-level:minor host-name:CSR-1
system-ip:70.100.100.1 status:install-start install-
id:d5ba3356-b49d-4ff3-834a-15f4b2b4cae2 message:Success, App
state: DEPLOYED

%IM-6-INSTALL_MSG: R0/0: ioxman: app-hosting: Install
succeeded: utd installed successfully Current state is deployed

vManage logs in again, pushing through the new configuration:

%DMI-5-AUTH_PASSED: R0/0: dmiauthd: User 'vmanage-admin'
authenticated successfully from 100.100.1.2:59849 and was
authorized for netconf over ssh. External groups:
%SYS-5-CONFIG_P: Configured programmatically by process iosp_
vty 100001 dmi_nesd from console as NETCONF on vty32131
%DMI-5-CONFIG_I: R0/0: nesd: Configured from NETCONF/RESTCONF
by vmanage-admin, transaction-id 321

Now we start to see some virtual port groups coming up:

%LINEPROTO-5-UPDOWN: Line protocol on Interface
VirtualPortGroupo, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface
VirtualPortGroup1, changed state to up

We have another login from vManage and we see some Snort action.
Snort is where we will get the application detection abilities:

%DMI-5-AUTH_PASSED: R0/0: dmiauthd: User 'vmanage-admin'
authenticated successfully from 100.100.1.2:59873 and was
authorized for netconf over ssh. External groups:
%ONEP_BASE-6-SS_ENABLED: ONEP: Service set Vty was enabled by
Platform
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%ONEP_BASE-6-CONNECT: [Element]: ONEP session Application:utd
snort Host:CSR-1 ID:3818 User: has connected.
%ONEP_BASE-6-DISCONNECT: [Element]: ONEP session
Application:utd_snort Host:CSR-1 ID:3818 User: has disconnected.
%ONEP_BASE-6-CONNECT: [Element]: ONEP session Application:utd_
snort Host:CSR-1 ID:8443 User: has connected.
%ONEP_BASE-6-DISCONNECT: [Element]: ONEP session
Application:utd snort Host:CSR-1 ID:8443 User: has disconnected.
%ONEP_BASE-6-CONNECT: [Element]: ONEP session Application:utd_
snort Host:CSR-1 ID:7470 User: has connected.
%ONEP_BASE-6-DISCONNECT: [Element]: ONEP session
Application:utd snort Host:CSR-1 ID:7470 User: has disconnected.

UTD is now installed and activated:

%VIRT SERVICE-5-ACTIVATION STATE: Successfully activated
virtual service utd

%IM-6-START MSG: RO/0: ioxman: app-hosting: Start succeeded:
utd started successfully Current state is running

We get a little Snort update:

%ONEP_BASE-6-CONNECT: [Element]: ONEP session Application:utd_
snort Host:CSR-1 ID:4577 User: has connected.
%IOSXE_UTD-4-MT_CONFIG_DOWNLOAD: UTD MT configuration download
has started% UTD: Received appnav notification from LXC

for (src 192.0.2.1, dst 192.0.2.2)

% UTD successfully registered with Appnav (src 192.0.2.1, dst
192.0.2.2)

% UTD redirect interface set to VirtualPortGroupl internally
%IOSXE_UTD-4-MT_CONFIG_DOWNLOAD: UTD MT configuration download
has completed

368



CHAPTER 12  SECURITY
A quick bounce of the service and everything is green again:

%I0SXE-1-PLATFORM: RO/0: cpp_cp: QFP:0.0 Thread:000
TS:00000000865384064983 %UTD-1-UTD HEALTH CHANGE: Service node
changed state Down => Green (3)

%LINEPROTO-5-UPDOWN: Line protocol on Interface Tunnel6000001,
changed state to up

%IOSXE-1-PLATFORM: R0/0: cpp_cp: QFP:0.0 Thread:000
TS:00000000866135564670 %UTD-1-UTD HEALTH CHANGE: Service node
changed state Green => Down (0)

%IOSXE-1-PLATFORM: R0/0: cpp_cp: QFP:0.0 Thread:000
TS:00000000876327852984 %UTD-1-UTD HEALTH CHANGE: Service node
changed state Down => Green (3)

Now, if we test our Telnet again, we can see that our security policies
are in place and working (Figure 12-37).

user@user-virtual-machine:~$ telnet 192.168.30.30

Trying 192.168.30.30...

telnet: Unable to connect to remote host: Connection timed out
user@user-virtual-machine:~$ I

Figure 12-37. Telnet is denied

If we look at the console output on the CSR router, we can see that the
Telnet traffic is being dropped and that this is due to the Site-300-FW-Pol:

%IOSXE-6-PLATFORM: R0/0: cpp_cp: QFP:0.0 Thread:000
TS:00000141275333373800 %FW-6-LOG_SUMMARY: 7 tcp packets
were dropped from GigabitEthernet4 192.168.33.33:34490 =>
192.168.30.30:23 (target:class)-(ZP_zone-one_zone-one -
1002302744 :Site-300-FW-Pol-seq-1-cm ) (srcvrf:dstvrf)-(1:1)
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However, other traffic is also being dropped:

%I0SXE-6-PLATFORM: RO/0: cpp_cp: QFP:0.0 Thread:000
TS:00000141335337138264 %FW-6-L0G_SUMMARY: 5 tcp packets
were dropped from GigabitEthernet4 192.168.33.33:41877 =>
35.232.111.17:80 (target:class)-(none:none) (srcvrf:dstvrf)-
(1:global)

The reason for this is because we have no rule to permit traffic from
VPN 1 to the global VRE Before we go and fix that, let’s have a little look at
some verification commands we can use to confirm what the firewall on
CSR-1 is doing. To get an idea of all the drops, we can use the following
command:

CSR-1#show platform hardware qfp active feature firewall drop

Drop Reason Packets
Zone-pair without policy 12066
Policy drop:classify result 7
Firewall invalid zone 4749
CSR-1#

To see the amount of traffic dropped due to policy, we can use this
command:

CSR-1#tshow sdwan zbfw drop-statistics policy-action-drop
zbfw drop-statistics policy-action-drop 7

CSR-1#

And to get a long list of all the statistics, we can use “show sdwan zbfw
zonepair-statistics” I have removed the connection statistics to make it
easier to read (and also as they were all zero):
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CSR-1#show sdwan zbfw zonepair-statistics

zbfw zonepair-statistics ZP_zone-one_zone-one -1002302744
SIC-zone-name zone-one

dst-zone-name zone-one

policy-name  Site-300-FW-Pol

fw-traffic-class-entry Site-300-FW-Pol-seq-1-cm_

zonepair-name ZP_zone-one_zone-one_-1002302744
class-action "Inspect Drop"

pkts-counter 7

bytes-counter 518

fw-tc-match-entry Site-300-FW-Pol-seq-1-acl 3
match-type "access-group name"

17-policy-name NONE
fw-traffic-class-entry Site-300-FW-Pol-seq-11-cm_
zonepair-name ZP_zone-one_zone-one -1002302744
class-action "Inspect Pass"
pkts-counter 95
bytes-counter 8551

fw-tc-match-entry Site-300-FW-Pol-seqg-11-acl 3
match-type "access-group name"

17-policy-name NONE
fw-traffic-class-entry class-default
zonepair-name ZP_zone-one_zone-one_-1002302744
class-action "Inspect Pass"
pkts-counter 403
bytes-counter 42977
17-policy-name NONE
CSR-1#

Let’s just check that other traffic within VPN still passes, therefore
showing that the zone one to zone one allow rule is working (Figure 12-38).
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user@user-virtual-machine:~$ ssh sd-admin@192.168.30.30

itk ddd ko d ko d kb ddddhd o dddddh bk ddddddkdddddhddddddddddddod ok

* J0Sv is strictly limited to use for evaluation, demonstration and 10S *
* education. I0Sv is provided as-is and is not supported by Cisco's

* Technical Advisory Center. Any use or disclosure, in whole or in part,
* of the I0Sv Software or Documentation to any third party for any

* purposes is expressly prohibited except as otherwise authorized by

*

Cisco in writing.
t#i*ﬁﬁi*.*.i.ﬁl*itl*t*ﬁiltﬁt*itt*iiﬁttlﬁttl*t*tiItt.*lﬁ**ﬁ*iitﬂt*iﬁwﬂ*tﬁtlpassw

% % % =

ord:

khkkkhkhkk kb hddbbh bk hkdk kbbb bk kbbb kA d bk hddhkhdth ke dddhhdhhdhd

* J0Sv is strictly limited to use for evaluation, demonstration and 10S *
* education. IOSv is provided as-is and is not supported by Cisco's

* Technical Advisory Center. Any use or disclosure, in whole or in part,
* of the I0Sv Software or Documentation to any third party for any

* purposes is expressly prohibited except as otherwise authorized by

* Cisco in writing.

hhkdkhkh Ak kR k bk kb k bk kA hd kR k ko

CELLH |

* % ¥ % %

Figure 12-38. SSH is permitted

Good. So, how do we fix the outbound traffic? Thankfully, it is a super
simple fix. Head back to Security, and edit the Sec-pol policy. Under the
Policy Summary is a little tick box for “Bypass firewall policy and allow all
Internet traffic to/from VPN 0” (Figure 12-39). Tick it and then click “Save
Policy Changes.”

Additional Policy Settings

Firewall
Direct Internet Applications Bypass firewall policy and allow all Internet traffic to/from VPN 0
TCP SYN Flood Limit I Disabled

Figure 12-39. Bypass the firewall for VPN 0

Once this is pushed out again, we have Internet access (Figure 12-40).
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Tue 14:18 SO~

Actlvities Y FireFox Web Browser v

Google - Mozilla Firefox
G Google

E &« C o D& www.google.com/?gv - @ @

About  Store Gmail Images s
A

Google
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Figure 12-40. Internet is still working

More importantly, our URL filtering is also working. We can check this
by trying to get to 4Chan as this appears on several of our blocked categories
(adult themes, nudity, pornography, and tasteless) (Figure 12-41).

Caution Only try this website if it is safe to do so. It is probably
best not to try if it’s going to get you flagged by your employer’s DNS
history. | don’t want to get you in trouble.
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e0e® 192.168.68.116:32779 (QEMU (Linux)) - VNC Viewer

Activities ) Firefox Web Browser = Tue 14:47 a0~

Mozilla Firefox

4chan.org/

1

[l < c @ i www.4chan.org v @ O i @

Access to the requested page has been denied. Please contact your Network
Administrator

Figure 12-41. 4Chan is blocked

From a monitoring perspective, we can see the amount of traffic being
prevented by our filters from the Monitoring page. Go to Monitoring »
Network, and select the CSR-1 device (Figure 12-42).

L3 MONITOR  tietwork » System Status

m CER-1 | 70.100.100.1 Site I0r 300 Device Model CSR1000v .
Applications
Reboot 2

Interface

00s @ Module Hardware Inventory
TCP Optimization

n Temperature Sensors N/A
WAN Throughput

Flows

Top Talkers

R T

Figure 12-42. The network monitoring page

Clicking URL filtering shows us the number of sessions that have been
blocked (Figure 12-43).

Figure 12-43. Blocked session information
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While we cannot, from this page, drill down into the data to see what
sites have been blocked, or for whom they have been blocked, it does give
us a little insight into what is happening within our network.

Summary

In this chapter, we implemented some simple firewall rules to block
traffic and used the application plugin to block a website based on what
categories it is in.

In our next chapter, we will be looking at management and operations
of the SD-WAN.
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Management and
Operations

In our penultimate chapter, we are going to look at monitoring through the

use of email alerts, logging, SNMP, and setting up maintenance windows,
and we will finish by exploring the REST API. We will start with the basic
requirements of any good network: alerting and logging.

Email Alerts

To set up email alerts, navigate to Administration » Settings. Scroll down
to Email Notifications, and click Edit on the right-hand side.

Set email notifications to be enabled, and enter the details of the
SMTP server (either the name or IP address and the port) and the from
and reply-to email addresses. Remember to set any authentication if it is
required (Figure 13-1).

© Stuart Fordham 2021
S. Fordham, Learning SD-WAN with Cisco, https://doi.org/10.1007/978-1-4842-7347-0_13
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Email Notifications Disabled
Enable Email Notifications: (@) Enabled () Disabled
Security: (@) None () SSL () TLS
SMTP Server SMTP Port
mail sdwan.local 25
From address Reply to address
vManage01@sdwan.local vManage01@sdwan.locall
Use SMTP Authentication

Figure 13-1. Setting up email notifications

Save the settings. Next, we have to set what we would like to receive
emails about. Go to Monitor » Alarms, and click Email Notifications on
the top right-hand corner. Click “Add Email Notification.” Enter a name
for the notification, and select the severity levels to alert on as well as the
alarms we want to alert on (Figure 13-2).
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Name Emall-notifications

Notification Configuration

Severity

Critical Major
Medium

Alarm Name

[ HGF HOUTer up

Clear Installed Certificate

Cloned Vedge Detected I
I Cloud On Ramp
I control Node Down

Control Node Up

Control Site Down

Control Site Up
Username Password

Figure 13-2. Selecting severity and alarms

Add in the email addresses to send to (Figure 13-3).

Email Address (Maximum 10)

| stan@sdwln. local

© Add Email

Figure 13-3. Setting the recipient email address
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This can also invoke a webhook (such as posting to a custom Microsoft
Teams channel), or be tailored to only include certain devices, so you
could, for example, set up a particular alert for just the edge devices
(Figure 13-4). This would be useful if you had particular people looking
after the edge routers and another set of people looking after the control
plane (vManage, vSmart, and vBond), for instance.

Select Devices

Al Davices (@) Custom

Attach device from the list below 3 hems Selecied
Al - - All = ey

Hesit Hame

Figure 13-4. Device selection

Click Save once completed.

Audit Logs

If you head over to the Monitor section and select “Audit Log,” you will see
alist of all of the configurations that have occurred over the selected time
period, by all users (Figure 13-5).

194 35:32 PM CEST 10.1,7.100 Erm il .. Emall Email

19 B PR 011100 [~ uly  settngs seitings

Figure 13-5. The audit log

380



CHAPTER 13 MANAGEMENT AND OPERATIONS

You can click the green arrow above the entries to download the events
in a CSV format.

Syslog

Another essential aspect of proper network caretaking is to have
centralized logging. To do this, we return to our templates. Add a new
Logging feature template called “CSR-logging” (Figure 13-6).

L2 CONFIGURATION | TEMPLATES

Device Feature

Feature Template Add Template Logging
Device Type CSR1000v

Template Name CSR-logging

Description ‘ Logging Template for CSH

Figure 13-6. A logging template

By default, logging to disk is enabled, we can log a maximum of 10MB
to each log file, and we can have ten log files. These will be rotated, and the
oldest will be deleted once a new one is created (Figure 13-7).
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DISK
Enable Disk @~ e On off
Maximum File Size (MB) S~
Rotations -~
Priority oS- -

Figure 13-7. Logging to disk

We can add a new syslog server in the next section, by clicking “New
Server” Enter the IP address or hostname of the syslog server, along with
the ID of the VPN used to reach it. We can also set a source interface
(which if you follow the CIS security templates, having a source interface
for logging is recommended) and a priority if required (Figure 13-8).

© New Server

Hostname/IPv4 Address v | 1921682020
VPN ID il I
Source Interface @ -

Priority &~ -

Figure 13-8. Setting a Syslog server
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Once you have saved the template, edit the device template and set it
to use the new logging template (Figure 13-9).

Basic Information

System * cv-System i
Logging* Factory_Default_Logging_Template -
CSR-logging

Figure 13-9. Adding the logging template

Save and apply the template to your devices.

SNMP

SNMP (Simple Network Management Protocol) allows us to query the
devices for certain metrics, or for the devices to send data, such as event
notifications, which are known as traps.

Create a new SNMP feature template for CSR1000v routers, name it
“CSR_CSR-SNMP’, and set a description (I am using this name as originally
I called it CSR-SNMP, and that template was migrated as we saw in the
previous chapter, but I wanted the screenshot to match). Set the SNMP
feature to not be shutdown. We can use a mixture of device-specific
values (device name and location) and global variables (contact person)
(Figure 13-10).
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Shutdown - Yes I ® No
Name of Device for SNMP -

Contact Person »  Stuart Fordham

Location of Device -

Figure 13-10. An SNMP template

Create a new trap group, called SDWAN-Trap-Group (Figure 13-11).

TRAP

TRAP GROUP TRAP TARGET SERVER
© New Trap Group

Group Name | SDWAN-Trap-Group

Trap Type Modules Q Add Trap Type Modules

Figure 13-11. Creating a trap group

Add a new trap module (Figure 13-12).
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No Trap Modules added, add your first Trap Module

Cancel

Figure 13-12. Adding a trap module

Set the module name and security level you need (Figure 13-13).

Module Name Severity Levels

2w | security

© Add Trap Module

Save Changes

Figure 13-13. Setting the module security level
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Save the changes and click “Add” (Figure 13-14).

TRAP

TRAP GROUP TRAP TARGET SERVER

0 New Trap Group

Figure 13-14. The finished trap group

We can have different SNMP rights, and these can query different
aspects of the environment, based on the object identifier (OID), which is
a dotted numerical reference to the MIB (Management Information Base),
or “tree” of SNMP data. Create a new view, called “Read-Only,” and click
“Add Object Identifiers” (Figure 13-15).

VIEW & COMMUNITY

VIEW COMMUNITY

© New View
Name Read-Only
Object Identifers © Add object 1dentifers

Figure 13-15. Creating a read-only view

Click “Add Object Identifier” (Figure 13-16).

386



CHAPTER 13 MANAGEMENT AND OPERATIONS

No Object Identifiers added, add your first Object Identifier

Add Object Identifier

Figure 13-16. Adding an OID

Enter the Object Identifier (OID). Here, we are using 1.3.6.1, which is
the Internet portion of the SNMP MIB (Figure 13-17).

Object Identifier Exclude 0ID

© Add Object Identifer

Figure 13-17. The Internet OID

Click “Add” (Figure 13-18).
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VIEW & COMMUNITY

VIEW  COMMUNITY

Figure 13-18. The read-only view

SNMP (version 1 and 2) queries reference a “Community,” which is the
credentials shared between the device and the management station doing the
querying. SMNPv3 uses users instead of communities. Click the Community
tab, and then click “Add Community.” Give the community a name, and select
the authorization level, and then select the view to use (Figure 13-19).

© New Community

Name Read-Only
Authorization -~ | read-only -
View S~ IV Read-Only "-I

Figure 13-19. Setting up the Community

Click “Add” (Figure 13-20).

Fead-Only vatonly P kOl

Figure 13-20. The completed Community
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Now that we have everything else set up, we can create a trap target
server. Click the tab and create a new trap target, entering the VPN ID,

IP address, port, trap group name, and community name. Enter a source
interface if required (Figure 13-21).

TRAP

TRAP GROUP TRAP TARGET SERVER

© New Trap Target

VPN ID » |1
IP Address

UDP Port B
Trap Group Name *  SDWAN-Trap-Grou

Community Name * | Read-Only -

Source Interface -

Figure 13-21. The Trap target settings

Click “Add” (Figure 13-22).

L
TR TARGET ELRVER

Figure 13-22. The completed Trap target
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Lastly, go into the CSR1000v device template, and set the SNMP
template (under “Additional Templates”) to use the new CSR_CSR-SNMP
template (Figure 13-23).

Additional Templates

AppQoE Choose v
Global Template * Factory_Default_Global_CISCO_Template -
Cisco Banner CSR_cv-Banner o
Cisco SNMP Choose.. it
None SNMP Template for CSR

CLI Add-On Template CSR_CSR-SNMP

Figure 13-23. Adding the SNMP feature template

Now your SNMP monitoring software should start to receive
SNMP traps.

Maintenance Windows

Now that we have set up alerting and logging, we need to look at how to
suppress these alerts during a maintenance window.

Navigate to Administration » Settings, and then scroll down to
Maintenance Window, and click the edit button. Select the start date and
time (Figure 13-24).
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Maintenance Window Not Configured
Start date and time E End date and time Ej
Hour Minute
0 27
4 28 Disabled
2 29
Maximum Available Space: 59.05
3 30
° 2 Maps API Key: AlzaSyA1PwZsBf
5 32 A L
Download timeout: 60 mins.; Acti
6 33
1S JUnawre vogare Disabled

Figure 13-24. The maintenance window start time

Set the end date and time (Figure 13-25).

Maintenance Window Not Configured

Start date and trne

05-16-2020 04:30 B End date and time m

Identity Provider Settings

Statistics Database Configi 3 4 5 6 7 8 9 leSpace
10 11 12 13 14 15 16
Google Map API Key aSyAlP

Software Install Timeout 24 25 26 27 28 29 30 :60min

N
IPS Sianature Update

Figure 13-25. The maintenance window end time
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Click Save (Figure 13-26).

Maintenance Window Not Configured

Stan date and time End date and time

05-16-2020 04:30 o 05-16-2020 23:45 =

Figure 13-26. The maintenance window

Maintenance windows are displayed on the vManage NMS dashboard
starting two days before the maintenance window.

REST API

The vManage server provides an extensive REST API (Representational
State Transfer Application Programming Interface). Through this API, we
can control, configure, and monitor the entire network programmatically,
kind of like a software-defined-software-defined WAN. Using REST, we can
make the following type of calls:

Call Action

GET Retrieve or read information
PUT Update an object

POST Create an object

DELETE Remove and object
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We can also use the REST API to perform bulk actions to retrieve state
and statistical information, and this uses RESTful bulk API calls.
The easiest way to get started with the REST APl is to visit https://

vmanage-ip-address:port/apidocs (Figure 13-27).

i =

CIsco

Figure 13-27. The API docs
Clicking one of the options drops down a smaller box that will show
you the model schema and response codes (Figure 13-28) and will allow

you to test it out in your environment.

Configuration - Policy Security Assembler

Configuration - Policy URL BlackList Builder Show/Mide  ListDperations  Expand Operations = Raw
IR /emplate/policy/isturiblacklist e
I iemplate/policy/istiuribiacklist Edit policy sts
n Jtem policy/list/uriblac] {id} Gt policy lsts
BT remplatespolicy/iist/uriblacklist/{ic) it
n /template/policy/list/uriblacklist/{id) £dit policy lnts
Il template/policy/iisturiblackiistpreview e pilicy
Preview policy list

Bl templateipolicy/iistiuriblackiist/preview/{id}

Configuration - Policy Policer Class Builder

Figure 13-28. An example of the REST API
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Create a new user by going to Administration » Manage Users and call
it “api,” and set a password of Test123. Make it a member of the operators
group.

Start a terminal prompt on one of the Linux boxes. We need to start
by authenticating to vManage by specifying the username and password;
these need to match the fields on the login page.

curl -k -d "j_username=apidj password=Test123 -X POST
https://10.1.1.2:8443/j_security check --cookie-jar api-cookie.txt

The -k option allows us to make insecure curl commands (we bypass
certificate checking, which is useful as we do not have a “proper” CA-signed
certificate). The -d flag is the data we are sending. We specify that we are
posting this data (the -X flag). We should now have a cookie stored in a text
file as we are using the --cookie-jar option to save the result in a file called
cookie.txt. We can see this in Figure 13-29.

user@user-virtual-machine:~$ curl -k -d "j_username=api&j_password=Test123" -X
POST https://10.1.1.2:8443/j_security_check --cookie-jar api-cookie.txt
user@user-virtual-machine:~$ cat api-cookie.txt

# Netscape HTTP Cookie File

# https://curl.haxx.se/docs/http-cookies.html

# This file was generated by libcurl! Edit at your own risk.

#HttpOnly_10.1.1.2 FALSE [/ TRUE 0 JSESSIONID J171Dix
TBLFKFQIfPENSGaBroHyZ1WDmLgEENpWw. a%e8cabb-8259-478a-bcbe- 1644753281 3e
user@user-virtual-machine:~$

Figure 13-29. Authenticating to the API

We have a session life span of 24 hours, but the API session will time
out after 30 minutes of inactivity.

From here, we can make a simple GET request, such as to see the
banner configured (Figure 13-30).
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user@user-vtriuéljna;htne:~5 curl -k --location --request GET "https://106.1.1.2
:8443 /dataservice/settings/banner" --cookie api-cookie.txt
{"data":i{“mode“:”on",”bannerﬂetail":"Thts is a banner"}]}user@user-virtual-mac
hine:~$

Figure 13-30. Retrieving the banner through the API

So far so good. Let’s use the API to create a new user. As the commands
get a little long, we can use some tricks to make life easier, such as using
files to hold the data we want to use in the command.

Create a file called tester.json, and enter the details as shown in the
following:

{
"group": [
"operator"
])
"description": "An API test user",
"userName": "tester",
"password": "Test123"

Now let’s try using this in a command to create a new user. Enter the
following:

curl -k -H "Content-Type: application/json" -X POST --data
@tester.json --cookie api-cookie.txt https://10.1.1.2:443/
dataservice/admin/user

The command will fail with the following error: “SessionTokenFilter:
Token provided via HTTP Header does not match the token generated by
the server” (Figure 13-31).
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user@user-virtual-machine:~$ curl -k -H "Content-Type: application/json" -X POS
T --data @tester.json --cookie api-cookie2.txt https://10.1.1.2:443/dataservice
/admin/fuser

<html><head><title>Error</title></head><body>SessionTokenFilter: Token provided
via HTTP Header does not match the token generated by the server.</body></html
>user@user-virtual-machine:~$

Figure 13-31. Session error

The reason for this error is that since version 19.2, the API requires
a token in any POST, PUT, or DELETE commands. So, how do we get
this token? We just need to make a GET command (curl -k -X GET
https://10.1.1.2:443/dataservice/client/token --cookie api-
cookie.txt). The result is a long alphanumeric string (Figure 13-32).

user@user-virtual-machine:~$ curl -k -X GET https://10.1.1.2:443/dataservice/c
lient/token --cookie api-cookie2.txt
6497CD2B3D2D7C8B47DB45006E9BA1B216B2474D683ECO9BCCBF5B2B242E78DB918BEESBCCDOC16BFD
0396720FF576F69BBEF46user@user-virtual-machine:~5%

Figure 13-32. The session token

From now on (at least for anything more exciting than a GET request),
we need to specify this session token. This does make the command rather
long though, so I have truncated it in the following, but check Figure 13-33
for the full command. Now our command to create the user becomes

curl -k -H "Content-Type: application/json" -X POST --data
@tester.json --cookie api-cookie.txt https://10.1.1.2:443/
dataservice/admin/user -H "X-XSRF-TOKEN:0497CD"

user@user-virtual-machine:~$ curl -k -H "Content-Type: application/json" -X POS
T --data @tester.json --cookie api-cookie2.txt https://16.1.1.2:443/dataservice
/admin/fuser -H "X-XSRF-TOKEN:0497CD2B3D2D7C8B47DB45006E98A1B216B2474D683ECIBCCB
F5B28242E78DB918EESCCDOC168FDO396720FF576F69BBEF46"

Access forbidden: role not allowed{"error":{"message":"Forbidden”,"details":"Us
er does not have permission to access this resource”,"code":"DS0601"}}user@user
-virtual-machine:~$

Figure 13-33. Using the session token
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Our command works, but we are denied. Our API user does not
have the correct permissions to perform creations, updates, or deletions
in vManage as the operator group that it belongs to only has read
permissions.

Head back to the GUI, and go into User Groups (you should already be
there, but if you have navigated away, it's under Administration » Manage
Users). Create a new group called “api-user-admin” with write permissions
on the Manage Users feature (Figure 13-34).

User Group Name

EF-USCr-adman

oo | B EwWe

Dewce Inventory

I <

8

o

Interface

Manage Usars

(<]

Policy

Figure 13-34. The api-user-admin group

Create a new user, called “api2,” with a password of Test123, and make
them a member of this new group (Figure 13-35).
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Full Name Usemame

L el

Confirm Password

User Groups

ap-user-adman

Figure 13-35. The new apiZ2 user

We need to run through the authentication again with this new user
and create the session cookie (Figure 13-36).

user@user-virtual-machine:~$ curl -k -d "j_username=api2&j_password=Test123" -X
POST https://10.1.1.2:8443/j_security_check --cookie-jar api-cookie.txt
user@user-virtual-machine:~$§

user@user-virtual-machine:~$ curl -k -X GET https://10.1.1.2:443/dataservice/c
lient/token --cookie api-cookie.txt
B1ASC4B12E23765203DFAC98DB2738EDEBBCE4ATBE2574797BFDA4ES300ATBCASTO11B2BA43D666D
E3338B3ECOAGF6B736FADuUser@user-virtual-machine:~$%

user@user-virtual-machine:~$

Figure 13-36. Authenticating with the api2 user
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Now, we can create our user (Figure 13-37).

user@user-virtual-machine:~S curl -k -H "Content-Type: application/json” -X POS
T --data @tester.json --cookie api-cookie.txt https://10.1.1.2:443/dataservice/
admin/user -H "X-XSRF-TOKEN:B1A5C4B12E23765203DFAC98DB2738EDEBBCE478E2574797BFD
A4E9300ATBCAS7011B2BA43D666DE3338B3ECOAGFGBT36FAD"
{}user@user-virtual-machine:~5 J]

Figure 13-37. Creating a user via the API

Nothing is returned, so we could either use the API to list all the users
or return to the GUI (Figure 13-38).

- admin

api api operator

api2 api2 api-user-admin
Menitoring monitoring basic

An API test user tester operator

Figure 13-38. The new user

Summary

In this chapter, we set up email alerts, looked at audit logs, and configured
SYSLOG, SNMP, and maintenance windows, before we finished with how

we can use the REST API to retrieve data and perform creative tasks, such

as managing users.

In the final chapter, we will look at troubleshooting.
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Troubleshooting

This chapter is a collection of basic troubleshooting steps, as well as
looking at some of the issues I came across while writing this book.

Basic Troubleshooting Techniques
Pinging

Ping is a great way to confirm basic connectivity. The gotcha is that when

pinging, we must specify the VPN to use:

vManageO1# ping 100.1.1.3 ?
Possible completions:

count Number of ping packets

fragment  do(prohibit fragmentation, even local
one), dont(do not set DF flag)

rapid Rapid ping

size Size of packets, in bytes

source Source interface or IP address

vpn VPN ID

wait Time to wait for a response, in seconds

| Output modifiers
<cr>
vManageO1# ping 100.1.1.3 vpn 512
Ping in VPN 512
PING 100.1.1.3 (100.1.1.3) 56(84) bytes of data.

© Stuart Fordham 2021

S. Fordham, Learning SD-WAN with Cisco, https://doi.org/10.1007/978-1-4842-7347-0_14
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64 bytes from 100.1.1.3: icmp_seq=1 ttl=64 time=0.872 ms

64 bytes from 100.1.1.3: icmp_seq=2 ttl=64 time=0.366 ms

~C

--- 100.1.1.3 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1000ms
rtt min/avg/max/mdev = 0.366/0.619/0.872/0.253 ms

vManageO1#

Traceroute

Similar to ping, we need to specify which VPN to use when performing
traceroutes:

Edge01# traceroute vpn 1 172.16.20.1
Traceroute 172.16.20.1 in VPN 1
traceroute to 172.16.20.1 (172.16.20.1), 30 hops max, 60 byte
packets

1 172.16.20.1 (172.16.20.1) 2.615 ms 3.195 ms 3.252 ms
vEdgeo1#

Troubleshooting vManage

vManage is fairly easy to set up; however, it is easy to run into issues when
setting up clustering.

One such issue is where the second vManage server’s application
server stays in a waiting state. We can check the status of all of our running
processes using the command “request nms all status”

vManage02# request nms all status
NMS application server

Enabled: true

Status: waiting
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configuration database

Enabled: true

Status: running PID:5617 for 55s
coordination server

Enabled: true

Status: running PID:5629 for 55s
messaging server

Enabled: true

Status: running PID:7558 for 39s
statistics database

Enabled: true

Status: running PID:3090 for 68s
data collection agent

Enabled: true

Status: not running
cloud agent

Enabled: true

Status: running PID:474 for 84s
container manager

Enabled: false

Status: not running

NMS SDAVC proxy

Enabled: true

Status: running PID:556 for 84s
vManageO02#

Or we can check the status of an individual service:

vManage02# request nms application-server status

NMS

application server
Enabled: true
Status: waiting

vManage02#

TROUBLESHOOTING
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To resolve this issue, make sure you allow the Netconf under VPN 0:

vManage02# config

Entering configuration mode terminal

vManage02(config)# vpn 0

vManage02(config-vpn-0)# interface ethi

vManage02 (config-interface-eth1)# tunnel-interface
vManage02 (config-tunnel-interface)# allow-service netconf
vManage02(config-tunnel-interface)#

Also check, if you are running in a cluster environment, that both
devices can reach each other. While this may seem obvious, assumption
is, as they say, the mother of all mistakes. I ran into this when the switch in
VPN 0 was turned off and neither cluster member could fully start.

To aid us in our troubleshooting, vManage provides many logs in /var/
log/nms, which we can access by dropping into the vshell and reading the
logs as we would on any normal Linux machine:

vManageO1# vshell

vManage01:~$ cd /var/log/nms

vManageO1:/var/log/nms$ tail vmanage-elastic-cluster.log
[2020-05-11T11:43:26,463][WARN ][o.e.d.z.ZenDiscovery ]

[vManageNode0] not enough master nodes discovered

during pinging (found [[Candidate{node={vManageNodeo0}

{o0B60gMoStawKKPsV28zcg}{GiFx8gIBRxC9ryTVCpacFg}{10.1.1.2}

{10.1.1.2:9300}, clusterStateVersion=-1}]], but needed [2]),

pinging again

[2020-05-11T11:43:31,046][INFO ][o.e.c.s.ClusterService ]
[vManageNodeo] detected master {vManageNodel}

{NHvIaYDGSOK4AmGyVjHgeQ}{LVpacoUwTFmioNM8R60q90}{10.1.1.22}

{10.1.1.22:9300}, added

vManage01:/var/log/nms$
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We need both members of the cluster to be up and running when the
vManage servers are started together.

Once the two vManage servers could talk to each other, the application
server started:

vManageO1# request nms application-server status
NMS application server

Enabled: true

Status: running PID:32725 for 137s
vManageO1#

Troubleshooting vBond

As I stated, way back in Chapter 5, if you have the tunnel interface running
on the VPN 0 interface, you will get an error when adding vBond to
vManage (Figure 14-1).

vBond Management IP Address
Username

Password

Failed to add device

jova.net SocketT]

Figure 14-1. vBond Java error
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In the original configuration, the tunnel interface was declared:

vBondo1# sh run vpn 0
vpn 0
interface ge0/0
ip address 10.1.1.3/24
ipv6 dhcp-client
tunnel-interface
encapsulation ipsec
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
!
no shutdown
!
!
vBondo1#

We need to remove it:

vBondo1# config

Entering configuration mode terminal
vBondo1(config)# vpn 0

vBond0o1(config-vpn-0)# interface geo/0
vBondo1(config-interface-ge0/0)# no tunnel-interface
vBondo1(config-interface-ge0/0)# end
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Uncommitted changes found, commit them? [yes/no/CANCEL] yes
Commit complete.
vBondo1#

Another error I faced was that when adding vBond (to vManage), I was
informed that we “Cannot add vEdge as controller” (Figure 14-2).

vBond Management IP Address

10:1.1.3

Username

admin

Password

[¥] Generate CSR

Failed 1o add device
Cannot add vEdge as a controller

Figure 14-2. Cannot add vEdge as a controller

The reason for this is that we have missed out the vBond command, so
itis defaulting to ZTP mode:

vBondo1#t sh run

system

host-name vBondo1
system-ip 100.1.1.3
site-id 100

admin-tech-on-failure
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no route-consistency-check
organization-name Learning_SD-WAN
vbond ztp.viptela.com

To fix this, we just need to add the “vBond x.x.x.x local” command
(the “vbond-only” is optional):

vBondo1(config)# system

vBondo1(config-system)# vbond 10.1.1.3 local vbond-only
vBondo1(config-system)# end

Uncommitted changes found, commit them? [yes/no/CANCEL] yes
Commit complete.

vBondo1# sh run system

system
host-name vBondo1
system-ip 100.1.1.3
site-id 100

admin-tech-on-failure
no route-consistency-check

organization-name Learning_SD-WAN
vbond 10.1.1.3 local vbond-only
aaa

auth-order local radius tacacs
usergroup basic

task system read write

task interface read write

!

usergroup netadmin

!

usergroup operator

task system read

task interface read
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task policy read
task routing read
task security read
!
Aborted: by user
vBondo1#

During the writing of this book, I spent two or three days going over
the same issue. I had added the vBond controller, completed the certificate
enrolment and assignment. Still, the vBond was not showing the hostname
nor the system IP in vManage. I repeated the process, several times, with
the same result (Figure 14-3).

13 CONFIURATION | DEVICE

Figure 14-3. No vBond. I expect you to populate

I had full connectivity (as shown by a ping) and even ran Wireshark,
where I could see the SSH traffic when removing and adding the vBond
controller. All looked fine.

Eventually, I went onto the CLI and added the vBond IP onto the
vManage server:

vManageo01(config)# system vbond ?
Description: IP address/DNS name
Possible completions:

<DNS name>

<IP address>

port vBond server port
vManageo1(config)# system vbond 10.1.1.3 ?
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Possible completions:

port vBond server port

<cr>
vManageo1(config)# system vbond 10.1.1.3
vManage01(config-system)# commit
Commit complete.
vManage01(config-system)#

Itis important to note that this had already been performed in
Chapter 5 and even showed in the CLI configuration on vManage01;
hence, it was not the first thing I tried.

So, it just goes to show that although it is shown in the GUI and CLI, it’s
worth adding it again, just to make sure!

Troubleshooting vSmart

Similar to the previous vBond issue, you may find that vSmart is not
updating with its details in vManage (Figure 14-4).

£} CONFIGURATION | DIVICES

L=t Controllers

© Add Controller =

.....

Figure 14-4. vSmart details missing in vManage

This was due to the system IP missing not being entered:

vSmarto1(config-system)# system-ip 100.100.1.4
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Troubleshooting Edge Devices

If the vEdge device does not have the same root CA certificate as the one

used by vBond, then it will not be able to authenticate. We can see this
traffic in Wireshark (Figure 14-5).

»
siipsiisls

§FCiE:

ssiffssiissizt

REELL
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o 1Me 1246 Mello Verify Request
6 1IME 12386 Clisnt Hetls
ek LTS 1234 Sarvar Hells, CortficatelMassessly weror, protocel OTLS: e Trageent everiaps e1d eats | retransaisnicat) ]
A1 1IMA 17146 Carvificate|Aeayvembly wrror, protocel OTLST Mew fr old data (retrasssission?)]
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Figure 14-5. Certificate issues

If we do not have Wireshark handy to help us diagnose such issues,

then we have to remember the steps taken in authentication and check

that we have the same certificate (I have truncated the output for

formatting):

CSR-1#tshow sdwan certificate root-ca-cert | i Issuer

Issuer:
Issuer:
Issuer:
Issuer:
Issuer:
Issuer:
Issuer:
Issuer:
Issuer:
Issuer:
Issuer:
Issuer:
Issuer:

CSR-1#

C=US, O=VeriSign, Inc.
OU=Arcturus, 0=Cisco
OU=Arcturus, 0=Cisco

C=US, O=Symantec Corporation
C=US, 0=Symantec Corporation
C=US, 0=VeriSign, Inc.

C=US, O=VeriSign, Inc.

C=US, 0=VeriSign, Inc.

C=US, 0=DigiCert Inc

C=US, O=VeriSign, Inc.

C=US, 0=DigiCert Inc

C=US, 0=DigiCert Inc

C=US, O=DigiCert Inc
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As we can see, we do not have the proper root CA. Once we have
copied that over, check that it is there:

CSR-1#tshow sdwan certificate root-ca-cert | i Issuer
Issuer: C=UK, ST=London, L=London, O=Learning SD-WAN,
OU=Learning_SD-WAN, CN=vManageO1
Issuer: C=US, 0=DigiCert Inc
Issuer: OU=Arcturus, 0=Cisco
Issuer: OU=Arcturus, 0=Cisco
Issuer: C=US, O=Symantec Corporation
Issuer: C=US, O=Symantec Corporation
Issuer: C=US, O=VeriSign, Inc.
Issuer: C=US, 0=VeriSign, Inc.
Issuer: C=US, 0=VeriSign, Inc.
Issuer: C=US, 0=DigiCert Inc
Issuer: C=US, 0=VeriSign, Inc.
Issuer: C=US, 0O=DigiCert Inc
Issuer: C=US, 0=DigiCert Inc
Issuer: C=US, 0=DigiCert Inc
CSR-1#

This troubleshooting step was brought to you as I missed the “Failed”
message when SCP’ing the CA.crt across to the CSR1000v using the same
syntax as the vEdge routers. Always check the output!

Another issue I faced was that I lost communications with the vEdge
devices, as all the interfaces lost their static IP addresses:

interface GigabitEthernet1

no shutdown

arp timeout 1200

ip address dhcp client-id GigabitEthernet1
ip redirects

ip dhcp client default-router distance 1
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ip mtu 1500
mtu 1500
negotiation auto
exit

This was due to a badly configured template, which reverted all the
interfaces to use DHCP. Trying to troubleshoot this, I could see that the
vEdges had lost their connection to the vSmart controller, which we can
see from the CSR router:

CSR-1#show sdwan omp summary

oper-state upP
admin-state up
personality vedge
omp-uptime 0:00:28:47
routes-received 0

routes-installed
routes-sent
tlocs-received
tlocs-installed
tlocs-sent
services-received
services-installed
services-sent
mcast-routes-received
mcast-routes-installed
mcast-routes-sent
hello-sent
hello-received
handshake-sent
handshake-received

P P P PP O O O O O O O NN N O O

alert-sent
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alert-received
inform-sent
inform-received
update-sent
update-received
policy-sent
policy-received
total-packets-sent
total-packets-received
vsmart-peers

O N O O O v O W W O

CSR-1#

CSR-1#show sdwan omp peers
R -> routes received

I -> routes installed

S -> routes sent

DOMAIN OVERLAY SITE

PEER TYPE ID ID ID STATE UPTIME R/I/S
100.100.1.4 vsmart 1 1 100 init-in-gr 0/0/0
CSR-1#

We can also see this reflected in the dashboard (Figure 14-6).
28 DASHBOARD | MAIN DASHEOARD
& Ak > S ®
Figure 14-6. No vSmarts

Clearly, we cannot apply a new template, as we have no control plane
connectivity to the vEdges with which to push a new template. We could
manually input the IP address again, but this may cause vManage to push
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the same badly configured template to the devices. Changing the template
before setting the IP address has issues, as making template changes tends
to not work if vManage cannot complete the process and push the changes
to the attached devices. The answer, in this case, was to delete the edge
devices from the devices list; this will detach it from any templates allowing
you to make the manual changes and then add it back in again. You can
also detach them from the device template to achieve the same goal.

Troubleshooting Certificate Issues

Issues with certificates can be your worst enemy. Guard your certificates
carefully, love them, nurture them, and make sure that if they are due to
expire, you give yourself plenty of time to replace them!

The CA certificate expired during the writing of this book, so I had to
go through the process of updating the CA on the vManage server, then
invalidate the vBond and vSmart, and re-add them.

Thankfully, updating the edge devices is not hard; once you update
the CA certificates on the edge devices, they will sync up to the rest of the
network.

However, once you then send the device list to vBond (which was done
for us automatically in Chapter 5 when we added the vBond device), you
will need to remove and re-add the edge devices.

Properly managed though, renewing certificates should only result in a
short blip in communications while the new certificate takes over from the
old certificate. You just need to regenerate the CSRs, sign them, and upload
the new certificate before the old one expires!

To put it bluntly, certificate expiration can bring down the entire
network. It’s scary but true.
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vManage Troubleshooting Tools

vManage comes with some inbuilt tools to make our life a little easier.
To access them, head to Monitor » Network and select a device, and
then scroll down to Troubleshooting, where you will see options for
troubleshooting Connectivity or Traffic (Figure 14-7).

Connectivity Traffic
-
Device Bringup Tunnel Health
Control Connec tions(Live View) App Route Visua lization
Ping Simulate Flows

Trace Route

Figure 14-7. Troubleshooting options

If we select the Ping option, we can specify the destination IP, the VPN
to use, and the source interface (Figure 14-8).
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£ MONITOR

Destnation 1P* VEN Source/Interface for VPN - 2
Probes & ICMP P uoe
Source Pon Deszinavion Port

Advanced Options  »

Figure 14-8. Ping!

Once we press “Ping,” the results are shown in the lower half of the
page (Figure 14-9).

Summary e,

5 MNpingmVPN2

Mund Trip Time

Figure 14-9. Pong!

On the traffic side of the page, we can look at our tunnel health, which
shows us (by default) the traffic loss between the selected router and
another router (Figure 14-10). Clicking the Chart Options link allows us to
select Latency/Jitter or the Octets (the amount of traffic sent).
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£ mMoNTOR 1
Local Circuit® Remote Device® Remote Clroulr®
@ Chet Optiems = Ik 38 & 13 EB Tdays Custom -
Legend
A A 1
b | I\ m 1 |}
. v \ \ | A i \
[T Y WYY YW
. ! L \f \ / ¥ A
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Figure 14-10. The traffic loss

We can also simulate traffic flows within our network by setting the
5-tuple details (source IP address, destination IP address, source port,
destination port, and protocol), along with the application and DSCP
value, and clicking “Simulate” (Figure 14-11).

VPN* Source/Interface for VPN - 1* Source 1P+
i loopback! - ipvé - 172.16.10.1 - 17216.10.1
Destination IP* Application

Advanced Options ~

Protocol* Source Port

Path Tunnel (@ Service

Destination Port DscP

[=] ANl Paths

Figure 14-11. The 5-tuple combination needed for simulating

traffic
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In the following box will be the results, showing which VPN will be
used, the remote system that it will end up on, and the encapsulation
(Figure 14-12).

Output: Total next hops: 2 | IPSec -2

e > @ 100.100.1.5
» =+ biz-internat Remote System IP 70.100.100.1
4= biz-internet Encapsulation IPSec

> Remote System |P 70.100.100.7
Encapsulation IPSec

Figure 14-12. Simulation complete

There are some hidden troubleshooting options though, which can
be revealed if we go to Administration » Settings and then scroll down
to “Data Stream.” Set the option to be enabled, and then enter the VPN
and IP address of the vManage server that the data stream will be sent
to (Figure 14-13). Click Save. This allows extra features, such as packet
capture, speed tests, and debug logs.

Data Stream Disabled
Data Stream: (@) Enabled Disabled @
Hostname: VPN

1.1.1.2 :|
v

Figure 14-13. The data stream options
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We now have more troubleshooting options, such as packet capture
(Figure 14-14).

Connectivity Tratfic Logs

Device Bringup Tunne | Health Debug Log
Control Connections(Live View) App Route Visual zation
Ping Packet Capture
Trace Route Simulate Flows
Speed Test

Figure 14-14. More troubleshooting options

We will finish the chapter by performing a packet capture, because as
the saying goes “PCAP, or it never happened.” Click Packet Capture, and
then select the VPN and interface (Figure 14-15). We can use additional
traffic filters to set a 5-tuple if we want to be very specific about the traffic
we are capturing.

VPN Interface for VPN - 0*

VPN D - Qel/0 - ipva - 10115 -

Traffic Filter >

Figure 14-15. The packet capture settings
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Once the capture starts, it will run for either five minutes, or once
the capture file reaches a size of 5MB. You can also stop it manually
(Figure 14-16).

Packet Capture In Progress

Figure 14-16. The capture in progress

Once the capture stops, vManage will prepare the file for downloading,
and then you can download it. The filenames are very long, so you may
want to rename them. The capture is saved as a PCAP file, so will be
readable in Wireshark, or TCPDump. Using the latter, we can read the file
using the command “sudo tcpdump -ttttnnr <filename>” (Figure 14-17).
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user@user-virtual-machine:~/Downloads$ mv 932a9a56-e29d-40fd-2428-0f87f87582fe_ged_8_6.pcap captured.p

cap

useruser-virtual-machine:~/Downloads$ sudo tcpdump -ttttnnr capture3.pcap

reading from file capture3.

2021-65-01
12021-85-01
2621-85-91
2621-85-91
2021-85-01
2021-85-01
2021-85-01
2621-85-01
2021-85-01
2621-85-01
2621-85-01
2021-85-01
2621-85-01
2021-85-01
2621-85-81
2621-85-01
2621-85-01
2021-85-01
2621-85-01
12621-85-81
2021-65-01
2621-65-01
2021-85-01
2621-85-01

18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:

28:
28:
28:
28:
28:
28:
28:
28:
208:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:

12.571837
12.572787
12.574922
12.574964
12.577447
12.57B667
12.579727
12.635098
12.637388
12.746111
12.746157
12.746222
12.747186
12.747393
12.768212
12.945636
13.686433
13.886561
13.1376069
13.139468
13.258224
13.258317
13.411258
13.412898

pcap, link-type EN16MB (Ethernet)

1P
L
IP
1P
1P
8 (4

1P
1P
1P
IpP

10.1.1.2.12646 >
10.1.1.2.12646 >
10.1.1.5.60252 >
16.1.1.5.66252 >
10.1.1.2.12646 >
10.1.1.5.66252 >
10.1.1.2.12646 >
19.1.1.5.60252 >
50.10.10.1.12346
16.1.1.5.60252 >
16.1.1.5.68252 >
10. 60252 >
1e. 12446 >
10.1.1.2.12646 >
16.1.1.3.12346 >
10.1.1.5.68252 >
50.11.11.1.37246
10.1.1.5.68252 >
10.1.1.5.60252 >
508.11.11.1.37246
50.10.10.1.12346
10.1.1.5.66252 >
10.1.1.5 > 10.1.
16.1.1.1 > 18.1.

10.1.1.5
10.1.1.
19.1.1.
10.1.1.
10.1.1.
10.1.1.
10.1.1.
58.10.1
> 168.1.
10.1.1.
10.1.1.
10.1.1.
10.1.1.
10.1.1.
10.1.1.
10.1.1.
> 10.1.
59.11.1
50.11.1
> 10.1.
> 10.1.
58.10.10.
.1: ICMP
.5: ICMP

O e ek e b ek L L L LN S e P e D LA R LA R RO LD

.60252: UDP, length 261
.608252: UDP, length 181

12646: UDP, length 161

.12646: UDP, length 341
.68252: UDP, length 181
.12646: UDP, length 101

68252: UDP, length 181

-1.12346: UDP,

5.66252: UDP,

length 129
length 122

12646: UDP, length 140

.12346: UDP, length 148
.12446: UDP, length 148
.68252: UDP, length 154

60252: UDP, length 182

5.68252: UDP,

.1.37246: UDP,
.1,37246: UDP,

5.60252: UDP,
5.68252: UDP,
1.12346: UDP,
echo request,

Figure 14-17. The nicely readable PCAP

.60252: UDP, length 111
.12346: UDP, length 16

length 129
length 122
length 129
length 122
length 129
length 122

id 21215, seq 18, length 64
echo reply, i.d‘2121_§, seq 10, length 64

As you can see from Figure 14-17, the majority of our traffic is the

SD-WAN background traffic, with a ping at the bottom, so unless you

want to wade through this “noise” during your troubleshooting, then

using the traffic filters is strongly recommended!

Summary

In this final chapter, we looked at troubleshooting options, starting with the

basic tools of ping and traceroute. We then moved on to common issues

with vManage, vBond, and vSmart, before moving on to troubleshooting

edge devices. We looked at certificate issues and then finished by playing

with the troubleshooting tools that vManage gives us.

I hope you have enjoyed the book.
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