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What Should | Know Before | Start?

They Help Ensure Expected Device Behaviors, Consistency, and Security

Various events can require you to upgrade or apply corrections to device software images, such

as:

The release of a new feature or technology that the current running image does not
support.

PSIRT alerts that notify you of security issues.

The need to standardize device images among devices in a family or at a specific
location.

End-of-life notifications.

Cisco DNA Center provides the following image management functions so that you can keep
devices up-to-date and running optimally and as expected:

Importing device software image or add-on packages, when needed.

Standardizing software images and add-on packages for device families and locations.
Reviewing automated audit results to determine device compliance with standardization.
Evaluating the readiness of devices to receive image upgrades or add-on packages.

Upgrading devices and evaluating the upgrade results after distribution and activation.

__'L Note: You can perform software image and add-on package upgrades
— on devices that Cisco DNA Center manages only.

Cisco DNA Center lists and, after importing, stores device software images, and, through an
image standardization process, makes them available for device provisioning. Cisco DNA Center
also stores add-on packages, which are updates to running software images. Add-ons provide
the ability to respond to changing conditions, such as security issues, quickly and with minimal
operational impact.

*|

Configuration Change: When you perform upgrades, the process inherently
makes the device configuration changes that the new running image or package
requires.

In some cases, devices also must reboot to begin running the new image.

Managing Device Software Images
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To help ensure device consistency, you can standardize device software images and validate that
device images comply with those standards proactively. Standardization also helps to ensure that
devices have the features, technologies, and security or other critical fixes, that you expect.

Cisco DNA Center provides a software image standardization process that includes:
Flexible and granular organization of software images and image add-ons.
Automated device auditing to determine compliance with defined image standards.

An upgrade process that applies the standards and separates the distribution and
activation tasks.

This training addresses key concepts for effective image management and the tasks that you
perform to:

Import and standardize images
Evaluate audit results to determine device compliance with image standards
Evaluate device readiness to receive upgrades

Upgrade devices and evaluate upgrade results

Important Note: The functionality that you can see and the tasks that you can
perform depend on the system’s licensing and configuration and on your system
user role.

Managing Device Software Images
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The Image Management Process Flow Diagram

I Tip: For optimal legibility, set the PDF zoom level to 100%.
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What | Will See in the Image Repositor

Physical, Virtual, and Add-On Images and Image Distribution

The Image Repository lists images and add-on packages based on its connectivity to

Cisco.com.
il pNA
DESIGN POLICY PROVISION ASSURANCE PLATFORM
CISCO  CcEnTER e
Network Hierarchy Network Settings Image Repository Network Profiles Auth Template
=Q 0 Import i Update Devices = Show Tasks O Take a Tour Virtual
« ¢ Global
o ST
~ & Acme University Fiise < Refresh
~ & Atlanta 3
Fanily Image Name l’m’:i Version ]C’m"]i‘;“ Device Rle Action
~ ¢ Bedfont Lakes - N
& 5r4400-universalk9.16.09... 16.9.1 > —
~ & Boxborough Cisco 4451 Series Integrated... < \___rMLL iversalkd. 6.0 . 6. Vea i
(@ Verified
~ & Research Triangle Park
~ & San Jose - T Tame &2
B asr1001x-universalk9.16.... . s =
Cisco ASR 1001-X Rout: = )
see e e @ Verified ‘ | ALL ‘ L
cat4500es8-universal. SPA 210,02 [Lates ol
- . at4500es8-universal SPA.. . =
Cisco Catalyst 4506-E Switch  « @ Verified 0 1) | AL ‘ ]
15.4(2017061 .
Cisco Catalyst 6807-XL Switch catbks2-eft2 bin 1 4:004937) g

When Cisco DNA Center is online with Cisco.com, it organizes images in their applicable device

families.
—_k Note: To enable system connectivity, an administrator must configure Cisco.com
—_— credentials in the Cisco DNA Center system settings.

System 360 Software Updates Settings Data Platform Users Backup & Restore

Cisco Credentials

Authentication and Policy Servers
Use credentials to connect to Cisco and verify access to software and services.

Certificate - i
CCco License | PnP Connect
Cisco Credentials . . )
Cisco.com Credentials #

Debugging Logs Username @

Device Controllability

Device EULA Acceptance Password

Integration Settings w

When Cisco DNA Center is not online and you import images, it lists all of the device families. In
these cases, you must determine and assign images to their applicable devices family and
models.

Managing Device Software ImagesCisco DNA Center 1.2.8 Training
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The page lists the images that are available for physical devices, by default, and provides access

to images for virtual machines.

bl pNA DESIGN pOLICY PROVISION ASSURANCE
CISCO CENTER

Network Hierarchy Network Settings Image Repository Network Profiles

= e Import f Update Devices =
~ & Global
~ & Canada Filter =_+ Refresh
& Mexico
Family Image Name
~ & Netherlands
~ @ USA Imported Images(7) @ v

Cisco Nexus 9504 Switch

PLATFORM

n2000-dk9.6.1

Physical and virtual image
repository toggle buttons

Auth Template

T

Show Tasks 0 Take a Tour

Virtual

Using Golden

Image

Version Device Role

Image

6.1(2)I2(2a)
.2.12.2a.bin 1

Action

To see all of the images and add-ons assigned to a device family, you can expand the category.

Y Filter 7 Refresh
Family Image Name Using Version S Device Role
Image Image
Cisco 5520 Series Wireless Cont... Wireless Controller (8.8.1... 1 8.8.104.72
Y {1 = n -
AIR-CT5520-K9-B-8-100... 0 881000 (Latest) &
8.2.170.0 (Latest) 5
. . AIR-CTS520-K9-8-2-170... 1] &
Expand a device family ?
category to see all of the
images assigned to it. 8.5.135.0 )
AIR-CT5520-K9-8-5-135... o] (Suggested, Latest) 17
8.3.143.0 )
AIR-CTS5520-K9-8-3-143... 1] (Suggested, Latest) 17
Cisco Aironet 1800S Active Sen... Cisco Wireless Sensor (8... 1 s 7

Managing Device Software ImagesCisco DNA Center 1.2.8 Training

5




r
CiIsCO

Core Software Group

What Should | Know Before | Start?
What | Will See in the Image Repository

The Version column indicates the base image version number and, when add-ons are available,

the number of add-ons that are associated with the image and version.

Image Name ::::;1
Wireless Controller (8.8.1... 1
AIR-CT5520-K9-8-8-100... ]
AIR-CT5520-K9-8-2-170... ]
AIR-CT5520-K9-8-5-135... i}

Version

8.8.104.72

8.8.100.0 (Latest)

8.2.170.0 (Latest)

8.5.135.0
(Suggested, Latest)

This way, you can determine whether the repository contains the image or add-on that a device
requires. If the image or add-on is not available, you can import it to the repository.

—_l Note: When the system is not managing a specific device family type or when
— images are significantly older versions, the system indicates them with the image

name of unknown.

Image names also can have indicators next to them to emphasize their statuses, as follows:

e Suggested

Cisco recommends using the image or add-on for optimal results with demonstrated

stability

o Latest
The most recently released image or add-on

e Suggested, Latest

Cisco ASR 1001-X Router "

Cisco ASR 1004 Router
e 4] Verified

Cisco Aironet 18005 Activ... Cisco Wireless Sensor (...

7] Werified
Cisco ASR 1002 Router “ asr1000rp1-adventerpri...
Cisco ASR 1002-X Router " asr1002x-universalk9.03...

asr1000rp2-ipbasek9.03..

asr1001x-universalk9.16...

8.7.258.0

16.6.4 [Suggested)

03.17.04.5

03.16.02.5

3.02.015 (Latest)

Managing Device Software ImagesCisco DNA Center 1.2.8 Training
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Image Integrity Verification to Help Ensure Device Security

To support device security, Cisco DNA Center verifies that the software images in the image
repository are authentic and valid when system users initially import images into Cisco DNA
Center. When images meet Cisco-defined requirements, the Image Repository indicates a
Verified status below the image names.

—_—
f— I Note: The system does not validate the integrity of add-on packages.

Image Repository Network Profiles Auth Template

e Import § Update Devices

= Show Tasks 0O Take a Tour

Filter = Refresh
Usi Gold
Family Image Name =ing Version olden Device Role
Image Image
isr4400-universalk9.16.0.. 16.9.1 %
Cisco 4451 Series Integrat... 4 &
isco 4451 Series Integra v @ Verified

During the import process, the system determines image integrity by comparing the software and
hardware platform checksum value of the image that you are importing to the checksum value
identified for the platform in the Known Good Values (KGV) file to ensure that the two values
match.

—

Note: A system administrator downloads the KGV file to Cisco DNA Center as an
initial system configuration task.

After that, Cisco DNA Center downloads the file automatically every 7 days.

System 360 Software Updates

Authentication and Policy Servers
Certificate

Cisco Credentials

Debugging Logs

Device Controllability

Device EULA Acceptance

Integration Settings

Integrity Verification

Settings Data Platform Users Backup & Restore

Integrity Verification

Cisco DNA Center’s Integrity Verification (IV) application monitors your devices for unexpected or invalid changes
indicating a risk that your devices are compromised. It does this by comparing each device's software, hardware, platform
and configuration settings against an authoritative set of Known Good Values (KGV) for these settings for all supported

Cisco devices.

CURRENT KGV FILE INFORMATION ( Import New From Local Or Impart Latest From Cisco )

File Name Cisco_KnownGoodValues.tar
Imported By IVM_INTERNAL_SCHEDULER_SYNC_KGV
Imported Time 2018-12-25 17:25.00

For more information, refer

to the Cisco Digital Network Architecture Center

Administrator Guide.

Important Note: Cisco DNA Center does not perform a subsequent image

integrity validation when an

updated KGYV file uploads to the system.

To reverify integrity, you need to delete the image from the image repository and

import it again.

Managing Device Software ImagesCisco DNA Center 1.2.8 Training
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When an image is not captured in the KGV file, the comparison result indicates a status of
Unable to verify.

cat9k_iosxedev.2017-11...

Unable to verify

You can use images with an Unable to verify status.

I Caution: While the Unable to verify status does not necessarily indicate that
N there is an issue with the image, be aware that Cisco cannot ensure its integrity.

When the image checksum values do not match, file tampering or corruption has occurred, and
the system deletes the image automatically on import.

Managing Device Software ImagesCisco DNA Center 1.2.8 Training
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Access to Importing Images

The Image Repository lists the device software images and add-ons that are available for
download or already downloaded. To make images available for the device upgrade process,
they must be imported into the repository, which can occur automatically or manually.

Designating an image or image and add-on combination as golden can start an automated import

process from either a device or from Cisco.com.

Family Image Name Using Version Golden Device Role
' = Image Image
asr1001x versalk9. 16... 16.6.4 (Suggested) 2| oA
Cisco ASR 1001-X Router o | o0 X universalks. 16 0 o8t Buagesed) o AL |
(4] Verified o
. ; ) 03.17.04.5 . o
Cisco ASR 1002 Router w asr1000rp1 -adventerpri... 1 Golden image indicator
|

You can determine whether the system will download the image from a device or from Cisco.com

by opening the detailed image information.

The Image Source field indicates from where the download will occur.

Image Details

Family:
Cisco ASR 1001-X Router

asr1001x-universalk9.03.16.08.5.155-3.58-ext.SPA.bin

Imported from CCO

3.16.85

When downloading from a device, the panel does not indicate an image source.

Image Details
Family:
Cisco ASR 1002 Router

asr1000rp1-adventerprisek9.03.17.04.5.156-1.54-std.bin

03.17.04.5

Or, in the Version column, when the image version includes a description, such
as Suggested or Latest, the system will download the image from Cisco.com.

When there is an image version with no description, the system will download
the image from the device.

_h Note: The system cannot download image files from wireless LAN

— controllers (WLCs).
You must import WLC images manually.

Image available
on device

Version

//

3.13.105 (Latest)

by

Image available
on Cisco.com

Managing Device Software ImagesCisco DNA Center 1.2.8 Training
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You can import an image or add-on file manually from:

e Cisco.com
e Alocally-stored file

e A supported file server.

_l

DESIGN POLICY PROVISION ASSURANCE
Network Settings Image Repository Network Pr
= )
Import button —T1 6 Import i Update Devices
[

Note: You cannot import WLC or switch images manually when they are in install
mode.

For virtual machines, you also can import third party vendors’ software images manually when
those images are compatible with Cisco Enterprise Network Function Virtualization Infrastructure
Software (Cisco Enterprise NFVIS) for later provisioning on virtual machines.

—

Note: Cisco Enterprise NFVIS supports dynamically deploying virtualized
network functions, such as a virtual routers, firewalls, and WAN acceleration, on

supported Cisco devices.
For more information, refer to the current Cisco Enterprise Network Function
I Virtualization Infrastructure Software Release Notes.

Source

() Cisco | (s Third Party

Naote: Third party physical images are not supported.

Application Type® v
Family® (i ]
vendor® @

Managing Device Software ImagesCisco DNA Center 1.2.8 Training
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When a software image is available for use by Cisco DNA Center, the Delete an image button is
available as a link in the image’s Action column.

e Import M Update Devices = Show Tasks 0 Take a Tour

Virtual
Filter 7 Refresh Enabled Delete
an image button
Family Image Name Using Version Golden Action
Image Image
Imported Images(7) ﬂ v
asr1001x versalkd.16.... 16.9.1s5 E
Cisco ASR 1007-X Router  ~ LIH PR Lo 2 ° \. :
) Verified
7.3(1)D1(1)
Cisco Nexus 7700 6-Slot ...~ n?700-s2-kickstart.7.3.1.... 2 R

Managing Device Software ImagesCisco DNA Center 1.2.8 Training
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The Standardized, Golden Image Characteristics and Process

Determining the Business Intent and Designating Image Characteristics

You standardize an image based on the key characteristics that address business intent.

e Are there devices in specific enterprise locations that require unique image standards
from their counterparts in other locations?

e What role does the device have on the network?

e Which software image is optimal for the device based on its role and location?

e Is there a specific add-on associated with the image that also needs to be distributed to
ensure that the device has the features it needs and runs as expected?

You can indicate any combination of the following characteristics and designate, or mark, them as
the standard, referred to as a golden image in Cisco DNA Center based on those characteristics:

e Any level in the network hierarchy , including the overarching Global hierarchical level

e The device family
e The software image
e The applicable add-on that applies to the software image

e Therole or roles of the devices on the network

"cll's'élc'" B:DI—:,}\; DESIGN poLIcY PROVISION ASSURANCE - ]
N For the device family:
Network Hierarchy Network Settings Image Repository Network Profiles 4 Image version
» Add-on version
= @ !mport Image/SMU T Upgrade Dev] ) Device role or roles tour Virtual
~ Global
~ AMS Filter =~ Refresh CCO credentials are not set. Please click here to update
~ DC .
Usin Golden
Family Image Name g Version Device Role @ Action
Image Image
~ LA
15.5(3)S4 .
~ MX Cisco 4431 Integrated Services Ro... isr4400-universalk®.03.16.04b.5.... 1 q:wl\'r“- J &
~ SM
15.5(3)S4
~ T0 r Cisco 4451 Series Integrated Servi... isrd400-universalk9.03.16.04b.5.... 1 q:‘:“-.’-‘. o &
03.16.06.8
. A Cisco ASR 1001-X Router asr1001x-universalk9.03.16.06.5.. 2 . &
Hierarchical level ~ ) smu (o)
Cisco ASR 1002-X Router asr1002x-universalk9.03.16.02.S. 1 t;\jﬁrﬁz = &

Managing Device Software ImagesCisco DNA Center 1.2.8 Training
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The Tagging Golden Action and the Import Process

When you indicate a standardized, golden image, and the image has not been imported
previously, the action of clicking the Mark Golden indicator in the Golden Image column initiates
the automated image import process from Cisco.com.

—
— Cisco.com credentials in
the Cisco DNA Center
system settings.

Note: To support automatic image imports, an administrator must configure

System 360 Software Updates Settings

Authentication and Policy Servers
Certificate

Cisco Credentials

Debugging Logs Usemame @
Device Controllability

Device EULA Acceptance Password

Integration Settings

Data Platform

Cisco Credentials

Use credentials to connect to Cisco and verify access to software and services.
CCco License

Cisco.com Credentials #

Users Backup & Restore

P Connect

When an image is not in the repository, the Delete an image button in the Action column is

unavailable.
.Ma.rk Golden Goldan Device Role Action
indicator \ Image
/
Ne o

Mark Golden

Disabled Delete an image
button, indicating the image is
not downloaded to the repository

When the import is complete, the indicator displays yellow color-coding and the Delete an image

button is available.

Golden Device Role Action
Image
o AL |
—
— Install Mode image name manually.

Then, you can standardize and designate them as golden.

Note: You must import wireless LAN controller (WLC) or switch images with the

Import WLC or switch Install
Mode images manually and then

e Import M Update Devices = Show Tasks © Take a Tour _
designate them as golden.
Filter «_ Refresh
Familv Image Name Using Version Golden Device Role Action
; = Image Image
. . o 8.8.104.72
Cisco 5520 Series Wireless... Wireless Controller (8.8.1... 1 /
Cisco Catalyst 36xx stack-... Install Mode (03.06.06E) 1

Managing Device Software ImagesCisco DNA Center 1.2.8 Training
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The Golden Image Requirement for Device Image Auditing and Compliance

The system references the golden image designations in its automated image auditing and
compliance process, allowing it to identify, and notify you of, devices matching the golden images
characteristics that do not comply.

In non-compliant situations, you can upgrade devices to the standardized image or image
combination.

Important Note: Only image or image combinations that are designated golden
are available to apply in the upgrade process, even when the image is available
in the Image Repository.

As device images, versions, and add-ons change, you can redefine image standards, as needed.

Managing Device Software ImagesCisco DNA Center 1.2.8 Training
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The Way That the Network Hierarchy Affects Image Upgrades

Inheritance Applies Standardized Images to Devices on Dependent Levels

During network design, system users configure a network hierarchy, which arranges network
devices by their geographical or organizational relationships and dependencies.

When you standardize images, which is also a network design function, you can define the image
characteristics at any hierarchical level based on operational requirements.

[
NA DESIGN PoLICY PROVISION ASSURANCE
Network ~ fv==
hierarchy
\a'chv Network Settings Image Repository Network Profiles Auth Template
=Q \ e Import Image/SMU T Upgrade Devices = Show Tasks
~ Global
P Filter = Refresh
~ Mexico :
Usin
Family Image Name Ima ge
~ San Francisco 9
~ Sausalito . S . e " 1 -
Cisco 4331 Integrated Services R... isr4300-universalk9.16.06.02.5P... 1
~ USA

Cisco 5520 Series Wireless Contro... s

Cisco Catalyst 3650-24PD-E Switch

NFVIS

Show 10 % entries

AIR-CT5520-K9-8-5-105-0.aes

Install Mode (03.06.05E)

Enterprise NFV Infrastructure Soft.

Showing 1 - 4 of 4

O Take a tour

Version

16.6.2
SMU (o)

8.5.105.0
SMU (N/A)

03.06.05E
SMU (N/A)

3.6.2-FC3
SMU (N/A)

Virtual

CCO credentials are not set. Please click here to update

Golden

Device Role @ Action
Image

yarm &

2| AL &

&

&

The system applies standardized images to the active location level that you select in the
hierarchy, and to all of the dependent locations organized, in a parent/child relationship as long

as that relationship is not broken.

When you open the Image Repository, the system selects the Global level in the hierarchy by

default. When system users organize other sites below the Global
level, they initially have a child relationship and inherit the Global

level characteristics.

Network Hierarchy Network Settings

=q

« & Global

~

~

>

& Acme University
& Atlanta

& Bedfont Lakes
& Boxborough

& Research Triangle Park

& San Jose
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Then, you can define standardized images with varying characteristics and apply them at any
level in the hierarchy based on operational requirements for the devices at that location.

Network Hierarchy Network Settings Image Repository Network Profiles Auth Template

Q. Find Hierarchy T Upgrade Devices = Show Tasks

~ Global

/

v Mexico o Fer ‘ “| Defining a standardized image at the
Mexico site level also applies it to the
dependent MX - Building 1 and

Floor 1 locations.

~ MX - Building 1
Family -

Floor 1 [

You can change the standardized image at

A green indicator
identifies the active
location level.

~ 5an Francisco
Cisco 5520 Series

a dependent location level by selecting it

~ Sausalito and indicating the image characteristics.

~ USA Show 10  ~ entries

~ California

New'ork

When you click a dependent location that has inherited standards from a parent level, a system
message opens indicating the inherited state.

As a visual indicator, the icon above the Inherited Settings
heading also appears beside the device role indicator with
settings inherited from a parent location.

Inherited Settings
icon

o —

Inherited Settings

Fields marked with the above icon, have inherited their
settings from a parent node. Select icon to view origin.
Changing these settings will override parent settings, and
subseqguent children nodes will inherit the new settings

I:‘ Don't show again

Golden
Image

Device Role

Caution: When child sites have inherited hierarchical
settings and a system user changes those standards at

& | ALL

a higher level in the hierarchy, the system applies those
changes to all of the dependent child sites.

Use caution when changing settings to help ensure that you do not overwrite
standards that a child level needs to retain.

If you need to change a standard, take note of any inherited standards at the

child levels in case you need to reapply them because when you break a
hierarchical relationship, you cannot reassociate that relationship subsequently.

N\

Inherited settings
icon
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The Way That Cisco DNA Center Determines Image Compliance with Standards

By Running an Automated Audit Process

When system users define standardized, golden images and add-ons, the system automatically
audits all of the applicable devices for compliance with the standard.

When the tagging golden action occurs in the Image Repository, the automated process
compares the device’s current running software image, which it captures during inventory
collection, with the image and characteristics identified in the standardized, golden image and
determines compliance.

Audits also occur automatically when the system begins managing new devices and indicates
whether those devices are compliant or require a system user to designate a golden image that
addresses device attributes.

—_l Note: The system runs audits on only those device families for which system
— users have designated golden image standards.

When standardization is not configured, a Tag Golden indicator appears below
the image name.

s asr1002x-univ... Mot
15.5(3)52 Managed .
Provisioned

Audit and upgrade readiness results are available in Provision, on the Inventory tab, in the OS
Image name column, under each image name.

alialn pnA
Clsco ot DESIGN POLICY PROVISION ASSURANCE PLATFORM @
Devices
Device Inventory
Inventory (33) Unclaimed Devices
) Select device(s) to assign to a Site and Provision network settin x
05 Image @
< Refresh ork Telemetry : Upgrade Readiness £ Update Status
S
" Filter [i ] Tag Device LAN Auton - .
; cat3k_caa-uni...
O Device N Device 1P Add o 08 X o Last Syne Credenial ]];“f .
evice Name Family Address ptime ‘ersion 05 Image Status Status @ rovisione
Time
O AMS-ASR1K-INET Routers 10.11.25¢ S b2 days 15.5(3)52 aer1 002 ... Managsd ot jdﬁ:
ST ASRTEINE outers o 20:32:47.91 ool anage Provisioned
17:21:24
- M Jul 28
1 AMS-SW3650 test.com Switches 10.11.255, LR 03.06.05E AR Managed ot 2018
e - and Hubs isrd400-unive... 20:37:21.24 Outdated S Provisioned 17:22:40

CAT3K_CAA[D3....
Outdated

catdb00es8-un...
) Outdated
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That Cisco DNA Center Evaluates Device Upgrade Readiness

By Evaluating Key Device Attributes Automatically and Presenting Results

Cisco DNA Center automatically determines and presents the status of various device attributes,
which helps to ensure that distribution or activation can occur successfully.

In Provision, you can review readiness results for any device indicating that its running image is
outdated by clicking the Outdated link... ,
Outdated link

I Switches _ . i i . 67 days \ CAT3K_CAn[D3....
D AMS-5SW3650.test.com 10.11.255.100 ...ds/AMS/Level3 FDO1852E264 03.061 ..

and Hubs 15:29:38.00 Outdated

...and opening the Image Upgrade Readiness Check panel.
Upgrade readiness status indicators can include:
(=) Success
Warning

() Failed

Important Note: When one or more of the validation tests returns a
failure, you cannot upgrade the device.

OS Update

Selected Devices: 1

Distribute 2 Activate 3 Confirm

Some devices in your selection have failure in upgrade pre-checks and can’t

be upgraded. Please review your selection and proceed

The screenshot on the following page illustrates readiness check results.

Managing Device Software ImagesCisco DNA Center 1.2.8 Training
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The top of the panel indicates the current running image name and, when available, the

standardized, golden image file name.

Image Upgrade Readiness Check

Readiness status

Running IMage - cat4500esB-universalkd.SPA.03.10.01.E.152-6.E1.pin | ndicators

solden Image cat4500es8-universal. SPA.03.10.02.E.152-6.E2 tar

)

Check Type Description Status @

Error while running the command show clock
on the device

MTP Clock check

Device is not or partially managed.Please

validate if the device is managed in dnac

Expected : Device need to be managed state
Device Managed Status Actual : Device is not or partially )]

managed.Please validate if the device is

managed in dnac

Action : Please sync the device.

File transfer using HTTPS and SCP failed
Expected : Device need to have hitps/scp
reachability to Controller C‘
Action : Verify HTTPS/SCP configurations,
DMAC certificates on device and protocol
reachability

File Transfer Check

Flash check Flash check: SUCCESS &)

Unable to verify, command not supported in
Config register check device or validation not available for this
device

Unable to verify, command not supported in
Crypto RSA check device or validation not available for this
device

Unable to verify, command not supported in
Crypto TLS check device or validation not available for this
device

Unable to verify, command not supported in
IP Domain name check device or validation not available for this
device

Unable to verify, command not supported in
Startup config check device or validation not available for this
device

Show 10 w entries Showing 1 - 90f 9

M Export 2~ Recheck

Last Checked (UTC)

30-0ct-2018 01:00:36

30-0ct-2018 01:00:35

30-0ct-2018 01:00:35

30-0ct-2018 01:00:35

30-0ct-2018 01:00:35

30-0Oct-2018 01:00:34

30-0ct-2018 01:00:34

30-0Oct-2018 01:00:33

30-0ct-2018 01:00:33
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The device attributes that Cisco DNA Center evaluates to determine device readiness are:

NTP Clock Check
Synchronization of the device time and the Cisco DNA Center server time

Time synchronization of the device and the server is required so that Cisco DNA Center
can install its certificate on the device, which then enables its communication with that
device. If either the device time or Cisco DNA Center server time is not synchronized, the
test will fail.

You must correct the synchronization issue before you can configure an upgrade.

Device Managed Status
Cisco DNA Center’s active management of the device.

Cisco DNA Center must be managing the device before you can configure an upgrade.

File Transfer Check

Device reachability by SCP or HTTPS, which Cisco DNA Center uses to distribute the
image file to the device. When this test fails, you cannot continue with the distribution
task.

Flash Check
Whether enough flash memory size is available for the device to accept the image file
during distribution. When there is not enough memory available:

» For devices that that support the ability for Cisco DNA Center to remove extraneous
files, the evaluation presents a warning. If you continue with the upgrade, Cisco DNA
Center will remove the extraneous files in an attempt to distribute the image.

Tip: Cisco DNA Center records the files that it removes in the
system audit logs.

» For devices that do not support the ability to remove files, the evaluation presents a
failure. You can remove extraneous file manually, and then return to the process.

Config Register Check
On devices with IOS or IOS-XE operating system, whether the configuration register
value is set to support booting the image that you are activating

The configuration register value controls the way in which the device boots. When set
incorrectly, the device will not boot the image that you are activating.

Caution: Although you can continue configuring an upgrade when this
! test indicates a warning, the device will not boot the image that you are

activating, resulting in an upgrade failure.

The device might still be running after the upgrade, but not with the

image that you distributed and activated.

For more information about how to identify and correct a configuration

register value, refer to the Use of the Confiquration Register on All

Cisco Routers Troubleshooting TechNote.

Note: A device’s flash memory can contain more than one image.

I}
r

Crypto RSA Check
Whether the device has the RSA configuration enabled, so that Cisco DNA Center can
establish secure communication by using its RSA certificate
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When RSA is not enabled on the device, the test presents a warning.

When an image that you need to activate is already available on the device, the device
does not need the RSA configuration enabled. In this case, even though the test returns
a warning, you can configure and run an activation only task.

Important Note: When you are configuring a distribution or combined
upgrade task, the device must have the RSA configuration enabled and
pass this test before you can continue.

Crypto TLS Check
Determines whether support for TLS (transport layer security) protocol version 1.2 on the
device

To establish an https tunnel between the system and the device and support its traffic,
the device must be able to support TLS 1.2.

When you have devices that cannot support TLS, the system reverts to SCP protocol to
establish communication.

—_—
—— || Note: Cisco DNA Center does not support TLS 1.1.

IP Domain Name Check
Whether the IP domain name is included in the RSA certificate key

When generating RSA certificates, it is an industry best practice to include the IP domain
name at the end of the key so that the system can validate its communication over that
domain.

When the domain name is not present, you can continue. In those cases, Cisco DNA
Center will apply a self-generated certificate for communication.

Startup Config Check
Determines whether the device has a startup configuration

When the device does not have a startup configuration, you need to take action to ensure
that the device does have a startup configuration before you can continue. This
requirement avoids upgrade failures or the necessity to start a device manually after an
attempted upgrade.
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You Manage Virtual Software Images by Following the Same Tasks

You also can import and standardize virtual software images to support, for example, virtual
branch deployments.

You complete the same tasks to import, standardize, and upgrade images for virtual devices as
you do when standardizing images for physical devices. Site parent/child level relationships and
standards inheritance in the hierarchy are the same, also.

To standardize virtual images:

e To the right of the toolbar, click Virtual.

The page toggles to the virtual image repository.

alial pNA
DESIGN PaLICY PROVISION ASSURANCE
ciSED

Image Reposiony

Farily Image Marm Veraion [ Ghssclern Image At
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The Use of the Image Repository under Tools on the Home Page

An Alternate Image Repository Page for Global Management

Cisco DNA Center also provides an Image Repository page, which you can access on the home
page using the Image Repository link under Tools.

While you can take many of the same steps to standardize and manage software images on this
page, we recommend that you use the Design | Image Repository tab, which provides access to
the network hierarchy.

Important Note: If you take steps to standardize an image and designate it as
golden on the Image Repository page, the system will apply the standard at the
global level and present the automated audit results based at that hierarchical

level.
=\ Note: If you import an image or add-ons on this page, it will be available for use on
— the Design | Image Repository tab.
Tools

Discovery

controller inventory

Automate addition of devices to

Inventory Topology
Add, update or delete devices that Visualize how devices are
are managed by the controller interconnected and how they

communicate

Image Repositary

Download and manage physical
and virtual software images
automatically

oY

il pNA
CISCO CENTER

e Import h Update Devices

Filter _ Refresh

Family

Imported Images(8) (i ]

Cisco Nexus 9504 Switch

Cisco ASR 1001-X Router

Cisco ASR 1002-X Router

Image Repository

Show Tasks O Take a Tour

Using

Image Name Version
Image

i . 6.1(2)12(2a)
n9000-dk9.6.1.2.12. 2a.bin 1
asr1001x-universalk9.16.06.04.SPA.bin o 16.6.4 (Suggested)
(Z Verified

- 03.16.02.5

asr1002x-universalk9.03.16.02.5.155-3.52-ext.8 1

Golden
Image

Virtual
Device Role Action
2| AL | =
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The Skills That | Need

To manage software images, you need the following experience.

Proficient
e Cisco DNA Center user interface navigation and behaviors
e Knowledge of network operations

e For the devices that you are upgrading, those devices’ roles, relationships, and
importance to network operations

e For the devices that you are upgrading, knowledge of the services and technologies that
those devices manage

Add-On Packages (Add-Ons)

An add-on that contains specific corrections for an existing base image.

Upgrading software images with add-ons might or might not require a device reboot. The system
notifies you of the reboot status before you initiate the upgrade process.

Device Family

A category of devices of a common type, such as routers, switches and hubs, or wireless
controllers

Device Role

The device’s function in the network, for example, a router can have an access, border, core, or
distribution function on the network

Device Series

Within a device family, such as switches and hubs, the number that identifies the specific device
model, for example, Cisco Catalyst 4500 Series switches.

Golden Image

A tag that indicates to the system that an image is optimal for running on a device family, device
type, or device role, or at an enterprise site

Upgrade and Update

The GUI uses the terms upgrade and update interchangeably. This document uses the term
upgrade except when naming GUI elements.

Upload and Download

The GUI and documentation use the term upload and download interchangeably. This document
uses the term download except when naming GUI elements.

Managing Device Software ImagesCisco DNA Center 1.2.8 Training
24




r
CiIsCO

Core Software Group How Do | Prepare to Manage Device Software Images?
In Cisco DNA Center...

How Do | Prepare to Manage Device
Software Images?

In Cisco DNA Center...

...For Access to Images and the Integrity Verification Tool Online,
Configure Cisco.com Access Credentials

New software images and add-ons are available on Cisco.com for download to registered users,
including Cisco DNA Center.

Cisco.com also houses the Known Good Values (KGV) tool that Cisco DNA Center references
when auditing devices for compliance with image standards.

An administrator configures Cisco.com credentials in Cisco DNA Center in System Settings.

Settings menu |
System Settings

afraln pNnA
DESIGN POLICY PROVISION ASSURANCE PLATFORM
CISCO CENTER @
System 360 Software Updates Settings Data Platform Users Backup & Restore SYSTEM
Audit Logs
=0 Search System Settings

Cisco Credentials

Authentication and Policy Servers APl Documentation

Cisco credentials are used for connecting to Cisco to verify access to
B R Developer Resources
Certificate software and services.

About DNA Center

Cisco Credentials

! Cisco.com Credentials #
Debugging Logs

Usermame @ )
Device Controllability Sign Out
Integration Settings

Password
Integrity Verification @

Managing Device Software ImagesCisco DNA Center 1.2.8 Training
25




r
CiIsCO

Core Software Group How Do | Prepare to Manage Device Software Images?
In Cisco DNA Center...

...For Cisco DNA Center Access to Device Images, Configure Device
Credentials and Protocols for Communication

To support communication among network devices and Cisco DNA Center, the devices need to
have the following access credentials configured in Design | Network Settings | Device
Credentials at minimum:

e The CLI credentials that devices are using
e The SNMP read and write credentials that devices are using

e  When you need to communicate with Cisco Enterprise Network Compute System
(ENCS) devices, you also need to configure HTTPS credentials.

aliali pNA
Clsco ot DESIGN POLICY PROVISION ASSURANCE PLATFORM
In Design | Network Settings | Device
Network Hierarchy Network Settings Image Repository Network Profiles Auth Template credentials’ Configure CL| and either
SNMP or HTTPS, at minimum
= Network Device Credentials IP Address Pools SP Profileq
v % Global
~ & Acme University U In order to apply the credentials to the selected site, please select one row from the list below for each type and phess the Save button
~ & Atlanta ~

Credentials

~ ¢ Bedfont Lakes

~ & Boxborough Name / Description Username Enable Password

~ ¢ Research Triangle Park
O cisco cisco e N e

~ ¢ San Jose

MDD

NMP Credenlials SNMPV2C Read

SNMPV2C Write | SNMPV3

Name / Description Read Community
O cisco o e
HTTP(S) Credentials HTTP(S) Read | HTTP(S) Write
Name / Description Username Password Port

No Data Available
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...For Image Standardization and Upgrades, Configure the Network

Hierarchy

The network hierarchy defines the geographical or organizational relationships and dependencies
of enterprise devices. System users configure the network hierarchy in Design, which most often

occurs as an initial task after installing Cisco DNA Center.

dfvale. pNA
cleco o DESIGN PoLICY PROVISION ASSURANCE PLATFORM
MNetwork Hierarchy MNetwork Settings Image Repository Network Profiles Auth Template
=Q, e Add Site ] Import zQ,
v & Global Lo
~ & Acme University
« & Atlanta Canada
~ MU
[ LWR1 g 9 T
BDLKOO E
ELWR2 P
~ ELWR4 Q _
B500 ’ Spain
[ LWRS5 o United States PT
~ ¢ Bedfont Lakes e
MBFI}I:(IO-
~ & Boxborough Algerid
1 BS
~ ¢ Research Triangle Park Mexico oo o y
| Mauritania
~ & San Jose G-T_nz — Copaverialal-— ., Mali
£ Gambia
Then, in the Image Repository, you can define varying image standards and apply them at any
level in the hierarchy, which supports device configuration consistency and granular control of
upgrades to help ensure devices are consistent and have the expected device features and
technologies.
el DNA DESIGN PoLICY PROVISION ASSURANCE PLATFORM
CISCO CENTER
Network Hierarchy MNetwork Settings Image Repository Network Profiles Auth Template
:_Q Aata NP - ; Tacke .
Select the pdate Devices | = Show Tasks | gelect the device role and ...and then
 &®Global hierarchical level... optima| image or image designate it golden.
N . . combination for a device family...
A & Acme Uniuersity/ [ Filter = Refresh / /
v & Atlanta .
/ Family Image Name ./ Using Version Golden Device Role
— Image Image
[ LWR1
0 LWR2 Cisco Nexus 5548UP Switch ~  n5000-uk9-kickstart.7.2.0.. 2 7-20N1(1) &
~ [FELWR4
ELWRS Cisco Nexus 7000 4-Slot .. ~  n7000-s2-dk9.7.3.0.D1.1... 5 7.3(0)D1(1) &

~ & Bedfont Lakes
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In Cisco DNA Center...

...For Image Upgrades, Ensure That Cisco DNA Center is Managing

Devices

To accept upgrades, devices need to be in a managed state.

To determine a device’s management state:

e On the Inventory tab, refer to the Sync Status column.

W Filter

D Device Name

I:‘ nfvis

nul

[0 Pop-wiLCs520-1

Device Inventory

Inventory (9) Unclaimed Devices (2)

Device
Type

NFVIS

Wireless
Controller

IP Address

10.254.10.106

172.23.111.11

Serial

Sit:
e Number

...by Store#0612 FCH2036V22N

...Carolina/WSDC FCH2008VOTK

Uptime

days

59 days,
17:29:47.00

os
Version

3.6.2-FC3

nul

8.5.103.0

LAN Automation LAN Auto Status

Sync Status column

Network Telemetry = Upgra Status -:__;‘- Refresh
0S Image Syne ( Last Provision
g Status Provision Status

Enterprise NF...

Tag Golden

Not Available

Cisco Control...

Qutdated

Not
Managed
o Provisioned
Not

Provisioned

Unassociated

Dec 05 2017 Success

Managed
18:11:53

e For a device with an Outdated status, click Outdated, and then, in the Image Upgrade
Readiness Check panel, review the Device Managed Status readiness check result.

CAT3K_CAA[03.06.05E]

Image Upgrade Readiness Check

cat3k_caa-universalk9ldpe. 16.06.04 SPA_bin

T) Export  «_ Recheck

Check Type Description Status @ Last Checked (UTC)
_— L . )
NTP Clock check No diff in time between Device and DNAC @ 11-Dec-2018 01:03:00
cluster!
Device Managed Status Device Managed Successfully. &) 11-Dec-2018 01:02:58

e For all devices with Outdated status, download the Upgrade Readiness Export .CSV
file, and then review the Device Managed Status readiness check results.
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What Are the Steps That | Take To...

...Navigate to the Image Repository?

To navigate to the Image Repository, on the Cisco DNA Center home page:

e On the application toolbar, click Design...

~__— Click Design...

ahali pNA DESIGN POLICY PROVISION ASSURANCE PLATFORM
CISCO CENTER

Welcome

...and then, in Design, click Image Repository.

...and then click

bl DNA DESIGN POLICY PROVISION ASSUR Image Repository.
CISCO CENTER

MNetwork Hierarchy Network Settings Image Repository Network Profiles Auth Tern

=Q e Import M Update Devices = Show Tasks

v & Global
~ & Canada Y Filter «_ Refresh

e Under Network Snapshot, in Images, click any link, each of which appears in blue-color
code.

Network Snapshot

Sites Network Devices

As of Nov 15, 2018 9:33 AM As of November 15, 2018 9:33 AM

Unclaimed : 0

DNS Servers : 1 Unarov
NTP Servers ¢ 1 4 »OUeenel Click any link, all of which

Unreachab)

appear in blue color code.

Add Sites
Network Profiles Images /
As of Nov 15, 2018 9:33 AM As of Nov 15, 2018 9:33 AM
Untagged Images : 175
Unverified Images : 0
Manage Profiles Import Images/SMUs
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e Under Design, click Designate golden images for device families.

;\T Design

Model your entire network, from sites and buildings to devices and links, both physical and
virtual, across campus, branch, WAN and cloud.

+ Add site locations on the network

« Designate golden images for device families |

« Create wireless profiles of SSIDs

The system navigates to the Design | Image Repository page.

Note: To review the page layout and contents, refer to the What Will |
See in the Image Repository? topic.
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...Review Image or Add-On Attributes, such as File Sizes?

Each image and add-on name in the Image Repository provides a link to detailed attributes.

To open attributes details for an image or add-on:

Click the image name link.

a Import ‘ M Update Devices

Show Tasks

© Take a Tour

Y Filter ‘ 2 Refresh Last updated: 11:32 am
Family Image Name Using Version Golden Device Role
Image Image
. - X isr4400-universalk9.16.0... 16.9.1
Cisco 4451 Series Integrat... @ Verified 4 &
15.4(20170614:0949
Cisco Catalyst 6807-XL 5... catbks2-eft2.bin 1 37) &
~_— Image name link
AR A—adh isekd-. . 15.5(1)5Y2 (Latest A
Cisco Catalyst 6880-X Swi... v Lmooooo 2dventerprisek 2 S5(1)SY2 (Latest) & AL

\« Vered

A panel opens and presents the attributes that are available.

Image Repository

e Import ‘ i Update Devices ‘

Network Profiles

Auth Template

Show Tasks | © Take a Tour

Image Details,,....
Cisco Catalyst 6880-X Switch

Verification

7 Verified

baB4c571240

V Filter % Refresh Last updated: 11:32 am
y - Using S
Family « Tmage Name = Version
: Image
c6880x-adventerprisek3-mz.SPA.155-1.5Y2.bin
Cisen 4451 Series Inteqrat isr4400-universalkd.16.09. 4 16.9.1
isco 4451 Senes Integrat... v @ Verified Imported from CCO
15.5(1)sy2
Cisco ASR 1001-X Router ;;E;rwm;:-unwersa\kg 16.... 7 16.9.15
(J Verified 143 MB (149,800,788 bytes)
) ) J— ZalSE 3.10.02E (Latest) 58866be8bef1e941740003e699a211ee
Cisco Catalyst 4506-E Swit... ~ ©) Ver 0
v ccd745e6185841fa373024dcb7a586d491c70bb73c3calb322d4aaabdd0d6fcd 9l
d993ff16767dc692ebfee58abb145e46dda05239%9aa8ch7d4b
15.4(20170614:094
Cisco Catalyst 6807-X v catbks2-eft2. bin 1 37) 18/Sep/2018
DRAM 2048 MB Flash 2048 MB
= —
Cis:

c6880x-adventerprisek9-mz.SPA.155-1.8Y2.bin
Imported from CCO

15.5(1)SY2

143 MB (149,800,788 bytes)

58866be8bef1e941740003e69%a211ee

ccd745e6185841fa373024dcb7a586d491¢c70bb73¢c3calb322d4aaabdd0d6fc491d0ba84c571240
d993ff16767dc692ebfee58abb145e46dda0523%aa8cb7d4b

18/Sep/2018

DRAM 2048 MB Flash 2048 MB
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...Import Device Software Images or Add-Ons?

Cisco DNA Center imports images to the Image Repository automatically when a system user
designates images or add-ons that Cisco DNA Center is managing as golden based on image

type, as follows:
By importing images from Cisco.com, when an administrator configures Cisco.com

credentials in Cisco DNA Center.
By importing images from devices when a system user configures the device credentials

[
Important Note: The system can import images from devices only when

they are in bundle mode.
It cannot import images automatically from WLC devices.

When you need to import an image manually, you can follow this process to download it to the

Image Repository.
et I Note: You take the same steps to import virtual images.
For more information importing images, refer to the What Will | See in the

I Image Repository? topic.

To import a software image or add-on:
1. On the toolbar, click Import.

MNetwork Settings Image Repository Metwork Profiles Auth Template

= Show Tasks © Take a Tour

e Import i Update Devices =

The Import Image/Add-On dialog box opens.
Import Image/Add-0n

Select a file from computer

Choose File No file chosen

OR

Enter Image URL(http or ftp)*

Source

0 Cisco O Third Party
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2. In the Import Image/Add-On dialog box:

e To import afile that is stored on your local machine’s drive, under Select a file from
computer, click Choose File, and then browse to and select the file.

e To import a file that is on a Web or ftp site, under Enter Image URL, type the Web
address.

e To import an NFVIS-compatible virtual image file from a third-party vendor, indicate
the file location by browsing to the file location or typing the IP address, and then:

a. Under Source, select Third Party. The section expands to display required
import information fields.

Source

() Ciseco = Third Party

Application Type” v
Family* @

Vendor® O

b. To select the application that is running the image that you need, in the
Application Type drop-down list, select the application type.

c. To identify the image family, such as Windows or Linux, in the Family field, type
the family name.
d. To identify the company that produces the software image, in the Vendor field,
type the company name.
Note: The system does not validate the family name or vendor
— name that you type.

—

3. Click Import.

The dialog box closes, and the system starts the task to import the image.
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Image Repository Network Profiles

e Import ‘ 1 Update Devices = Show Tasks

Auth Template

© Take a Tour

The Recent Tasks panel opens and lists the ongoing task.

Recent Tasks (Last 50)

isr4300-universalk9.16.06.02.SPA.bin

Start Time

Dec 07 2017 12:57:23

Duration @ Oh: 2m:51s Type @ IMPORT
AIR-CT5520-K9-8-5-105-0.aes

Start Time © Dec 04 2017 14:43:51
Duration  © Oh: Om: 525 Type @ IMPORT

X

isr4400-universalk9.03.16.04b.5.155-3.54b-ext.SPA.bin

Start Time @ Dec 14 2017 14:07:08
Duration . Oh: Om: 27s Type . IMPORT P Address
AIR-CT2500-K9-B-0-152-0.aes
Start Time : Dec 14 2017 14:03:28
Duration | Oh: Om: 24s Type © IMPORT

10.32.255.3

See why 7

Tip: If an import fails, you can click See why? to open a tooltip that
describes the problem and suggests ways to correct it.

4. To monitor the progress and results of the import task, on the toolbar, click Show Tasks.

When the import is complete, the panel indicates success with a green indicator or failure
with a red indicator.

A AN asisec =0 07 16 04k © 1EE 3 T Al

wt SR i

Unable to add isr4400-universalk9.03.16.04b.5.155-3.54b-
ext.SPA.bin to repository : (I/O Error) Certificate may not be
installed on the device 10.32.255.2. Please refer the following URL

for info on Installing certificates -

http://www.cisco.com/c/en/us/td/docs/ios-
xmlfios/sec_conn_pkifconfiguration/15-mt/sec-pki-15-mt-
book/sec-pki-overview.html. Also please check for NVRAM size on
the device. Or the device is not configured with required
ciphersuites. Refer user guide for supported ciphersuites.

See why 7

See why 7

5. Onthe Recent Tasks panel, click close.

Recent Tasks (Last 50) “
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Beside the applicable device family, the repository lists the image or add-on that you imported.

e Import Image/SMU T Upgrade Devices = Show Tasks @ Take a tour Virtual
Filter 's-_ Refresh CCO credentials are not set. Please click here to update
Usin Golden
Family Image Name g Version Device Role @ Action
Image Image
. - . . . P - 15.5(3)S4b )
Cisco 4431 Integrated Services Ro... isrdd400-universalk9.03.16.04b.5.... 1 SMU (0) &
X . X . . R - 15.5(3)S4b )
Cisco 4451 Series Integrated Servi... isrdd 00=-universalk®.03.16.04b.5.... 1 SN (0] s

After importing an image or add-on:

e To prepare for Plug and Play device provisioning, associate the image to a device family.

e To prepare for auditing compliance of existing devices and managing software upgrades,
standardize the image and designate it as golden.
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...Associate Images to Device Series or Families to Support PnP Provisioning?

Cisco DNA Center provides the Plug and Play provisioning process, which supports automatically
and remotely onboarding and provisioning new network devices. Inherently, these new devices
are not yet captured in the Cisco DNA Center inventory. If this is the first time that you are
provisioning devices in a device family by using Plug and Play, you need to assign the image that
you imported to that family.

You can use the Imported Images category to assign images to their device families or the
specific device models in those families in preparation for Plug and Play device onboarding and
provisioning of new devices. Then, after onboarding, the system will indicate audit results based
on the image that the device is running and the golden image that has been designated for its
related family.

If you also designate the assigned image as golden before onboarding, the device can obtain the
golden image during the onboarding process based on the Plug and Play configuration and begin
running it when it boots.

e Import M Update Devices = Show Tasks o Take a Tour
) —~ . Imported Images
[ Filter =+ Refresh category
Family /I@ame Using Version Baldan Device Role Action
Image Image
4
Imported Images(7) 0 g
e AR TS Er s o _;E;_r'l"J'Jlx universalkg. 16.... ; 16.9.1s §| ALL | =
4 Verified —
2(1)B1(1)
Cisco Nexus 7700 6-Slot Sw... w n7700-52-kickstart.7.3.1.... 2 7-31)P1L)
When you import images, they are added to the Imported Images category automatically. When
images apply to device families that are present in the list, the repository also includes them with
their applicable device families.
Family Image Name Using Version Golden Device Action
Image Image Role
Imported Images(7) o ~
Assic asr1000rp1-adventerpri... 0 3.16.7 =
ssian ) Verified =
Assic asr1000=universalk9.16.. 0 18.6.1 =
sean 1) Verified H
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To associate images to device families or series:
1. Expand the Imported Images row.

The category opens and lists every image that system users have imported or that have
been imported in the automated tag golden process.

Usin . Golden Device .
Family Image Name 9 Version Action
Image Image Role
Expanded Imported
. Images categor
Imported Images(7) ﬂ ~ ./ 9 gory
asr1000rp1-adventerpri... 3.16.7 =
Assign ] |
9 4] Verified =
asr1000-universalk9.16.. 16.6.1
Assign 0 ._"
“ 4] Verified =

2. Beside the applicable image, click Assign.
The Assign Device Family panel opens and overlays the page.

Under Device Series, when Cisco DNA Center is online with Cisco.com, a list can
populate automatically with the applicable models in the device family by referring to
image metadata.

Network Settings Image Repository Network Pro

Assign Device Family

9 Import @ Update Devices Assign asr1000rp1-adventerprisek9.03.16.07.5.155-3.57-ext.bin to one or more

supporting device series from the list below

Y Filter {_ _',' Refresh MNote: Device Series filtered using Cisco.com(CCO) meta-data.
=Q, Find
Family Image Nz
Device Series
Imported Images(7) i ] ~
I:‘ Cisco ASR 1000 Series Route Processor (RP1)
. asr1000ry
Assign ) Verifie
'] Verifie J Cisco ASR 1002 Fixed Router
asr1000 . )
Assign @ Verifie Show 10 s entries Showing 1 - 2 of 2

When not on online with Cisco.com, Assign Device Family :
Cisco DNA Center cannot access image Assign sr&400-universalk.16.09.015.SPA.bin to one or more supporting device seres rom he st below
metadata, so it cannot reconcile the Nige: & For ths imsge, unable to get the st of recommended Device Seris from Cisco.com(CCO). Plesse select
image with its applicable device family or e }
series. Select device ype 1o laad device series o oble

=Q Fir
Or, in some cases, users can change the Device Serios
image name from its default.

In those cases, the list appears blank.

| Gancel |
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3. Under Device Series, determine whether the panel lists device models in the family of
devices that apply to the image.

® When device models are available, go to step 4.

e When nothing appears in the list, in the Device Type drop-down list, select the
category of the device or devices to which you need to assign the image, which
populates the list automatically, and then go step 4.

W

=5
=

NFVIS
Routers
Switches and Hubs

Wireless Controller

4. In the list, to assign the image:

e To the device family, beside every device model included in the list, select the check
box, and then click Assign.

e To a specific device model or models, beside each model that you want to include,
select the check box, and then click Assign.

Network Settings Image Repository Network Pro

Assign Device Family

e igte vices
9 Import @ Update Devices Assign asr1000rp1-adventerprisek9.03.16.07.5.155-3.57-ext.bin to one or more

supporting device series from the list below
\_ Filter ¢._ ~ Refresh Mote: Device Series filtered using Cisco.com(CCO) meta-data.

=Q, Find
Family Image Nz

Device Series

Imported Images(7) 0 ~
Cisco ASR 1000 Series Route Processor (RP1)
. asr1000rg
Assign r Jerifiel
4l Verifie D Cisco ASR 1002 Fixed Router
asr1000 . .
Assign ) Verifie Show 10 w entries Showing 1 - 2 of 2

show 10 v entries

The panel closes, and a system message opens at the bottom of the page, indicating the
action.

sSuccess
Device fam |'3-' aasigned successiul Y
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The image now appears in the list in the Image Repository and is available for
standardizing and designating as golden.

e Import ‘ i Update Devices = Show Tasks © Take a Tour Physical Virtual
\_JI Filter | :z/ Refresh Last updated: 1:39 pm
16.6.4 (Late &

cat3k_caa-universalkdl...

- o =
Cisco Catalyst 3650-24PD... @ Verified 1] st) ALL 'Ef
15.2.4-EAS
Cisco IE-4000-4TC4G-E |... ~r je4000-universalkd-maz.... 2 [Suggested) w &
sr1000rp 1 -advent 3.16.7 =
Cisco ASR 1000 Series Ro... e atinl il 0 " 2 i
) Verified \rfef O
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Golden?

...Standardize Software Images or Add-Ons and Tag

You can standardize base software images and add-ons to help ensure that devices have the
features, security, and updates that you expect.

In the standardization process, you designate a combination of characteristics as golden,
including the software image.

When they are available, Cisco DNA Center associates an add-on to the base image that it
updates automatically. When you standardize an add-on by designating it golden, you first must
designate its associated base image as golden.

Important Note: This action makes the image or image combination available for
device upgrades.

After standardizing a base software image and designating it golden, the steps that you take to
designate an applicable image add-on as golden are the same as those for a base image.

Important Note: Only one add-on can be designated as golden for a base
image.

When you standardize an image and its optimal add-on, the system provisions
both the image and add-on when upgrading devices.

When a device is running the base golden image but is not running the
associated golden add-on, the system upgrades the add-on only.

dlraln pNA

CISCO CENTER DESIGN

POLICY PROVISION ASSURANCE

Network Hierarchy Network Settings Image Repository Network Profiles Auth Template

zq

e Import Image/SMU T Upgrade Devices = Show Tasks
~ Global
“ Filter I Refresh
~ Canada ’ -
~ Mexico
Family Image Name
~ MNetherlands
~ USA i
Cisco 4431 Integrated Services Ro... isrd400-universalk9.03.16.04b.5....

Cisco Best Practice: Although you can take many of the steps in this task on
the Image Repository page, we recommend that you standardize images by
using this area of the application because it provides access to define standards
at specific location levels.

For more information, refer to The Alternate Image Repository Page for
Reviewing topic.
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To standardize a device image or add-on:

1. Follow the steps to navigate to the Image Repository.

2. Determine whether the image is available in the Image Repository.

e If the image is in the repository, indicated by an enabled Delete an image |77
button, go to step 3. —

e If the image is not in the repository, indicated by a disabled Delete an image |:|
button, and can be imported in the tag golden process, go to step 3.

e If you are working with a WLC image or an image with the Install Mode image name
and it is not in the repository, import the image manually, and then go to step 3.

3. To select the hierarchical level for which you need to standardize image characteristics,
in the Design | Image Repository tab, in the network hierarchy list, select the level.

Important Note: Dependent levels in the hierarchy inherit the attributes
that you apply at a parent location level when the inheritance relationship
has not been broken.

When you select a hierarchical level with inheritance intact, a system
message opens, alerting you to the relationship.

Inherited Settings

Settings displayed with the above icon have been inherited
from a parent site. To view the parent site information, click
the inherited icon next to the setting.

Changing inherited settings will only affect this site and all its
children, but not the parent settings. Once changed, the
settings cannot be inherited back from its parent.

I:‘ Don't show again

For more information, refer to the Inheritance Applies Standardized
Images to Devices on Dependent Levels topic.

MNetwaork Hierarchy Network Settings Image Repository Network Profiles Auth Template
=Q e Import Image/SMU T Upgrade Devices = Show Tasks
« Global
« Mexico W Filter = Refresh

~ MX - Building 1

Family Image Name
Floor 1
~ San Francisco
Cisco 4331 Integrated Services R. isr4300-universalk9.16.06.02.5P...
~ Sausalito
~ USA
Cisco 5520 Series Wireless Contro... AIR-CT5520-K9-8-5-105-0.aes
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4. To define the device’s role in the network topology at the location level that you selected
in step 1, which provides further differentiation among devices in the same family:

® When the role applies to all of the devices in the device family, in the device family

row, in the Device Role field, click the pencil icon = ", and then go to step 4a.

e When the role applies to a specific base image and add-on combination running on
specific devices in the device family, expand the device’s Family row, beside the

applicable combination, in the Device Role field, click the pencil icon * |, and then
go to step 4a.
e Import ] Update Devices = Show Tasks 0 Take a Tour
Filter *_ Refresh
A dgwce famll,y with Family Image Name Lring Version Golden Device Role
a single base image Image Image
\. Cisco Aironet 18005 Activ... Cisco Wireless Sensor (8... 1 i o~

16.6.4 (Suggested) Al

Cisco ASR 1001-X Router ~ asrh
] |

Device famllles. with more / asr1001 x=universalkd_no.. 1 ...so that you can
than one base image

. select device roles
provide an expand arrow...

for specific images.
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The Add Device Roles pop-up window opens.

Golden
Image

Device Role @ Action

../}

ALL

Add Device Roles

DISTRIEUTION EORDER ROUTER

UNKNOWRN ACCESS

CORE

a. To indicate the device’s function in the network topology, in the Add Device Roles

pop-up

window, select the function.

Important Note: During device discovery, the system automatically
assigns a network role to the device, which indicates the device’s
function, and indicates it in the topology.

To best align the device’s network role with its device role, review the
network topology to determine the role of the device or devices that
belong to the device family, and indicate that role as the device role
in the image repository.

Cisco ASR 1002-X Router

e "‘:‘\

) AMS-ASR1K-INET

P 10.11.255.2
7
a ) 15.5(3)s2
S R
.@:.’. s .;:.;. 5 fe Routers

1 ‘ 1 I BORDER ROUTER v

b. Close the pop-up window.

The role that you assigned appears beside the pencil icon.

Device Role @

&AL
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5. To designate the optimal base software image that should run on devices at the location
and with the role that you selected, in the applicable row, in the Golden Image field, click
the star-shaped Mark Golden icon.

When the image is not already in the repository and can be imported automatically from a
device or from Cisco.com, the system initiates downloading the image to the repository.

Filter ) Refresh CCO credentials are not set.
. Usin . Golden .
Family Image Name d Version Device Role )
Image Image
) S . o ) e e - 16.6.2 (a
Cisco 4331 Integrated Services R.. isr4300-universalk9.16.06.02.5P... 1 SMU (0) e
<l Ly

B Important Note: Depending on the image size and connectivity, the
image download process can take time to complete. The icon turns
yellow when the download has completed.

When a download is in progress, the system displays a download indicator beside the
Device Role icon.

Everest-16.6.5 = _"J .
(=uggested, Latest) [_ FlL

BAcdd On (1)

Download
"] progress indicator

When the download is complete, the start icon displays yellow color-coding to indicate
that download and tagging are complete.

6. When applicable, to designate an image add-on as optimal:

a. Under Version, below the version number, click the Add On (#) link.

cat9k_iosxe.16.06.04.5P.. 16.6.4

7 Verified Add On (1)
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The Add On List panel opens and lists all of the add-ons that are available in the
system for the software image.

Add On List (1)

[c’:"l".. .
Cisco Catalyst 9407R Switch

cat9k_iosxe. 16.06.04 5PA bin

SMU (1) Sub-package (0)

cat9k_iosxe.16.06.04.CSCvk02589.SPA.smu.bin i

Cisco 105-XE Patch 'Jackage
CSCvk02589

Yes

bulk-patch

Not Available

0

7 Verified

Mo roles available

Please tag at least one role for the corresponding image.

b. Inthe panel, beside the optimal add-on name, click the golden image indicator, and
then close the panel.

Close button ‘
Add On List (1) —fe < |

[é:"l"_. -
Cisco Catalyst 9407R Switch

Image Name ;

cat9k_iosxe.16.06.04.5PA. bin

Golden image SMU (1) Sub-package (0)

indicator \

\. Fat9k_iosxe.16.06.04.CSCvk02589.5PA. smu.bin Tl

This action prompts the system to audit devices for the base image and add-on
combination and apply them during image upgrades.

7. To standardize another image, return to step 1, and when you have standardized all of
the images that you need, you have completed the standardization process.

To evaluate state of device images based on the standards that you defined, you can evaluate
the automated image audit results.

Managing Device Software ImagesCisco DNA Center 1.2.8 Training
45




r
CISCO

Core Software Group

To evaluate automated audit results:

What Are the Steps That | Take To...
...Evaluate Automated Audit Results?

...Evaluate Automated Audit Results?

1. To navigate to the results:
e In Design, on the Image Repository tab, on the toolbar, click Update Devices.
DESIGN POLICY PROVISION ASSURANCE PLATFORM ! |
To review automated
audit results, click
Network Settings Image Repository Network Profiles Auth Update Devices.
9 Import il Update Devices = Show Tasks O Take a Tour
e On any page in Cisco DNA Center, click Provision.
I::IIISI(':IK."J‘ EH& DESIGN POLICY PROVISION ASSURANCE PLATFORM
Welcome, admin
The system navigates to Provision, and the Devices tab, Device Inventory |
Inventory subtab is active by default.
Minim
treeo 2{!& DESIGN PoLICY PROVISION ASSURANCE
Devices Fabric
Device Inventory
Inventory (3) Unclaimed Devices (2)
Network Telemetry = Upgrade Status 27 Refresh
W Filter
R Device . Serial R os Sync Last Provision
O Device Name Type [P Address Site Number Uptime Version 0SImage Status Provision Status
[0 nfvis NFVIS 10.254.10.106 by Store#0612 FCH2036V22N 3.6.2-FC3 f:"ez’ﬁz:‘F Managed L‘fﬂ‘wsmgd
null days null Nat Available Unassociated :fntviswnned
[0 enp-wiLCsS20-1 g;:':l’;r 172.23.111.11 _Carolina/VSDC  FCH2008VOTK ?3 3:\;:.7 0 8.5.103.0 c‘sgitgz{‘::" - Managed ?:i?ijcw Success
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2. On the Device Inventory page, on the Inventory tab, in the OS Image column, below

the image name, review the image audit results.

-_—

Note: Because the system does not manage access point images, it
cannot import them into the repository. For this reason, under OS Image,

access point devices indicate that an image is Not Available.

Inventory (31)

Y Filter

O Device Name
[l APs0e0.1d52.ce08
[0 Egypt-a_1

I:l Egypt-A_2

[1  Egypt-B3850-1
[l Egypt-B3ss0-2

Device Inventory

Unclaimed Devices (1)

Device
Type

Unified AP

Switches and
Hubs

Switches and
Hubs

Switches and
Hubs

Switches and
Hubs

IP Address

10.254.12.101

10.203.250.97

10.203.250.98

10.203.255.11

10.203.255.12

Site

..ing 4/Floor 1

..Egypt/Egypt-1

..Egypt/Egypt-1

Egypt/Egypt-1

Egypt/Egypt-1

Serial
Number

FCW1924N2RD

FDO2008Q0JY

FDOZ008E1AN

FCW2005D0AR

FCW2005F0AX

Uptime

47days
23:29:44.810

18:14:01.40

7:11:34.22

8 days,
19:24:02.93

8 days,
19:23:57.41

0s
Version

8.5.103.0

16.6.2

16.6.2

16.6.2

16.6.2

Netwgfk Telemetry

0S Image

Not Available

CAT3K_CAA[16....

Outdated

CAT3K_CAA[16
Outdated

packages.conf

packages.conf

Sync
Status

Managed

Managed

Managed

Managed

Managed

]

0S Image

Mot Available

CAT3K_CAM[16....

QOutdated

CAT3K_CAA[16....

Outdated

packages.conf

packages.conf
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Audit results include:

Tag Golden

Indicates that a standardized image has not been defined for the device.

A device cannot receive an upgrade in this state.
Outdated

catbks2-eft2....

Indicates that there is a standardized image available for the device and that the device is
not running the standardized image and provides a link to review upgrade readiness

results.

» RedlIcon
Indicates that the device is failing one or more of the
automated device readiness tests.

In this case, you must correct issues causing all of the
failing test statuses before you can continue.

» Green lcon

catd500es8-un...

(*) Outdated

Indicates that the device is passing the automated readiness checks.

The device can receive an image upgrade in this state.

Compliance (without indicator)
Indicates that the device is using the applicable standardized
image.

The device does not need an image upgrade in this state.

asr1007 x=univ...

Dutdated

cat3k_caa=uni...
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...Address Audit Results?

For Devices with Tag Golden Statuses, Standardize an Image

To address devices with Tag Golden audit statuses:

e Perform the steps to standardize an image for the device family, and then evaluate the
audit results.

For Individual Devices with Outdated Statuses, Review Upgrade Readiness

Important Note: Follow the steps in this topic to review readiness results for a
single device.

Clicking Upgrade Readiness on the toolbar provides the readiness results for all of
the devices with Outdated statuses, even when you select a single device in the list.

To review device level

To review the readiness of individual devices with Outdated audit statuses: i
results, click Outdated.

1. In the device row, below the image name, click the Outdated link.

N Device N N . )
|:| Device Name Family IP Address Site Serial Number Uptime 0S Version 0S Image 0
O TO-3850-ACC-1.corp.local Switches and 10.31.255.100 da/TO/Level21 FOC2136X110 94 days, 16.6.2 packages.conf

Hubs 18:15:44.65
] TO-ASR1001X: Rout 10.31.255.1 bal/C TO FXS213005N6 SR 16.6 SSr100Tx U
SR100 1.corp.loca g 255, _bal/Canada/ - e ) 6.1
’ SIE-oce outers - alansas . 18:39:42.85 Outdated

The Image Upgrade Readiness Check panel opens and overlays the page, listing the readiness

results for the device.

Image Upgrade Readiness Check

asr1001x-universalk9.16.06.02.5PA.bin
asr1001x-universalkd. 16.06.04.SPA bin T Export < Recheck

Check Type Description Status @ Last Checked (UTC)

No diff in time between Device and DNAC

NTP Clock check @ 11-Dec-2018 01:02:45
cluster!
Device Managed Status Device Managed Successfully. @ 11-Dec-2018 01:02:36

HTTPS is NOT reachable / SCP is reachable
Expected : DNAC certificate has to be
File Transfer Check installed successfully and Device should be 11-Dec-2018 01:02:32
able to reach DNAC via HTTPS
Action : Reinstall DNAC certificate

Flash check Flash check: SUCCESS & 11-Dec-2018 01:02:13

Config register check Config-register verified successfully @ 11-Dec-2018 01:02:10

Crypto RSA check Crypto RSA Key configured on the device @ 11-Dec-2018 01:02:00

Crypto TLS check TLS 1.2 Configured on device @ 11-Dec-2018 01:01:39

IP Domain name check Domain name is configured with corp.local @ 11-Dec-2018 01:01:36

Startup config check Startup configuration exist for this device @ 11-Dec-2018 01:01:33
Show 10 ~w entries Showing 1 -90of 9
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2. Based on the results:

e If the results are successful, you can upgrade the device image.

e If the results include failures or warnings:

a. Take the actions that will allow the device upgrade to proceed.

Tip: You can export a .CSV file that lists the readiness results.
v You can use the file as a checklist to take the actions that you
need.

To download the results in a .CSV file, in the Image Upgrade
Readiness Check panel:

e Click Export.

To download the
results, click Export.

Image Upgrade Readiness Check

CAT3K_CAA[03.06.05E]

cat3k_caa-universalkSldpe.16.06.04.5PA bin

T Export | < Recheck
Check Type Description Status @ Last Checked (UTC)
s T e et evice a b N
NTP Clock check o diff in time between Device and DNAC @ 14-Nov-2018 01:03:27

cluster!

b. When any corrections that you make affect devices or their configurations, in the
Inventory tool, resynchronize those devices with Cisco DNA Center, which helps
ensure that the system has current data.

e Note: For instructions on resynchronizing devices, refer to the
— Cisco Digital Network Architecture User Guide.

c. When these actions are complete, in Provision, in the device row, click the
Outdated link.

d. Inthe Image Upgrade Readiness Check panel, click Recheck, and then review
the current results.

When the results are successful or allow you to continue, you can upgrade the
device image.

When you determine that devices require an upgrade, perform the upgrade task.
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For All of the Devices with Outdated Statuses, Review Upgrade Readiness

You can review the upgrade readiness results for all of the devices in the inventory that indicate
Outdated statuses in a .CSV file. This information can be helpful for preparing devices ahead of
time to help ensure that upgrades are successful.

M Device IP Device Name  DeviceType Targetlmage  TargetVersion Image Type Reboot Check Type Description PreCheck Status LastChecked

4 10.0.255.42 ASR1K-CORE1 Routers asrl000rp2-ipbac 3.02.01S SYSTEM_SW Yes Startup config check Startup config check: SUCCESS : Startup configuration exist for this device SUCCESS 12/11/2018 1:01]
=0 10.0.255.42 ASR1K-CORE1  Routers asr1000rp bas 3.02.018 SYSTEM_SW Yes Device Managed Status Device Managed Successfully. : Device Managed Successfully. SUCCESS 12/11/2018 1:02|
el 10.0.255.42 ASRIK-CORE1  Routers asr1000rp2-ipbas 3.02.01S SYSTEM_SW Yes Config register check  Config register check: SUCCESS : Config-register verified successfully SUCCESS 12/11/2018 1:02
Jl 10.0.255.42 ASRI1K-CORE1 Routers asr1000rp. bas 3.02.015 SYSTEM_SW Yes File Transfer Check File Transfer Check: WARNING : HTTPS is NOT reachable / SCP is reachable 'WARNING 12/11/2018 1:02
Jll 10.0.255.42 ASRIK-COREL  Routers asrl000rp2-ipbas 3.02.015 SYSTEM_SW Yes Crypto RSA check Crypto RSA check: FAILED : Crypto RSA Key not configured on the device FAILED 12/11/2018 1:02|
S 10.0.255.42 ASR1K-CORE1 Routers asr1000rp bas3.02.01S SYSTEM_SW Yes Flash check Flash check: WARNING : Image Size is larger than free space WARNING 12/11/2018 1:02|
R:3 10.0.255.42 ASR1K-CORE1 Routers asr1000rp2-ipbas3.02.018 SYSTEM_SW Yes IP Domain name check  IP Domain name check: WARNING : Domain name is not configured for this de WARNING 12/11/2018 1:01]
el 10.0.255.42 ASR1K-CORE1 Routers bat 3.02.01S SYSTEM_SW Yes NTP Clock check NTP Clock check: SUCCESS : No diff in time between Device and DNAC cluster! SUCCESS 12/11/2018 1:02
alt] 10.0.255.42 ASRIK-CORE1  Routers bas3.02.015 SYSTEM_SW Yes Crypto TLS check Crypto TLS check: WARNING : Not enough data to check TLS1.2 support on this WARNING 12/11/2018 1:01
NAN 10.30.255.1 LAL-ASR1001X-1 Routers asrl00lx-univers 16.6.4 SYSTEM_SW Yes Crypto RSA check Crypto RSA check: SUCCESS : Crypto RSA Key configured on the device SUCCESS 12/11/2018 1:01]
fP4 10.30.255.1 LAL-ASR1001%-1 Routers asrl001x-univer: 16.6.4 SYSTEM_SW Yes Crypto TLS check Crypto TLS check: SUCCESS : TLS 1.2 Configured on device SUCCESS 12/11/2018 1:01]
REN 10.30.255.1 LA1-ASR1001X-1 Routers asr1001x-univers16.6.4 SYSTEM_SW Yes Startup config check Startup config check: SUCCESS : Startup configuration exist for this device SUCCESS 12/11/2018 1:01]
ALY 10.30.255.1 LA1-ASR1001X%-1 Routers asr1001x-univer: 16.6.4 SYSTEM_SW Yes Config register check  Config register check: SUCCESS : Config-register verified successfully SUCCESS 12/11/2018 1:02
jEY 10.30.255.1 LA1-ASR1001X%-1 Routers asrl001x-univer: 16.6.4 SYSTEM_SW Yes Device Managed Status Device Managed Successfully. : Device Managed Successfully. SUCCESS 12/11/2018 1:02
a3 10.30.255.1 LAL-ASR1001X-1 Routers asrl00lx-univers 16.6.4 SYSTEM_SW Yes IP Domain name check IP Domain name check: SUCCESS : Domain name is configured with corp.local SUCCESS 12/11/2018 1:01]
AIA 10.30.255.1 LAL-ASR1001%-1 Routers asrl001x-univer: 16.6.4 SYSTEM_SW Yes Flash check Flash check: SUCCESS : SUCCESS 12/11/2018 1:02|
al: 10.30.255.1 LA1-ASR1001X-1 Routers asr1001x-univers16.6.4 SYSTEM_SW Yes File Transfer Check File Transfer Check: WARNING : HTTPS is NOT reachable / SCP is reachable 'WARNING 12/11/2018 1:02|
BE) 10.30.255.1 LA1-ASR1001X-1 Routers asr1001x-univers 16.6.4 SYSTEM_SW Yes NTP Clock check NTP Clock check: SUCCESS : No diff in time between Device and DNAC cluster! SUCCESS 12/11/2018 1:02

The spreadsheet also indicates whether devices will reboot automatically after image activation,
which can help in determining the schedule that you want to apply to activation tasks.

Reboot
Yes

Device Name
ASR1K-CORE1L

Device IP
10.0.255.42

DeviceType
Routers

Target Image
asrl000rp2-ipbas 3.02.015

Target Version Image Type
SYSTEM_SW

To review the readiness of all of the devices with Outdated audit statuses:

e In Provision, on the Inventory tab, on the toolbar, click Upgrade Readiness, and then
browse to and save the file to the local device.

To review all Outdated results,
click Upgrade Readiness.

AN

.

[0 Upgrade Readiness

Device Inventory

Inventory (33) Unclaimed Devices

Select device(s) to assign to a Site and Provision network settings from the Network Hierarchy.

< Refresh Network Telemetry

The spreadsheet lists each readiness test result for each device on a separate row.

A <
1 Device IP Device Name  DeviceType  Targetlmage  Target Version Image Type Reboot Check Type Description PreCheck Status LastChecked
3 10.0.255.42 ASRIK-CORE1  Routers asr1000rp2-ipbas 3.02.015 SYSTEM_SW Yes Startup config check Startup config check: SUCCESS : Startup configuration exist for this device SUCCESS 12/11/2018 1:01]
N 10.0.255.42 ASRIK-COREL  Routers asrl000rp2-ipbas 3.02.015 SYSTEM_SW Yes Device Managed Status Device Managed Successfully. : Device Managed Successfully. SUCCESS 12/11/2018 1:02|
3 10.0.255.42 ASRIK-COREL Routers asrl000rp2-ipbas 3.02.015 SYSTEM_SW Yes Config register check  Config register check: SUCCESS : Config-register verified successfully SUCCESS 12/11/2018 1:02|
=N 10.0.255.42 ASR1K-COREL Routers asrl000rp2-ipbas 3.02.015 SYSTEM_SW Yes File Transfer Check File Transfer Check: WARNING : HTTPS is NOT reachable / SCP is reachable WARNING 12/11/2018 1:02
JCN 10.0.255.42 ASRIK-COREL  Routers asr1000rp2-ipbas 3.02.01S SYSTEM_SW Yes Crypto RSA check Crypto RSA check: FAILED : Crypto RSA Key not configured on the device FAILED 12/11/2018 1:02|
gl 10.0.255.42 ASRIK-CORE1 Routers asr1000rp2-ipbas 3.02.015 SYSTEM_SW Yes Flash check Flash check: WARNING : Image Size is larger than free space WARNING 12/11/2018 1:02|
KN 10.0.255.42 ASRIK-CORE1  Routers asr1000rp2-ipbas 3.02.015 SYSTEM_SW Yes IP Domain name check  IP Domain name check: WARNING : Domain name is not configured for this de WARNING 12/11/2018 1:01]
jEl 10.0.255.42 ASRIK-COREL  Routers asrl000rp2-ipbas 3.02.015 SYSTEM_SW Yes NTP Clock check NTP Clock check: SUCCESS : No diff in time between Device and DNAC cluster! SUCCESS 12/11/2018 1:02|
i) 10.0.255.42 ASRIK-COREL  Routers asrl000rp2-ipbas 3.02.015 SYSTEM_SW Yes Crypto TLS check Crypto TLS check: WARNING : Not enough data to check TLS1.2 support on this WARNING 12/11/2018 1:01]

Under Target Image and Target Version, it also indicates the standardized, golden image and
version for each device.

Device Name
ASR1K-COREL

Device IP
10.0.255.42

DeviceType
Routers

Target Image
asrl000rp2-ipbaseks.03.02.01.5.151-1.51.bin  3.02.015

Target Version

When you determine that devices require an upgrade, perform the upgrade task.
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45BFor All of the Devices with Outdated Statuses, Review Upgrade Readiness

...Upgrade Devices?

You can configure and schedule distribution and activation tasks so that they run sequentially or
occur following a schedule by using the OS Update wizard. Scheduling the tasks separately is
helpful, for example, when the enterprise wants to distribute images during business hours, and

schedule activation during a maintenance

window.

OS Update

Selected Devices: 1

Distribute Activate

2

When

QO Now

Later

Confirm

You also can configure distribution and activation tasks as separate activities, for example, when

you are distributing images in preparation
undetermined time.

for an activation that needs to occur at an

The steps that you take to configure the distribution and activation tasks are similar.

OS Update

Selected Devices: 1

Distribute

? Activate 3 Confirm

When

O MNow Later

Task Mame *

Create Distribute Task

12 / 12 / 2018

10 41 AM ~
Time Zone
Site Settings

Note: The task will run based on site time zone. Un-check to select a specific time zone
from the list below.

OS Update

Selected Devices: 1

X

Distribute Activate

o8]

Confirm

[] Schedule Activation after Distribution is completed

When
O Now

Task Name *

Later

Create Activation Task

12 [ 12 [ 2018
1 12 AM v
Time Zone

Site Settings

Note: The task will run based on site time zone. Un-check to select a specific time zone
from the list below.

Back Skip this step
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Task 1A: Select Devices and Open the OS Update Panel

—_—h Notes: When establishing device connectivity to support image distribution,
— Cisco DNA Center first uses the HTTPS protocol.

In case of failure, for routers and switches, it attempts to establish
communication by using the SCP protocol,

For WLCs, it attempts to establish communication by using the SFTP protocol.

When you are distributing or activating images on more than 25 devices, Cisco
DNA Center performs the task in batches of 25 devices in parallel.

To configure the distribution task devices:

1. Inthe list, beside the Device Name field of each non-compliant device, select the check

box.
—_\ Note: When you upgrade multiple devices, the system upgrades the
— devices in parallel. Depending on the number of devices, the system

performs the upgrade in batches until the task is complete.

Select each device This action makes the Actions drop-down list available.

check box...
7 Filter Actions Tog-Dowi ...which ma!<es thg Actions | = _
drop-down list available.
) Device . . . 0s Last
IE‘ Device Name . IP Address Site Serial Number Uptime . 0S Image @ Sync
Family Version
Status
. Unified ) 69days
AMS-AP3702-28 e 10.11.16.187 ..ds/AMS/Level3 FTX192751KS Vs 8.8.104.72 Managed
AP 08:00:13.280
‘ Switches 94 days, CAT3K_CAA[0S....
[ MS-SW3E50 test.co .11.255, _.ds/ 1 - Il ! 13.06.05 - - R
AMS-SW3650.test.com I 10.11.255.100 ds/AMS/Level3 FDO1852E264 21.58:28.96 03.06.05E Outelated Managed

2. Inthe Actions drop-down list, select Update OS Image.

Actions ~ ©

Assign Device to Site

Provision

Resync

Delete Device

Update OS Image
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The OS Update panel opens and provides a wizard to step you through the process. You
can distribute and activate images separately and can schedule each action based on
operational requirements.

Y Note: When you need to upgrade a group of devices, and some of

p— those devices have the image file because it was distributed in a

e previous task, while others do not yet have the image file, the OS
Update panel opens the Distribute task and indicates that there are
devices that require image distribution.

You need to configure the distribution task for those images, and then
you can configure the activation task for all of the devices in the same
upgrade task or in a separate activation task.

0OS Update
Selected Devices: 1
Distribute 7 Activate 3 Confirm
When
O Mow Later
Task Name
Create Distribute Task
11 / 14 | 2018
10 : 32 . AM v
Time Zone
Site Settings
Note: The task will run based on site time zone. Un-check to select a specific time
zone from the list below.
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Task 1B: Configure the Distribution Task

Task 1B: Configure the Distribution Task

To configure the distribution task:
1. To indicate when you want the task to run, below When:

Distribute Activate 3 Confirm

When

Moy

O Later

1}
r

2. To identify the task in the Notifications panel, on the Scheduled Tasks tab...

To run it immediately, click Now. Go to step 5.

N

ote: This action collapses the task naming and scheduling options, and

Cisco DNA Center applies the task name Create
[Distribution/Activation] Task automatically.

A unique task name does not apply.

To apply a schedule, accept the default selection of Later, and then go to step 2.

Notifications
button

/

PLATFORM Scheduled Tasks tab ] j

—

SCHEDULED TASKS NOTIFICATIONS

1 Number

1924N2RD

% Filter _ Refresh
~ OS UPDATE Success
Create Distribute Task
Started at November 2, 2018 5:16 PM EET
Success

~ OS5 UPDATE

Create Activation Task
Started at October 12, 2018 7:10 PM GMT
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...in the Task Name field:
o Accept the default task name

e Type a meaningful name for the task.

Distribute 29 Activate

When
O Mow Later

Task Name *

Create Distribute Task

Note: This name does not appear in the Recent Tasks panel that
opens when you click Update Status.

11}
r

Recent Tasks (Last 50) < Refresh

Image Upgrade for 10.32.200.1

AIR-CT5520-K9-8-8-100-0.3es
Duration : Oh: 12m: 385 Start Time : Oct 04 2018 17:36:01 ® Successiul

Below the task name, select the date and time that you want distribution to occur.

4. To indicate the time zone on which to base the date and time schedule and in which the
task will occur:

e To have the task occur in the device’s local time zone, which can result in the tasks
occurring on varying schedules based on device location, accept the default selection
of Site Settings.

Time Zone
Site Settings
Note: The task will run based on site time zone. Un-check to select a specific time

zone from the list below.

e To select a different time zone that will apply to the schedule for all of the devices
included in the task, clear the Site Settings check box, and then, in the drop-down list,

select the time zone.

Time Zone

—_\ Note: When you apply a specific time zone, the
— system distributes the image to, or activates the | [_] Site Settings
image on, all of the devices that you include in
the task based on the time that you indicated in America/New_York (EST)

step 3 and in the time zone that you select here.
America/New_York (EST)

America/Nipigon (EST)

America/Nome (AKST)
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To continue, click Next, and then:

e To distribute the image only, go to step 6.

What Are the Steps That | Take To...
...Upgrade Devices?
Task 1B: Configure the Distribution Task

e To configure the activation task, go to task 1C, and then go to step 7.

e To continue the process after configuring the activation task, go to step 7.

On the Activate page, click Skip This Step.

OS Update X

Selected Devices: 1

Distribute Activate 3 Confirm

[] Schedule Activation after Distribution is completed

When

O Now Later
Task Name
Create Activation Task
12 /1 / 2018
04 : 20 . PM v
Time Zone
Site Settings

Note: The task will run based on site time zone. Un-check to select a specific time zone
from the list below.

Back |Skip this step ‘ Cancel | m

To continue, on the Confirm page, review the scheduling information.

possible outcome based on the schedules of
combined distribution and activation tasks. It
is based on schedule timing only; no pre-
testing occurred to determine the possible
outcome that the message indicates.

Scheduled for Wed Nov 14 2018 11:28:33
Activation

Scheduled for Wed Nov 14 2018 11:59:18

0S Und Schedule for combined _ OS Update Schedule for X
pdate distribution and activation tasks s , activation only task
elected Devices: 1
Selected Devices: 1
Distribute Activate Confirm
Distribute Activate Confirm
Distribution J Distribution J
Scheduled for Thu Dec 12 2018 10:40:12 AM Distlribljltion for selected devices was already completed, Scheduling for
Activation
Activation Activation
Scheduled for Sat Dec 15 2018 11:10:08 PM Scheduled for Wed Nov 14 2018 11:02:18 AM
-_ Note: On the Confirm page, Cisco DNA 0S Uod
— Center can present generic courtesy pdate
messages that indicate possible task Selected Devices: 1
outcomes based on general factors.
Distribute Activate Confirm
For example, the message below indicates a o
Distribution
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8. After you review the scheduling information:

e To schedule or start the task based on your settings, click Confirm.

When you are starting tasks immediately, you can review the tasks statuses and
results.

When you are scheduling tasks to run later, you can review the pending tasks.

e To adjust the task or schedule, click Back.
The wizard returns to the Activate page.
e To cancel the task, click Cancel.

The panel closes automatically, and Cisco DNA Center discards the task
configuration.

OS Update X

Selected Devices: 1

Distribute Activate Confirm
Distribution
Distribution for selected devices was already completed, Scheduling for
Activation
Activation

Scheduled for Wed Nov 14 2018 11:02:18 AM

When you need to configure an activation task, go to task 1C.

When you have finished configuration, you can review pending, ongoing, or completed
tasks and task results.
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Task 1C: Configure the Activation Task

When you configure activation tasks, the process addresses previously distributed or
undistributed images based on the devices that you select.

When the image that you need to activate was OS Update
distributed previously to the devices that you Selected Devices: 1
select, the wizard indicates the completed

distribution task and opens the Activate step in

. . Distribute Activate Confirm
the wizard automatically. 3

When you select a group of devices in which some contain the image that you need to activate
and other do not, the process automatically attempts to distribute the image to those devices
without the image in the activation process.

To configure an activation task:

1. Determine whether the image was distributed previously in a separate task.

e If the image was distributed in a separate task, follow the steps to select the device or
devices with the images that you need to activate and open the OS Update panel,
and then go to step 2.

e |If you are configuring the distribution and activation tasks at the same time, go to step
2.

2. Inthe OS Update panel, on the Activate page:

e To run the task immediately after the image is distributed, select the Schedule
Activation after Distribution is

completed check box, and then, Run the task immediately after [
follow the steps to validate what OS Update the image is distributed...
you Configured. Selected Devices: 1

e To configure the task to run Distribute Activate / 3 Confirm

immediately or following a

SChedUIe fO”OW the Steps to ] Schedule Activation after Distribution is completed ‘ I

configure and validate the task.
...or configure following the
O same steps that you take for
distribution tasks.
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...Review Pending

, Ongoing, or Completed Tasks and Task Results

You can review information about pending or ongoing distribution, activation, or upgrade tasks.

— Note: Upgrades refer to combined distribution and activation tasks that a system
user configured at the same time in the OS Update wizard.

On task completion, you can review the results to determine whether the task was successful,
completed with issues, or failed.

This chapter addresses various actions that you can take to find the information that you need.

Review the List of Pending, or Scheduled, Tasks

To see a list of tasks that are scheduled, on the application toolbar:

1. Click Notifications.

o

— |

L —

Notifications
button

A panel opens and overlays that page. The Scheduled Tasks tab lists all of the image-
related tasks, including those tasks that have completed based on a schedule.

—

Note: The panel lists the 25 most recently run image management tasks.

— You can refresh the list to ensure that you are seeing current information.
You also can apply filters to find a specific task more efficiently.

Filter button

AN

SCHEDULED TASKS NOTIFICATIONS

W Filter

~ 0S5 UPDATE

Create Activation Tas
Started at November 2

~ 0S UPDATE

Create Distribute Tas
Started at November 2

~ 0S5 UPDATE

sk
2018 9:47 PM EET

sk

2018 5:16 PM EET

7:10 PM GMT

L]

Refresh button

/

"~ Refresh

Success

Success

Success
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2. On the Scheduled Tasks tab, click Filter, and then, in the Status drop-down list, select

Upcoming.
Y Filter
otatus
X W
Upcoming
In Progress
Success
Failed
3. Click Apply.
Y Filter
Status
Upcoming x W
Medule
x A
Task Name

The filter closes and the list updates automatically to display only those tasks with the
Upcoming status.
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Determining Success of Activation or Upgrade Tasks

To determine whether an activation task was successful, on the Inventory tab:
e In the device list, for each device of interest, review the OS Image column.

When the Outdated status no longer appears below the image name in the device's OS
Image column, the device is running the standardized image successfully.

[ Filter Actions v @ Tag Device LAN Automation
- Device . A . e
|E| Device Name Famil IP Address Site Serial Number Uptime 08 Version 0S5 Image (i ]
Switches .
R o e . . 48 days, o . .
] cl1-c3k1 and 192.168.254.17 FCW1937D032 by e 16.9.1s cat3k_caa-uni...
23:53:51.35
Hubs
Switches
P e - 44 days, . . .
|:| c1-c3k2.cisco.com and 192.168.254.18 FOC1811V364 9-13-59.14 16.9.1s cat3k_caa-uni...
Hubs T
Switches .
I:‘ c1-c3k3 and 192.168.254.19 FOC1645V0QE 48 days, 16.9.1s catdk_caa-uni
- '_ be e 23:49:28.48 - e
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Reviewing Immediately Scheduled, Ongoing, Or Completed Task Results

To review detailed information for ongoing or completed distribution, activation or
upgrade tasks:

e In Provision, on the Inventory tab, on the toolbar, click Update Status, To review task statuses,
- click Update Status.
Device Inventory
Inventory (12) Unclaimed Devices \
_ Refresh Network Telemetry ; Upgrade Readiness = Update Status
Y Filter i ] Tag Device LAN Automation
The Recent Tasks panel opens and lists the IP address of each device on which a
distribution, activation, or combined upgrade task is running or has completed.
Image Upgrade indicates
. N i . \ w
combined distributionand | Recent Tasks (Last 50) 2 refresn
activation tasks. ‘
Image Upgrade for 10.32.200.1
AIR-CT5520-K9-3-3-100-0 325
Duration : Oh: 12m: 38z Start Time - Oct 04 2018 17:36:01 ®  Successful hd
Image Distribution for 10.32.200.1
AIR-CT5520-K9-3-5-100-0 325
Duration : Oh: 4m: 0s Start Time - Oct 04 2018 17:06:59 ®  Successful v
Image Upgrade for 10.32.255.103
catfk_iosxe 16.06.02 SPA bin
Duration : Oh: Om: Os Start Time - Jan 26 2018 23:03:38 ®  Successful v
Image Upgrade for 10.32.255.103
catdk_iosxe. 16.06.02.5PA. bin
Duration : 0h: Om: Os Start Time - Jan 26 2018 13:54.55 ® Failzd See why 7 v
Image Upgrade for 10.16.1.254
cat3k_caa-universalk? 16.03.03 5PA bin
Duration : Oh: 26m: 505 Start Time - Jan 25 2018 20:16:34 ® Successful hd

When more than one device is included in distribution and activation tasks, the system indicates
each device’s status for each task separately when each task is complete.
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The list of devices can indicate the following task statuses:

e Successful
Indicates that the task is complete, and the device is running the golden image or add-on

e In-Progress
Indicates that the system is in the process of executing the task

e Failed
Indicates that while executing the task, an issue has occurred that caused the task to fail

To find tasks that indicate a specific status: Status drop-down list

e In the status drop-down list, select the status.

Recent Tasks (Last 50) < refresh

All

Failed
In-Progress
Successful

The list updates automatically to display the tasks that match the criteria.

To review task details:

e Expand the entry.

Recent Tasks (Last 50) < refresh ) v

\ =

Expand a task

Image Distribution for 10.32.200.1 entry to see details.

AIR-CT5520-K9-8-8-100-0.3e5 \

Duration . 0h: 4m: Os Start Time . Oct 04 2018 17:06:59 ® Successful e

In the list, additional information expands below the entry. The type of information that you see is
based on the type of task and its status.
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When a task is a single distribution or activation operation and is successful, image, device,
protocol and status details appear below the entry.

Recent Tasks (Last 50) < refresh ' v

Image Distribution for 10.32.200.1

AIR-CT5520-K9-8-5-100-0_3es
Dwuration : Oh: 4m: 0s Start Time - Oct 04 2018 17:05:59 ® Successful

1. () Distribute Operation Duration : Oh: 3m: 58s

Distribution of image: AIR-CT5520-K9-8-8-100-0.aes on device: 10.32.200.1 with protocol: SFTP completed successfully

When a task is combined upgrade operation that includes image distribution and activation, the
details list the two dependent tasks and their statuses separately.

Image Upgrade for 10.202.0.10

catdk_iosxe.16.09.02 SPA.bin
Duration : Oh: 31m: 588 Start Time : Nov 09 2018 18:54:43 ® Successful ~

1. (%) Distribute Operation Duration : Oh: 3m: 13s Show Scripts

Distribution of image: cat9k_iosxe.16.09.02.5PA bin on device: 10.202.0.10 with protocol: HTTPS completed
successfully

2. () Activate Operation Duration : Oh: 28m: 40s

Activation of image: cat9k_iosxe.16.09.02.SPA bin on device: 10.202.0.10 completed successfully

For Failed status, the information includes the cause and point in the process at which the failure
occurred.

To see summary failure information:

e Beside the Failed status indicator, click See why?

A pop-up window opens with a synopsis of the issue, examples below.

® Failed /. See why ? ® Failed See why ?
F%r f:lltures, ?}LCK See / oo Workfiow SWIM
why? 10 see the cause. Workflow Activation
Distribute completed, result
Image failed. partial success.
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In most cases, Cisco DNA Center runs a CPU Health Check test before executing the task.

Script Name Type Log Details

» CPU Health Check Pre Check View

A single Show Scripts link is available for activation or combined distribution and activation
tasks.

—_\ Note: In some cases, the script is not available for tasks. For example, this test
— does not apply to WLCs.

Future release of Cisco DNA Center will make additional pre-task and post-task
scripts available.

Image Upgrade for 10.202.0.10

catdk_iosxe.16.09.02 SPA.bin
Duration : Oh: 31m: 588 Start Time : Nov 09 2018 18:54:43 ® Successful ~

1. () Distribute Operation Duration : Oh: 3m: 13s Show Scripts

Distribution of image: cat9k_iosxe.16.09.02.5PA bin on device: 10.202.0.10 with protocol: HTTPS completed
successfully

2. () Activate Operation Duration : Oh: 28m: 40s

Activation of image: cat9k_iosxe.16.09.02.SPA bin on device: 10.202.0.10 completed successfully

You also can see the log of the data that the script collected before running the task.

4 Log Details

Script
s ® CPU Health Check
Mame
Details Device Cpu Heath Check completed

show processes cpu sorted
CPU utilization for five seconds: 8%/8%; one minute: @%; five minutes: 2%

PID Runtime{ms) Invoked usescs S&5eC 1Min 5Min TTY Process

[ 2235 182817 21 9.87% 9.02% 9.98% B SASRcvkQ

28 2849 191921 12 9.87% 9.98% @.88%¥ @ IPC Periodic Tim

216 56324 6126787 O @.87% 9.82% @.81% @ IPAM Manager

365 2785 19653 141 9.87% 09.98% 0.88% 0 Qo5 stats proces

117 208288 1965485 18 9.87% 0.92% 9.80% 2 1d8ms check

113 93514 1116182 83 ©.87% 9.85% @.85% @ Crimson config p

583 28879 982256 29 9.87% 9.91% 9.88% @ ONEP Network Ele
ri A 1 A B AR A.ARY 8. A6% A BO Wotifv Timers
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To see scripts or associated logs:

1. Expand a task entry, and beside the operation, click Show Scripts.

The section expands and lists the script or scripts that ran.

Image Upgrade for 10.32.255.100

cat3k_caa-universalk® 16.06.02 SPA.bin

Duration : Oh: 20m: 2s Start Time

w
y

uccessiul

1. Distribute Operation +

successfully
Script Name Type Log Details
" \Verifying Disk Space Pre Check View

Hide Sm{ﬁ

Distribution of image : cat3k_caa-universalk9.16.06.02.SPA bin on device : 10.32.255.100 completed

2. Activate Operation +*

Activation of image : cat3k_caa-universalk9.16.06.02.SPA.bin on device : 10.3

successfully

55.100 completed

2. To see detailed information, below Log Details, click View.

1. Distribute Operation

successfully
Script Name Type Log Details
« Verifying Disk Space Pre Chack View

Hide Scri

Distribution of image : cat3k_caa-universalk.16.06.02.5PA . bin on device ; 10.32.255,100 completed

The panel toggles to display Log Details.

E Log Details

Script
¥ @ Verifying Disk S

Name

Details  Validated Device Memory
X1-3858-C5W-1%#

MX1-3858-CSW-1#dir flash:
Directory of flash:/

77602 -ru- 2897152 Dec & nvram_config

15524 -rw- 4753 Oct 26 packages.conf

77618 drux 4896 Oct 11 virtual-instance

15521 drex 4896 Oct 11 vman_fdb

31841 drwx 4896 Oct 26 de_profile_air

31843 drmx 4896 Oct 11 wnweb_store

77611 -ru- 616 Oct 26 vlan.dat

77612 -ru- 488979686 Oct 26 cat3k_caa-universalk®.16.06.81

15523 -rw- 1236 Oct 11 packages.conf.0@-

46562 drux 4896 Oct 26 -installer

23286 -ru- 19167872 Oct 26 cat3k_caa-guestshell . 16.86.81.
die 23287 -ru- 27722412 Oct 26 cat3k_caa-rpbase.16.06.01.5PA.
fash 23288 -ru- 331174528 Oct 26 cat3k_cea-rpcore.16.06.01.5PA.

23289 -ru- 14783104 Oct 26 cat3k_caa-sr -16.86.01.5P

23298 -ru- 16126588 Oct 26 catlk_caa- 16.96.81.5PA.p

15522 -ru- 37 Oct 26 bootloader_evt_handle.log

46563 drux 4836 Oct 28 core

54322 drwx 4896 Oct 26 .prst_sync

62084 drux 4896 Oct 26 -rollback_timer

62885 drit 4896 Oct 26 gs_script

15527 -ru- 91878 Oct 26 memleak.tel

15528 -rw- 2097152 Dec 8 nvram_config bkup

15529 -rax 448 Oct 26 private-KS1

1624184968 bytes total (715587584 bytes free)
MX1-3850-CSK-1#
MX1-38508-CSK-1#
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Want More?

Find Product Information

Visit the Cisco Web site to learn more about Cisco DNA Center.

Visit the Cisco Web site to review or download the Cisco Digital Network Architecture Center
User Guide.

Visit the Cisco Web site to access other Cisco DNA Center learning opportunities.

Visit the Cisco Web site to access learning opportunities for other Cisco products.

Contact Us About This Training

Send us a message with questions or comments about this training.

Y Note: Please send messages that address training content only.

— Follow your regular business process to request technical support or address
technical or application-related questions.
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